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Relay Pursuit-Vathana: A Novel Optimization Approach
for Feature Selection in Software Defect Prediction

Relay Pursuit-Vathana: A Novel Optimization
Approach for Feature Selection in Software Defect
Prediction

Rajakani M.!, Beaulah Jeyavathana R.*?, and Kavitha R. J .}

Abstract—Software defect prediction plays a crucial role in
ensuring the quality and reliability of software systems. Feature
selection, the process of identifying the most relevant features
from a large set of potential features which is essential for build-
ing effective defect prediction models. In this paper, we propose
a novel feature selection model based on the RelayPursuit-
Vathana (RP-Vathana) optimization algorithm, inspired by relay
races and pursuit dynamics in biological systems. The proposed
model aims to identify an optimal subset of features for soft-
ware defect prediction, maximizing the predictive performance
of the resulting classification model. The RP-Vathana algorithm
was integrated with a Naive Bayes classifier and benchmarked
on three datasets (PC5, JM1, KC2) to validate its effectiveness
in feature selection for defect prediction. The results show that
RP-Vathana significantly outperforms existing wrapper-based
methods, obtaining mean accuracies of 94.28%, 93.69%, and
96.35% on PC5, JM1, and KC2, respectively, compared to the
83-90% range of rival techniques. While the parameter-free de-
sign improves usability, the algorithm's performance on highly
noisy or very small datasets warrants future investigation into
hybrid extensions for enhanced robustness.

Index Terms—Software defect prediction, Feature selection,
Bio-inspired algorithm, RP-Vathan

[. INTRODUCTION

In the software development landscape, ensuring product
quality and reliability is critical. Software flaws frequently
appear despite careful planning and thorough testing,
presenting serious difficulties for stakeholders and developers.
Software defect prediction(SDP) model is essential for
developing Dbetter software by enabling early defect
identification, optimizing resource allocation, improving
software quality, mitigating risks, enhancing decision-making,
and fostering continuous improvement in the software
development process.[1-2] Fixing errors caused by logic
mistakes, insufficient requirement analysis and inaccurate
system design takes time and resources, and it can negatively
impact user experience and accurate solution.[3-4] As a result,
proactive defect prediction techniques are gaining popularity
as a means of identifying possible problems before they
materialise in operational environments. Machine learning
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(ML) techniques have emerged as powerful tools for software
defect prediction due to their ability to analyze vast amounts
of data, extract patterns, and make predictions with
remarkable accuracy [5]. By leveraging historical project data,
such as code metrics, version control information, and defect
reports, ML models can learn to identify patterns indicative of
defect-prone areas within software systems.[6] In this study,
the objective is to develop a defect prediction model for
software development using supervised learning algorithms.
Various software metrics are utilized as decision variables to
predict faults within the software. Given the vast
dimensionality of the feature set, the aim is to employ feature
selection techniques to identify the optimal subset of features
that contribute most significantly to defect prediction
accuracy.

The wrapper method stands out as the most commonly used
approach for feature selection. It selects optimal features based
on the performance of the predictive model, potentially
enhancing its effectiveness. Moreover, wrapper methods can
adapt to various performance metrics tailored to specific
problem domains. These methods evaluate individual features
while considering their interactions, thereby capturing
complex relationships among them, which cannot be assessed
by evaluating features individually. The commonly used
wrapper approaches for software defect prediction model are:
Particle Swarm Optimization (PSO) [7], Boosted Whale
Optimization (BWO) [8], Ant Colony Optimization (ACO)
[9], Genetic Algorithm (GA) [10], Firefly Algorithm (FA)
[11] and Hybrid Grey Wolf Optimization (HGWO) [12].

In recent years, there has been a growing interest among
researchers in developing optimization algorithms that operate
without the need for control parameters because of the reduced
complexity and improved convergence rates. Rao [32]
developed the Rao Optimization algorithm, which updates the
population set by leveraging the features of the best and worst
individuals, without requiring any control parameters. This
approach yields improved results. For instance, a parameter-
free optimization algorithm [31]] has been successfully
applied to the document classification problem demonstrating
its robustness across domains. This highlights the overall
effectiveness of such algorithms, while our work specifically
targets their application in software defect prediction.
Although promising, these approaches rely solely on the best
and worst individuals in the population for updates, neglecting
the contributions of intermediate solutions, which can restrict
exploration of the search space.

MARCH 2026 « voLuME XVIII « NUMBER 1
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To address these shortcomings, the present study introduces
a novel parameter-free and deterministic optimization
algorithm, named RP-Vathana, for feature selection in SDP.
Unlike conventional metaheuristics, RP-Vathana eliminates
the reliance on randomness and control parameters by
adopting a deterministic update strategy based on competitive
interactions among all superior individuals. This ensures
stable, consistent performance while preserving the balance
between exploration and exploitation. The detailed motivation
behind the algorithm is presented in Section II, while its
working principle and computational framework are explained
step by step in Section III.

The study design involves three major steps: (i) extraction
of features from benchmark software defect datasets (PCS5,
JM1, KC1), (ii) application of the RP-Vathana algorithm for
optimal feature selection, and (iii) classification of defect-
prone modules using Naive Bayes, with extensive
comparisons against state-of-the-art metaheuristic algorithms
across multiple independent runs.

The principal contributions of this study are:

. A Novel Parameter-Free Algorithm: We introduce
RP-Vathana, a deterministic optimization algorithm for feature
selection. This design effectively overcomes the inherent
limitations of randomness and manual parameter tuning
required in conventional methods.

. Demonstrated Superiority: We prove that RP-
Vathana yields superior, more stable performance (higher
classification accuracy and robustness) compared to current
state-of-the-art algorithms on standard Software Defect
Prediction (SDP) datasets.

. New Direction in Optimization: Our work
highlights deterministic optimization as a promising
methodological alternative to randomness-driven
metaheuristics, offering new insights for SDP and broader
machine learning applications.

II. RELATED WORKS

Software defect prediction (SDP) has been studied
extensively, with applications in within-project [13—15], cross-
project [16-18], and heterogeneous settings [19-20]. Most
approaches employ supervised learning, where prediction
accuracy depends heavily on the choice of features [21].

A. Feature Selection Approaches: Filter, Wrapper and Hybrid

Feature selection methods are generally classified as filter,
wrapper, and hybrid. Filter methods apply statistical criteria,
wrappers evaluate subsets using classifiers, and hybrids
combine both. Alsaeedi et al. [26] reported that machine
learning—based models generally outperform traditional filter-
only approaches, while Aleem et al. [27] benchmarked 11
algorithms across 15 NASA datasets and found NB and SVM
to be consistently effective. This indicates that careful feature
subset selection remains a key factor for reliable SDP.

B Parameter-Dependent vs Parameter-Free Metaheuristics
Approaches

Metaheuristic search has also been widely adopted for
feature selection. Parameter-dependent methods (e.g., GA,
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PSO) require careful tuning and are often vulnerable to getting
trapped in local optima, which limits their global search
ability. Despite these drawbacks, they have shown
effectiveness in domains such as image classification [28],
tuberculosis detection [29], and SDP [30]. In contrast,
parameter-free approaches reduce reliance on parameter
tuning and improve robustness, though their application in
SDP remains limited. This suggests an opportunity to explore
parameter-free metaheuristics for more stable and scalable
feature selection in SDP.

C Benchmarking Approaches and Limitations

Benchmarking studies play a central role in comparing SDP
methods. Aleem et al. [27] demonstrated that NB and SVM
often outperform other classifiers across datasets, while
further evaluations confirm that SVM, MLP, and Bagging
consistently achieve high accuracy (~89%), low error (MAE =
0.10-0.14), and strong F-measure (~0.94). Conversely, KNN
frequently underperforms, with accuracy below 75% and
higher error rates. These findings reinforce the effectiveness of
ensemble and margin-based methods, but also highlight the
variability of results across datasets.

Beyond conventional classifiers, neuro-fuzzy techniques
[22-24] and software agent—based approaches [25] have been
explored to enhance test-case generation and improve defect
detection. Hybridizing these approaches with machine
learning methods offers potential for more accurate and
adaptable prediction models.

However, benchmarking efforts face several limitations,
including dataset imbalance, lack of diversity across
repositories, and inconsistencies in evaluation protocols.
Therefore, there is a need for more comprehensive
benchmarking strategies that can ensure fair comparisons and
generalizable conclusions.

D. Proposed Method: RP-Vathana Feature Selection

To address the limitations identified in prior studies, we
propose RP-Vathana, a parameter-free optimization algorithm
for feature selection in software defect prediction. Unlike
parameter-dependent metaheuristics, RP-Vathana requires no
control parameters, which enhances adaptability across diverse
optimization tasks and eliminates the risk of poor performance
due to improper tuning.

The algorithm is inspired by relay-race dynamics, where
team members adjust their pace in response to one another. In
this framework, candidate solutions cooperate and refine their
search strategies relative to their peers, enabling the algorithm
to escape local optima and move toward globally competitive
solutions.

RP-Vathana has been applied to decision-metric selection in
software defect prediction and has demonstrated effectiveness
across three benchmark datasets, confirming its robustness and
potential as a scalable feature selection approach.

E. Background and Motivation

In a relay race, teamwork and cooperation among team
members are vital for success. Typically, teams follow a
structured approach to maximize efficiency and speed. In an
individual race, each runner focuses on matching the fitness
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level of the fastest participant without assistance. However, in
a relay race, teams consist of four participants who must
collaborate and adjust their fitness levels based on each other's
abilities. This means that a runner can receive support from
their teammates even if they underperform at certain stages of
the race.

To win a race, it's essential to adjust your pace according to
the faster runners. You must increase your speed gradually,
starting by overtaking those ahead of you. In many
population-based ~ optimization  algorithms, individuals'
positions are typically updated relative to the best individual in
the population. However, in this research, a novel optimization
algorithm called Relay Pursuit - Vathana (RP-Vathana) is
introduced, which draws inspiration from relay races. In RP-
Vathana, a relay race structure is utilised to enhance the
position updates of weaker individuals within the population.

The remainder of the manuscript is organized as follows:
Section III introduces the theoretical concept of the RP-
Vathana algorithm, while Section IV details its
implementation. Section V covers the experimental setup,
parameter settings for benchmark algorithms, evaluation
metrics, and an in-depth analysis of the results. Section VI
addresses potential threats associated with our proposed
algorithm, and Section VII and VIII provides the
Limitations/Future scopes and conclusion respectively.

III. WORKING PRINCIPLE OF RELAY PURSUIT-VATHANA ALGO-
RITHM

This section describes the working principle of the
algorithm followed by the mathematical model of the
algorithm.

The algorithm begins by generating a random population of
N individuals, each with a unique fitness evaluated using a
Bayesian Information Criteria (BIC). These individuals are
then sorted based on their fitness values in descending order.
Next, the population is divided into 'm' groups, with each
group containing an equal number of individuals. The highest-
fitness individual overall is selected as the best individual,
while the top N/m individuals in the sorted population become
the leaders of each group.

Let us consider the initial population set POP= (I;, I,
I;,..Iy), where [; represents j-th individuals. Sorted POP =
[Ir1,Ir2,.. Irn] where Ig; represents individuals with rank j.
POPgroup = [POP;POP;POPs, ,POPy;,] where POP;
represents the i-th population subset. Let N denote the
population size and m the number of subsets, where the first m
ranked individuals act as leaders. The population is partitioned
into disjoint subsets based on modular arithmetic.

For each leader I € {1,2,3,..,m}, the corresponding subset
is defined as

s;={i €{1,2,...,N}:i = l[(mod m)}

N-—1
= {l +km:k=01,2, ,l— }
m
In other words, if the individuals are denoted as, x;,x2,xy
sorted in the ascending order of the rank (where x; corresponds

to the i-th ranked individual), then the 1-th subset can be
expressed as

to the i-th ranked individual), then the 1-th subset can be
expressed as

N -1
POP, ={x;:i €5} = {kam :k=0,1,.., IT }

For instance, if the population size is 20 and m is 4, each
group will have 5 individuals. The individuals with rank 7 to 4
are selected as leaders. The subsets are organised such that
individuals with rank 1,5,9,13,17 form the first subset,
individuals with rank 2,6,10,14,18 form the second subset, and
so on. The leader of each subset corresponds to the individual
with the lowest index within that subset.

After organizing the individuals into groups, the velocity of
each individual, except the leader candidate is update based on
the velocity of best performing candidates within the same
group. Let v; denote the velocity of the j-th variable in the i-th
individual, and vy represent the velocity of the j-th variable of
the k-th best candidate in the population g.

The velocity is updates using Eq.1 and Eq.2:

vi’} = ”5’ + 7. (v,fj - vf} ¢))
xj = xj + v @)

This process continues for a maximum number of iterations
or until the fitness function converges. Subsequently, the
candidate with the maximum fitness value is selected as the
best candidate.

Algorithm 1 RP-Vathena optimization algporithm
1: procedure RP-VATHANA( featurel ector)
& Deesirn objective function
Generate initial population set POP

&

4: Caleulate the fitness of each candidate using BIC
B Tpen: candidate x with best fitness in POF,
5
B

while T=Ty . do
Sort all the candidates in POPy_; in descending order
for each Group g from 1 tom do

0 for each condidate [ from g to N do

1 Append candidate X to group g’

- k=I+m

12 end for

13: end for

14: for each Group g from 1 tom do

15 for each condidate 1 in the group g do

e Xecw : Move the candidate X towsrds all the better
17 candidates in the group 'g" using Equations 3 and 4
18: Xwcw1 1 Move Xy towards X g, using equations 1 and 2
19%: Keep best among X, Xw cw X #me1 in the PO Py

o0 end for

: end for

5 Update X ge. in POPr

o and while
M return Xgca

A. Mathematical model of RP-Vathana optimization:

This section describes about the mathematical model of
proposed RP-Vathana optimization algorithm

1. Population initialization:

Assume that the size of the population is N, and each
candidate has d number of variable. The i-th candidate is
represented as :

Xi={Xi1,xi2,.,xia} Where x;; represents the j-th variable of the
candidate

2. Fitness Evaluation:

The Bayesian Information Criteriais employed as the
fitness function to evaluate the fitness of each candidate. This
is a minimization problem so that the candidate with minimum
value is selected as best candidate, represented as Xpes:.

MARCH 2026 « voLuME XVIII « NUMBER 1
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3. Grouping and Movement:

Assume that the entire population set is divided in to m
number of sub groups. Each group has N/m candidates. The
initial population set is sorted in descending order and divided
into m groups and candidates are selected based on their rank.

In each group the velocity of the candidates is updated
based on the better performing candidate in the same group.
For each individual x; in each group g, the position of variable
Jj is updated as follows.

K
vf;- = vf;. + y.zk_l(v,fj — vi’;- 3)
xi’} = xi’} + vi’;. 4)

Where,

vi’} is the velocity of the j-th variable of the i-th candidate
in the group ‘g’

y is a random value ranging from 0 to 1. The introduction
of the random variable » in the modification step adds
stochasticity to the algorithm. This stochastic element
facilitates exploration of the search space, mimicking the
inherent randomness observed in biological processes.

v,f ; is velocity the j-th variable of the k-th better performing

candidate in the group ‘g’

xi’;- is the j-th variable of the i-th candidate in the group ‘g’

K is the number of better performing candidates in the
group ‘g’

In the Eq.3, if the difference between velocity of the j-th
variable of candidate /i and better candidate k is positive,
encourages the individual 7 to move towards including the j-th
variable. If it is negative, encourages the individual i/ to move
towards excluding the j-th variable.

Repeat the steps 2 and 3 for maximum number of iterations.
(Tmax) and the candidate with minimum BIC is selected as
optimal candidate. Algorithm 1, shows the working principle
of the RP-Vathana optimization algorithm.

Fig.1 shows the flow chart of the RP-Vathana algorithm.
The candidates are ranked by the fitness values and the best
candidate is selected as Xs.s. The population set is divided into
m subsets. Candidates are placed into the subsets based on
their ranks. First ‘N/m ranked candidates are set as leader of
the respective subset and the leader candidates are moved
towards the X candidate. All the remaining candidates X in
the group g are moved towards the better performing
candidate in g. If the new candidate X, is better than X then
Xoew 18 moved towards Xper and kept as Xyews;. The better
candidate among X, Xyew and Xey; is retained in the population
set.

IV. IMPLEMENTATION OF RP-VATHANA OPTIMIZATION ALGO-
RITHM

This section describes the implementation details of the
proposed algorithm
A. Data Preprocessing using RobustScaler

To mitigate the effect of outliers on feature scaling, we
applied the RobustScaler method. Unlike standard scaling,
which relies on the mean and standard deviation, RobustScaler

MARCH 2026 « voLuME XVIII « NUMBER 1
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uses the median and interquartile range (IQR) to transform
the features. The scaling formula is given by:
x' =
x—-median(x)
IQR(x)

©)

where x is the original feature value, median(x) is the median
of the feature and IQR(x) = Q3 —Q, represent the
interquartile range. This approach ensures that the
transformation is robust to outliers, improving the stability and
performance of subsequent algorithms.

B. Population representation scheme

Each candidate in the population set is represented as
binary feature set of size nywhere nyis the number of design
metrics in the software metrics data set. This feature set is
represented as binary values (0,1) where the value of 1
represents the inclusion of the design variable and value of 0
represents its absence. Suppose if the size of feature set is 10
and the i-th candidate is represented as Xi=
{1,0,1,1,0,0,1,1,0,1}. It indicates that the features f7,/3,/4,/7,f8
and f10 are present in the candidate solution.

C. Initialize the population table:

To generate the initial population set with a size specified
by N, which is calculated as

N =n;.0.10, each candidate solution undergoes the
following process:

Firstly, the continuous search space is transformed into a
discrete search space using the sigmoid function. Random
values are generated for each feature within the defined range
of that feature. These randomly generated values represent the
initial state of each feature in the solution. Subsequently, the
sigmoid function is applied using Eq.6 to these random values,
converting them into discrete values within the range of 0 to 1.

e *+1 ®)
Each candidate solution, denoted as xi, is represented as a
vector {v,va,..va} , where each v; represents a random value
generated for the j-th variable in the i-th solution, r(ij).
Initially, the value of v; is assigned randomly within the
defined range of the variable r(i,j). Subsequently, the sigmoid
function is applied to map the value v; to a value between 0
and 1. Finally, the Eq.7 is utilized to convert the resulting

continuous value into a binary value.
x;; = floor(Sigmod (x) + rand()) mod 2 (7)

Sigmod(x) =

D. Fitness evaluation

The fitness of candidates is assessed using the BIC (Eq.8) as
an objective function. BIC uses error rate and number of
features used as the key for evaluating the performance of the
candidate. Since it is a penalty-based evaluation method, the
candidate which shows less error rate with minimum number
of features gets a low penalty.

BIC =n -logMSE + k -logn (8)
were n denotes the number of instances in the dataset, MSE
represents the mean square error rate, k is the number of
features.
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MSE is calculated using the Eq.9

1 <N

MSE==>" (=90 ()
i=1

were N is the number of instances in the data set , y; is the

actual value of the instance i, J; is the predicted value of the

instance 1.

Initialize Population Size (N), No. of groups (m)
and Maximum Iteration (TMax)

Generate Initial Population Set
Measure fitness using BIC

Arrange individuals in descending order, Select Xbest
and Form 'm' groups with ‘N/m' individuals

les

For all candidates X in each group g

TF X is leader of the group?

No

Move X towards all better candidates: Xnew

Move X towards Xbest: Xnew

Move Xnew towards Xbest: Xnew1

Set X as best among {X, Xnew, Xnew1}

Fig.1 RP-Vathana optimization algorithm flow chart

V. EXPERIMENT AND VALIDATION

A. Experimental set up

Navie Bayes (NB) classifier are used for classification
purpose. The model is trained for 80% of the samples and
remaining samples are used for validation purpose. 5-fold
cross validation process is used for classification. The entire
samples are divided in to five equal folds. On each iteration,
one fold is used for training the model and the remaining folds
are used for testing. This process is repeated for all five
possible combinations of training and testing folds. Highest
accuracy achieved across the five iteration of 5-fold cross
validation is selected as overall accuracy. To compare the
effectiveness of the proposed approach, we evaluate it
alongside several state-of-the-art algorithms, including
Particle Swarm Optimization (PSO) [7], Boosted Whale
Optimization (BWO) [8], Ant Colony Optimization (ACO)
[9], Genetic Algorithm (GA) [10], Firefly Algorithm (FA)
[11], and Hybrid Grey Wolf Optimization [12]. These
algorithms are  parameter-dependent, meaning their
performance heavily relies on parameter values. Table.l
shows the parameters used for the benchmark algorithms to be
compared.

Each algorithm is independently executed 30 times, and the
average results are documented for analysis and comparison.

TABLE I
ALGORITHM SPECIFIC PARAMETER VALUES
‘ Algorithm H Parameters “ Value(s) ‘
‘ GA H C — Crossover method H One-point ‘
| || Pc — Crossover probability “ 0.5 |
| || M — Mutation method || Swap |
| || PM — Mutation probability “ 0.3 |
| Pso | W - Inertia weight | o1 |
| || C1 — Local learning coefficient “ 0.4 |
| || C2 — Global learning coefficient || 0.9 |
| FA || o — Randomization parameter || 0.1 |
| || B0 — Base attraction || 1 |
| || I' — Absorption coefficient || 1 |
| BWO || o — Linearity decreasing parameter || a €[0,2] |
| || b — Constant “ 1 |
| || 1 — Randomization parameter || [-1,1] |
‘ HGWO H o — Controlling parameter “ a € [0,2] ‘

B. Performance metrics used:

The following well known metrics are used for evaluating
the performance of the proposed RP-Vathana algorithm:
accuracy, recall, precision and F1 score.

To calculate the above metrics True Positive (TP), True
Negative (TN), False Positive (FP) and False Negative (FN)
values are calculated from the predicted values of the testing
instances.

TP indicates the number of correctly classified positive
instances, TN indicates number of correctly classified negative
instances, FP indicates number of negative instances classified
positively and FN indicates number of positive instances
classified negatively.

Accuracy is the percentage of samples that are correctly
classified. (Eq.10)

Acc = T84TV (10)
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Precision is the ratio between the correctly classified
positive values to the number of instances that are classified as
positive. (Eq.11)

Precision = —— (11)

(TP+FP)
Recall is the percentage of positive values that are correctly

classified.(Eq.12)
TP

Recall = P (12)
F1 score combines the precision and recall values (Eq.13)
TP
F1 — Score = (13)

<TP + % * (TP + TN))

C.Result and discussion

The effectiveness of the proposed software defect prediction
method is assessed using three well-known benchmark
datasets [PC5, JM1, KC1], which are accessible through the
NASA-MDP public dataset repositories. Table 2 provides
summaries of these benchmark datasets for reference.

Relay Pursuit-Vathana: A Novel Optimization Approach
for Feature Selection in Software Defect Prediction

TABLE IV
ACCURACY COMPARISON ON JM1 DATA SET USING
NB CLASSIFIER

ACC % | ERR | Precision | Recall

GA 85.78% | 14.22% 0.89 0.8578
PSO 86.70% | 13.30% | 0.8958 | 0.867
FA 87.13% | 12.87% | 0.8986 |0.8713
BWO 89.94% | 10.06% | 0.9139 |0.8944
HGWO 91.93% | 8.07% | 0.9243 ]0.9093
RP-Vathana | 93.69% | 6.31% | 0.9177 |0.9107

Classification accuracy, error rate, precision, recall, and F1-
score are the evaluation metrics shown in Table 5 that are
obtained from the proposed RP-Vathana method and other
feature selection algorithms that use NB classifier on KCl1
data set. Compared to other approaches, our proposed
algorithm notably achieves high classification accuracy. In

TABLE I particular, RP-Vathana software defect prediction model
NASA DATASET DESCRIPTION outperforms other feature selection methods with a better
Total no. | No of defec-| No of non- success rate of 96.35%. Moreover, the proposed model
No. of of tive instanc-| defective performs better in terms of recall, Fl-score, and macro-
Dataset | features |instances es instances averaged precision.

PC5 39 17186 516 16670 TABLE V

M1 21 10885 8779 2106 ACCURACY COMPARISON ON KC1 DATA SET USING

KCl 21 2109 326 1783 NB CLASSIFIER

o . .

The comparison results are presented in Table 3, depicting ACC % ERR | Precision | Recall
the performance of our proposed method alongside other GA 86.72% 13.62 0.9062 | 0.8672
algorithms using NB classifier on the PCS5 dataset. The PSO 88.63% 11.37% 0.9058 0.8663
proposed RP-Vathana achieves 94.28% accuracy with N
precision: 0.973, recall: 0.9347 and F1-Score:0.9504, which FA 89.05 10.95% 0.9191 0.8905
are comparatively better than other algorithms. BWO 91.97% 8.03% 0.9267 | 0.9037

TABLE III HGWO 94.84% 5.16% 0.9488 | 0.9384
ACCURACY COMPARISON ON PC5 DATA SET USING RP-
NB CLASSIFIER Vathana | 96.35% | 3.65% | 09795 |0.9635
ACC % | ERR | Precision Recall
GA | 85.79% | 14.21% | 0.9697 0.8579 TABLE VI
. " PERFORMANCE METRICS COMPARISON OF PRO-POSED
PSO 88.71% | 11.29% 09712 0.8771 ALGORITHM AND BASELINE ALGORITHMS ACROSS 30 RUNS
o 0,
FA 89.14% | 10.86% | 0.9715 0.8814 ACCURACY (%)
o 0
BWO 90.44% | 9.56% 0.9736 0.9044 Maxi- Mini- | Mea | Medi- | Std.D
HGWO | 92.94% | 8.06% 0.974 0.9094 mum mum n an ev
RP- RP-
Vathana | 94.28% | 5.72% | 0.967 0.9109 Vatha 91.4
na 94.28 89.32 3 91.34 | 1.27

Table 4 presents the comparative results for defect | PC | HGW 89.6
prediction rates such as accuracy, error rate, precision, recall, 5 o 92.94 85.73 3 89.36 1.9
and F1-score on the IM1 dataset using NB classifier. Notably, | Da- | BWO 87.3
the proposed feature selection method, RP-Vathana, has a | @ 90.44 83.75 1 86.72 | 2.08
macro-averaged F-score of 0.9142 for the NB classifier. Our | S€f | FA 86.3
RP-Vathana-based software defect prediction method achieves 89.14 82.98 7 | 8695 | 198
an impressive 93.69% classification accuracy. These results PSO 86.6
highlight the superiority of our proposed feature selection 88.71 83.89 2 86.7 1.28
method on the publicly available JM1 dataset.
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A. Comparative Analysis of Selected Features with Existing
Studies

The study utilized three benchmark datasets (PC5, JM1, and
KC2) that feature a diverse set of software metrics. These
metrics capture the essential characteristics of source code
modules, including size (e.g., LOC_TOTAL), complexity
(e.g.,CYCLOMATIC_COMPLEXITY,
DECISION_COUNT), and maintainability as measured by
Halstead metrics (e.g., HALSTEAD_EFFORT). Additional
features, such as PARAMETER_COUNT and
GLOBAL_DATA_COMPLEXITY, provide structural and
modularity insights. These comprehensive metrics serve as the
input features for the defect prediction model. To evaluate the
effectiveness of RP-Vathana in identifying informative
features, we compared the feature subsets selected from the
PC5, IM1, and KC2 datasets against those reported in prior
studies. Table VIII summarizes the top features obtained by
RP-Vathana alongside rankings from existing feature selection
approaches.

TABLE VIII
COMPARISON OF TOP SOFTWARE METRICS SELECTED BY
RP-VATHANA AND PRIOR STUDIES ACROSS DATASETS

GA 83.8
85.79 81.58 1 83.95 1.59
RP-
Vatha 91.0
na 93.69 88.7 2 91.29 1.38
JM | HGW 89.2
1 o0 91.93 87.08 8 88.96 1.45
Da- | BWO 87.5
ta 89.94 85.22 1 87.59 1.52
Set FA 84.7
87.13 82.14 5 84.99 1.61
PSO 84.1
86.7 82.07 9 84.33 1.49
GA 82.7
85.78 80.04 3 82.68 1.68
RP-
Vatha 94.2
na 96.35 92.57 5 94.17 1.16
KC | HGW 92.8
2 o 94.84 90.69 5 92.83 1.18
Da- | BWO 90.0
ta 91.97 88.24 6 90.2 1.21
Set FA 86.8
89.05 84.77 1 86.86 1.2
PSO 86.0
88.63 84.46 9 85.95 1.21
GA 83.8
85.93 81.94 8 83.72 1.3

Table 6 summarizes the maximum, minimum, mean,
median, and standard deviation of the accuracy scores
obtained from 30 runs of our proposed algorithm compared to
other state-of-the-art algorithms. The proposed algorithm
shows competitive performance with a higher mean accuracy
and lower standard deviation, indicating both effectiveness
and stability. The detailed statistical measures provide a clear
and comprehensive understanding of how the proposed
method performs relative to others.

TABLE VII
PERFORMANCE EVALUATION OF THE PROPOSED MODEL
USING MCC AND F1-SCORE ACROSS ALL THREE DATASETS

Dataset MCC F1-Score
PCS5 0.928 0.938
KC1 0.824 0.970
JM1 0.894 0914

As summarized in Table 7, the proposed model consistently
achieves high MCC and Fl-score values across all three
datasets. The MCC values indicate a strong correlation
between the predicted and actual defect labels, while the F1-
scores reflect a balanced trade-off between precision and
recall. Together, these metrics confirm the model’s robustness
and effectiveness in handling the imbalanced class
distributions present in the datasets.

Da- Top Features (RP- Top Features (Prior

taset Vathana) Studies)

PC5 CYCLOMAT- PARAME-

IC_COMPLEXITY, TER COUNT,
HALSTEAD EFFORT, NUM_OPERANDS,
PARAMETER_COUNT, | NUM_OPERATORS,
ESSEN- NUM_UNIQUE_OPER
TIAL COMPLEXITY, ANDS,
LOC_EXECUTABLE NUM_UNIQUE_OPER
ATORS,
HALSTEAD CONTEN
T,
HALSTEAD_DIFFICU
LTY [33]
JM1 LOC _EXECUTABLE, LOC TOTAL,
DECISION_COUNT, MAINTE-
HALSTEAD DIFFICUL | NANCE_SEVERITY,
TY, NODE_COUNT, ESSEN-
MAINTE- TIAL DENSITY, CY-
NANCE _SEVERITY CLOMAT-
IC _DENSITY,
HALSTEAD LEVEL
[34]

KC2 BRANCH_COUNT, NUM_OPERANDS,
HALSTEAD VOLUME, | HALSTEAD DIFFICU
NUM_UNIQUE OPERA LTY,

NDS, ESSEN- HALSTEAD_ EFFORT,
TIAL COMPLEXITY, LOC EXECUTABLE,
DE- DECISION_COUNT
SIGN. COMPLEXITY [35]
Our findings show that RP-Vathana consistently

emphasizes complexity and effort-related metrics, such as
CYCLOMATIC_COMPLEXITY,
ESSENTIAL_COMPLEXITY,

HALSTEAD_EFFORT,
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and PARAMETER_COUNT. This agrees with earlier studies
that also highlighted the importance of Halstead and
complexity measures for defect prediction

VI. VALIDITY THREATS

This section addresses the validity challenges posed to
the proposed feature selection scheme.  Although RP-
Vathana feature subset selection method outperforms other
algorithms in terms of performance, it requires more
computational time to execute.

A. Complexity Analysis

The computational complexity of the proposed algorithm is
derived by analyzing its major components as presented in
Algorithm~1.

Initialization (Lines 2-5): The initial population of N
candidates is generated and their fitness values are computed.
This requires O (N) operations.

Sorting (Line 7): In each iteration, the population is sorted
according to fitness values. This requires O ( Nlog N) time.

Group Assignment (Lines 8-13): Each candidate is
assigned to one of the mmm groups. Since all NNN candidates
are assigned exactly once, this step takes O (N) time.

Candidate Updates (Lines 14-21): Within each group,
every candidate is updated with respect to all better candidates
in that group. For a group size of approximately N/m, each

. N . . . .
update requires — operations. Since there are N candidates in
m

total, the overall cost of updates per iteration is:

o(v-3)=o (%)

Additional operations, such as updating with respect to the
global best and performing comparisons, incur constant-time
overheads and do not affect asymptotic complexity.

Iteration over TMax Cycles (Lines 6—23): The above steps
are repeated for a maximum of TMax iterations.

By combining the above components, the total time
complexity of RP-Vathana is given as:

NZ
0 (TMax : {N +NlogN + N + H})

2
For moderate values of m, the quadratic term %

dominates, and the worst-case
simplifies to:

asymptotic complexity

O(N 2 Thax)

This result highlights that the higher computational
overhead of RP-Vathana arises primarily from its update
mechanism, which considers interactions among all candidates
rather than updating with respect to only the global best
solution. Although this results in a higher runtime compared to
conventional algorithms with time complexity O(N - Tpqx)
that update only based on the global best, it enhances
exploration capability and reduces the risk of premature
convergence.
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VII. LIMITATIONS AND FUTURE SCOPE

The parameter-free design of RP-Vathana ensures
robustness but limits user control over exploration-
exploitation balance. In highly multimodal landscapes,

averaging influences from multiple candidates (Centroid
Effect) can slow convergence and cause suboptimal solutions.
Additionally, the need to aggregate forces from all candidates
increases computational overhead, particularly in high-
dimensional problems. Future work could address these issues
via a dynamically weighted candidate pool to enhance
exploration and convergence. Future work can focus on
integrating RP-Vathana with other supervised learning models
(e.g., SVM, Random Forest, MLP) to validate robustness and
to optimize its time complexity for faster execution on large
datasets. Hybrid feature selection strategies and selective
parameter tuning could further enhance performance in
challenging scenarios. To mitigate limitations such as the
Centroid Effect and slow convergence in multimodal
landscapes, a dynamically weighted candidate pool can be
introduced. Additionally, benchmarking against emerging
optimization and deep learning approaches can provide a more
comprehensive evaluation of generalization and predictive
capabilities.

VIII. CONCLUSION

In this study, we presented a novel software defect
prediction model called RP-Vathana which is a parameter-free
optimization algorithm. We showcased the superior
performance of our proposed model with three benchmark
datasets (PC-5, JM-1, and KC-1) through extensive
experimentation and validation. Our results show that the
software defect prediction model based on RP-Vathana
consistently outperformed other meta-heuristic algorithms that
require control parameters. One of the key strengths of our
approach lies in its parameter-free nature, eliminating the need
for parameter tuning. Furthermore, the robust performance of
our model proves its potential for real-world applications in
software defect prediction. In future work, our parameter-free
RP-Vathana algorithm combined with auxiliary filter-based
methods could potentially improve the accuracy of predictive
models. Moreover, investigating parallel computing paradigms
may optimise our algorithm's runtime performance
considering the computational overhead it carries.
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Abstract—The exponential growth of Internet of Things (IoT)
devices and the growing demand for resource-intensive appli-
cations have introduced significant challenges in computation,
storage, and network efficiency. Although cloud computing pro-
vides partial relief, its centralized nature leads to unacceptable
latency for delay-sensitive applications. Multi-access Edge Com-
puting (MEC), especially with the advent of 5G, has emerged
as a compelling solution by relocating computation closer to
data sources, thereby reducing latency and improving respon-
siveness in applications such as smart agriculture, autonomous
vehicles, augmented reality, and telemedicine. However, efficient
workload offloading in MEC environments remains complex
due to system heterogeneity, varying application requirements,
and limited edge resources. This paper proposes a novel neural
network-based approach to computation offloading in MEC, in-
tegrating workload allocation and resource management while
accounting for application delay sensitivity, processing capac-
ity, and communication constraints. The proposed model ena-
bles driving offloading decisions, adapting to fluctuating system
states without relying on complex mathematical formulations.
Simulation results demonstrate that the approach significantly
reduces service time and enhances resource utilization, ensuring
responsiveness for modern IoT applications. This research un-
derscores MEC’s potential to meet the rising computational and
latency demands of next-generation IoT infrastructure.

Index Terms—Multi-access Edge Computing Network, IoT,
Task offloading, Deep Learning, Neural Network, Service time,
Processing time

I. INTRODUCTION

HE Internet of Things (IoT) is a rapidly developing

ecosystem of distinct physical items connected through
various wired and wireless networks [1]. It has enabled differ-
ent industries to innovate new products, systems, and service
offerings. This integration across sectors has led to a signif-
icant increase in computational load, especially in terminal
devices that support Al-enabled functions [2]. Constraints such
as manufacturing costs, limited battery capacity, and restricted
processing capabilities prevent these devices from executing
complex tasks efficiently.

With the advancement of high-speed internet and commu-
nication technologies, large volumes of data are generated by
computation-heavy use cases such as augmented reality, online
gaming, and video streaming [3]. This growth demands a
platform that can effectively collect, manage, and process data
from a growing number of IoT devices. An IoT device does
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not always have the computational resources to handle high-
demand applications, both in terms of CPU power and memory

size. Offloading these computations to more powerful devices
becomes essential to meet communication and processing
requirements [4].

The rise of Multi-Access Edge Computing (MEC), espe-
cially with 5G, has made it a key solution for offloading
tasks from resource-limited IoT devices. By processing data
closer to the source, MEC reduces latency and network
congestion, which is crucial in low-bandwidth environments
[5]. Unlike cloud computing, which introduces delays due
to its centralized nature, MEC supports real-time, high-QoS
applications more effectively [6]. However, MEC still faces
challenges. Devices often depend on nearby edge servers due
to limited local resources, and large-scale IoT deployments
add complexity due to hardware and software heterogeneity
[7]. Furthermore, the strict and varied resource needs of
applications in fields like healthcare and smart agriculture
make task migration more difficult.

Existing task offloading strategies using heuristic or rule-
based methods often fail to adapt effectively to such complex-
ity and real-time fluctuations in network and resource condi-
tions. These approaches typically rely on static assumptions,
which limit their scalability and responsiveness. In contrast,
deep learning offers a data-driven solution that can model
complex relationships between IoT task characteristics and
available edge resources. However, there remains a lack of
comprehensive approaches that apply deep learning models
specifically to the joint optimization of task placement and
execution decisions in MEC-enabled IoT systems. This paper
proposes a deep learning-based offloading model that predicts
the optimal execution point—local, edge, or cloud—for in-
coming IoT tasks based on system state and task attributes,
including VM utilization, network delay, and workload. By
continuously updating its decision policies according to the
current environment, the model balances resource usage and
improves performance under varying IoT loads.

The structure of this paper includes a review of related work
(Section II), a detailed system model and problem formulation
(Section III), the proposed deep learning-driven offloading
strategy (Section IV), performance evaluation through simula-
tion results (Section V), and a conclusion with future research
perspectives (Section VI).

II. RELATED WORK

The Internet of Things (IoT) enables large-scale connec-
tivity among heterogeneous devices [8], but limited computa-
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tional and energy resources require efficient task offloading.
Mobile Edge Computing (MEC) brings computation closer to
devices, reducing latency and improving Quality of Service
(QoS). Surveys highlight the need for adaptive, scalable of-
floading strategies in edge and cloud environments [9].

Early task offloading solutions primarily relied on heuris-
tic and rule-based approaches due to their low complexity.
A representative example is the latency-classification-based
deadline-aware (LCDA) task offloading algorithm proposed in
[10], where tasks are classified as latency-sensitive or latency-
tolerant based on deadlines. A weight-based formulation con-
sidering task size, execution time, and urgency is used to
prioritize execution at edge servers. Similar heuristic-driven
strategies focusing on reducing service time and improving
QoS are presented in [11], [12]. Although efficient, these
approaches depend on predefined rules and exhibit limited
adaptability under dynamic IoT workloads. Several studies
formulate task offloading as a mathematical optimization prob-
lem to achieve optimal decisions. In [13], a decentralized
Lagrangian-based approach is proposed for online edge task
scheduling, jointly optimizing latency, offloading cost, and
resource utilization. Mixed-integer programming and greedy
heuristics are adopted in [14] to maximize user service satis-
faction in dense and delay-sensitive IoT environments. Joint
optimization of computation offloading, software caching,
and communication resources is investigated in [15], demon-
strating notable latency and energy efficiency gains. Energy-
aware optimization models are further explored in [16], [17],
where power consumption and resource utilization are jointly
optimized in cellular and NOMA-enabled IoT networks.

Game-theoretic approaches have been employed to model
competition among IoT devices for limited edge resources.
In [18], the task offloading problem is formulated as a non-
cooperative game, where each device independently selects
its offloading strategy to minimize latency. The existence
of a Nash equilibrium enables decentralized decision-making
without a central controller. However, such approaches may
suffer from convergence delays and scalability issues as the
number of devices increases. To address the NP-hard nature of
task offloading, meta-heuristic and swarm intelligence meth-
ods have been widely adopted. Particle Swarm Optimization
(PSO) is used in [19] to minimize execution delay and energy
consumption in industrial IoT scenarios. Genetic algorithms
are applied in [20] to optimize offloading decisions under
bandwidth and computing constraints. Despite their effective-
ness, these methods require iterative search processes, leading
to high computational overhead and limited suitability for real-
time deployment.

Control-theoretic frameworks have also been proposed to
handle dynamic system behavior. Lyapunov-based optimiza-
tion techniques are employed in [21], [22] to jointly manage
task offloading and resource allocation while ensuring system
stability and energy efficiency, particularly in UAV-enabled
and energy-harvesting MEC systems. Although theoretically
robust, these approaches often involve complex mathemati-
cal modeling, limiting practical implementation. Fuzzy-logic-
based offloading mechanisms provide an alternative for han-
dling uncertainty in MEC environments. In [23], a fuzzy
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workload orchestration framework is proposed to dynamically
distribute workloads across edge nodes. A flexible fuzzy-based
mobile edge orchestrator is further introduced in [24], enabling
adaptive offloading decisions based on system context. Large-
scale offloading challenges are also explored in [25], high-
lighting the need for scalable orchestration mechanisms.

Recent studies have explored hybrid and collaborative ar-
chitectures to enhance MEC capabilities. Task offloading in
cloud—edge collaboration environments is investigated in [6],
while comprehensive discussions on challenges and future
research directions are presented in [26]. These works em-
phasize the increasing complexity of modern MEC-enabled
IoT systems.

Despite advances, most approaches rely on static heuristics
or complex models, limiting scalability. Learning-based meth-
ods can predict offloading decisions from real-time system
states. Motivated by this, we propose a neural network—based
framework that uses task characteristics and VM utilization to
enable adaptive, low-latency offloading and improved QoS.

III. SYSTEM MODEL AND PROBLEM
FORMULATION

Figure 1 illustrates a multi-tier Mobile Edge Computing
(MEC) architecture supporting a set of Internet of Things (IoT)
devices. Let Z denote the set of devices, where each device
i € T generates a set of tasks {7;;}, with j indexing the
tasks. Due to limited computational and energy resources, each
task 7;; must be offloaded to one of three execution tiers: (i)
local edge servers, co-located with IoT devices and offering
low latency but limited computing power; (ii) remote edge
servers, distributed MEC nodes accessible via the network
with moderate latency; or (iii) cloud servers, centralized data
centers providing abundant computing resources at higher
latency. Each task is executed entirely at a single tier, as
determined by the offloading decision.

Cloud Layer
Edge Layer
@) Ry
- T
fH e

‘ MEC Ssrverl J

Orchestrator
Edge

A7 wman

‘ MEC Servsrl

2%

augmented
reality

Fig. 1. An Overview of Multi-Access Edge Computing Systems
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A. Base Notation

We consider a multi-tier Mobile Edge Computing (MEC)
environment with multiple IoT devices, where each device
generates tasks 7;; characterized by computational workload

L;; (MI), input size D;; (MB), maximum delay de" (ms),
and memory requirement R;;' (MB). Tasks can be offloaded
to three execution tiers: local edge servers (k = 0) close to de-
vices with low delay but limited resources, remote edge servers
(k = 1) with moderate latency, and cloud servers (k = 2)
with high computational capacity but larger latency. Offloading
decisions are denoted x;; € {0, 1,2}. Each tier k is described
by processing capacity fj, bandwidth BW), maximum CPU
CPUM, available memory R and current utilization
Uptmen, with available capacity f‘”‘“' fr(1 = Ugtmen),

B. Task and Offloading Model

The total execution time of a task 7;; generated by device
i depends on the selected offloading tier & € {0, 1,2} (local
edge, remote edge, or cloud) and comprises the service time
and queuing delay:

Serv. __ exec queue
TN = T 4 T,

The service time 777" captures both computation and commu-
nication delays, influenced by processing capacity, bandwidth,
and current utilization. For local execution (k = 0), no network
transfer is needed, and the service time reduces to

exee Li;

ij fO(l o Ugurrem) )

For remote edge (kK = 1) and cloud (k = 2) execution, it
includes both processing and network transmission delays:

up down
L D;; + Dyj
_ lrcurrent ”ravail ’
k ) B k

exee —

v A
where L;; is the computational workload, fj the processing
speed, Ug"™" the CPU utilization, D;? and D™ the in-
put/output data sizes, and BW*! the available bandwidth.
While T;;“" accounts for queuing delays.

C. Problem Formulation

The objective of the optimization is to minimize the aver-
age service time for all tasks generated by the IoT devices.
Each task 7;; can be processed locally, at a remote edge,
or in the cloud, depending on the offloading decision z;; €
{0, 1, 2}. The total service time includes both computation and
transmission delays:

serv
mln—g i,

where N is the total number of tasks.

Subject to:
zi; € {0,1,2} Vry; (ChH
- Ly 5 < ™ Yy (C2)
) f:”]_ (1 _ U;L:rllenl) Tij — v
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Li;
U;urrem . — < CPU;\::X
Y fIz J Tz] !

VTZ'J' (C3)

Ry > R vy (C4)

Here, 6., = 0 for local execution (z;; = 0) and §,,, =
up down
7DB;/€MI for edge/cloud (z;; € 1,2). Tasks are assigned

sequentlally in batches, updating system state (U5, Ravail)
after each task. Only offloading choices z;; are decision
variables. Constraints (C1)—(C4) enforce valid offloading, re-
spect deadlines, and ensure CPU and memory capacities are
not exceeded, allowing online allocation decisions to reflect
the most recent resource availability. This design enforces
sequential, state-aware allocation and aligns with the Problem
Formulation. Overall, it minimizes the average service time
across all tasks.

IV. PROPOSED DEEP LEARNING-DRIVEN OFFLOADING
STRATEGY

Figure 2 illustrates a Deep Learning (DL)-based offloading
framework for a three-tier [0'T-MEC-Cloud architecture. The
system employs Neural Networks (NN) to optimize task
allocation using real-time parameters such as link quality,
task complexity, and latency requirements. The DL model
dynamically selects the optimal execution tier—local edge,
remote edge, or cloud—to minimize service time. By pro-
cessing tasks in batches, the neural network efficiently handles
resource contention and multi-user scheduling, ensuring high
responsiveness and scalability for time-sensitive IoT applica-
tions, including autonomous systems and smart healthcare,
while maintaining balanced load distribution across the infras-
tructure.
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Fig. 2. An Illustration of Computation Offloading type in MEC networks
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A. Neural Network Training Methodology

The task offloading neural network (NN) is trained in a
supervised manner using datasets generated from diverse MEC
simulation scenarios, varying the number of IoT devices, task
arrival rates, CPU utilization, and network bandwidth. Each
instance includes task-specific features (workload L;j;, in-
put/output sizes D;']'-’, Df}’w", delay sensitivity 7) and system-
level features (current VM utilization Up""™", available mem-
ory RZV"‘“, bandwidth BW,’;‘V““).

Training labels are generated using expert-defined rules:

o Local Edge Assignment: Tasks with high delay sensi-
tivity (T > 0.7) and small workload (L;; < 10 GI) are
assigned locally if U™ < 0.6.

« Remote Edge Assignment: Tasks with moderate delay
sensitivity (0.3 < T < 0.7) and medium workload
(10 < L;; < 30 GI) are assigned to the remote edge
when BW®4l > 50 Mbps.

o Cloud Assignment: Tasks with low delay sensitivity
(Ts < 0.3) or large workload (L;; > 30 GI) are assigned
to the cloud.

These rules ensure feasible and diverse training examples
for the NN, capturing both task characteristics and dynamic
system states. This process enables the NN to learn realistic
offloading decisions for heterogeneous MEC scenarios.

Start NN Training

loT Devices Generate Tasks

|

Prepare Dataset Features: Task and System State

|

Generate Ground Truth Labels Rule-Based Heuristics

Neural Network
Training
Feedforward
NN, 3 Hidden
Layers Adam
Optimizer,
Replay Memory

NN Prediction:
Select Optimal
Execution Tier
(Local, Remote
Edge, Cloud)

Task
Assignment:
Feasibility Check
(CPU, Memory,
Deadline) VM
Compatibility
Scoring

|

[NN Training Completed Ready for Task Offloading]

Fig. 3. Neural network-based IoT task offloading process in MEC, from
dataset preparation to tier selection and task assignment.

The NN-based tier selection and VM assignment uses a
feedforward network with three hidden layers (64, 32, 16
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neurons, ReLU) and a softmax output for tier prediction. It
is trained with Adam (learning rate 0.001), batch size 32,
10,000 samples, 100 episodes, 3,000 steps, discount 0.9, and
soft replacement 0.01.

Algorithm 1 presents a hierarchical deep learning frame-
work for tier selection and task-to-VM assignment in multi-
tier MEC systems. Tasks are processed sequentially by delay
sensitivity. For each task, the TierSelectionNN predicts the
most suitable execution tier using task-specific features (work-
load, delay constraints, input/output sizes) and system-level
parameters (available CPU, memory, bandwidth, and utiliza-
tion). Within the selected tier, candidate VMs are scored by the
VMCompatibilityNN to assess task—VM compatibility. The
task is assigned to the highest-ranked feasible VM that meets
CPU, memory, and delay constraints; otherwise, it is deferred
to an overflow queue. The system state is updated after each
assignment, ensuring efficient, feasible task placement and
optimal resource utilization across heterogeneous MEC tiers.

Algorithm 1 DL-Based Tier selection and VM assignment
Require: Task batch Tpyen, system state S, TierSelectionNN,
VMCompatibilityNN
Ensure: Task-to-(tier, VM) assignments and overflow queue
1: Sort Thyeh by delay sensitivity (ascending)
2: Initialize temporary state Siemp — S
3: Initialize assignments <— (), overflow < ()
4: for each task 7 in Tpych do

5. Extract task features F; and system features Fg

6:  Predict tier scores p < TierSelectionNN(F’-, Fs)

7. Rank tiers by descending p

8:  assigned < false

9:  for each tier k in ranked tiers do

10: if tier k£ is not feasible then

11: continue

12: end if

13: Extract VM set V, in tier k

14: Compute compatibility scores for all v € V}, using

VMCompatibilityNN

15: Rank V}, by descending compatibility score

16: for each VM v in ranked V. do

17: if v satisfies resource and deadline constraints
then

18: Assign 7 — (k,v)

19: Update Siemp

20: assigned < true

21: break

22: end if

23: end for

24: if assigned then

25: break

26: end if

27:  end for
28:  if not assigned then

29: Add 7 to overflow queue
30:  end if
31: end for

32: return assignments, overflow
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V. PERFORMANCE EVALUATION

This section evaluates the performance of the proposed
deep learning offloading framework in a MEC environment,
modeling IoT devices, edge servers, and cloud infrastructure
to assess scalability, responsiveness, and robustness under
varying workloads.

A. Simulation Setup

The offloading strategy was evaluated using a Python 3.7
simulation framework with TensorFlow 2.6 and Tkinter 8.6
on Windows 10. Simulations ran on a PC with a 1.9 GHz
Intel i5-8365U CPU and 16 GB RAM, emulating MEC-based
task offloading with variable network, computation, and task
conditions.

The simulated MEC system comprises 200-2000 IoT
devices, each generating tasks at random intervals of
0.3-0.7 s. Task types—Heavy, Infotainment, AR/VR, and
Health—represent diverse real-world applications, including
video analytics, media streaming, augmented reality, and re-
mote healthcare. Task parameters, summarized in Table I,
are adapted from EdgeCloudSim to ensure realistic workload
sizes, latency sensitivity, and data volumes.

TABLE 1
APPLICATION CHARACTERISTICS
Property Heavy | Infotainment | AR/VR | Health
Task Length (GI) 45 15 9 3
Delay Sensitivity (Ts) 0.1 0.3 0.9 0.7
Upload Data (KB) 2500 25 1500 20
Download Data (KB) 200 1000 25 1250

The infrastructure includes three MEC hosts (8 VMs each)
and one cloud host (4 VMs), with VMs provisioned with
fixed CPU cores and processing capacities (Table II). Network
bandwidth varies between 10-100 Mbps to emulate real-time
fluctuations. Each task is processed sequentially: the neural
networks predict the optimal execution tier and score candidate
VMs, and resource constraints (CPU, memory, and bandwidth)
are updated dynamically and provided as input to the neural
offloading model.

TABLE 1T
INFRASTRUCTURE PARAMETERS
Parameter MEC Cloud

Number of Hosts 3 1
VMs per Host 8 4
Cores per VM 2 4
VM CPU Speed (MIPS) | 10,000 | 20,000
VM Storage (MB) 50,000 | 100,000

B. Simulation Results

This section evaluates and compares the performance of
five resource management strategies—Neural Network, Fuzzy
Logic, Utilization-Based, Sonmez, and Flores—across key
quality of service (QoS) metrics under varying IoT device
loads. In the Neural Network-based model, task execution is
selected among edge (MEC) and cloud resources based on
system state, task requirements, and network conditions.
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o Utilization-Based Approach [24]: Tasks are offloaded
to the least-loaded server to balance edge resources and
prevent overutilization, but application-specific delays
and communication demands are not considered.

o Flores Approach [25]: Uses fuzzy logic for offloading
without considering resource consumption, which can
overload VMs and increase latency under peak loads.

o Sonmez Approach [23]: Fuzzy logic-based offloading
evaluates application features and resource use but as-
sumes homogeneous resources, limiting adaptability in
heterogeneous environments.

o Fuzzy Logic Approach [12]: Assigns tasks based on
multiple criteria, including VM utilization, task length,
network demand, and delay sensitivity, adapting to re-
source heterogeneity to reduce failures and improve ser-
vice time.

The Neural Network-based algorithm considers task delay
sensitivity, workload, and system resource utilization to op-
timize offloading and VM assignment. Compared to existing
methods, it provides more efficient resource allocation and
improved QoS for IoT applications.

C. Modeling of Service Time

Figure 4 illustrates the variation in service time as the
number of IoT devices increases. At 200 devices, the Neural
Network achieves the lowest service time of 0.738 s, outper-
forming Fuzzy Logic (1.5 s) and the Utilization-Based method
(1.8 s). At 1000 and 2000 devices, it maintains 0.848 s and
0.963 s, respectively, while Flores degrades to 7.5 s and 12 s.
Sonmez and Utilization-Based methods also increase to 4.0 s
at 2000 devices. The Neural Network’s consistent performance
arises from its ability to learn from historical system data and
dynamically predict optimal execution sites. By prioritizing
low-latency tasks for local or MEC nodes, it minimizes wait
times and queue lengths. Unlike Flores and Utilization-Based
methods, it adapts in real-time to avoid overloaded nodes,
ensuring lower and more stable service times across varying
workloads.
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Fig. 4. The service time of all approaches VS the number of IoT devices
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1) Modeling of Network Delay: Figure 5 illustrates the
effect of increasing IoT devices on average network delay. For
the Neural Network approach, the reported delay includes both
transmission and queuing time, reflecting end-to-end latency.
At 200 devices, all methods maintain delays below 0.21 ms. As
device density increases, performance gaps widen: the Neural
Network achieves 0.262 ms at 2000 devices, outperforming
Fuzzy Logic (0.32 ms), Sonmez (0.35 ms), and Flores (0.35
ms), while the Utilization-Based approach remains stable
at 0.20 ms. The Neural Network’s advantage stems from
its ability to learn real-time network conditions and predict
optimal task placement. By recognizing congestion patterns,
it dynamically offloads tasks closer to data sources, reducing
transmission and queuing delays. Unlike static or rule-based
methods, it adapts to system variations, ensuring consistently
low latency and scalability across varying workloads.
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Fig. 5. The network delay of all approaches VS the number of IoT devices

2) Modeling of Processing Time: As illustrated in Figure 6,
the Neural Network consistently achieves the shortest process-
ing durations across all IoT device densities. At 200 devices,
it records 0.530 s, outperforming Fuzzy Logic (0.6 s) and the
Utilization-Based method (0.8 s).
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Fig. 6. The processing time of all approaches VS the number of IoT devices

The advantage becomes more pronounced at higher scales:
at 2000 devices, the Neural Network maintains 0.701 s, while
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Flores escalates dramatically to 8.5 s, and Sonmez and the
Utilization-Based method reach 2.1 s and 2.2 s, respectively.
This performance stems from dynamic task allocation based
on both node capacity and task complexity. By assigning tasks
to nodes with optimal resources and processing capabilities,
the system prevents CPU bottlenecks and reduces execution
delays. Predictive analytics anticipate resource contention,
allowing proactive redistribution of workloads before perfor-
mance degradation occurs. Unlike static approaches such as
Flores and Sonmez, which lack context-aware distribution, the
Neural Network adapts in real time, balancing load effectively
and ensuring efficient resource utilization even under high-
demand scenarios, resulting in consistently low and stable
processing times.

3) Modeling of Task Failure Rate: Figure 7 illustrates task
failure rates across varying loT device counts. The Neural
Network consistently achieves the lowest rates, with 0.3% at
200-800 devices, 1.0% at 1200-1400, and 2.0% at 2000 de-
vices. By comparison, Sonmez, Utilization-Based, and Flores
reach 27%, 24%, and 22%, while Fuzzy Logic records 19%.
This highlights the Neural Network’s robust load-handling
and fault-tolerance. It predicts potential overloads and avoids
assigning tasks to resource-constrained nodes. Dynamic task
reallocation using real-time feedback further reduces failures,
preventing node saturation. Fixed-rule approaches lack such
adaptability, often overcommitting resources and triggering
cascading failures. The Neural Network maintains high re-
liability even as device density and system stress increase,
making it particularly suitable for mission-critical IoT deploy-
ments that require consistent task completion and low failure
rates.
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Fig. 7. Task Failure Rate of All Approaches vs. Number of IoT Devices

4) Modeling of VM Resource Utilization: Figure 8 shows
VM CPU utilization patterns as IoT devices increase. At
200 devices, all methods exhibit low utilization (j2.5%). At
2000 devices, the Neural Network remains efficient at 8.5%,
whereas Sonmez reaches 97%, Flores stabilizes at 42%, Fuzzy
Logic at 22%, and the Utilization-Based approach at 60%.

The Neural Network achieves this efficiency by learning
from historical VM performance and using intelligent task
allocation to balance loads. Reinforcement learning optimizes
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resource use while avoiding VM overload. In contrast, static
methods like Sonmez and Flores do not account for holistic
VM usage or long-term resource trends, causing uneven dis-
tribution and bottlenecks. The Neural Network maintains bal-
anced utilization across servers, supporting higher workloads
and demonstrating scalability and efficiency for large-scale IoT
deployments.
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Fig. 8. Average CPU Utilization of MEC VMs of all approaches VS the
number of IoT devices

Discussion

The experimental results demonstrate that the proposed
Neural Network-based approach markedly outperforms tradi-
tional task offloading methods in Multi-access Edge Comput-
ing (MEC) environments for [oT applications. Across all eval-
uated metrics—including service time, network delay, process-
ing time, task failure rate, and VM resource utilization—the
Neural Network consistently achieves superior performance
compared to Fuzzy Logic, Sonmez, Utilization-Based, and
Flores approaches. Leveraging a learning-based architecture,
the framework dynamically identifies the optimal execution
location—Ilocal, edge, or cloud—based on real-time system
conditions. This adaptability translates into reduced service
and processing times, minimal network delays, and lower task
failure rates under diverse workloads and device densities. In
contrast to Flores, which exhibits limited scalability under high
IoT loads, the Neural Network maintains robustness through
intelligent VM management and real-time load balancing,
achieving efficient resource utilization while sustaining high
task completion rates.

VI. CONCLUSION

This study introduces a comprehensive neural network-
based task offloading framework for Multi-access Edge Com-
puting (MEC), addressing computational, networking, and
scheduling challenges in large-scale IoT deployments. The
proposed approach consistently outperforms traditional meth-
ods, including Fuzzy Logic and Utilization-Based strategies,
by improving service times, task completion rates, and VM
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resource utilization. Its adaptive architecture dynamically man-
ages fluctuating IoT workloads and heterogeneous applica-
tion requirements, effectively balancing CPU, network, and
latency demands while maintaining strong scalability. Future
research will focus on predictive resource management, in-
tegrating workload forecasting and demand-aware scheduling
for resource-intensive applications such as augmented reality,
real-time gaming, and industrial IoT. Emphasis will also be
placed on energy optimization for battery-powered devices and
on integrating the framework into real-world IoT deployments.
To validate simulation fidelity, we plan to reproduce baseline
scenarios in Simu5G and EdgeCloudsim for per-task service
time, network delay, and VM utilization comparisons, and to
run small-scale Akraino IoT deployments to measure end-to-
end latency and task completion. By combining intelligent
learning mechanisms, predictive orchestration, and real-world
validation, this framework aims to establish a foundation for
efficient, reliable, scalable, and context-aware next-generation
MEC-based IoT systems.
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Abstract—1In this paper, we propose quantum orthogonal
frequency division multiple access (Q-OFDMA), a novel quan-
tum communication scheme designed to overcome the fidelity
limitations imposed by noise in multi-user quantum networks.
Inspired by its classical counterpart, Q-OFDMA employs the
quantum Fourier transform (QFT) and its inverse (IQFT) to
encode and decode information across quantum channels. We
evaluate our model under both a depolarization channel and a
generalized noise model that interpolates between depolarizing
and phase-damping noises. The simulation results conducted
on Qiskit platform demonstrate that Q-OFDMA outperforms
the reference model, achieving superior average fidelity across
varying qubit counts and noise levels.

Index Terms—Quantum Communication, State Fidelity,
OFDMA, Quantum Fourier Transform, Quantum Channel.

[. INTRODUCTION

UANTUM communication promises revolutionary ad-

vancements in secure information transfers, distributed
computing, and quantum networking. The fundamental unit
of information in quantum communication is the quantum bit
(qubit). Unlike classical bits, which are constrained to be either
0 or 1, qubits can be in coherent superpositions of these states
[1]-[3]. Quantum communication is rooted in the fundamental
principles of quantum mechanics, most notably entanglement
[4]. This phenomenon allows for the instantaneous correlation
of quantum states regardless of distances, forming the basis
for communication protocols that can achieve unprecedented
levels of security [5], [6].

Qubit-based communication technologies have attracted a
great deal of interest in view of their ability to offer dramatic
performance gains over classical communication schemes [7].
One striking potential of quantum computers is that they can
generate algorithms that are exponentially faster for certain
problems in computation, optimization, and search [8].In the
networking side, a quantum internet is expected to provide
communications that are fundamentally secure and more ro-
bust than current classical infrastructure [9].

Although quantum communication holds tremendous
promise and potential, it has challenges, especially as related
to managing error and noise. These errors are a significant
obstacle to the realization of scalable quantum devices. Errors
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accumulate and are significantly detrimental to performance
in complex quantum networks constructed by the intercon-
nection of many components [10], [11]. These problems are
exacerbated in a quantum multiple-access scenario, where
multiple users share a quantum channel simultaneously. Noise
in quantum communication systems is commonly due to gate
imperfections and different channel noises [12]. The latter
are fundamentally due to the inherent interactions between
the quantum system and its environment. This procedure
severely undermines the integrity and fidelity of quantum state
transmission.

The general model of quantum communication is illustrated
in Figure 1. The encoder prepares the quantum state in some
encoding way according to the probability distribution of
the source message. The input to a quantum channel is a
quantum state, encoding information into a physical property.
This quantum state travels through a quantum communication
channel. To retrieve information, the quantum state must be
measured at the receiver’s end. The measurement outcome,
which may be altered, depends on the quantum channel’s
transformation, which can be either fully probabilistic or deter-
ministic. A quantum channel modifies information encoded in
quantum states, such as the spin state of a particle, the ground
and excited states of an atom, or other physical properties [13].
There are several important challenges in designing scalable
quantum multiple-access systems. One of the main challenges
is that quantum states from multiple users must be transmitted
simultaneously, yet remain intact [14]. Similarly, quantum
channels are also subject to inherent noise sources. In practical
quantum state transmission, the ideal quantum communication
channel will always stumble due to its environmental noise.
Such interaction changes the transmission fidelity from the
idealized to the practical.

There is a definition of fidelity, which provides a mathe-
matical formality of how similar two quantum states are. This
measure is actually useful in many experimental situations. Its
main application is to verify quantum state preparation, which
is always prone to noise and imperfections in the process.
Here, fidelity quantifies how close the experimentally realized
state is to the desired target state [15], [16]. It is a central issue
in many fields related to quantum communications or quantum
computing, in which quantum states need to be generated and
transmitted with exact fidelity but are inevitably subject to
decoherence and error.

The quantum Fourier transform and its inverse are the main
parts that power our model as QFT and IQFT, respectively.
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Fig. 1. Basic model of quantum communication.

QFT is an important quantum computing building block, and
it is a key subroutine in well-known quantum algorithms, such
as Shor’s and phase estimation [17]-[20]. A unitary operation
that is exponentially faster than its classical implementation,
the Fast Fourier Transform (FFT) [21], [22]. It’s involved
in the encoding of our quantum states. The IQFT, on the
other hand, is its mathematical opposite. We use it for de-
coding. It carries the data back from the frequency domain
so we can read it properly. These two transforms are what
make our Q-OFDMA functional together; they ensure that
we can process and retrieve our data in an efficient manner.
This work introduces a new quantum multiple-access method,
which we term Quantum-Orthogonal Frequency Division Mul-
tiple Access (Q-OFDMA). This approach is motivated by
the classical Orthogonal Frequency Division Multiple Access
(OFDMA) widely used in LTE and 5G. Classical OFDMA
uses approaches such as the Fast Fourier Transform (FFT)
to apply an efficient transformation between the time and
frequency domains, where, in turn, our Q-OFDMA system
uses its theoretical quantum counterpart, the Quantum Fourier
Transform (QFT). In our system, the QFT occupies a central
role similar to that of the FFT in the standard classical
OFDMA, enabling the unique advantages of our quantum-
based model.

Our proposed model is a quantum communication scheme
from the generation of quantum states to sending them over
a quantum channel. While our model applies a centralized
QFT operation acting on jointly prepared user qubits, such a
model aligns well with centralized quantum repeater nodes or
trusted node configurations commonly envisioned in the first-
generation quantum internet. These centralized setups can sup-
port co-located quantum registers and enable multi-user access
via global unitary transformations. Additionally, Q-OFDMA
could complement hybrid classical quantum network control
planes, serving as a quantum-layer multiplexing technique be-
neath classical routing. The fidelity of the transmitted quantum
state is a key figure of performance; it is involved since this
measurement provides the verification and the characterization
of the output state of quantum communication. Its measure-
ment is extensively used in quantum data processing, quantum
engineering, and quantum machine learning.To evaluate our
system’s performance, we used two distinct quantum channel
models to simulate noise. The first is a standard depolarization
channel, which serves as a benchmark for uniform noise. We
also considered a second, more complex scenario using a
generalized noise model that interpolates between depolarizing
and phase-damping noise [23]. This latter scenario was chosen
to reflect the inherent uncertainty in noise characterization and
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allows for a tunable bias toward specific error types, providing
a more realistic test of our system’s robustness.

The rest of the paper is organized as follows: Section II
reviews related work on quantum multiple-access schemes and
fidelity analysis, establishing the context for our contribution.
In Section III, we present the system model, which includes
a description of Q-OFDMA and introduces the two quantum
noise channels used for assessment. Section IV presents the
mathematical framework for system fidelity under these noise
models. To validate the performance of the Q-OFDMA model,
the simulation results are introduced in Section V. Finally,
Section VI concludes the paper by summarizing the findings
and suggesting directions for future work.

II. RELATED WORK

Building upon the foundational context outlined in the in-
troduction, the following review synthesizes the most pertinent
related work that contextualizes and motivates the present
study. In wireless communication systems to provide several
multiple access techniques for efficient usage of the radio
spectrum [24]-[26]. These include Time Division Multiple
Access (TDMA), Orthogonal Frequency Division Multiple
Access (OFDMA), Code Division Multiple Access (CDMA),
and Non-Orthogonal Multiple Access (NOMA) [27]. Different
strategies that offer unique ways for sharing the scarce spectral
resource among multiple users. TDMA allocates available time
slots to different users so that collisions are avoided and access
to the channel is sequential and organized. OFDMA achieves
the diversity gain for multipath fading, and robust to co-
channel interference by using differently allocated orthogonal
subcarriers. CDMA, on the other hand, allows users to transmit
at the same time over the entire spectral bandwidth by using
user-specific spreading codes that spread signals in the code
domain. The NOMA, as one of the recent techniques, can
partially overlap some resources between users; following
dividing power multiplexing and intelligent signal processing,
it can decode superimposed signals, such as successive in-
terference cancellation (SIC) [28], [29]. The main advantages
of these multiple access techniques are efficient interference
rejection, better spectrum utilization, and support for high
Quality of Service (QoS). By allowing improved exploitation
and sharing of the wireless channel, such techniques signifi-
cantly increase the performance, reliability, and scalability of
current communication systems.

The challenge of scalable, trust-free multi-user was ad-
dressed by [30], which provided an analysis of time and code
division multiple access (TDMA/CDMA) protocols within a
passive star network topology. This work is distinguished by
its systematic comparison of these multiple access techniques
specifically for the demanding low-photon-number regime of
quantum key distribution (QKD) [31].In this context, authors
in [32] propose a quantum code division multiple access
(QCDMA) network architecture that leverages direct sequence
spread spectrum (DSSS) techniques at the single-photon level.
Their work is distinguished by its use of practical, com-
mercially available optical components to construct an add-
drop multiplexer capable of combining multiple single-photon
channels into a single optical fiber. while the work in [33]
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introduces a QCDMA communication system. Their model
uses spectral phase encoding to apply pseudorandom barcodes
to quantum light pulses.

In the pursuit of enhancing the scalability and key rates
of QKD networks, orthogonal frequency-division multiplexing
(OFDM) has emerged as a promising spectrally efficient
multiplexing technique. Work in [34] demonstrated the fea-
sibility of OFDM for frequency-coded QKD, showing that
multiplexing multiple subcarriers could achieve a practical raw
key rate across long-distance links, with orthogonal subcarriers
and guard bands reducing noise and quantum bit error rate
(QBER). Authors in [35] proposed two all-optical OFDM-
QKD schemes for trusted-node quantum networks. Their work
identified a key limitation of passive OFDM decoders offer no
secret key rate gain due to loss. They suggested an active de-
coder with an optical switch. This design can linearly increase
the key rate with subcarriers. Previous studies have explored
quantum OFDM-like or frequency-multiplexed communica-
tion techniques; however, the proposed Q-OFDMA framework
offers a fundamentally different operational and architectural
perspective. Existing approaches, such as those in [19] and
[20], primarily emphasize frequency-domain multiplexing-
based transmission for individuals. In contrast, Q-OFDMA
introduces a global QFT-based encoding that jointly processes
all user qubits within the quantum register, enabling orthogonal
multi-user access through a centralized multiplexing operation.
This joint encoding approach distinguishes Q-OFDMA from
earlier schemes by emphasizing scalable multi-user access un-
der noisy conditions and by systematically evaluating perfor-
mance using fidelity-based metrics rather than solely focusing
on bit error rates.

Research on quantum state fidelity has been extensively
analyzed under various noisy conditions. Authors in [36]
highlight that when the entangled resource is subject to cor-
related noise, the performance degrades, although they derive
analytical expressions showing a threshold memory coefficient
beyond which teleportation remains viable. In another detailed
analysis, authors in [37] demonstrate that the achievable fi-
delity and the range of teleportable states depend critically on
both the type of noise and its point of introduction within the
teleportation protocol.

While previous studies have demonstrated the benefits of
quantum techniques in communication contexts, they often
overlook scalable integration within orthogonal multi-user
frameworks. To address this, the present paper proposes Q-
OFDMA model using quantum encoding and QFT techniques.
The study examines how system fidelity changes with different
user counts and depolarizing noise. It focuses on channels with
varying depolarization levels. The goal is to improve multi-
user communication and support future progress in quantum
communication systems.

III. SYSTEM DESCRIPTION

This section describes in detail the Q-OFDMA model and its
elements. We express the Q-OFDMA and a conventional ref-
erence model that is used as a benchmark of performance. The
quantum channel is a basic barrier to information transmission
based on our model. It is a source of error that degrades
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the fidelity of the transmitted state. Here, we introduce the
common noise model illustrated by the depolarization channel
model to serve as a baseline for unitary noise. For a more
realistic analysis, we also made use of a generalized noise
model that combines the effect of phase flip and depolarizing
noises.

A. Q-OFDMA scheme

The Q-OFDMA model extends conventional OFDMA into

the quantum domain by employing the quantum Fourier
transform (QFT) and its inverse (IQFT) [38]. OFDMA func-
tions as an essential multi-user communication technology
for current broadband wireless networks, based on which
computationally-efficient orthogonal subcarrier assignments
are implemented. The main principle behind it is to divide
the wideband radio spectrum into a number of narrowband
sub-carriers, the frequencies of which must meet stringent
orthogonality conditions [39]. It is implemented using DFT
and IDFT operations. At the transmitter, user data streams
undergo IDFT-based conversion to a time-domain signal via
an inverse fast Fourier transform (IFFT), while the receiver
employs FFT-based DFT processing to recover the transmitted
signals [40], [41]. In contrast, our Q-OFDMA model replaces
this classical framework with a quantum analogue that uses
QFT and IQFT to encode and decode data transmitted through
quantum channels. The QFT, as employed in quantum com-
puting, transforms the amplitudes of quantum states, thereby
enabling quantum-parallel processing of information.
The Q-OFDMA shown in Figure 2 depicts a simplified and
typical quantum communication system with M users. It is
composed of M quantum transmitters (QT) and M quantum
receivers (QR). In this work, we assume the transmitters emit
pure states |¥). Each user sends their quantum state into a QFT
encoding operator unit. The QFT fundamentally differs from
its classical DFT counterpart in its input—output representation,
operational framework, and computational efficiency. While
the classical discrete Fourier transform (DFT) processes a
complex-valued vector (zq,z1,...,2y-1) € CV and pro-
duces a new vector (yo,%1,--.,yn—_1) € CV defined by the
relation:

N—-1
1
= — riwy o, fork=0,1,...,N—1, 1
Uk \/N;o JWy (1)

where wy = €2™/N denotes a primitive N-th root of unity.
The quantum Fourier transform (QFT) acts on a quantum

superposition state: N_1

BEDSEINE 2)

j=0
And transforms it into the state Z],CV;Ol yk|k), where the
amplitudes are given by:

N—1
1 .
yk:\/—NE zjwy®, fork=0,1,...,N—-1. (3)
j=0

When the input is a basis state |x), the quantum Fourier
transform can be expressed as:

N-—-1
1
QFT : |z) — —— Wik k). )
VN 2
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Fig. 2. quantum orthogonal frequency division multiple access scheme

The QFT output normalization includes a 1/ V/N factor to pre-
serve unitarity and uses a complex exponential exp(2mikj/N)
consistent with quantum phase conventions. This enables the
QFT to process N = 2™ components simultaneously via
quantum parallelism, achieving a gate complexity on the order
of O(log” N) compared with the classical FFT’s O(N log N),
while preserving reversibility through unitary evolution. Fol-
lowing encoding, the quantum state propagates through the
quantum channel, where it is inevitably subjected to a variety
of quantum noise processes.

Our proposed Q-OFDMA framework can be also viewed as
a centralized quantum multiplexing approach, where multiple
users’ data is prepared into a single quantum register. This
register is processed using a QFT, which acts jointly across
all qubits, enabling orthogonal allocation of the quantum
spectrum to each user. The IQFT is then applied to recover
each user’s information with minimal interference.

B. Quantum Noise Model

In our analysis, we investigate two quantum channel models
to simulate the effects of noise on quantum systems. This pro-
vides a comprehensive framework for understanding fidelity
degradation in quantum communication systems. The first
model is the depolarizing channel, which captures symmetric
noise by replacing the input quantum state with a maximally
mixed state with a specific probability, effectively eroding
information uniformly across all basis states.

This channel is mathematically described by the quantum
operation:

I
E(p)=(1 *p)p+p§, Q)

where p represents the input density matrix, p is the depolar-
izing probability indicating the likelihood of the state being
replaced by the maximally mixed state, and I is the identity
operator, with the factor I /2 representing the maximally mixed
state for a single qubit.

This model bridges a critical gap in quantum information
degradation. Symmetric errors happen in all Pauli operators for
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isotropic noise. It offers a simple and solid tool to determine
the resilience of a quantum system in the presence of unitary
noise.

In the second model, we consider a scenario where we have
introduced the phase-damping and depolarizing channel with
random effects included to represent the uncertainty existing
in practical experiments where the dominant noise mechanism
could not be known exactly. This generalized noise model
interpolates between phase-damping and depolarizing noise
and is expressed as:

E(p) = (1=po—py—p2)p+DXpX +p,Y pY +p.ZpZ, (6)

where p;, p,, and p. denote the probabilities of applying
Pauli-X, Pauli-Y, and Pauli-Z errors, respectively, and the
term 1 — p, — py, — p. corresponds to the probability of the
identity operation. The behavior of this noise model is highly
flexible:

e When p, = p, = p. = p/3, it reduces to the standard
depolarizing channel, mimicking isotropic noise;

e When p, = p, = 0 and p, = p, it simplifies to pure
phase-damping noise, which primarily affects the phase
of the quantum state (phase-flip errors);

o For intermediate values, the model allows a bias toward
Z-type (phase-flip) errors while still permitting X -type
(bit-flip) and Y -type (combined bit-and-phase-flip) errors,
thereby capturing a broad spectrum of noise characteris-
tics that may arise in real-world quantum implementa-
tions.

At the receiver, the IQFT is designed to reverse the effects of
the QFT. Specifically, the IQFT maps a quantum state from the
frequency-domain representation back to the computational-
basis representation, yielding the original qubit information in
the appropriate basis for subsequent measurement or further
quantum processing. This reverse transformation is essential
for interpreting the results of quantum computations that have
been processed through the QFT. The final step in the Q-
OFDMA system is a quantum process to evaluate system
fidelity, which is described in the next section.

IV. SYSTEM FIDELITY

The fidelity of a quantum channel is a cornerstone for
assessing the quality of quantum state transmission, quanti-
fying the similarity between an initial state and its received
counterpart after undergoing a noisy evolution. In this section,
we analyze the fidelity for a bipartite quantum state under the
two distinct noise models explained in the previous section.
We consider a bipartite quantum state shared between the
transmitted and received systems:

0y =) Ciylebs) @ |8y), )
ij

where C;; are complex coefficients satisfying >, |Ci;]? =
1. The states {|v;)} and {|¢;)} form orthonormal bases for
the Hilbert spaces H4 and Hp of dimensions d4 and dp,

respectively, yielding a total dimension d = dadp.
The fidelity between the initial pure state |¥) and the
output state pou = E(|V)(¥|), where £ is a quantum channel
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(completely positive trace-preserving map), is given by the
overlap:
F(|\Ij>7p0ut) = <‘Il|pout|\I/>. (8)

To evaluate the performance of a channel for communication,
we often consider the average fidelity over an ensemble of
input states. For an ensemble of pure states {[1;)} occurring
with probabilities {P;}, the average fidelity is defined as:

(F) = ZP]' (W3] E(15)(51) [5)- ©)

This measure is closely related to conditional information
measures used in communication theory. The depolarizing
channel is defined by its action on a density matrix p is given
in equation 5.

For any transmitted pure state [¢;), the received state is
05 = Eaepol(|105) (¥;]). The fidelity for a transmitted state is:

Fbs).) = ol (- Pl 405 ) 163) 10)

= (1—p) + 2 (5111, (an

This indicates that the average fidelity under depolarizing noise
depends solely on the error probability p and the system
dimension d, a direct consequence of the channel’s symmetry.
For the second noise model, described in the equation 6. The
total channel is the tensor product Epyyi @ Epaui- The output
state for the input |¥) is given by:

S (orp) (k@D (k@ 1)T,
kle{I,X,Y,Z}

12)

Pout =

where py = 1 — p, — py — p-, and k,[ are Pauli operators
(including the identity 7). The fidelity is then:

F = (¥ pou| V)

=Y oen (¥[(k @ DY) (¥|(k @ )T|¥)
k,l

= pep (k@ D|W).
k.l

13)

To evaluate this expression, we analyze the expectation
values (V|(k ®1)|¥). The Pauli operators (excluding identity)
are traceless and have eigenvalues +1. For a general state
|W) that is not an eigenstate of k ® [, this expectation value
can be non-zero. However, a critical observation simplifies
the calculation: the Pauli operators are unitary and the set
{k®!1} forms an orthogonal basis for operators on the Hilbert
space. The expectation value (¥|(k ® [)|¥) represents the
coefficient of the operator k£ ® [ in the Pauli transfer matrix
representation of the state | V). For many important states (e.g.,
maximally entangled states), these coefficients are non-zero
only for specific &, .

V. SIMULATION RESULTS

In this section, we show the simulation results for the
performance analysis of the proposed Q-OFDMA system. A
thorough simulation investigation was performed on the Qiskit
platform, which provides a reliable environment for modeling
quantum circuits.
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number of qubits.

In order to illustrate the benefits of the proposed system,
a comparison was made between our Q-OFDMA model and
a reference model. The Q-OFDMA model accounts for QFT
before the quantum channel and IQT after it. On the other
hand, in the reference model, we consider a standard scheme
in which the transmission proceeds directly from the encoding
stage to the channel without being converted via the QFT and
IQFT. This comparative approach aims to highlight the unique
characteristics of the Q-OFDMA model and evaluate its po-
tential advantages in enhancing information fidelity compared
to the conventional model.

In our work, we consider two different quantum channel
models, highlighted in previous sections, which are used
for simulating noise in quantum systems and offering an
ample universe for understanding information loss in quantum
communication systems.

In in first simulation scenario, we consider a depolariz-
ing channel that acts as the benchmark simulating quantum
information loss in an isotropic noise framework. In that
model, errors are symmetric with respect to the possible
Pauli operators, hence providing an easy but robust tool for
the assessment of the resilience of a quantum system when
subjected to uniform noise.

Figure 3 shows the performance comparisons between
the proposed Q-OFDMA model and the reference model
for the average fidelity, with respect to the depolarization
error probability. The simulation was performed with a fixed
number of qubits. It is found that in both systems, the average
fidelity decreases as the probability of depolarization error
increases, and this is an expected behavior as the channel
noise becomes more intense. Nonetheless, the Q-OFDMA
model always results in much better mean fidelity over the
error probability for the given range of error probabilities
that we have considered. For instance, the Q-OFDMA model
here could produce an average fidelity of about 0.55 with
a high error probability, whereas the reference model’s
fidelity is around 0.29. This great difference in performance
indicates that Q-OFDMA can better tolerate depolarizing
noise, illustrating the excellent performance of the introduced
QFT-IQFT block to maintain quantum information fidelity in
noisy channels.

23




INFOCOMMUNICATIONS JOURNAL

Enhancing Quantum State Transmission Fidelity
through Quantum Orthogonal Frequency Division
Multiple Access

1.0
0.9
0.8
0.7
0.6 |
0.5 &

04 me-mmemmmmmmmeT

MvaregeFidelity

0.3 4
0.2
0.1 -~ QOFDMA

-m- Peference
T

n=10

0.0 T T T T
n=2 n=4 n=6 n=8
Number of Qubits

Fig. 4. Average fidelity through the depolarization channel with a fixed error
probability

The QFT redistributes the information content of the quan-
tum state across a superposition of basis states, preventing
the concentration of information in individual qubits. Since
depolarizing noise acts locally by introducing random bit and
phase flips, this redistribution reduces the impact of such errors
on the global quantum state. The subsequent IQFT coherently
reconstructs the encoded information, leading to an effective
averaging of noise effects and, consequently, higher average
fidelity compared to the reference model.

Figure 4 shows the average fidelity of the Q-OFDMA model
and its reference model versus the number of qubits n and
the depolarization error probability fixed at 0.3. The findings
confirm a definite course. For both systems, as the number
of qubits increases, the average fidelity gets better.This is
primarily because depolarizing noise acts locally on individual
qubits, meaning each qubit is independently affected. The
information is distributed across a higher-dimensional Hilbert
space, which helps dilute the effects of noise. Furthermore,
the use of the QFT and IQFT for encoding and decoding
distributes quantum information across orthogonal basis states.
This structured spreading and recovery process enhances the
stability and resilience of quantum transmission. By dispersing
the information throughout the quantum system, the scheme
naturally averages out the effects of local noise, resulting in
improved fidelity under noisy conditions.

In the second simulation scenario, we seek to test our
system under more realistic, noisy conditions. This situation
gives rise to a more complicated model that incorporates
phase damping and depolarizing noise randomly to capture
the practical uncertainties of an experimental quantum system,
where we do not always have a clear idea of the dominant
noise mechanism. The results shown in figure 5 indicate
opposite behaviour of the two systems. The fidelity of the
reference model shows an erratic behavior as a function of
the number of qubits. This jittery characteristic reveals its
great sensitivity to unpredictable noise types.By contrast, the
QOFDMA model remains fairly consistent and consistently
better than the reference model for any number of qubits. As
the number of qubits increases, the fidelity of the QOFDMA
system is gradually better and remains about 0.85 for n
= 10. This stability demonstrates that the quantum Fourier
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transform (QFT)-based suppression strategy is robust against
complex and uncertain noise environments. The approach is
particularly valuable when the exact noise type is unknown but
suspected to be phase-dominant. The underlying noise model
incorporates randomness by representing errors as a tunable
mixture of Pauli channels, with a bias that can be adjusted
toward Z-type errors or toward a more balanced, depolarizing-
like profile.

Evaluating the model’s robustness across varied noise types
is essential, as it confirms strong performance even under
non-idealized, non-depolarizing conditions. This provides a
practical and adaptable framework for real-world experiments
where noise characteristics are often unknown. It would also
apply when qubit counts are moderate. The model shows
a consistent 30-35% fidelity advantage over conventional
methods. This advantage holds across all tested conditions.
It represents a significant advancement toward fault-tolerant
quantum information processing.

While the proposed Q-OFDMA model demonstrates im-
proved performance under simulated conditions, it is important
to recognize its current hardware limitations. Implementing
a global QFT operation over multiple user qubits requires a
high degree of coherence across multi-qubit registers, which
is technically demanding in today’s noisy intermediate-scale
quantum (NISQ) systems. Additionally, the increased gate
depth introduced by QFT and IQFT operations can exacerbate
gate noise accumulation, reducing fidelity in practical setups.
Cross-talk between qubits and limitations in error correction
further challenge scalability. Therefore, while the simulation
results validate the model’s theoretical performance, near-
term physical realization would require significant advances in
quantum hardware stability and error mitigation techniques.

VI. CONCLUSION

This work presents Quantum-Orthogonal Frequency Divi-
sion Multiple Access (Q-OFDMA), a new approach to enhance
the fidelity and scalability of quantum communication systems.
By integrating the Quantum Fourier Transform (QFT) and
its inverse (IQFT) for encoding and decoding, Q-OFDMA
effectively mitigates the impact of noise and errors inherent
in quantum channels. Simulations using the Qiskit platform
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demonstrate that Q-OFDMA outperforms the reference model
across various noise scenarios, including depolarizing and gen-
eralized phase-damping channels. The system exhibits superior
average fidelity, reaching up to 0.85 under complex noise
conditions, and shows improved resilience as the number of
qubits increases.

The findings validate the efficacy of QFT-based techniques
in addressing the challenges of quantum state transmission,
paving the way for practical advancements in quantum net-
working and computing. For future work, it would be interest-
ing to integrate quantum error correction codes, such as surface
codes and tailored codes, into the Q-OFDMA framework to
enhance system fidelity under high noise conditions.
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Abstract—The deployment of Encrypted Client Hello (ECH)
challenges TLS fingerprinting, a widely used approach for
encrypted malware detection, by encrypting the handshake
fields these methods rely on. This paper presents a systematic
evaluation of flow-based statistical features as a handshake-
independent alternative to fingerprinting. Through validation
against the official JA4+ implementation, we establish
limitations in fingerprinting approaches for this corpus: only
64.9% of malware families possess unique signatures, placing
an inherent ceiling on achievable recall in our evaluation. We
evaluate flow-level features — packet counts, timing patterns, and
size distributions—across 27 experimental configurations on a
dataset of 16,542 flows spanning 101 families (59 malware and 42
benign applications). Random Forest classifiers using combined
flow statistics and sequential packet length features achieve
98.11% F1-score for binary malware detection with 97.22%
recall, substantially exceeding fingerprinting’s theoretical
recall bound of 64.9%. For fine-grained family identification,
we obtain 54.81% macro F1 across 101 classes and 48.71%
macro F1 for malware-only attribution, demonstrating that
flow-based methods retain meaningful discriminative power
where fingerprinting abstains. Across all tasks, Random Forest
consistently outperforms neural networks and k-NN, with
performance gaps widening in complex multiclass scenarios.
These findings highlight flow-based classification as a practical
and reproducible approach that can help maintain network
security visibility as ECH deployment progresses, showing that
behavioral traffic patterns are expected to provide durable
signals for detection even as handshake fields become encrypted.

Index Terms— JA4+ fingerprints, malware classification, flow
statistics, encrypted client hello, TLS fingerprinting, network
security

I. INTRODUCTION

The analysis of encrypted network traffic is a critical com-
ponent of modern network security. With most internet traffic
now protected by TLS, the ability to identify malicious activity
without relying on payload inspection has become essential.
One widely deployed approach is TLS fingerprinting, which
leverages the fact that different software applications and
malware families often produce distinctive handshake signa-
tures. A recent example is the JA4+ suite [1], which derives
fingerprints from the Client Hello (JA4) and Server Hello
(JA4S), optionally enriched with metadata such as the Server
Name Indication (SNI). By making classification decisions at
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the very beginning of the connection, such fingerprints enable
early detection and near real-time blocking.

Despite its utility, TLS fingerprinting faces two fundamen-
tal challenges. First, fingerprinting is limited by signature
coverage: numerous distinct malware families share identical
TLS handshakes, and only a subset are uniquely identifi-
able [2], [3]. Second, fingerprinting assumes visibility into
the plaintext handshake. This assumption is being challenged
by the deployment of Encrypted Client Hello (ECH), which
encrypts the inner Client Hello while exposing only an outer,
potentially generic version. As major browsers adopt ECH
and CDN:s facilitate rollout, the visibility on which client-side
fingerprinting relies is expected to diminish [4], [5]. Together,
these trends highlight the need for complementary approaches
that are less sensitive to changes in TLS protocol visibility.

Flow-level statistical features offer one such alternative.
By focusing on observable characteristics such as packet
counts, timing patterns, and size distributions, prior work has
shown that encrypted malware traffic can be distinguished
from benign traffic without access to payloads or handshake
fields [6], [7]. These features remain largely observable under
encryption enhancements such as ECH, making them a more
durable basis for traffic analysis.

In this paper, we systematically evaluate flow-level sta-
tistical features as an ECH-resilient complement to TLS
fingerprinting. Using a validated malware dataset containing
16,542 flows across 101 families, we demonstrate that flow-
based classifiers provide robust detection in binary tasks and
meaningful discriminative power for multi-family attribution,
substantially exceeding the theoretical recall limits of TLS
fingerprinting.

Our contributions are as follows:

« A systematic evaluation of flow-based features for ECH-
resilient malware detection, demonstrating that flow
statistics achieve 98.11% F1 in binary detection without
requiring handshake inspection—a capability expected to
persist as ECH adoption renders traditional fingerprinting
increasingly limited.

o A quantitative comparison framework establishing the-
oretical upper bounds for TLS fingerprinting (precision
~99.62%, recall <64.9%, F1 <78.6%) and demonstrat-
ing that flow-based methods exceed fingerprinting’s recall
bound by 32+ percentage points (97.22% vs. 64.9%).

o Feature importance analysis across all three tasks re-
vealing task-dependent patterns—packet sizes dominate
binary detection while temporal features dominate family
attribution—with all top features remaining ECH-resilient
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and cross-validation (5-fold, F1 std <0.002 for binary)
confirming result stability.

« A validated pipeline where JA4/JA4S extraction conforms
to the official JA4+ suite (99.98% flow matching; 100%
hash conformance) and a feature-rich dataset of 16,542
flows across 101 families with 89 properties enabling
reproducible research.

The remainder of this paper is organized as follows. Sec-
tion II reviews related work in encrypted traffic analysis and
TLS fingerprinting. Section III describes our methodology,
including dataset validation against official JA4+ implemen-
tations, flow feature extraction, and the classification frame-
work across three tasks and three algorithms. Section IV
presents experimental results for binary malware detection,
multiclass family identification, and comparative analysis with
TLS fingerprinting baselines. Section V discusses operational
implications for ECH-resilient detection, explains performance
patterns, and identifies limitations and future research direc-
tions. Section VI concludes the paper.

II. RELATED WORK

Network security in encrypted environments has driven
extensive research into methods for identifying malicious
traffic without payload inspection. We organize existing work
into three primary categories: TLS fingerprinting approaches,
statistical flow-based detection methods, and hybrid contextual
techniques.

A. TLS Fingerprinting Methods

TLS fingerprinting leverages unique signatures generated
during the TLS handshake process for encrypted traffic anal-
ysis. The seminal JA3 method [8] extracts fingerprints from
Client Hello messages by hashing TLS version, cipher suites,
extensions, elliptic curves, and formats. Complementing this,
JA3S fingerprints capture Server Hello responses, enabling
bidirectional analysis that significantly improves malware de-
tection accuracy over unidirectional approaches.

Recent advances culminated in the JA4+ suite [1], [9],
which addresses several limitations of JA3 through improved
hash stability and expanded coverage. Matousek et al. [10]
conducted a comprehensive evaluation of JA4+ fingerprints
across 64 malware families, reporting that combining JA4,
JA4S, and SNI achieves 87% uniqueness with approximately
80% family coverage on their dataset. However, they also re-
port residual overlap between malware and benign fingerprints
(e.g., certificate hashes) and cases where distinct families share
identical handshake signatures.

The reliability challenges are further exposed by Matousek
et al. [11] in their analysis of mobile applications, where
JA3 fingerprints alone prove insufficient due to high collision
rates among different applications. Similarly, Siwakoti and
Rawat [12] highlight that while machine learning can extend
beyond known fingerprint signatures, achieving 96.4% accu-
racy in their evaluation, the fundamental coverage problem
persists—only a fraction of malware families possess unique
TLS signatures.
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Beyond JA3/JA4-style techniques, recent work explores
broader fingerprinting strategies. Ede et al. [13] proposed
FLOWPRINT, a semi-supervised fingerprinting framework that
demonstrated how mobile apps with distinct behaviors may
nonetheless collide under identical TLS handshakes, under-
scoring coverage limitations. On the server side, Theofanous
et al. [14] presented Fingerprinting the Shadows, which un-
masked malicious servers behind CDNs and proxies. Their
work shows that while advanced server fingerprinting remains
feasible, visibility is increasingly constrained by encrypted
handshake fields and middleboxes.

B. Statistical Flow-Based Detection

An alternative paradigm leverages statistical characteristics
of network flows, offering potential resilience to encryption
enhancements. Anderson and McGrew [15] pioneered this
approach by combining TLS metadata with DNS and HTTP
contextual features, achieving 99.978% accuracy on their
dataset via contextual correlation across protocols. Their “data
omnia” philosophy demonstrates that unencrypted metadata
can effectively identify malicious encrypted communications.

Piskozub et al. [16] advanced purely flow-based detection
with MalAlert, which aggregates flows into “flowsets” and
extracts 441 statistical features for malware classification.
Their approach achieves 90% Fl-score for malware type
identification in their experiments while maintaining privacy
through byte-level statistics rather than content inspection.
Crucially, this method operates independently of TLS hand-
shake visibility.

Yeo et al. [17] explored deep learning approaches using
convolutional neural networks on 35 flow statistical features,
achieving over 85% accuracy across multiple malware families
in their evaluation. Their comparison with traditional machine
learning methods (Random Forest, SVM) showed that both
CNN and Random Forest exceed 93% performance across all
evaluation metrics on their dataset.

Barut et al. [7] provided a comprehensive performance study
comparing machine learning and deep learning approaches on
flow features, uniquely addressing computational efficiency
alongside accuracy. Their analysis revealed that traditional
machine learning methods often outperform deep learning
while requiring fewer computational resources, with accelera-
tion libraries providing up to 68.6x speedup.

Building on these foundations, Fu et al. [18] recently
demonstrated that unknown encrypted malicious traffic can be
detected in real time using flow statistics and side-channel
features, without relying on handshake visibility. Collectively,
these works show that flow-based methods can achieve strong
accuracy with modest computational overhead, making them
practical for real-time monitoring deployments.

C. Hybrid and Advanced Approaches

Recent work has explored techniques that combine mul-
tiple signal sources or advanced pattern recognition. Kim
et al. [19] revisited Markov chain-based fingerprinting as an
alternative to ClientHello parsing, achieving 88.1% accuracy
for malware family classification in their experiments. Their
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approach offers advantages including resilience to ECH and
generalizability for approximate matching.

Yu and Won [20] provide a comprehensive taxonomy of en-
crypted traffic fingerprinting methods, categorizing approaches
into fingerprint collection techniques and Al-based classifi-
cation methods. Their analysis identifies the growing need
for hybrid approaches that combine the speed of traditional
fingerprinting with the accuracy and content detection capabil-
ities of machine learning techniques. However, hybrid methods
remain less mature than either pure fingerprinting or flow-
based statistics, with limited validation in operational settings.

D. Limitations and Research Gaps

Despite significant progress, existing work exhibits sev-
eral limitations that motivate our approach. Reproducibility
gaps affect fingerprinting validation: few studies validate
extraction against official JA4+ implementations, and pro-
cessing pipelines vary across research groups, limiting re-
producibility. Evaluation methodology gaps for fingerprinting
are widespread: most studies lack train/test splits, systematic
comparison frameworks with theoretical bounds, and fail to
report coverage or abstention rates.

The ECH constraint challenges handshake-dependent meth-
ods: with major browsers implementing ECH support and
CDN providers beginning rollout, methods that inspect Clien-
tHello/ServerHello fields may lose visibility into the attributes
they depend on. This motivates approaches that do not re-
quire handshake field inspection. Finally, metric limitations
affect multiclass evaluation: many studies report accuracy or
weighted averages rather than macro-averaged metrics that
appropriately handle long-tail class distributions common in
malware datasets.

In this work, we directly address these gaps through a sys-
tematic evaluation of ECH-resilient flow features, a principled
comparison against TLS fingerprinting using both theoretical
bounds and empirical results, and a unified dataset foundation
that establishes clear baselines for future research.

III. METHODOLOGY

Our research employs the public dataset provided by Ma-
tousSek et al. [10], which contains authenticated network traces
for both malware communications and benign mobile and
desktop applications. The dataset is distributed in two formats:
labeled CSV files containing pre-extracted TLS fingerprinting
metrics and PCAP network traces. The dataset authors noted
that the public repository contains a subset of PCAP files due
to size limitations, while the CSV files represent the complete
experimental record. Through direct communication with the
authors, we obtained the full PCAP collection, ensuring our
analysis uses the complete dataset for comprehensive evalua-
tion of ECH-resilient classification approaches.

A. Flow Feature Extraction and Validation

Our analysis required comprehensive flow-level statistical
features that were not available in the author-provided CSV
files, which contained exclusively TLS fingerprinting metrics.
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To obtain the necessary features for ECH-resilient classifica-
tion, we extracted flow records directly from the complete
PCAP collection using NFStream [21], a high-performance
network flow analysis framework. This extraction process
enabled us to capture bidirectional flow characteristics that
remain observable under encrypted communication channels,
including those protected by ECH deployment.

1) NFStream Configuration and Feature Extraction: We
configured NFStream to extract bidirectional flows using stan-
dard 5-tuple identification (source IP, destination IP, source
port, destination port, protocol) with industry-standard timeout
parameters: 120 seconds for idle flows and 1800 seconds for
active connections. The framework extracted comprehensive
flow statistics, providing coarse- and fine-grained traffic sig-
natures.

To enable direct comparison with existing TLS finger-
printing approaches, we developed an NFStream plugin im-
plementing the official JA4+ specification [1]. This plugin
generates both JA4 (client) and JA4S (server) fingerprints
in strict conformance with the published standard, ensuring
reproducibility and enabling systematic comparison between
fingerprinting and flow-based approaches.

2) Validation Against Established Baselines: To validate
our NFStream extraction methodology, we performed system-
atic comparative analysis using the author-provided datasets.
As the initial comparison revealed several important variations
in data formatting and filtering approaches that made a direct,
one-to-one analysis challenging, we developed a unified fil-
tering pipeline that ensures consistent, reproducible compar-
isons between the author-provided CSVs and our NFStream-
generated data. Our pipeline implements four systematic fil-
tering steps:

1) Removing entries with missing JA4 hashes, as our
research focuses exclusively on TLS connections.

2) Filtering flows labeled as “Unknown” applications to
ensure classification accuracy.

3) Applying the author-provided SNI-based filtering list to
remove advertising and tracking traffic that introduces
classification noise.

4) Removing families with only single samples.

The SNI filtering list proved particularly critical, as it
included not only advertising services but also ubiquitous
domains that appear across multiple malware families and
benign applications. These overlapping domains can yield
identical fingerprints that significantly impact classification
performance, making their removal essential for accurate eval-
uation.

3) Comparative Analysis of Fingerprinting Metrics: Table |
presents our comparative analysis of key TLS fingerprinting
metrics after applying our unified filtering pipeline. We eval-
uate four critical metrics following the definitions from [10]:

o Coverage: The percentage of flows for which a specific
fingerprint type can be extracted. JA4 requires only the
client hello message, while JA4S additionally requires the
server response, making it more susceptible to incomplete
handshakes.
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TABLE I: TLS Fingerprinting Performance After Unified
Filtering

Metric Author CSV NFStream
(Filtered) (Filtered)

Dataset Characteristics

Total Flows 15,157 16,566

JA4 Coverage
JA4S Coverage

15,157 (100%)
13,934 (91.9%)

16,566 (100%)
7,821 (47.2%)

SNI Coverage 14,732 (97.2%) 15,144 (91.4%)
JA4+JA4S+SNI Performance

Total Unique Fingerprints 2,423 1,363
Uniqueness 89.4% 89.9%
Malware Family Coverage 75.0% 64.9%
Application Coverage 94.2% 93.1%
Malware-Benign Overlap 1.23% 0.38%

o Uniqueness: The percentage of fingerprints that uniquely
identify a single malware family or application, indicating
the discriminative power of the fingerprinting method.

o Family Coverage: The percentage of malware families or
applications that possess at least one unique fingerprint,
representing the method’s ability to identify distinct be-
havioral patterns.

e Overlap: The percentage of fingerprints shared between
malware and benign traffic, directly impacting false pos-
itive rates and classification ambiguity.

The comparative analysis reveals a critical divergence in
JA4S coverage between our NFStream extraction (47.2%) and
the author-provided CSVs (91.9%). Despite this substantial
difference in server-side fingerprint availability, the metrics
most critical for security applications demonstrate remarkable
consistency. Uniqueness remains high at approximately 90%
in both approaches, application coverage exceeds 93%, and
crucially, the malware-benign overlap remains minimal (0.38—
1.23%). These consistent patterns suggest that while the two
extraction methods capture different numbers of complete
handshakes, the fundamental discriminative power of TLS
fingerprinting is preserved when combining JA4, JA4S, and
SNI attributes.

4) Implementation Validation Against Official JA4+ Suite:
The significant discrepancy in JA4S coverage between our
NFStream extraction (47.2%) and the author-provided CSVs
(91.9%) necessitated independent validation to establish
ground truth. We processed the complete PCAP collection us-
ing the official JA4+ suite implementation, generating authori-
tative fingerprints. This validation serves two critical purposes:
verifying the correctness of our extraction methodology and
understanding the source of coverage discrepancies.

Table II presents the conformance analysis results. We
evaluated two key metrics: Flow Match Rate (the percentage
of flows identified by the official tool that were also present in
each dataset) and Fingerprint Conformance (the percentage of
matched flows for which the JA4/JA4S hashes were identical
to those generated by the official implementation).

The validation results are conclusive and reveal important
methodological insights. Our NFStream pipeline successfully
matches and processes 99.98% of flows identified by the
official JA4+ tool, with every extracted fingerprint conforming
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TABLE II: Conformance with Official JA4+ Suite Implemen-
tation

Metric Author CSV NFStream
Total Flows in Dataset 33,589 163,897
Official Tool Flows (PCAPs) 43,132 43,345
Matched Flows (5-tuple) 33,577 43,337
Flow Match Rate 77.85% 99.98%
Among Matched Flows:
JA4 Conformance 30,077/33,577  32,787/32,787
(89.58%) (100%)

N 15,924/31,846  15,470/15,470

JA4S Conformance (50.00%) (100%)

perfectly to the official specification (100% conformance for
both JA4 and JA4S). This complete conformance validates
the correctness of our implementation and provides high
confidence in subsequent analyses.

In contrast, the author-provided CSVs exhibit significant
discrepancies: missing over 22% of TLS flows present in the
PCAPs and achieving only 50% JA4S conformance among
matched flows. This strongly suggests that the high JA4S
coverage (91.9%) reported in the author-curated CSVs results
from a non-standard extraction process rather than actual
server response availability in the network traces. The discrep-
ancy likely stems from different interpretations of incomplete
handshakes or alternative fingerprint computation methods not
aligned with the official specification. Thus, earlier reports
of ~92% JAA4S coverage appear inflated due to non-standard
extraction pipelines, whereas our validation against the official
JA4+ suite indicates that the true coverage in real PCAP traces
is closer to 47%.

5) Implications for Flow-Based Analysis: These validation
findings have several important implications for our research:

1) Methodological Rigor: The complete conformance with
official JA4+ specifications ensures that our comparisons
between fingerprinting and flow-based approaches are
based on accurate, standardized implementations rather
than potentially biased extraction methods.

2) Coverage Limitations: The actual JA4S coverage of
47.2% in real network traces highlights a fundamental
limitation of server-dependent fingerprinting methods. In
contrast, our flow-based features can be extracted from
any TLS connection regardless of handshake comple-
tion.

3) Reproducibility:  Our  NFStream-based extraction
pipeline, validated against the official implementation,
provides a reproducible foundation for future research.
All extraction code and processed datasets are made
available to ensure scientific reproducibility [22].

4) Performance Baselines: The consistent performance pat-
terns across key security metrics (uniqueness 90%,
minimal overlap 0.38%) despite different extraction
methods demonstrate that our dataset captures the essen-
tial characteristics needed for meaningful classification
experiments.

The systematic filtering pipeline ensures that all subse-

quent comparisons between fingerprinting and flow-based ap-
proaches are conducted on a consistent, reproducible basis.
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While absolute coverage values vary between extraction meth-
ods, the fundamental ability to discriminate between malware
and benign traffic remains intact, providing a solid foundation
for evaluating ECH-resilient alternatives to traditional TLS
fingerprinting.

B. Feature Engineering

Our feature engineering approach leverages three comple-
mentary sets of traffic characteristics that remain observable
under encryption and, critically, are resilient to ECH de-
ployment. Unlike TLS fingerprinting methods that rely on
plaintext handshake fields susceptible to privacy-enhancing
technologies, our features capture fundamental communication
patterns that persist regardless of encryption enhancements.

1) Core Flow Statistics: We extracted 33 bidirectional flow
metrics from NFStream, capturing fundamental behavioral
characteristics of network communications. These features are
computed across three directional perspectives to capture both
asymmetric communication patterns and aggregate behavior:

o Source-to-destination (src2dst): Metrics computed exclu-
sively for packets traveling from the flow initiator to the
responder, capturing client request patterns and command
transmission characteristics.

o Destination-to-source (dst2src): Metrics for response traf-
fic, revealing server behavior patterns and data exfiltration
characteristics particularly relevant for malware detection.

e Bidirectional: Cumulative aggregation of both directions,
where values represent the sum of src2dst and dst2src
metrics (e.g., if src2dst contains 10 packets and dst2src
contains 15 packets, the bidirectional packet count equals
25).

The comprehensive feature set encompasses:

o Volumetric metrics (9 features): Packet counts and byte
volumes computed separately for each directional per-
spective, capturing traffic intensity and data transfer pat-
terns characteristic of different malware families.

e Temporal characteristics (3 features): Flow duration
in milliseconds for each perspective, revealing com-
munication session patterns and distinguishing between
ephemeral connections and persistent command-and-
control channels.

o Packet size distributions (12 features): Minimum, mean,
standard deviation, and maximum packet sizes for each
directional perspective. These statistical moments capture
protocol-specific behaviors that remain consistent even
under encryption, such as characteristic message sizes in
malware communication protocols.

o Packet inter-arrival times (PIAT) (12 features): Mini-
mum, mean, standard deviation, and maximum inter-
arrival times in milliseconds for each perspective. PIAT
distributions reveal timing patterns indicative of auto-
mated malware behavior versus human-driven benign
applications, providing crucial discriminative signals for
classification.

These 33 features capture macro-level communication pat-

terns that persist regardless of encryption enhancements. The
bidirectional perspective provides both directional asymmetry
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information (through comparison with unidirectional metrics)
and aggregate flow behavior, enabling robust traffic classifi-
cation even when individual packet contents are completely
opaque.

2) Sequential Packet Length (SPL) Features: To capture
micro-level communication patterns that characterize specific
application protocols, we extracted Sequential Packet Length
(SPL) features consisting of the sizes of the first 25 packets in
each flow, ordered by arrival time. This approach is motivated
by the observation that many application protocols, including
malware command-and-control communications, exhibit char-
acteristic packet size sequences during connection establish-
ment and initial data exchange.

The 25-packet window was selected based on empirical
analysis showing that most distinctive protocol behaviors
manifest within this initial exchange, while longer sequences
provide diminishing returns for classification accuracy.

3) Combined Feature Set: We constructed a hybrid feature
representation incorporating both the 33 core flow statistics
and 25 SPL values, resulting in a 58-dimensional feature vec-
tor. This combined approach aims to leverage complementary
information from both feature types:

e Macro-level patterns from flow statistics capture over-
all communication behavior, session characteristics, and
traffic intensity patterns that distinguish malware families
with different operational profiles.

o Micro-level signatures from SPL sequences identify spe-
cific protocol implementations and message exchange
patterns unique to particular malware variants or benign
applications.

The synergy between these feature types addresses limita-
tions of each individual approach: flow statistics may miss
subtle protocol variations while SPL features alone may not
capture broader behavioral patterns. The combined representa-
tion provides comprehensive traffic profiles that remain robust
under current and future encryption enhancements, including
ECH deployment.

C. Classification Framework

We evaluated three machine learning algorithms across
three distinct classification tasks to comprehensively assess the
effectiveness of flow-based features for ECH-resilient malware
detection.

1) Classification Tasks: We designed three classification
tasks to address different operational requirements in malware
detection systems:

1) Binary Classification: Distinguishing malware from be-
nign traffic, representing the most critical security task
where minimizing false negatives is paramount for pre-
venting successful attacks.

2) Full Multiclass Classification: 1dentifying specific fam-
ilies among all classes (malware families and benign
applications), enabling fine-grained threat attribution and
targeted response strategies.

3) Malware-Only Multiclass Classification: Discriminating
between malware families exclusively, isolating the chal-
lenge of malware family attribution without the simpli-
fying presence of benign traffic patterns.
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Throughout this paper, we use the term class to denote either
a malware family or a benign application family, depending
on task context.

2) Machine Learning Algorithms: We selected three
complementary algorithms representing different learning
paradigms and operational trade-offs:

Random Forest (RF): We configured ensemble classifiers
with 300 decision trees, a parameter selected through empirical
convergence analysis showing negligible improvement beyond
this threshold. The maximum tree depth is set to 15 for binary
classification and 20 for multiclass tasks, providing sufficient
model capacity while preventing overfitting. Regularization
parameters include minimum samples split of 5 and minimum
samples leaf of 2, determined through preliminary experi-
ments to prevent memorization while maintaining discrimi-
native power. To address class imbalance inherent in malware
datasets, we employ balanced class weighting that inversely
weights classes proportional to their frequency. This ensures
minority malware families receive appropriate attention during
training, crucial for detecting rare threats.

Neural Networks (NN): We implemented fully-connected
architectures with batch normalization and dropout regulariza-
tion, tailored to task complexity. For binary classification, we
employ a funnel architecture (64—32—16—1 neurons) that
progressively compresses feature representations toward the
decision boundary. Multiclass tasks utilize a wider architecture
(256—128—64—num_classes) to accommodate the increased
complexity of distinguishing between up to 101 distinct traffic
patterns. ReLU activations after batch normalization address
vanishing gradient problems while accelerating convergence.
Dropout rates of 0.3 and 0.2 at different layers prevent neuron
co-adaptation, with the Adam optimizer (learning rate 10~3)
providing adaptive per-parameter learning rates crucial for
features with different scales. Early stopping with patience
of 3 epochs prevents overfitting while ensuring convergence,
monitoring validation loss to restore optimal weights.

FAISS k-Nearest Neighbors (k-NN): We implemented Face-
book AI Similarity Search (FAISS) [23] for scalable nearest
neighbor classification, using IndexFlatIP (inner product
similarity) on L2-normalized features to approximate cosine
similarity. This choice enables efficient similarity search in
high-dimensional feature spaces while maintaining geometric
interpretability. We selected k = 7 for binary classification
and k£ = 5 for multiclass tasks, representing an empirically-
determined trade-off between local smoothness and robustness
to outliers. Odd values prevent tied votes in classification
decisions. These parameters were optimized based on expected
class density in the feature space, with larger k for binary clas-
sification increasing stability in the simpler two-class problem
while smaller £ for multiclass tasks preserves local neighbor-
hood structure necessary for fine-grained discrimination.

3) Training and Evaluation Methodology: All models were
trained using stratified 80-20 train-test splits with fixed random
seeds (42) to ensure complete reproducibility. Stratification
maintains proportional representation of all classes in both
training and test sets, crucial for unbiased performance es-
timation in imbalanced datasets.

Building upon our initial filtering (c¢f. Section III-A2) that
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removed singleton samples, we applied an additional minimum
support threshold of 5 samples per family. This threshold is
mathematically necessary for stratified sampling: classes with
fewer than 5 samples would yield zero test samples after
the 80-20 split (|4 x 0.2] = 0), violating the requirement
for representative evaluation. With exactly 5 samples, we
guarantee at least one test sample per class (|5 x 0.2] = 1),
ensuring all families are represented in both training and
evaluation sets.

This additional filtering eliminated 8 underrepresented fam-
ilies (24 samples total), yielding a final dataset of 16,542
records spanning 101 unique families, with 59 malware fam-
ilies and 42 benign application families.

4) Evaluation Metrics: We report standard classification
metrics including accuracy, precision, recall, and FI-score.
For multiclass tasks, we report macro-averaged metrics to
avoid bias toward majority classes, ensuring that performance
on rare malware families is appropriately weighted in ag-
gregate scores. This is particularly important given that rare
malware variants often represent emerging threats requiring
immediate detection capability.

Additionally, we report ROC-AUC (Receiver Operating
Characteristic - Area Under Curve) scores to characterize clas-
sifier confidence and decision robustness beyond threshold-
dependent metrics. For binary classification, ROC-AUC mea-
sures the probability that a randomly chosen positive sample
ranks higher than a randomly chosen negative sample. For
multiclass tasks, we compute macro-averaged ROC-AUC us-
ing the One-vs-Rest strategy, providing insight into per-class
discriminability.

5) Cross-Validation for Stability Assessment: While our
primary results use a single stratified 80-20 split for direct
comparability with prior work, we additionally perform 5-fold
stratified cross-validation to assess model stability and trans-
ferability. Cross-validation provides variance estimates that
quantify how sensitive performance is to the particular train-
test partition, addressing concerns about result generalizability.

We employ StratifiedKFold with 5 folds and a fixed
random seed (42) to ensure reproducibility. For each fold,
models are trained on 80% of the data and evaluated on the
held-out 20%, with metrics aggregated as mean =+ standard
deviation across folds. This protocol enables assessment of
whether the single-split results are representative or anoma-
lous, and provides confidence intervals for deployment plan-
ning.

D. Comparison Methodology with TLS Fingerprinting

To establish the relative merits of our ECH-resilient ap-
proach against traditional TLS fingerprinting, we developed a
systematic comparison framework addressing the fundamental
differences between deterministic fingerprint matching and
probabilistic machine learning classification.

1) Deriving Comparable Metrics: TLS fingerprinting is a
deterministic lookup: a flow either matches a known finger-
print or it does not. In contrast, our flow-based approach
is probabilistic classification trained and evaluated on strat-
ified splits. To enable a fair, apples-to-apples comparison
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without overclaiming, we derive optimistic upper bounds for
fingerprinting performance from two corpus-level quantities
measured on our NFStream-cleaned dataset: (i) the percentage
of fingerprint keys shared between malware and benign traffic
(“overlap”), and (ii) the fraction of malware families that
have at least one identifying fingerprint (“malware family
coverage”).

We derive optimistic upper bounds under the assumption
that fingerprint keys are equally likely across flows:

o Phix =1 — overlap,

o R = family coverage, and

o Flux = g
Using our NFStream-cleaned dataset (Table I), overlap is
0.38% and malware family coverage is 64.9%, yielding
Prax 7 99.62%, Rmax ~ 64.90%, and F1y, ~ 78.6%.

These bounds favor fingerprinting and represent optimistic
estimates: overlap is computed on unique fingerprints, not
weighted by flow frequency; if shared fingerprints are high-
frequency, real false positive rates could be higher and preci-
sion lower. Similarly, the recall bound ignores per-flow extrac-
tion failures and incomplete handshakes that limit coverage in
practice.

IV. EXPERIMENTAL RESULTS

We present a comprehensive evaluation of flow-based sta-
tistical features for handshake-independent malware detection,
systematically exploring 27 configurations across three classi-
fication tasks, three feature sets, and three machine learning al-
gorithms, demonstrating the viability of flow-based approaches
as practical complements to traditional TLS fingerprinting.

A. Binary Classification: Malware Detection

Binary classification represents the most critical security
task: distinguishing malware from benign traffic. This fun-
damental capability determines whether a network security
system can identify threats regardless of their specific family
or variant. Table III presents comprehensive results across all
feature sets and models.

TABLE III: Binary Classification Performance (Malware vs.
Benign). Random Forest with combined features achieves
the best performance (F1=0.9811), with all configurations
exceeding 92.5% F1-score.

Feature Set Model Accuracy Precision Recall F1-Score
NN 0.8870 0.9530 0.9000 0.9258
Core RF 0.9655 0.9866 0.9691 0.9778
FAISS 0.9099 0.9338 0.9525 0.9431
NN 0.8876 0.9305 0.9255 0.9280
SPL RF 0.9665 0.9874 0.9695 0.9784
FAISS 0.8849 0.9102 0.9464 0.9279
NN 0.9003 0.9439 0.9278 0.9358
Combined RF 0.9707 0.9902 0.9722 0.9811
FAISS 0.8906 0.9148 0.9487 0.9314

Random Forest consistently achieves superior performance
across all feature combinations, with the combined feature set
reaching 97.07% accuracy and 98.11% F1-score. Recall rates
across all configurations range from 90.00% to 97.22%.
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Several key patterns emerge from the binary classification
results. Core flow statistics achieve 97.78% F1-score with
Random Forest, while SPL features achieve 97.84%—nearly
identical performance when used independently. The com-
bined feature set reaches 98.11% F1-score (+0.33 percentage
points over core features alone).

Random Forest outperforms neural networks by 4.5-5.2
percentage points in F1-score across all feature configurations.
Even the lowest-scoring configuration—FAISS k-NN with
SPL features—achieves 92.79% F1-score, and all nine binary
configurations achieve Fl-scores above 92.5%.

Precision-recall analysis reveals distinct model characteris-
tics: Random Forest models maintain high precision (98.66—
99.02%) and the highest recall (96.91-97.22%), while neural
networks show higher variance with precision ranging from
93.05% to 95.30% and recall from 90.00% to 92.78%. FAISS
k-NN achieves strong recall (94.64-95.25%) at the cost of
lower precision (91.02-93.38%).

ROC-AUC Analysis: To characterize classifier confidence
beyond threshold-dependent metrics, we computed ROC-
AUC scores for all binary classification configurations. Ta-
ble IV presents the results, demonstrating that Random Forest
achieves near-perfect discrimination with ROC-AUC scores
exceeding 0.99 across all feature sets.

TABLE IV: ROC-AUC Scores for Binary Classification. Ran-
dom Forest achieves near-perfect discrimination (0.99+) across
all feature sets, indicating robust ranking of malware above
benign traffic regardless of threshold selection.

Model Core SPL Combined
Neural Network  0.9422  0.9288 0.9420
Random Forest 0.9933  0.9947 0.9949
FAISS k-NN 0.9479  0.9212 0.9270

The ROC-AUC results reinforce the F1-score findings: Ran-
dom Forest demonstrates exceptional discriminative ability,
correctly ranking malware flows above benign flows with
99.49% probability when using combined features (99.61% in
5-fold CV). This high ROC-AUC indicates robust performance
across all classification thresholds, not merely at the default
0.5 boundary. Fig. 1 visualizes the ROC curves for all three
models using combined features, illustrating the near-perfect
discrimination achieved by Random Forest.

B. Multiclass Classification: Complete Family Identification

The full multiclass task—distinguishing between all 101
classes (59 malware families and 42 benign application fami-
lies)—represents the most challenging classification scenario,
requiring models to capture subtle differences between se-
mantically similar traffic patterns across 101 classes. Table V
presents the performance across all experimental configura-
tions.

Random Forest with combined features achieves the highest
performance at 61.62% accuracy and 54.81% F1l-score. This
represents a substantial drop relative to binary classification
(98.11% vs. 54.81% F1-score).

Fig. 2 shows the normalized confusion matrix for the
best multiclass configuration across 101 families. The matrix
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Fig. 1: ROC curves for binary classification using combined features. Random Forest achieves near-perfect discrimination,
substantially outperforming Neural Network and FAISS k-NN across all decision thresholds.

TABLE V: Full Multiclass Classification Performance (101
Families). Performance drops substantially from binary de-
tection, with Random Forest (combined features) achieving
54.81% macro Fl—still meaningful for family attribution.

Feature Set Model Accuracy Precision Recall F1-Score
NN 0.4113 0.2685 0.2254 0.2053
Core RF 0.5966 0.5191 0.5559 0.5239
FAISS 0.4642 0.3966 0.3772 0.3743
NN 0.4092 0.2780 0.2447 0.2353
SPL RF 0.5561 0.5066 0.5055 0.4923
FAISS 0.4180 0.3180 0.2981 0.2948
NN 0.4527 0.3482 0.2895 0.2889
Combined RF 0.6162 0.5526 0.5738 0.5481
FAISS 0.4397 0.3794 0.3387 0.3430

exhibits a strong diagonal pattern with off-diagonal confusion
clusters where related families are misclassified into each
other.

Per-class analysis of the same model reveals that perfect
accuracies are concentrated in classes with very small test
support (< 12 flows), while several moderate-support families
exhibit systematic confusion (e.g., mega-wins-slot: 31 test
samples, 0% accuracy; jelly-connect: 27, 0%; njrat: 15, 0%).

Several important patterns emerge from the multiclass re-
sults. Core flow statistics outperform SPL features in isolation
(52.39% vs. 49.23% macro F1 with Random Forest; +3.12
percentage points), contrasting with binary classification where
the two feature types achieve nearly identical performance
(97.78% vs. 97.84%). The combined feature set improves
macro F1 by 2.42 percentage points over core flow statistics
(54.81% vs. 52.39%).

Neural networks achieve only 28.89% macro F1 with com-
bined features compared to Random Forest’s 54.81% (gap:
25.92 percentage points). The dataset exhibits substantial im-
balance (median 91 samples per family; min 5, max 1845; 18
classes with < 20 samples and 32 with < 50). Unlike binary
classification where models maintain balanced precision and
recall, multiclass results show significant divergence: Random
Forest with combined features achieves 55.26% precision
and 57.38% recall, while neural networks exhibit both low
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precision (34.82%) and low recall (28.95%).

Performance scaling analysis reveals substantial degradation
from binary to multiclass tasks. Random Forest degrades by
43.30 percentage points (from 98.11% to 54.81% macro F1),
FAISS k-NN by 58.84 percentage points (from 93.14% to
34.30%), and neural networks by 64.69 percentage points
(from 93.58% to 28.89%).

ROC-AUC Analysis: Despite the lower Fl-scores in multi-
class classification, ROC-AUC scores remain high, suggesting
strong class separability at the probability level on this dataset.
Table VI presents ROC-AUC scores for the full multiclass task
(101 classes), computed using macro-averaged One-vs-Rest
(OvR) scoring.

TABLE VI: ROC-AUC Scores for Multiclass Classifica-
tion (101 Classes). Despite lower Fl-scores, Random Forest
achieves 0.9768 ROC-AUC, indicating strong per-class dis-
criminability.

Model Core SPL Combined
Neural Network  0.9527  0.9521 0.9629
Random Forest 0.9761  0.9562 0.9768
FAISS k-NN 08113 0.7518 0.7714

The high ROC-AUC scores (0.9768 for Random Forest)
contrast with the moderate F1-scores (0.5481), suggesting that
the classifier assigns useful probability rankings even when
hard predictions are incorrect. This is consistent with mis-
classifications occurring among closely related families with
similar probabilities, rather than confident errors. Fig. 3 vi-
sualizes the macro-averaged and micro-averaged ROC curves
for all three models.

C. Malware-Only Multiclass Classification

To isolate the challenge of discriminating between malware
families without the simplifying presence of benign traffic, we
evaluated classification performance across the 59 malware
families exclusively. Table VII presents the results for this
focused classification task.

The malware-only classification achieves a maximum F1-
score of 48.71% with Random Forest on combined features.
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Fig. 2:

Normalized confusion matrix for full multiclass classification (Random Forest, combined features). Darker diagonal

entries indicate successful classification, while off-diagonal patterns reveal systematic confusions between related families.

TABLE VII: Malware-Only Multiclass Classification Perfor-
mance (59 Families). Excluding benign classes reduces macro
F1 (48.71% vs. 54.81%), reflecting inter-malware similarity
and the loss of easily separable benign traffic.

Feature Set Model Accuracy Precision Recall F1-Score
NN 0.4052 0.2573 0.2278 0.2121
Core RF 0.5886 0.4843 0.4960 0.4764
FAISS 0.4821 0.3535 0.3571 0.3412
NN 0.4099 0.2641 0.2243 0.2198
SPL RF 0.5083 0.3809 0.3944 0.3716
FAISS 0.3998 0.2736 0.2495 0.2494
NN 0.4384 0.3288 0.2567 0.2621
Combined RF 0.5998 0.4958 0.5126 0.4871
FAISS 0.4481 0.3074 0.3008 0.2916
MARCH 2026 + voLuME XVIII « NUMBER 1

Malware-only macro F1 is lower than full multiclass (48.71%
vs. 54.81%).

Fig. 4 shows the normalized confusion matrix for malware-
only classification, revealing the patterns of inter-malware
confusion across 59 families.

Per-class analysis of the same model shows that perfect
accuracies are concentrated in families with very small test
support, while several moderate-support families exhibit sys-
tematic confusion (e.g., mega-wins-slot: 31 test samples, 0%
accuracy; jelly-connect: 27, 11.1%; njrat: 15, 0%). In contrast,
well-represented families such as sodinokibi (369 test samples)
exceed 82% accuracy.

The counterintuitive result—that malware-only classifica-
tion performs worse than full multiclass—presents several
notable patterns. Malware-only classification achieves 48.71%
macro F1 compared to 54.81% in full multiclass, representing
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Fig. 3: ROC curves for multiclass classification (101 classes) using combined features. Macro-averaged (solid) and micro-
averaged (dashed) curves show Random Forest maintains strong discriminability despite lower F1-scores.
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malware families.
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Fig. 5: ROC curves for malware-only classification (59 classes) using combined features. Macro-averaged (solid) and micro-
averaged (dashed) curves show Random Forest maintains strong discriminability for distinguishing between malware families.

a 6.1 percentage point disadvantage. Core flow statistics signif-
icantly outperform SPL features in the malware-only context
(47.64% vs. 37.16% macro F1 with Random Forest; +10.48
percentage points), a larger gap than observed in full multiclass
(+3.12 pp).

Model degradation from binary to malware-only classifi-
cation is substantial across all approaches: Random Forest
drops from 98.11% to 48.71% macro F1 (—49.40 pp), FAISS
from 93.14% to 29.16% (—64.00 pp), and Neural Networks
from 93.58% to 26.21% (—67.47 pp). The combined feature
set improves macro F1 by +1.07 percentage points over core
features (48.71% vs. 47.64%), a smaller gain than observed in
full multiclass (+2.42 pp).

ROC-AUC Analysis: Table VIII presents ROC-AUC scores
for malware-only classification, computed using macro-
averaged One-vs-Rest scoring across 59 malware families.

TABLE VIII: ROC-AUC Scores for Malware-Only Classifica-
tion (59 Classes). Random Forest achieves 0.9647 ROC-AUC,
indicating strong discriminability despite lower F1-scores.

Model Core SPL Combined
Neural Network ~ 0.9355  0.9389 0.9478
Random Forest 0.9614  0.9430 0.9647
FAISS k-NN 0.8146  0.7376 0.7570

Similar to full multiclass, the high ROC-AUC (0.9647)
contrasting with moderate Fl-score (0.4871) indicates that
misclassifications occur among similar malware families with
comparable probability scores rather than confident errors.
Fig. 5 visualizes the macro-averaged and micro-averaged ROC
curves for all three models.

D. Comparison with TLS Fingerprinting

Table IX contrasts theoretically derived bounds for TLS
fingerprinting with empirical flow-based classification results
on the same corpus. TLS entries are upper bounds computed
from our NFStream-cleaned dataset: precision bound is
1 — overlap with overlap = 0.38%, recall bound equals
malware family coverage (64.9%), and F1 bound is their
harmonic mean. Flow-based entries are test-set metrics for
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Random Forest with combined features. The key distinction:
TLS fingerprinting requires handshake inspection and
abstains when no match exists, while flow-based classification
uses only traffic statistics and produces a prediction for
every flow. Consequently, per-instance accuracy cannot be
computed for fingerprinting without instance-level predictions.

These  results  highlight that  flow-based  methods
substantially extend coverage and recall, while fingerprinting
remains fundamentally constrained by family uniqueness and
handshake visibility.

E. Random Forest: Interpretability and Stability

The preceding results establish Random Forest as the con-
sistently best-performing model across all tasks and feature
configurations. We therefore focus our interpretability and sta-
bility analyses on Random Forest, which additionally provides
natural feature importance measures through its ensemble
structure.

1) Feature Importance Analysis: To provide interpretability
into the classification decisions, we extracted feature im-
portances from the Random Forest models across all three
classification tasks. Table X present the top 10 features for
each task using combined features, averaged across 5-fold
cross-validation.

The feature importance analysis reveals task-dependent pat-
terns. For binary classification, packet size features dominate:
the top three features (bidirectional_max_ps, dst2src_max_ps,
ps_4) each contribute 10.7-10.9% importance, collectively ac-
counting for 32% of total importance. Both aggregate statistics
and early sequential packet sizes appear in the top 10.

For multiclass classification (101 families), importance is
more evenly distributed across features, with duration and
timing features gaining prominence alongside packet sizes.
The top feature (ps_4) contributes only 3.8% importance
compared to 10.9% in binary classification, indicating that
fine-grained family discrimination requires a broader feature
combination.

For malware-only classification (59 families), temporal fea-
tures dominate: duration and packet inter-arrival time (PIAT)
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TABLE IX: TLS Fingerprinting (bounds) vs. Flow-Based Classification (empirical). Flow-based ML achieves 97.22% recall
compared to fingerprinting’s 64.9% upper bound—a 32+ percentage point improvement in detection coverage.

Characteristic

TLS Fingerprinting

Flow-Based ML

(JA4+JA4S+SNI) (RF + Combined)
Fundamental Capabilities
ECH-Resilient No Less affected (handshake-independent)
Handshake Inspection® Requires Not required
Requires Training Data No Yes

Handles Unknown Patterns

No (no match)

Yes (prediction)

Binary Detection Performance

Precision (estimated)® ~99.62% 99.02%
Recall (maximum)®© <64.9% 97.22%
F1-Score <78.6% 98.11%
Family Attribution (Multiclass, 101 families)

Malware Coverage 64.9% 100%*
Benign Coverage 93.1% 100%¢
Accuracy N/A® 61.62%

2TLS fingerprinting depends on ClientHello/ServerHello fields; flow-based classification does not inspect handshake

fields.

b Based on 0.38% overlap between malware and benign fingerprints.
¢ Limited by 64.9% family coverage; 35.1% of families lack unique fingerprints.
d Can attempt classification for all families, though accuracy varies.

¢ Cannot compute without instance-level predictions.

TABLE X: Top 10 Feature Importances (Random Forest, Combined Features) across all classification tasks. Binary classification
is dominated by packet size features (top 3 = 32%), multiclass shows more even distribution with timing features gaining
prominence, and malware-only is dominated by temporal features (8 of top 10).

(a) Binary (b) Multiclass (101) (c) Malware-Only (59)

Rank Feature Imp. Rank Feature Imp. Rank  Feature Imp.
1 bidirectional_max_ps  0.109 1 ps_4 0.038 1 src2dst_duration_ms 0.037
2 dst2src_max_ps 0.108 2 src2dst_max_ps 0.034 2 bidirectional _duration_ms 0.037
3 ps_4 0.107 3 src2dst_stddev_ps 0.029 3 src2dst_max_ps 0.032
4 ps_6 0.066 4 bidirectional_duration_ms  0.029 4 bidirectional_max_piat_ms 0.032
5 ps_7 0.056 5 src2dst_duration_ms 0.028 5 src2dst_max_piat_ms 0.032
6 src2dst_max_ps 0.051 6 bidirectional_max_ps 0.028 6 dst2src_max_piat_ms 0.032
7 src2dst_stddev_ps 0.025 7 src2dst_bytes 0.027 7 dst2src_duration_ms 0.031
8 ps_8 0.023 8 dst2src_duration_ms 0.027 8 dst2src_mean_piat_ms 0.030
9 ps_2 0.023 9 src2dst_max_piat_ms 0.026 9 bidirectional_mean_piat_ms  0.029
10 ps_1 0.019 10 dst2src_mean_ps 0.026 10 src2dst_bytes 0.029

features occupy 8 of the top 10 positions. This shift suggests
that distinguishing between malware families relies heavily on
communication timing patterns—Ilikely reflecting differences
in command-and-control polling intervals, data exfiltration
rates, and protocol-specific timing behaviors.

Critically, these top features are largely observable with-
out TLS handshake fields, since they capture transport-layer
characteristics rather than ClientHello/ServerHello parameters.
The task-dependent feature importance patterns explain why
combined features consistently outperform single feature sets:
binary detection benefits from strong packet size signals,
while family attribution requires the complementary timing
information.

2) Stability Analysis: To assess result stability and trans-
ferability across different data partitions, we performed 5-
fold stratified cross-validation for the best-performing model
(Random Forest) across all three classification tasks. Table XI
presents the cross-validation results, showing consistent per-
formance across folds.

The cross-validation results demonstrate stability across all
tasks. For binary classification, Fl-score standard deviations
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are at most 0.0011, indicating highly stable results. The
multiclass tasks show higher variance (F1 std 0.011-0.021), re-
flecting sensitivity to class imbalance and fold composition—
this is expected given the long-tailed distribution with 18
classes having fewer than 20 samples. Importantly, the 5-fold
mean F1-scores closely match single-split results (e.g., binary
combined: 0.9836 CV vs. 0.9811 single-split), confirming the
reliability of our primary evaluation protocol.

F. Summary of Experimental Findings

Across all experiments, several consistent patterns emerge.
Flow-based classification achieves near-perfect binary detec-
tion, with Random Forest models exceeding 98% F1 (98.36%
in 5-fold CV) and 99.6% ROC-AUC, while multiclass family
attribution remains more challenging, reaching 54.81% F1
across 101 classes and 48.71% across 59 malware families.
Cross-validation confirms result stability across all tasks, with
binary F1 standard deviations below 0.002 and multiclass
standard deviations of 0.011-0.021. Random Forest consis-
tently outperforms neural networks and k-NN, particularly
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TABLE XI: 5-Fold Cross-Validation Results (Random Forest). Low standard deviations confirm stable, representative results
across all tasks. Binary classification shows F1 std <0.0011; multiclass tasks show higher variance (std 0.011-0.021) reflecting

class imbalance sensitivity.

Task Features Accuracy F1-Score ROC-AUC
Core 0.9682+0.0016  0.979620.0010  0.9942-£0.0007
Binary SPL 0.97194£0.0016  0.981940.0011  0.99610.0005
Combined  0.9744-:0.0011  0.983640.0007  0.9961-:0.0002
Maulticlass Core 0.6080+0.0028  0.544840.0111  0.9711-£0.0046
(101 classes)  SPL 0.5587+0.0067  0.493940.0108  0.9634-£0.0038
Combined  0.6268-£0.0075  0.569440.0181  0.9751-£0.0035
Core 0.5819+0.0106  0.4806:0.0203  0.9687-0.0027
Malware-onl
(5; Wl‘“e 0’)’ Y SPL 0501440.0102  0.375940.0164  0.9440-£0.0029
classes Combined  0.5911+0.0094  0.48884-0.0200  0.9694--0.0024

under class imbalance, confirming the suitability of tree en-
sembles for tabular flow features. Feature importance analysis
reveals task-dependent patterns: packet size statistics dominate
binary detection, while temporal features (duration, inter-
arrival times) become more important for family attribution—
all features remain observable under ECH deployment. Most
importantly, flow-based methods substantially extend detection
coverage and recall compared to TLS fingerprinting, which
remains fundamentally constrained by family uniqueness and
handshake visibility. These findings establish flow features as
a robust, ECH-resilient foundation for network-based malware
detection.

V. DISCUSSION
A. Performance Analysis and Operational Implications

Our results highlight a clear distinction on this corpus:
binary malware detection reaches very high performance,
while fine-grained family attribution remains challenging. The
performance patterns across binary, multiclass, and malware-
only tasks (Tables III, V and VII) reveal important insights
about feature complementarity, model suitability, and deploy-
ment considerations. Binary detection achieves consistently
high Fl-scores across all models (>92.5%) with Random
Forest reaching 98.11% using combined features, indicating
that flow-based features are well-suited for malware vs. benign
detection. For binary classification, core flow statistics and
SPL features achieve nearly identical performance (97.78%
vs. 97.84% F1 with Random Forest), with combined features
providing minimal improvement (+0.33 percentage points).

This contrasts with multiclass scenarios where core features
consistently outperform SPL features—by +3.12 points in full
multiclass and +10.48 points in malware-only classification.
Combined features yield only modest gains in multiclass set-
tings (+2.42 points and +1.07 points respectively), suggesting
limited complementarity for family discrimination beyond core
flow statistics.

Neural networks consistently underperform Random Forest
across all tasks, with performance gaps widening as task com-
plexity increases: from 4.5-5.2 points in binary classification
to 25.92 points in full multiclass (28.89% vs. 54.81%). This
is consistent with overfitting risks under high class counts
(101), tabular feature regimes (33-58 input features: 33 core
+ 25 SPL), and pronounced class imbalance (median 91
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samples/class; min 5, max 1845; 18 classes with <20 samples,
32 with <50). Tree ensembles benefit from implicit feature
selection, robustness via bagging, and non-linear interactions
without heavy regularization. Practical mitigations for neural
models include class-weighted loss, mild L2/dropout or label
smoothing, and careful width/depth tuning for shallow MLPs;
we applied early stopping, and leave broader NN ablations to
future work.

For operational deployment, model selection depends on
performance requirements: Random Forest maintains both
high precision (98.66-99.02%) and high recall (96.91-
97.22%) for binary detection, while FAISS k-NN offers strong
recall (94.64-95.25%) at the cost of lower precision (91.02—
93.38%) in settings prioritizing threat detection over false
positive minimization. To ensure methodological rigor, we
validated JA4/JA4S extraction against the official JA4+ suite
(99.98% flow matching, 100% hash conformance) and used
a unified filtering/evaluation pipeline with fixed seeds for full
reproducibility.

Malware-only family attribution (59 classes) reaches
48.71% macro F1 with Random Forest, lower than full multi-
class (54.81%). This counterintuitive result likely stems from:
(1) removal of easily separable benign classes reducing macro-
F1 averages; (2) inter-malware similarity and long-tail class
imbalance causing systematic confusion in moderate-support
families (e.g., mega-wins-slot: 31 test samples, 0%; jelly-
connect: 27, 11.1%; njrat: 15, 0%), as shown in Figs. 2
and 4. The similarity among malware families reflects shared
operational requirements—many malware types exhibit similar
communication patterns when sharing command-and-control
infrastructure, common development frameworks, or similar
operational objectives, making flow-based discrimination in-
herently challenging.

B. Dataset Suitability and Generalizability

The dataset provided by MatousSek et al. [10] represents one
of the most comprehensive publicly available corpora for TLS-
based malware detection research, encompassing 101 families
across desktop/mobile malware and benign applications. How-
ever, several characteristics warrant discussion regarding result
generalizability.

Class Distribution. The dataset exhibits a long-tailed distri-
bution typical of real-world malware collections: median sup-
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port is 91 samples per family, but 18 families have fewer than
20 samples and 32 have fewer than 50. This imbalance reflects
operational reality—some malware families generate abundant
traffic while others are rare—but complicates evaluation. We
address this through macro-averaged metrics that weight all
families equally, ensuring rare families are not masked by
high-frequency ones. The cross-validation results (Table XI)
demonstrate that performance is stable across different data
partitions, with binary F1 standard deviations below 0.002
and multiclass standard deviations of 0.011-0.021 reflecting
sensitivity to fold composition under class imbalance.

Temporal Scope. The dataset captures malware behavior at
specific collection periods. Malware evolves continuously; new
variants may exhibit different communication patterns than
those in the training corpus. Our feature importance analysis
suggests that the dominant discriminative features—packet
size distributions—reflect fundamental protocol-level behav-
iors that may be more stable than application-specific pat-
terns. However, longitudinal validation on temporally disjoint
datasets remains important future work.

Traffic Mix. The corpus contains controlled capture con-
ditions that may not reflect operational network diversity
(e.g., NAT traversal, middlebox interference, variable network
conditions). Flow-level statistics may exhibit different distri-
butions in high-latency or lossy environments. Deployment in
diverse network conditions should be validated empirically.

Generalization to Unseen Families. Our evaluation uses
closed-set classification where all test families appear in train-
ing. Open-set scenarios—detecting malware from previously
unseen families—require different evaluation protocols. The
high ROC-AUC scores (0.99+) for binary detection suggest
strong separation between malware and benign distributions,
which may support open-set generalization, but explicit eval-
uation is needed.

Despite these considerations, we believe the dataset is
appropriate for this study’s primary contribution: demonstrat-
ing that flow-level features provide handshake-independent
detection capability that substantially exceeds TLS finger-
printing bounds on this corpus. The methodological frame-
work—validated extraction pipelines, cross-validation stability
assessment, and systematic comparison—establishes repro-
ducible baselines that future work can extend with additional
datasets.

C. Future Work and System Enhancements

To improve family-level attribution beyond the current
48.71-54.81% F1-score range, several enhancement strategies
merit investigation. Flow features should be augmented with
complementary signals such as DNS query patterns, TLS
certificate characteristics, and temporal behavioral sequences
that capture attack progression over time.

Methodological improvements should address class imbal-
ance through targeted strategies: class-weighted loss functions
for neural networks, intelligent resampling techniques, and
flow-weighted evaluation metrics that account for traffic vol-
ume differences between families. Hybrid detection pipelines
combining fast fingerprint lookups with ML-based fallback
classification could leverage the strengths of both approaches.
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For a directly comparable TLS fingerprinting baseline, one
should construct the fingerprint database from the training split
only and evaluate deterministic lookup on the test split, report-
ing coverage (abstention rate) alongside precision/recall and
top-k accuracy. Open-set handling (predicting “Unknown” for
unseen families) should be included for realistic deployment
scenarios.

Future ablation studies should employ rigorous cross-
validation to quantify performance variance and assess the
stability of family attribution across different temporal periods.
A systematic analysis of confusion matrix clusters can guide
feature engineering specifically tailored to problematic family
pairs that exhibit persistent misclassification patterns. Taken
together, these directions suggest that while binary detection
is largely solved, advancing reliable multi-family attribution
will require richer features, better imbalance handling, and
hybrid pipelines.

D. Limitations

Our evaluation reports macro-averaged metrics, which
weigh classes equally and can be sensitive to long-tailed class
distributions and very small supports. While we supplement
the primary 80-20 split results with 5-fold cross-validation to
assess stability (showing binary F1 standard deviations below
0.002 and multiclass standard deviations of 0.011-0.021), the
cross-validation was performed for Random Forest across all
three tasks; broader CV analysis across all models would
strengthen generalizability claims. We applied balanced class
weighting in Random Forest but did not systematically evalu-
ate other rebalancing strategies (e.g., SMOTE, class-weighted
losses for neural networks), leaving potential performance
gains unexplored.

We did not evaluate adversarial robustness (e.g., malware
authors deliberately shaping traffic to mimic benign patterns),
which remains an important open question for deployment.
The dataset captures malware at specific temporal snapshots;
concept drift over time may degrade performance on newer
malware variants. Finally, compute/runtime characteristics are
not benchmarked here and are left to future system evaluations.

E. TLS Fingerprinting vs. Flow ML

Table IX contrasts theoretically derived bounds for TLS fin-
gerprinting (precision bound from 0.38% overlap, recall bound
from 64.9% family coverage, F1 bound 78.6%) with empirical
flow-based classification results (RF + combined features). The
key limitation of fingerprinting is structural: roughly one-third
of malware families lack unique TLS signatures, so recall
cannot exceed 64.9% even under ideal conditions. In contrast,
flow ML attains 97.22% recall, reducing missed detections by
over 32 percentage points.

ECH resilience is a critical differentiator. As ECH adop-
tion advances in major browsers and CDNs, methods that
depend on inspecting ClientHello/ServerHello fields may lose
visibility into the very attributes they use. This trend has
been highlighted in multiple surveys [4], [5], which point out
that fingerprinting approaches are increasingly brittle as TLS
evolves. In contrast, flow statistics remain largely observable
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without handshake fields, which should help preserve efficacy
as privacy technologies evolve. We do not claim fingerprinting
is immediately obsolete under ECH, but its dependence on
handshake fields creates a structural limitation that flow-based
methods avoid.

Adaptability also differs. Fingerprinting is a deterministic
lookup that abstains on previously unseen patterns, whereas
learned models may generalize to novel variants that retain
behavioral characteristics even when TLS signatures change.
Similar observations appear in recent NDSS work [18], which
shows that unknown malicious traffic can be detected in
real time from flow characteristics even without handshake
visibility. This flexibility carries trade-offs: ML requires la-
beled training data, periodic retraining to handle concept drift,
and higher computational resources than hash lookups. For
an apples-to-apples baseline, we outline in Future Work a
train/test split evaluation for fingerprinting that reports cov-
erage (abstention rate) alongside precision/recall and top-k
accuracy, including open-set handling.

VI. CONCLUSION

This paper presented a systematic evaluation of flow-based
statistical features as a handshake-independent complement to
TLS fingerprinting for malware detection in encrypted traffic.
Across 27 configurations, Random Forest models with com-
bined flow statistics and sequential packet lengths achieved
98.11% F1 in binary detection and 54.81% macro F1 in
full 101-class family attribution—substantially exceeding the
theoretical recall bound of 64.9% imposed by fingerprinting
coverage limits. These results indicate that while binary de-
tection reaches very high performance on this corpus, flow-
based features also retain meaningful discriminative power for
fine-grained attribution and are less dependent on handshake
visibility.

Our evaluation emphasized reproducibility and method-
ological rigor: JA4/JA4S extraction was validated against the
official JA4+ suite, fingerprinting bounds were quantified, and
all experiments were performed within a unified pipeline with
fixed seeds. These contributions provide reliable performance
baselines and support flow-level statistics as a practical foun-
dation for network security monitoring as encryption evolves.
Future work will explore hybrid pipelines, integration of
complementary side-channel signals, and longitudinal studies
to strengthen family-level attribution and operational deploy-
ment.

CODE AVAILABILITY
The complete source code, experimental configurations, and

reproducibility pipelines supporting this work are publicly
available at [22].

DATASET AVAILABILITY
The complete dataset (16,542 flows, 89 features) is publicly
available at [22]. The dataset is an enriched reprocessing of
the malware traffic captures originally collected by Matousek
et al. [10], extending the original 15 TLS handshake-focused
features with 58 flow-level classification features (33 statistical
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flow metrics and 25 sequential packet length features), plus
24 TCP flag features and metadata columns extracted using
NFStream.

A key distinguishing feature of our dataset is the temporal
Slexibility provided by sequential packet-level (SPLT) features,
not typically available in flow datasets. While the 33 core flow
statistics represent aggregate measurements from complete
flows, the SPLT features preserve packet sizes, directions, and
inter-arrival times for the first 25 packets in temporal order.
This enables reconstruction of partial flows at any cutoff point
(k=1 to 25) without accessing original PCAPs. Researchers
can simulate early detection scenarios—computing volumet-
ric, temporal, and statistical features from only the first k
packets—to study detection accuracy versus latency trade-
offs, progressive classification strategies that adapt observation
windows based on confidence, and inline blocking feasibility
for network security appliances.

This capability supports a growing research direction in real-
time malware detection where classification decisions must
be made within milliseconds of connection establishment, and
distinguishes our dataset from traditional flow collections that
provide only aggregate statistics from completed flows.
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Fuzzy Linguistic Signatures

Nour Ammar and Laszl6 T. Kéczy

Abstract—Fuzzy Linguistic Signatures (FLS) extend the
concept of Fuzzy Signatures (FSigs) by introducing linguistic
variables as qualitative descriptors within a hierarchical fuzzy
structure. Although fuzzy signatures have been successfully
applied in various domains, their reliance on numerical
membership degrees limits their ability to model subjective
or linguistically defined information. This paper establishes a
formal mathematical frame-work for FLS by defining a family
of fuzzy linguistic signatures equipped with suitable linguistic
aggregation operators and a partial ordering relation among
linguistic values. Furthermore, meet-and-join operators are
introduced to demonstrate that FLS satisfies the properties of a
lattice as an algebraic structure. Consequently, fuzzy linguistic
signatures provide an expressive representational framework
capable of handling qualitative, human-like reasoning.

Index Terms—Fuzzy Sets; Fuzzy Signature; Fuzzy Linguistic
Signature

[. INTRODUCTION

Fuzzy Signatures are multi-component fuzzy descriptors,
extensions of the original concept of fuzzy set [1] and of
Vector Valued Fuzzy Sets [5], with multi-level nested structure,
where sub-components may be arranged in sub-signatures,
according to closer interdependence or other ways of connect-
edness. Fuzzy sets are defined as follows:

Ap (X, pa - X = [0,1]). (1)

A vector valued fuzzy set (VFF set) is an extension of the
above:
Ay (X, pt e X —[0,1]™). ()

Here, the membership function maps each element of X into
an n-component vector, where each component is an element
of [0, 1]. This type of extended fuzzy set can be used when
there is a multitude of properties for the same elements, and
the i*® component of the membership vector expresses the
degree of belonging of the VFF set in the sense of the 7!
property.

Fuzzy Signatures (FSigs) are further extensions, namely,
where the components of the fuzzy membership degree vec-
tor may be arbitrary multi-dimensional vectors themselves,
thereby constructing a multilevel nested hierarchy of member-
ship degrees. FSigs may be conveniently represented either
by the mentioned nested vectorial structure or by a rooted
tree graph, where each nested vector corresponds to a sub-
tree, and the actual membership degrees are assigned to the
leaves. Equation (3) defines fuzzy signatures recursively: each
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component x; may be either a scalar membership degree in
[0,1] or a vector-valued membership function of the same
form, thereby inducing a finite rooted tree structure.:

M1
Asig (X sig sig H2 3
X o), p= 3)
fn
Where:
i
or
Hi1
i = Lhio and so on, recursively.
i3
Him

Fig. 1: Rooted tree for a FSigs

At the leaves, there may be membership functions of the re-
spective universe rather than a single membership degree. For
an exact mathematical definition and the algebraic structure
of fuzzy signatures, a special case of L-fuzzy objects/sets, see
[1]. Some aspects of the potential applications may be found in
[2], and the specific problem of modeling the traffic situation
in road networks was proposed in [3]. Linguistic variables
have been applied by Wong [2] to describe uncertain values
where even the exact fuzzy membership functions are hard to
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determine. The idea was first proposed by Zadeh [4] but was
later discussed by numerous publications [16].

However, in some cases, assigning membership values and
membership functions to the leaves is not feasible, thus they
require an extension of this structure. For instance, in [7]
the study aimed to analyze employee behavior, including
both organizational citizenship behavior (OCB) and counter-
productive work behavior (CWB). The study includes many
subjective components that cannot be easily represented in
a traditional, quantitative manner (e.g. altruism, courtesy and
complaints).

Thus, we assigned linguistic labels to these components
rather than membership degrees, where linguistic terms can
characterize the values of these variables, will be more suitable
to tackle this problem. This is the motivation to introduce
Fuzzy Linguistic Signatures (FLS).

II. THE CONCEPT OF LINGUISTIC FUZZY
SIGNATURES

Fuzzy systems were originally introduced to model systems
and situations with non-probabilistic uncertainty (vagueness).
However, in some areas, even the determination of fuzzy mem-
bership degrees and membership functions are not possible as
inputs and outputs of such a system. So, they are formulated
in natural language terms and expressions. To address this
issue, Zadeh first proposed the concept of fuzzy sets and
fuzzy systems, later introduced an even more human-friendly
modeling technique, namely linguistic variables [4].

According to Zadeh, a linguistic variable is a variable whose
values are words or sentences in a natural language rather
than numbers. It can be characterized by the quintuple-tuple
(X, T(X),U,G, M), where X is the variable; T'(X) is the
term set of X; U is the universe of discourse; GG is a syntactic
rule set that generates the terms in 7'(X); and M is a semantic
rule set that associates a meaning with each linguistic value
[ (i.e., M(l) denotes a fuzzy subset of U). For example, the
term set of the linguistic variable Age may be T'(Age) =
{very young, young, not young, extremely old} [4]. Such
linguistic-variable-based representations have been success-
fully employed in practical optimization and decision models,
including fuzzy assignment models formulated using linguistic
variables [17], [18].

Definition 1: Linguistic Variable

The above definition of linguistic variable may be simplified
by omitting G from the model, as the syntax of the model
will be restricted to a set of production rules, which may
be defined and represented in the form of lookup tables
(multidimensional tables) for associating output values to the
input combinations. Thus, the model may be reduced to a
quadruple (X,7(X),U, M).

Let us present a simple example. Let X be the linguistic
variable "Weather" with the three-value term set 7'(X) =
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{rainy, overcast, sunny}. In this context, U may be the universe
containing the percentage of the sky covered by clouds in
Cartesian product with the amount of precipitation. This seems
to be a reasonable formalization that helps map U to the unit
interval and thus generate a set of fuzzy membership functions,
formally by the mapping M. The meaning of a linguistic value
l is characterized by a membership function, which associates
its degree of compatibility with each v € U with the linguistic
value [ [14].

In the proposed structure, the structure of the rooted tree
itself represents the hierarchical organization of fuzzy lin-
guistic signatures (FLS) and is intentionally kept identical to
that of fuzzy signatures (FSigs). This design ensures structural
compatibility and allows direct comparison with the existing
fuzzy signature model. The novelty of FLS lies in the se-
mantic and algebraic nature of the linguistic values assigned
to the leaves and propagated through the hierarchy. Another
essential component of the FLS structure is the set of linguistic
aggregation operators assigned to the internal nodes.

The paper proposes a definition of fuzzy linguistic aggre-
gation operators that differs from earlier approaches in the
literature. In FLS, numerical membership degrees are replaced
by linguistic labels, which constitute a partially ordered set and
cannot, in general, be embedded into a numerical scale without
loss of meaning. To ensure this, aggregation at internal nodes
must be defined in a manner that is entirely linguistic and does
not rely on any numerical interpretation or mapping.

In the next section, a representation and reasoning frame-
work is presented that is fundamentally different from FSigs,
opening the door to computing with words [8] ,[15] within a
hierarchical structure. The key question that follows is what
kind of aggregation operators are capable of combining such
linguistic values into a single linguistic result while satisfying
the exact mathematical requirements?

A. Aggregation Operators for Fuzzy Linguistic Signatures

As mentioned above, Fuzzy Linguistic Signatures (FLS) are
represented by a tree structure where the leaves are assigned
linguistic values or labels, and intermediate nodes represent
the aggregation result for the leaves. In this paragraph, we
will review the definition of fuzzy aggregation operators and
partial order among linguistic values and then will address the
concept of linguistic aggregation as it appears in the literature
and attempt to formulate the potential approaches for linguistic
aggregations within FLS.

Definition 2: Aggregation Operators

Let (P, <, 1, T) be a bounded partially ordered set (poset),
where | and T denote the lower bound and upper bound
elements of P, respectively, such that

1 <p<T forallpe P.

An n-argument aggregation operator a : P" — P is an order-
preserving operator satisfying the following conditions:
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D oa(T,....,T)=T.
2) a(L,...,1)=1.
3) If z; < y; for all i, then

a(xy, ..., xn) < alyr,. - Yn)-

The first and second conditions are called boundary con-
ditions, and the third resembles the monotonicity property of
the operator.

Definition 3: Partial Order of Linguistic Values

Let us assume we have a set of linguistic labels L =
{L1,Ls,..., Ly}, where each label is represented by a vector:

Ly ={Li1,L12,...,L1;}

Ly = {Ls1,Loa, ..., Laj}
L3 = {L31, L32, ..., La}
Ln = {Lnlen% .. 7an}

The set L is partially ordered if there exists a relation <
for all pairs within L, and this relation satisfies the following
properties:

1) (ilvjlyklv"'7n1) S (i27j27k27"'7n2)
iy <ig, J1 < j2, and by < ko, ..., ng <.

2) They have an upper bound
(ilajlaklw"vnl)? (i27j27k27"'7n2) <

(max{iy,i2}, max{j1, jo }, max{ky, ka}, ..., max{ny, no})

3) and lower bound:
(i1, J1, k1, .o ma), (G2, Jo, b, - oo n2) >
(min{iy, 2}, min{j1, jo}, min{ky, ka2 }, ..., min{ny, no})

Let us discuss a simple example for illustrating the
partial order where not all the labels are directly compa-
rable. In this context, we use the supremum and infimum
operators to combine linguistic labels. Throughout this
section, we assume that the set of linguistic labels is fi-
nite and equipped with a bounded componentwise partial
order. Under this assumption, every finite subset admits
a well-defined infimum and supremum, given by the
componentwise minimum and maximum, respectively.
Consider two linguistic sets describing temperature and
humidity where Tem ={"Cold", "Medium”, “Warm”}
and Humidity={"Dry", "Moderate”, “Humid”}.
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Fig. 2: Partial order of humidity and temperatures

Figure 2 illustrates the partial order defined on the
Cartesian product of the linguistic variables temperature
and humidity. The tuple (C, D), corresponding to {Cold,
Dry}, represents the lower bound of the set, while
the tuple (W, H), corresponding to {Warm, Humid},
represents the upper bound. Tuples such as (W, D),
corresponding to {Warm, Dry}, and (M, M), corre-
sponding to {Medium, Moderate}, are incomparable,
although they share the same upper and lower bounds,
because the partial order on the Cartesian product is
defined component-wise and neither tuple dominates the
other in all dimensions.

Linguistic aggregations have a very wide literature; an
excellent overview is given in [9]. Numbers are assigned
to the linguistic labels; the 2-tuple over weighted aggre-
gation (TOWA), which is based on aggregation, utilizes
the Extension Principle rather than relying solely on
ordinal numbers [9]. Further extensions of the OWA by
Xu [10], among others, follow this principle. All these
operators share two common features: they are based
on the ordinal numbers assigned to the linguistic labels,
and they are related to the fuzzy OWA operators by
Yager [11].

While the importance of OWA aggregation is unde-
niable, it should be noted that fuzzy aggregation in-
cludes several other important types. Fuzzy t-norms
(intersections), t-conorms (unions), and various types
of mean operations (arithmetic, geometric, harmonic,
power means, etc.) also fall under this category, with the
OWA being a special case of these means. Additionally,
all kinds of hybrids may be defined, with the only
condition being that they satisfy the original definition
of fuzzy aggregations. Let us here recall the definition
of fuzzy aggregation.

Definition 4: Fuzzy Aggregation Operators

Let a(z1,29,...,x,), where z; € [0,1], be a fuzzy
function. Then « is an aggregation if and only if

a(0,0,...,0)=0, a(l,1,...,1) =1,
a(x1, o, ..., xy) > a(y1, Y2, ..., yn) iff z; >y, for all 7.

So, a(xy,®a,...,x,) is a fuzzy aggregation operator
OVer 1,x2,...,Ty.
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There is no argument against defining a concrete aggre-
gation operations in a way that utilizes ordinal numbers
(possibly tuples), but it is not a necessity, even in
the case of finite and fixed sets of linguistic labels,
and other ways, as e.g., by definition using rule-based
system, defining the finite possible combinations, is an
alternative. However, such ordinal number-based def-
initions cease to be applicable if the set of possible
linguistic values is not yet fixed or the linguistic labels
satisfy only partial ordering (no linear ordering). In
natural languages, there are almost infinite possibili-
ties to express fine differences among values, as e.g.,
linguistic hedges may modify the meaning of a basic
label. If "expensive" is defined, "very expensive" may
be considered a separate linguistic value, but "very-very
expensive" has no meaning in this closed system. If there
are fuzzy sets (in practice, convex and normal fuzzy
sets, such as fuzzy numbers or fuzzy intervals) behind
each label, representation, and calculations may become
more complicated, but the set of possible labels may
be kept "open" for possible additional linguistic values
occurring during the operation of the modeled system,
or when specifications and requirements are changed.
A new, more “linguistic” definition could include such
possibilities as well and also multi-component linguis-
tic descriptors like "fast and expensive" or "slow and
cheap". This way, much wider application fields for
computing with words are opened [9], [15].

However, before discussing this new class of operations,
it should be stated that it is reasonable to keep the
signatures within a similar mathematical framework as
FSigs of a family were defined in [1], as this would
guarantee that signatures can be combined with each
other by fuzzy (or similar) operations, that they can be
compared, and that other manipulations necessary for
further processing the given (linguistic fuzzy) data may
be executed while preserving the exact mathematical
justification for why and how to do this. As FSigs of the
same family form a lattice, it would be advantageous to
keep this essential property also for FLSs as well.

In order to determine the lattice structure of FLSs, the
main point is to define the concept of linguistic aggre-
gations in a way that preserves the properties forming
the base of FSigs of a family being a lattice. In the next
section, a simple extension for linguistic aggregations is
given.

Definition 5: Linguistic Aggregation

Let
G,L(Z'l,l'27 D) xn) € L= {Lia Lla L27 sy L'rn7 LT}
be a mapping
ar, : L" — L7
where x1,x9,...,2x, € L are linguistic variables. Fur-
thermore,
L <L;<Ly, foralli=1,2,...,m,

and < denotes a partial ordering on L.

L is the set of linguistic labels where L is the lower
bound and L4 is the upper bound of the elements of L
in the sense of <. Then ay, is a linguistic aggregation
over L if and only if:

aL(LJ,,LJ,,...,Li) = LW
aL(LT7LT7 .. ’7LT) = LT’
GL(x1,$27 s ~7wn) S aL(y17y27' .. ayn)a

for all z; <wvy; € L,

in the sense of the partial ordering.

Definition 6: Family of Linguistic Aggregation Operators
Let a family of linguistic aggregations over L, denoted
by Ay, be defined as a set of all aggregation operators:

AL = {al,ag,ag,...,a" | a; . L" — L}

Here, Ay, is partially ordered by <, where for any two
operators aj,as € Ar:
@ <ay & ay(ar,...,o) < azar, ..
for all(zy,...,z,).
With this ordering (Ap, <), this pair is called the family
of aggregators, and there exist a lower and upper bound
(infimum and supremum) associated with this ordering. These
are denoted as infz, and sup;, respectively.
One of the simplest and non-trivial families is given by the
set of aggregation operators:

s ),

Ap = {ainfa Qg y Ay asup}a
where:

e ainf: returns the greatest lower bound (infimum) of
the inputs (e.g., “low”);
e Ggyp: Teturns the least upper bound (supremum) of
the inputs, according to the partial order over L
(e.g., “high”);
e a, and a,: identity operators that simply return the
linguistic values = and y.
To establish a suitable aggregation operation for linguistic
variables within the fuzzy linguistic signature (FLS) frame-
work, it is essential to define a partial ordering relation among
the linguistic variables from the same family. This ordering
provides a structured way to rank linguistic terms (such as
“low,” “medium,” and “high”) so that aggregation operators
can meaningfully combine them.
Figure 3 shows an example of how these operators can be
organized in a complete lattice, allowing linguistic terms to
be ordered hierarchically.
Let the linguistic term set be:
L = {hot, warm, cold}, where L is partially ordered as

cold < warm < hot.

Let us define a family of linguistic aggregation operators Ay,
acting on pairs of inputs from L.
We define the following three operators:
o a;inf: returns cold, which is the minimum of cold
and hot;
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Fig. 3: Hasse diagram of the ordering relation defined on
A.

e Qgy: returns warm, the middle value between cold
and hot;
e Qgyp: returns hot, the maximum of cold and hot.

Thus, the aggregation family is:
AL = {ainf7 Aavg, asup}a
where < is a partial order such that

Qint < Qayg < Qgup-

Fig. 4: Hasse diagram for the temperature example

Remark. The aggregation operator a, is defined so that,
when the input linguistic terms are immediate successors with
respect to the partial order, it returns the smaller term.
Fuzzy Linguistic Signatures (FLS) extend the concept of fuzzy
Signatures (FSigs) by allowing the leaves of the signature tree
to be assigned linguistic values or labels instead of fuzzy num-
bers. This structure enables the modeling of systems where
qualitative, human-like reasoning is preferred over precise
numerical values.

Definition 7: Fuzzy Linguistic Signatures
An FLS is represented as a tree linguistic structure GG, where:

o Leaf nodes are assigned linguistic labels (e.g., low,
medium, high).
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« Internal nodes represent aggregation results of their
child nodes using linguistic aggregation operators.

The formal definition of a fuzzy linguistic signature is
Sp = (N1, N, {a1,...,an}, {L1,La, ..., Lin}).
Where:

St : Fuzzy linguistic signature,

N7 : Set of internal nodes of the graph G,

Ny, : Set of leaf nodes of the graph G,

V = N;yUNp (Set of all vertices in G),
{ai,...,a,} : Set of linguistic aggregation operators,
{L1,La,..., Ly} : Set of linguistic labels.

Fig. 5: Rooted tree GG (left) and structure S;, (right)

An Example for Fuzzy Linguistic Signature Aggregation In
the next, let us consider a very simple example. Let the
traffic situation be described by the following set of linguistic
expressions:

T, = ((Approximately) Zero, Very Low, Low,
Medium, High, Very High (Total Jam))

This set is linearly ordered, with L, = Zero and Ly =
Very High (see Figure 6. Let us assume now that the traffic
intensity in a simple intersection is described by four-tuples of
the traffic arriving from North, East, South, and West, denoted
by

Trl == (TTN7 TTE7 TTS7 T’I‘W)7

a four-component vector-valued linguistic descriptor. This
latter is analogous to and representable by a four-component
vector-valued fuzzy descriptor [7]. However, in a real-life
situation, the model is more adequate if the traffic is separately
labeled in every possible incoming—outgoing direction, thus
forming a subgraph with 12 leaves indexed by NW, NS, NE,
EN, EW, etc.

For the simplest four-input example, if the traffic intensity
situation is described by

T, = (Very Low, Low, High, Very High),

where obviously, the EW and WE traffic is rather high, while
the intersecting road has fewer vehicles approaching.

In the set of four-component linguistic traffic intensity descrip-
tors, there exists a partial ordering defined based on the linear
orderings of the component sets, namely:
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Trl S Tr2 =
Ton1 < Tone, Trpr S Thpe, Trst < Thrs2, Trwi < Trwa.

Here, L = (Zero, Zero, Zero, Zero),

L4 = (Very high, Very high, Very high, Very high).

The descriptor of a single intersection becomes more complex
and requires a full fuzzy linguistic descriptor if, for example,
for the intelligent traffic light control of the given intersection,
a component describing the potential approach of one or
more emergency vehicles is added. This necessitates a priority
assignment to the given direction. Let us define the set of this
additional feature by:

T. = ((None, Single, Multiple, Many)

Then the traffic intensity with added priority has two subtrees
in every direction, both being single nodes describing 7., and
T, arriving from each direction. Figure 6 depicts the graph
of such a simple linguistic signature describing a four-input
intersection. Partial ordering can easily be defined here, too,
as T, is a linearly ordered set, and:

(Tr1, Ter) < (Tra, Te2) &
(Trn1s Tent) < (Trna, Tena),
(Trp1, Tep1) < (Trp2, Tep2),
(Trs1, Tes1) < (Trs2, Tes2),

(Trw1, Tew1) < (Trwe, Tew2),
Trg1 < Ty,

and (Trg1, Tes1) < (Trg2, Teg2) <
Tey1 < Teyo.

where J € {N,E,S,W}.

Obviously, here:

L, = ((Zero, None), (Zero, None),
(Zero, None), (Zero, None)),

Ly = ((Jam, Many), (Jam, Many),
(Jam, Many), (Jam, Many)).

In [13], a simple traffic system was modeled, where traffic
intensity and potential emergency vehicle appearance in the
various directions, along with the waiting time of the queue
(maybe consisting only of a single car), and the emergency
vehicle priority in every incoming and outgoing direction, were
taken into consideration. Let us define the following labels
(which may be extended to all 12 directions):

W, = {None, Short, Medium, Long, Very Long}, for the
queues.

W, = {None, Short, Long} , for potentially present emer-
gency vehicles.

Here again, there is linear ordering in both sets, and there is a
partial ordering in the set W; x W, so that L, = (None, None)
and Ly = (Very Long, Long).
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It depends on the application of a given FLS and how the
aggregations of the model structure can be defined. In [13], a
fuzzy rule-based strategy was proposed, and in this illustrative
example, a similar but more compact model and algorithm may
be constructed based on FLS as above. The real-life appli-
cation of such intelligent traffic control algorithms becomes
interesting when a (maybe rather large) system of intercon-
nected intersections is modeled as a single object. Traffic itself
generates the information flow connecting the whole system,
and it may be expected that some general features or patterns
in the behavior of the traffic lights emerge as the result of
the entire system adapting to the input “signals,” namely, the
traffic intensities and emergency vehicle appearances in the
intersection system.
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Fig. 6: Fuzzy linguistic tree for the traffic example

In the above paragraphs, it was presented how the graph
structure of an FLS can be built up, and how the leaves of the
trees can be linguistic values assigned. However, the problem
of aggregations in the intermediate nodes (including the root
itself) is just as important when the structure of the FLS is
determined.

Let us continue the above example and focus on the traffic
light control signal for the NS direction in a given intersection.
The control output may be:

o G = Switch immediately to/keep on Green,

o GD = Switch with Delta delay to/keep on Green,
o RD = Switch with Delta delay to/keep on Red,

o R = Switch immediately to/keep on Red.

Then, in the simplest four-direction example, the linguistic
aggregation for the FLS determining the traffic light of the
North incoming street may be constructed as follows:

o The traffic light must be set to G if

(T’!‘N7 TeN) 2 maX{(TrEy TeE)7 (TTW7 Te )}

In a refined model, (T}.s, T,n) is also taken into consider-
ation.

The aggregation

Ay = An(Ton, Ten, Trg, Tep, Tow, Tew, Wi, Wiw)
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(maybe also including 7;.s and T.s) should be defined by
a lookup table, where the size grows exponentially with
the number of inputs. Thus, the vector-valued approach is
not feasible; instead, a real (multiple-level) FLS should be
constructed with subtrees representing the “strength” or degree
of each direction pushing the control decision towards a given
value.

III. DEFINITION OF MEET AND JOIN FOR Fuzzy
LINGUISTIC SIGNATURES

Fuzzy Linguistic Signatures (FLS) are designed to represent
uncertain and imprecise data in situations where exact fuzzy
membership functions and degrees cannot be precisely speci-
fied. As an extension of fuzzy signatures (FSigs), it is reason-
able to maintain FLS within a similar mathematical framework
as FSigs. Previous research has shown that FSigs form a
lattice structure [1], so it would be valuable to explore whether
FLSs exhibit the same behavior, under what conditions this
occurs, and to examine all potential cases. To demonstrate
that FLSs form a lattice, we will discuss the meet and join
operators and investigate if FLS satisfies the properties of
idempotency, commutativity, and associativity. This proof will
build on the findings in [1], while taking into account the
unique requirements of linguistic labels. We further assume
that the sets of linguistic labels and linguistic aggregation
operators form partially ordered sets that admit infimum and
supremum. For any given application, it is necessary that the
set of linguistic labels contains a supremum and an infimum
element, which semantically and intuitively bound all other
linguistic labels from above and below, respectively.

Definition 8: Fuzzy Linguistic Signatures Generated from G
and Ay,

Let G = (V,E) be a tree with root vy, whose set of
internal vertices is given by N; = {wg,v1,v2,...,v,}, and
let A, = {Aro,Ar1,AL2, ..., AL, }, be a set of families of
aggregation operators. The family of fuzzy linguistic Signa-
tures generated from G and Ay, which will be denoted as
F(G,AL), is defined as follows:

- - 3 ) ily -« Wipf, PR
F {SLk_<NIk Nik, {an aip}, L1 Lq}>’

Gk - G, aij € ALij7 for all Vij € Nik }

where G, = (N UNp, Ey) is a subgraph of G, satisfying
that v9 € Ny, and Spi is a fuzzy linguistic signature
associated with G,.

We are also interested in defining the family of fuzzy
linguistic signatures generated from a given fuzzy signature.
Notice that such a concept of family will be suitable for
formalizing the information corresponding to situations similar
to the ones explained at the beginning of this section.
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Definition 9: The Family of Fuzzy Linguistic Signatures Gen-
erated from Sy,

Let S;, be a fuzzy linguistic signature associated with the
rooted tree GG and the set of families of aggregation operators
As. The family of fuzzy linguistic signatures generated from
Sy, is defined as the family of fuzzy linguistic signatures
F(Gs, Ay).

Therefore, given a fuzzy linguistic signature S7,, the family
F(G,, Ay) is the set of fuzzy linguistic signatures S, obtained
from S, by omitting any number of leaves, or leaf subtrees
(except the root itself), with the necessary corresponding
modifications to maintain the definition of fuzzy linguistic
signature. The labels of the internal vertices v of S} are
associated with aggregation operators in the same family as the
label of this vertex v in S;. When a whole subtree has been
removed, the root of this subtree becomes a leaf instead of
its original non-leaf position in the original fuzzy linguistic
signature and so, a linguistic label will be assigned to it,
instead of a linguistic aggregation operator.

Definition 10 (Join of the Fuzzy Linguistic Signatures).

Let S be a fuzzy linguistic signature associated with
the rooted tree G5 and the family of linguistic aggregation
operators As. Let Sp,,SL, € F(Gs, As) be fuzzy linguistic
signatures associated with the rooted trees G; = (V1, E1) and
Gy = (Va, E9), respectively, where Ny, N, denote the sets
of leaves and Ny, , Ny, denote the sets of internal vertices of

Gl and Gg.

The join of the fuzzy linguistic signatures Sy, and Sp,,, de-
noted by Sr,, USL,, is the fuzzy linguistic signature associated
with the rooted tree

GLUGy = (Vi U VQ,El U Ez),
where N;(G1 U G3) denotes the set of internal vertices and
NL(G1 UG3) denotes the set of leaves.

The linguistic aggregation operator assigned to each internal
vertex v € N;(G1 U Gy) is defined by the following cases:
1. Internal vertices (Linguistic aggregation operators).

1) If v € Ny, and v € Ny,, then
a, = sup{al, a’},

where al and a? are the linguistic aggregation operators
assigned to v in Sy, and Sp,, respectively.
2) If v € Ny, and v ¢ Vs, then

a, = a.

3) If v ¢ Vi and v € Ny, then

2

ay = a,.

4) If v € Ny, and v € Np,,, then
Ay :a},.
5) If v € Np, and v € Nyp,, then

a, = a.
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Remark. Since Sz, and Sy, belong to the same family
of fuzzy linguistic signatures, their structures may not be
identical. Consequently, it may occur that a given vertex is
not present in one of the two signatures, or that a given vertex
is a leaf in one signature and an internal vertex in the other.
The above rules explicitly define how the join operation is
computed in all these cases.

2. Leaves (Linguistic Labels):

If v e NL{G1 UG5} (a leaf), the linguistic label assigned
to v is computed considering the following cases:

1) If v € Np; and v € Ny, the linguistic label assigned to
v 18:
L, =sup{L}

oLy}
where L}J is the linguistic label assigned to v € Np,; and
L2 is the linguistic label assigned to v € Np.s.

2) If v € Npy and v ¢ Npo, the linguistic label assigned to
vis L, = L}, where L} is the linguistic label assigned
tov € Np.

3) If v ¢ Np; and v € Npg, the linguistic label assigned to
vis L, = L2, where L? is the linguistic label assigned
tov € Nps.

Mixed cases in which a vertex is internal in one fuzzy lin-
guistic signature and a leaf in the other are resolved according
to the convention stated in the internal-vertex cases above.

Definition 11: Meet of the Fuzzy Linguistic Signatures

Let S;, be a fuzzy linguistic signature associated with
the rooted tree G5 and the family of linguistic aggregation
operators Ag. Let Sp,, S, € F(Gs, As) be fuzzy linguistic
signatures associated with the rooted trees Gy = (Vi, Fy)
and G2 = (Va, E»), respectively, where N, Ny, denote
the sets of leaves and Ny, N, denote the sets of internal
vertices of (G1 and G5. For each tree (G, the vertex set satisfies
Vi=N L; Y N I;-

The meet of the fuzzy linguistic signatures Sy, and Sg,,
denoted by Sr,, N Sr,, is the fuzzy linguistic signature asso-
ciated with the rooted tree

G1NGy = (ViNVy, E1NEy),

where N;(G; N G2) denotes the set of internal vertices and
Np(G1 N Gy) denotes the set of leaves.

The linguistic aggregation operator assigned to each vertex
in N;(G1NG2) and the linguistic label assigned to each vertex
in N1(G1 N Gy) are defined as follows:

1. Internal vertices (Linguistic aggregation operators).

If v € N;(G1NG3), then the linguistic aggregation operator
assigned to v is
a, = inf{a},a?},

where al and a2 are the linguistic aggregation operators

assigned to v in Sr, and Sp,, respectively.

The treatment of vertices that are internal in one fuzzy
linguistic signature and leaves in the other follows the same
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convention as described in the remark following the definition
of the join operation.

2. Leaves (Linguistic labels).

If v € NL(G1 N Gy), the linguistic label assigned to v is
defined by the following cases:

1) If v € N, and v € Np,, then
L, =inf{L! L2},

where L. and L? are the linguistic labels assigned to v
in St,, and Sg,,, respectively.
2) If v € N, and v ¢ Np,, then

L,=L..
3) If v¢ Ny, and v € Np,, then
L, = L%

IV. LATTICE PROPERTIES OF FUZZY LINGUISTIC
SIGNATURES

A. Structural Compatibility Assumption

Throughout this section, we restrict our attention to the
family F (G, As) of fuzzy linguistic signatures defined over
an identical rooted tree G5 = (V;, E;). Consequently, for any
two signatures Sr,,,Sr, € F(Gs, As), each vertex v € Vj is
either a leaf in both signatures or an internal vertex in both.
Thus, mixed cases where a vertex is a leaf in one signature
and an internal vertex in the other do not occur.

We further assume that the sets of linguistic labels and
linguistic aggregation operators are partially ordered and admit
infimum and supremum. Under these assumptions, the meet
(M) and join (U) operations defined in Definitions 10 and 11
are well defined and operate node-wise on G. If the underly-
ing rooted trees are not identical, the proofs can be formulated
in a very similar manner by a case-by-case analysis, following
the constructions given in Definitions 10 and 11.

B. Lattice Properties of Fuzzy Linguistic Signatures

Let Sp,,SL,,5L, € F(Gs, As). We verify that the struc-
ture
(F(Gs, As),N, L)
satisfies the lattice axioms.
a) Commutativity.:

Sy, NS, =8,,NSp,,  Sp,USL, =S, USy,.

Proof. By Definition 11, for any internal vertex v € N (Gy),

ay = inf{a,, a3} = inf{a}, a, },

and for any leaf v € N (Gy),
L, =inf{L) L2} =inf{L? L}}.

Thus, the resulting aggregation operators and linguistic labels
are independent of the order of the operands. The same
argument applies to the join operation using the supremum.
End of proof.
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b) Associativity.:

(S, NSL,) N SLy = Sty N (SL, N SLy),
(Sp, USL,)USL, =S5, U(SL, USL,).

Proof. For any internal vertex v € N;(Gs),
inf{inf{a},a?},a3} = inf{al,inf{a?, a3}},

v v v

by associativity of the infimum. Similarly, for any leaf v €
NL(G.S)y
inf{inf{L}, L2}, L3} = inf{L},inf{L? L3}}.

) )

Hence, aggregation results coincide at every vertex. The same
reasoning applies to the join operation using supremum. End

of proof.
c) Idempotency.:

SLIQSLIZSLI, SL1USL1:SL1-

Proof. For any internal vertex v € N;(Gj),
inf{al,al} = a’,
and for any leaf v € N (Gs),
inf{L), L1} = L..

Thus, applying meet or join to a signature with itself leaves it
unchanged. End of proof.

d) Absorption.:

SLlﬂ(SLlUSLz)ZSLl, SLlu(SleSLZ):SLl-

Proof. For any internal vertex v € N;(Gy),
inf{a},sup{al,a?}} = al,
and for any leaf v € Ny (Gy),
inf{Ly, sup{Ly, L3}} = L,

by the absorption property of infimum and supremum. The
dual equality follows analogously. End of proof.

C. Resulting Lattice Structure of Fuzzy Linguistic Signatures

Since the meet and join operations satisfy commutativity,
associativity, idempotency, and absorption, the structure

(F(Gs, As),N, L)

forms a lattice of fuzzy linguistic signatures.
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V. CONCLUSION

Linguistic variables are very useful in describing and han-
dling everyday situations, especially those involving subjectiv-
ity and the terminology of natural language. When linguistic
features can be structured in a multi-component hierarchy, this
motivates the introduction of fuzzy linguistic signatures (FLS),
which are particularly important for modeling such subjective
cases.

FLS are similar in structure to fuzzy signatures. However,
instead of fuzzy membership degrees and fuzzy membership
functions, linguistic values are applied on the leaves. In the
internal nodes, linguistic aggregation must appear; thus, we
define the concept of linguistic aggregation.

We have shown that FLS can be handled if they belong
to the same family of FLS that can be derived from a fuzzy
linguistic mother signature by omission of the edges and the
corresponding nodes. Such FLS belonging to the same family
can be compared and aggregated.

We have shown that FLS of a family form a lattice, and
in this way, they can be considered as an extension of the
concept of L-fuzzy sets.

We have shown an example of decision-making in the
context of a traffic situation, and we have presented that
linguistic variables and FLS are suitable for modeling and
making decisions in this application area.
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A Hybrid Syntactic—Statistical-Semantic
Framework for Detecting AI-Generated Text
Across Domains

Doaa Mostafa, Sally S. Ismail, and Mostafa Aref

Abstract—Recent advances in large language models (LLMs)
have enabled highly human-like text generation, raising con-
cerns related to misinformation, authorship verification, and
academic integrity. Current approaches for detecting LLM-
generated text suffer from several limitations, including lim-
ited robustness to linguistic diversity, sensitivity to text length
variations and paraphrasing, weak domain generalization, and
high computational cost. To address these challenges, this pa-
per proposes a hybrid framework for detecting LLM-generated
text that integrates syntactic and statistical features with deep
semantic representations learned using GloVe embeddings,
Convolutional Neural Networks (CNNs), and Bidirectional
Long Short-Term Memory (BiLSTM) networks. By combining
linguistic cues with contextual semantics, the proposed model
captures both structural and semantic patterns to distinguish
human-written text from LLM-generated content. Experiments
conducted on the ChatGPT Research Abstracts and ElectAl
datasets demonstrate strong cross-domain generalization and
robustness to text length variations and paraphrasing. The pro-
posed framework achieves an accuracy of 98.63%, an F1-score
of 98.66%, and a minimum false positive rate (FPR) of 0.01.
These results indicate the effectiveness, stability, and reliability
of the framework for detecting LLLM-generated text.

Index Terms—Large language models (LLMs), AI-generated
text, Text generation, Word Embedding, Feature Extraction.

1. INTRODUCTION

Recent advances in natural language generation (NLG) have
significantly improved the fluency, coherence, and diversity of
the text produced by LLMs. Advanced generative models such
as GPT-4 [1], Claude [2], and Gemini [3] now generate writing
that is becoming sufficient to achieve human-level performance
across tasks such as question answering, email drafting, news
article composition, scientific writing, story generation, and
code generation. However, alongside these -capabilities,
significant concerns regarding the potential misuse in areas
such as phishing [4], misinformation [5], and academic
integrity [6-8]. Current approaches for identifying LLM-
generated text generally fall into four categories: watermarking,
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feature-based, neural-based, and human-assisted approaches
[9]. Watermarking approaches embed hidden signals into text
during the generation process; however, they require full access
to the underlying model, making them impractical for most
modern LLMs. Also, watermarking methods are sensitive to
minor text modifications, such as adding space, substituting
smaller words with larger words, using similar words, which
can significantly reduce detection accuracy [10]. Feature-based
approaches rely on linguistic indicators such as syntax,
grammar, and other stylistic features. They can also suffer
degradation in effectiveness when applied to advanced
LLMs[10]. Neural-based approaches use pre-trained
transformer models [11,12] to classify LLM-generated content.
Although these methods achieve strong performance, they
require substantial computational resources and large annotated
datasets for training [9,10]. Finally, human-assisted approaches
rely on human judgment, however, as LLM-generated text
becomes increasingly indistinguishable from human writing,
reliable manual detection becomes progressively more
challenging [10].

To address the limitations of existing detection approaches,
this paper proposes a hybrid framework for identifying LLM-
generated content that combines handcrafted syntactic,
statistical features and deep semantic representations derived
from GloVe [13], CNNs [14], and BiLSTM networks together.
By using a hybrid framework with interpretable linguistic
features and high-level context-based semantics, the proposed
framework achieves improved reliability and generalizability
across multiple domains and diverse LLMs.

The structure of this paper is as follows. Section 2 reviews
the most recent literature on detecting text generated by LLMs.
Section 3 presents the proposed framework. Section 4 describes
the datasets, evaluation metrics, experimental results, and the
discussion of results. Finally, Section 5 will conclude the paper
and provide potential avenues for future research.

II. RELATED WORK

This section provides background on the most recent
research on detecting LLM-generated text. Recent approaches
to detecting LLM-generated text can be broadly categorized

into watermarking-based, neural-based, and feature-based
detection methods.
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Watermarking Framework for LLMs (WLLM) [15] embeds
imperceptible signals into generated text by biasing token
selection during generation. Although WLLM is lightweight
and efficient in controlled environments, it essentially depends
on access to the generation process and is extremely susceptible
to paraphrasing or post-editing, which can greatly weak or
eliminate the watermark [9,16]. This limits its applicability in
real-world, open-text scenarios.

REMARK-LLM [17] increases the robustness of watermarks
by embedding identifiers into internal semantic representations
and decoding them via a retrieval-based mechanism. Although
this enhances resistance to mild paraphrasing, the approach
incurs higher computational costs and still degrades under
stronger paraphrasing attacks. Moreover, it requires specialized
retrieval and decoding components, reducing scalability.

In DNA-GPT [18], genetic signatures are incorporated in the
text generation process in the form of marks, which supports
traceability. In spite of achieving a high level of detection
accuracy, this model is difficult to implement and requires
access to the generation pipeline. The model is also affected by
fluctuations in text length.

Giant Language Model Test Room (GLTR) [19] in order to
identify LLM-generated text by analyzing token-level statistics
like likelihood, rank, and entropy. Although GLTR is
interpretable and efficient for older language models, it is less
reliable for advanced LLM-generated text, edited text, and
paraphrased text and requires access to model probability
outputs. AuthentiGPT [20] uses a feature-based, multi-stage
detection approach that integrates watermarking signals,
semantic embeddings, and linguistic cues. Despite its
effectiveness, the method's practicality for large-scale or real-
time deployment is limited by the need for substantial
computational resources and large labeled datasets.

SeqXGPT[21] is a sentence-level approach that employs
sequential models and contextual embeddings to identify
linguistic and semantic inconsistencies between human-written
and LLM-generated text. This approach generalizes well across
various LLM types due to its use of sentence-based
architecture. However, the approach is computationally
expensive, as processing sentences individually increases
resource demands, and its accuracy may drop when sentences
are edited or when stylistic cues become harder to distinguish.

In summary, despite recent advances in current detection
approaches, they face important restrictions, including
dependence on access to the source generation model,
prohibitive computation cost, and weak generalizability across
models and domains. Many existing detectors also struggle with
paraphrased input and short text segments. These issues
demonstrate the need for more generalizable, interpretable, and
text- level detection. The proposed framework, which utilizes a
combination of crafted linguistic and statistical features
alongside deep semantic representations, addresses these gaps
in performance and detection mode through robust and reliable
detection performance.
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III. PROPOSED ARCHITECTURE

The proposed framework for detecting LLM-generated text
consists of six stages: (1) Preprocessing, in which the input text
is cleaned by removing irrelevant elements. (2) Handcrafted
statistical and syntactic feature extraction, in which statistical
and syntactic features are computed from pre-processed text.
(3) Text representation using GloVe embeddings, which
convert each token into a fixed-length dense vector that
captures semantic relationships through word co-occurrence
patterns. (4) Semantic feature extraction, where a CNN captures

local contextual patterns and a BiLSTM models long-range
dependencies. (5) Feature fusion, in which handcrafted
statistical and syntactic features are concatenated with the
semantic features produced by the CNN and BiLSTM to form
a unified feature representation. (6) Classification was then
performed by taking the combined feature vector and passing it
through a fully connected layer to finally predict the label. The
architecture of the proposed framework is illustrated in Figure
1.

A. Phases of the Proposed Framework

1) Text Preprocessing

The goal of preprocessing is to remove task-irrelevant
content (e.g., URLs, emails, symbols, hashtags, numbers) that
do not contribute to the linguistic, grammatical, or semantic
features used in this study [22]. Such tokens were found to have
minimal impact on detection performance and may introduce
noise, particularly in short or informal texts, as the MFAD
framework primarily relies on stylistic and semantic cues to
identify Al-generated text. Therefore, preprocessing uses
lowercasing, normalization, lemmatization, and tokenization to
get the text ready for trustworthy feature extraction.

2) Statistical and Syntactic Features Extraction

Statistical and syntactic features capture the underlying
structure of the text and reflect key indicators such as
readability and writing style, which serve as strong cues for
assessing textual originality and coherence. Lexical diversity is
quantified through measures of vocabulary richness. The
statistical features represent measurable aspects of the textual
structure, style, and complexity. Part-of-speech (POS) tag
frequency, and bigram frequency are used to measure syntactic
complexity, which expose syntactic and lexical patterns
indicative of human-written versus LLM-generated text [23]. A
detailed list of the statistical and syntactic features used in this
study is provided in Table I.
3) Text Representation

The final step of text preprocessing is tokenization, which the
text is split into individual tokens. These tokens are then passed
to GloVe, which models both global statistical relationships and
local contextual meanings among words in the dataset. GloVe
represents each word as a dense vector in continuous space,
typically with 50, 100, 200 or 300 dimensions, where
semantically similar words are positioned closer together.
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Text Preprocessing

2
N\

Syntactic and Statistical

. —> Features Extraction
> Text Clear}lng;
Text Normalization
Lemmatization .
ot —> Text Representation Semantic Features
Tokenization N Extraction
GloVe Word Embeddings | -
(Tokens — dense vector) CNN + BiLSTM
Performance Measures Text Classification
. € assitication — Feature Concatenation [
Accuracy — Precision- Recall- F1-Score-FPR (LLM-generated or Human-written)

These embeddings, derived from word co-occurrence
statistics in a large corpus, enable GloVe to model semantic
relationships very well. In contrast to context-dependent
models such as BERT, GloVe embeddings are context-
independent in nature, and the model assigns every word the
same vector without any additional context-based meaning,
preserving semantic proximity based on global co-occurrences.
The numerical vectors generated by GloVe are then passed to
the CNN for higher-level feature extraction and semantic
representation learning. The embedding matrix is constructed
according to equations (1-3).

Given a sequence of T tokens:

X = [wy,wy, ..., wr] 1
Each token w,is mapped to its GloVe embedding:
e, = GloVe(w,) € R4 )
The embedding matrix is constructed as follows:
E =[ee,,..,er]" € RT*4 (3)

where T is the length of the input sequence, w is the token at
position (t), et is the GloVe embedding vector for the token, d
is the embedding dimensionality, and E is the sequence
embedding matrix.

4) Semantic Feature Extraction

High-level semantic features were extracted using a
combination of CNN and BiLSTM architectures. The CNN
consists of convolutional and pooling layer. The convolutional
layer learns patterns within the local context and the pooling
layer reduces the dimensionality of the features for
computational efficiency and robustness. As convolutional
filters slide across the text, the CNN captures local n-grams and
phrase-level contextual representations, with max pooling
selecting the most informative activations from each filter. The
obtained local feature maps are then passed into a Bidirectional
Long Short-Term Memory (BiLSTM) layer to model long-
range dependencies by processing the sequence in both forward
and backward directions. This allows each word to be
interpreted within its full context. By integrating CNN for
capturing local patterns and BiLSTM for modeling global
semantic connections into one structure, the framework
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Fig. 1. Architecture of the proposed framework

produces a rich and comprehensive contextual representation.
5) Feature Concatenation

The numerical vectors representing syntactic and statistical
features were fused with the semantic feature vectors generated
by the CNN+BiLSTM model to form a unified feature vector
for each text sample. These feature types provide
complementary information: syntactic and statistical features
measure structural and quantifiable properties of writing, and
the semantic features describe meaning and contextual relations
between words. Together, these features yield a richer and more
comprehensive representation of the text, thereby enhancing the
model's ability to distinguish human-written content from
LLM-generated text.
6) Text Classification

Subsequently, the concatenated feature vector is fed into a
classifier implemented using the TensorFlow framework. The
classifier consists of a fully connected (dense) neural network
with a sigmoid activation function in the output layer. This
activation function maps the network output to a value between
0 and 1, corresponding to the probability of being in either of
two classes, which is well suited for binary classification tasks,
predicting whether a text is written by a human or generated
using an LLM.

B. Rationale for Model Architecture.

We adopt a GloVe + CNN + BiLSTM architecture rather than
fine-tuned Transformer-based models like BERT and
DistilBERT for several reasons. Primarily, our aim is to propose
an efficient and interpretable detection mechanism that can
generalize across domains and LLMs without invoking the need
to perform heavy fine-tuning. Transformer-based detectors
often involve substantial computational cost involved in
training and inference processes of transformer models, as well
as sensitivity to domain-specific data distributions.

In contrast, GloVe provides stable corpus-level semantic
representations. CNNs can also adequately represent local n-
gram information, and BiLSTMs can represent long-range
dependencies. This provides effective modeling of semantics
but also with a lower computational cost. Additionally,
separating handcrafted features from deep semantic
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representations allows clearer attribution of performance gains,
which supports more interpretable analysis and ablation studies

TABLEI
STATISTICAL AND SYNTACTIC FEATURES
Type Feature Description
Statistical Total Words The total count of words.
(23] Total Sentences The total number of sentences.
Total Unique | The total count of unique words.
Words
Type-Token Ratio | TTP  evaluates  vocabulary
diversity.
Total Stop Words | The total count of stop words.
Total Punctuation | The total count of punctuation
marks (commas, periods,
exclamation marks, etc.).
Total Discourse | The total number of discourse
Markers markers.
Total Spelling | The total count of spelling errors.
Errors
Total ~Grammar | The total count of grammar errors.
Errors:
Readability The ease of reading the text was
Scores evaluated; higher scores indicated
casier readability.
Syllable Count Total number of syllables.
Average- The average number of words per
Sentence Length sentence.
Average word | The average number of characters
length per word.
Syntactic Part-of-Speech Frequencies of noun singular
[23] (POS) Tag | (NN), noun plural (NNS), verb
Distributions base-form (VB), verb past tense
(VBD), adjectives (JJ), adverbs
(RB), personal pronoun (PPR),
preposition (IN), verb present
participle (VBG), contracting
conjunction (CO), and
determiners (DT).
Complexity  of | Tree depth: The depth of the
Sentence syntactic tree reflects sentence
complexity, such as the average
dependency tree, depth,
maximum of dependency tree
depth, and number of subordinate
clauses.
Top Calculate the maximum number
Bigram/Trigram of  two- or three-word
Frequency combinations.
IV. RESULTS
A. Datasets

The ChatGPT Research Abstracts [24] and ElectAl [25]
datasets were used for the experiments. The ChatGPT Research
Abstracts dataset contains 10,000 titles for papers with a
combination of Human and ChatGPT-generated (GPT 3.5)
abstracts for each title, and can be used to differentiate between
human and Al-generated text. The ElectAl dataset is a
collection of English tweets that refer to elections and political
claims, tagged as human-written or Al generated, and contains
approximately 9,400 tweets. The dataset has been produced
using numerous LLMs including Llama-2-7B [26], Mistral-7B
[27] and Falcon-7B [28]. Table II provides an overview of the
dataset metadata and composition.
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TABLE I
METADATA AND DATASET COMPOSITION OF THE CHATGPT RESEARCH
ABSTRACTS AND ELECTAI DATASETS.

Dataset Generation Domian LLM Real Data
Model generated Count
articles Count (Human)
ChatGPT GPT 3.5 Scientific 10000 10000
Research Writing
Abstracts
ElectAl Llama-2-7B Political 2350
Mistral-7B Tweets 2350 2350
Falcon-7B 2350

B. Experimental Setup

Each experiment was conducted on a Lenovo laptop
equipped with 12 GB of RAM, an Intel Core i5 processor, and
a 64-bit operating system. The proposed framework was
implemented in Python 3.10.5 using several libraries: scikit-
learn [29] for computing evaluation metrics, NLTK [30] for
preprocessing, such as tokenization, stemming, lemmatization,
and stop-word removal, and TensorFlow [31] for constructing
and training deep neural networks. Additional NLP libraries
were used to extract the statistical and syntactic features listed
in Table I. In particular, advanced syntactic analyses, including
syntactic complexity and dependency-based features, were
performed using spaCy [32]. Text complexity and readability
metrics were computed with TextStat [33]. Grammatical errors
were detected using LanguageTool [34]. The number of
spelling mistakes in the text is calculated using PySpellChecker
[35]. The hyperparameter configuration is provided in Table III,
and includes batch size, number of epochs, optimizer, and
dropout rate.

C. Performance Measures

Five classification metrics were used to evaluate the
performance of the proposed framework: accuracy, precision,
recall, Fl-score, and false positive rate (FPR) [9]. Accuracy
measures the proportion of texts that are classified correctly, as
shown in Eq. (4). Precision represents the proportion of texts
classified as Al-generated, that are truly Al-generated, as
shown in Eq. (5). Recall (True Positive Rate) measures the
proportion of Al-generated texts that were correctly classified
as Al-generated, as defined in Eq. (6). The F1 score is the
harmonic mean of precision and recall and defined as a uniform
indicator of both recall and precision, as given in Eq. (7).
Finally, the FPR quantifies the proportion of human-written
texts that are incorrectly classified as Al-generated, as defined
in Eq. (8).

Accuracy = % @
Precision = (TPT%P) ©)
Recall = (T;;—p;N) ©
Fl-score=2X% @
FPR= % ®
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Here, TP (True Positive) denotes to the number of LLM-
generated texts that are correctly classified as LLM-generated.
TN (True Negative) represents the number of human-written
texts that are correctly classified as human-written. FP (False
Positive) refers to human-written texts that are incorrectly
classified as LLM-generated and FN (False Negative) refers to
LLM-generated texts that have been incorrectly classified as
human written.

TABLE III
THE HYPERPARAMETER SETTINGS
Value

ReLU

Parameters

Activation Function
(feature extraction)
Activation function (classification)

Sigmoid
Adam
binary_crossentropy

Optimizer
Loss Function

Batch size 32
No. of. Epochs 5
Dropout-rate 0.5
Glove Embedding dimensions 100
Pooling Type Max
Kernel-Size 3

70% — training, 10—
validation, and 20% — testing

Dataset splits

D. Experimental Results

This section presents the performance of the proposed
framework on the ChatGPT Research Abstracts and ElectAl
datasets, including detection performance across different
dataset categories, robustness to varying text lengths, resilience
to paraphrasing, and comparison with baseline approaches.

1) Evaluation of the Proposed Framework on the Two
Datasets

The proposed framework is evaluated on the ChatGPT
Research Abstracts and ElectAl datasets, as illustrated in
Figures 2-3.

These figures illustrate the effectiveness of the proposed
framework in distinguishing human-written text from LLM-
generated text on both the ChatGPT Research Abstracts and
ElectAl datasets. In the ChatGPT Research Abstracts dataset,
the model achieves 96.63% accuracy with exceptionally high
precision (96.52%) and recall (97.61%), resulting in a strong
Fl-score 0of 97.06% and an exceptionally low false positive rate
(FPR) of .02. In the ElectAl dataset, the results indicate the
model's efficacy across various generation models. In the
Human vs Falcon category, the model reaches 96.65% accuracy
with 95.60% precision and 97.53% recall. Notably, this
performance increases when detecting text generated by Mistral
(98.3%) and LlaMA (98.63%). These results confirm the
framework’s ability to generalize across domains and various
LLMs, along with reasonable levels of precision and excellent
recall rates, and very few false positives.
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100

98

96

94 I

92
ChatGPT ElectAl - ElectAl - ElectAl -
Research Human vs Human vs Human vs
Abstracts Falcon Mistral Llama
M Accuracy M Precision Recall F1-Score

Fig. 2. Evaluation metrics of the proposed framework on the ChatGPT
Research Abstracts and ElectAl datasets.

FPR
0.06
0.04
0
ChatGPT ElectAl - ElectAl - ElectAl -
Research Human vs Human vs Human vs
Abstracts Falcon Mistral Llama

Fig. 3. FPR of the proposed framework on the ChatGPT Research
Abstracts and ElectAl datasets.

2) Evaluation of the Proposed Framework on the Two
Datasets Across Different Text Lengths

In this section, the proposed framework is evaluated under
varying text lengths by partitioning each dataset into two token-
count categories: texts with fewer than 50 tokens and texts with
more than 50 tokens. The corresponding evaluation results are
presented in Figure 4.

ChatGPT-Research-Abstract

98
) I I
94
<=50 >50
W Accuracy M Precision Recall F1-Score
(a)
ElectAl-Human vs Falcon
120
100
. 1l in
<=50 >50
W Accuracy M Precision Recall F1-Score
(b)
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100 ElectAl- Human vs Mistral

B Accuracy=50a Precision

Recall >3F1-Score

(©)

ElectAl- Human vs Llama
100

) I I
90

B Accuracy <=5g Precision

(d)
Fig. 4. Evaluation metrics of the proposed framework on ChatGPT
Research Abstracts and ElectAl datasets for different text lengths

Recall >34 F1-Score

Figure 4 illustrates the evaluation of the proposed framework
under varying text lengths on the ChatGPT Research Abstracts
and ElectAl datasets supports the underlying robustness and
stability of the framework, regardless of the text input length.
On the ChatGPT Research Abstracts dataset, the model
achieves strong performance with both short (< 50 words) and
longer (> 50 words) texts. Notably, accuracy increased from
96.20% with short texts to 97.44% for longer texts. This trend
continues throughout the ElectAl dataset across all generation
models. In the Human vs Falcon classification, the model
achieves strong accuracy for both short (96.42%) and long
(96.67%) sample versions, with 100% recall being provided for
the longer text. Additionally, performance improved among
Mistral and L1aMA classifications, with both short and long text
versions producing very high accuracy, precision, recall and
F1-score measures. Across all text lengths, the results remained
above 98% for almost every metric. This indicates that the
proposed method is highly effective regardless of text size,
consistently achieving strong precision and recall while
generalizing well across different Al models and text-length
variations.

3) Evaluation of the Proposed Framework on the Two
Datasets under Text Paraphrasing

The proposed framework was evaluated on its ability to
detect paraphrased LLM-generated texts that preserve semantic
meaning while introducing syntactic variation. Paraphrased
samples were generated using a pre-trained T5-base
transformer model, which follows a text-to-text learning
paradigm [36]. The model employs an encoder—decoder
architecture, where the decoder creates a rephrased sentence
based on the contextualized semantic representation produced
by the encoder. The generated paraphrases introduce lexical and
syntactic variation, including word substitutions, reordering,
and structural reformulation, without changing the underlying
meaning, T5's paraphrased outputs are intended to be
semantically equivalent to the original text. This allows the
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evaluation of the robustness of the proposed framework under
realistic paraphrasing-based text transformations. After the
paraphrasing process, the proposed framework was applied to
the modified dataset, and its performance was compared with
that obtained on the original, non-paraphrased test set. The
evaluation results under paraphrasing conditions are presented

in Figure 5.
100 ChatGPT-Research-Abstract
) I I I .
90
Original Paraphrased
W Accuracy M Precision Recall F1-Score
(a)

ElectAl- Human vs Falcon

100
- | in
90

Original Paraphrased
B Accuracy M Precision Recall F1-Score
(b)
ElectAl- Human vs Mistral
100
98
94
Original Paraphrased
M Accuracy M Precision Recall F1-Score
(c)
100 ElectAl- Human vs Llama
98 I
y []
Original Paraphrased
W Accuracy M Precision Recall F1-Score
(d)

Fig. 5. Evaluation Metrics of the Proposed framework Between Original
and Paraphrased Texts in the ChatGPT Research Abstracts and ElectAl
Datasets.

Figure 5 illustrates the evaluation of the proposed framework
under paraphrasing conditions and shows that the model
remains highly effective when confronted with syntactically
altered but semantically equivalent text. On the ChatGPT
Research Abstracts dataset, performance declines only
marginally, with accuracy decreasing from 96.63% on the
original texts to 96% on paraphrased versions. Meanwhile,
recall exhibits a slight increase, indicating sensitivity to Al-
generated patterns despite syntactic variation. A similar trend is
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observed on the ElectAl dataset. In the Human vs. Falcon
category, performance remains stable, with only a minimal
decrease in accuracy and F1-score after paraphrasing. Even for
more advanced models such as Mistral and LLaMA, the
framework continues to perform strongly, achieving accuracies
of 97.38% and 98% on paraphrased texts, respectively, which
are close to the results obtained on the original data. Although
minor reductions in precision and Fl-score are observed,
overall detection performance remains robust. These results
demonstrate that the proposed framework generalizes well to
paraphrased LLM-generated content and effectively preserves
deeper semantic and stylistic cues even after substantial
rewriting.
4) Comparison of the Proposed Framework with Baseline
Approaches

This section compares the proposed framework with
representative baseline approaches. As shown in Table IV, the
proposed framework consistently outperforms AuthentiGPT
and SeqXGPT on both the ChatGPT Research Abstracts and
ElectAl datasets.

TABLE IV

PERFORMANCE ANALYSIS OF THE PROPOSED FRAMEWORK IN COMPARISON
WITH BASELINE APPROACHES

Dataset Approach Accuracy | Precision | Recall F1-
(%) (%) (%) Score
(%)
ChatGPT | AuthentiGPT | 88 84 37 85.5
iis‘:ar"r SeqXGPT 85.9 85.5 90.5 88
SHACtS M proposed 96.6 96.5 97.6 97
AuthentiGPT | 92 86.3 90.7 88.5
E)\e”CtA‘ SeqXGPT 86.4 823 933 87.5
(Alh Proposed 97.8 97.2 98.5 98

The results in Table IV show that the proposed framework
outperforms AuthentiGPT and SeqXGPT on both the ChatGPT
Research Abstracts and ElectAl datasets. On the ChatGPT
Research Abstracts dataset, the proposed framework achieves
an accuracy of 96.6%, outperforming AuthentiGPT by 8.6
percentage points and SeqXGPT by 10.7 percentage points.
Precision, recall, and Fl-score all show comparable
improvements. Notably, the proposed framework achieves a
97% F1-score, which is much higher than that of SeqXGPT
(88%), and AuthentiGPT (85.5%). SeqXGPT's exhibits
relatively high recall (90.5%), indicating sensitivity to Al-
generated content; however, its lower precision and overall
accuracy suggest a higher false-positive rate. On the other hand,
the proposed framework effectively distinguishes between text
produced by Al and text written by humans while maintaining
high recall and precision (97.6%, 96.5%). A similar trend is
observed on the ElectAl dataset. The proposed framework
achieves an accuracy of 97.8%, outperforming AuthentiGPT
(92%) and SeqXGPT (86.4%). It also records the highest
precision (97.2%) and recall (98.5%), resulting in an F1-score
of 98%. These results highlight the proposed framework’s
strong generalization capability across different domains and
writing styles. While AuthentiGPT performs competitively on
this dataset, its lower precision and F1-score suggest limitations
in capturing nuanced stylistic and semantic differences.
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SeqXGPT again demonstrates relatively high recall (93.3%) but
lower precision (82.3%), reinforcing the trade-off between
sensitivity and specificity observed in feature-based baselines.

5) Ablation Study

To evaluate the contribution of each component in the proposed
framework, an ablation study will be carried out by considering
different feature types, sequences modeling architectures, and
word embeddings on the ChatGPT Research Abstracts and
ElectAl datasets. First, we evaluate handcrafted features
syntactic and statistical stylometric indicators, to measure their
individual contribution. Next, we evaluate semantic features
extracted using CNN combined with sequence models such as
RNN, LSTM, and BiLSTM, with GloVe and Word2Vec
embeddings. We then examine the impact of feature fusion by
combining handcrafted features with semantic features, where
CNN and RNN are used with GloVe embeddings. Finally, the
reference model combines handcrafted features with semantic
features, which are learned with GloVe, CNN, and BiLSTM
techniques, to serve as a reference model to evaluate all the
individual metrics.

The results in Table V show that handcrafted syntactic and
statistical cues are insufficient for reliable Al-generated text
detection, as handcrafted features alone only achieve relatively
low accuracy on both ChatGPT Research Abstracts (69.8%)
and ElectAl  (60.7%). Semantic-only configurations
substantially improve performance, consistently exceeding
90% accuracy, highlighting the importance of deep semantic
representations. The benefit of bidirectional contextual
modeling is confirmed by the fact that using a standard RNN in
place of BiLSTM causes a discernible drop in performance,
while LSTM improves results but is still marginally less
effective than the full proposed framework. Using Word2Vec
embeddings further enhances semantic-only performance. The
combined framework, integrating semantic and handcrafted
features, achieves the highest accuracy and Fl1-score,
demonstrating the complementary strengths of contextual and
stylometric patterns.

E. Discussion

The experimental results confirmed the effectiveness and
robustness of the proposed hybrid method for identifying LLM-
generated. The most significant result from this study shows
how important it is to combine different types of features
(syntactic, statistical, and deep semantic) to achieve a reliable
and generalized performance when detecting LLM-generated
text. The addition of statistical and syntactical features
accurately captures the surface structure and stylistic
characteristics of LLM-generated text and the subtle differences
between the writing styles of LLMs and humans. At the same
time, using CNNs and BiLSTMs provides the model with a
deeper understanding of the semantics of the text, enabling the
model to detect more subtle differences in linguistic behaviour
and the coherent use of word meaning. This framework shows
strong performance (i.e., accuracy, precision, recall) as well as
a low false-positive rate across both the scientific abstracts and
political tweets datasets.

Generalization across different LLMs (GPT-3.5, LLaMA-2,
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Mistral, Falcon) indicates robustness across varying datasets
and styles of generation. The framework is highly consistent
despite changing lengths of text, both less than and more than
50 tokens in length. Also, this framework maintains strong
performance when classifying items that had been syntactically
modified (paraphrased) using the TS Model. For instance,
paraphrasing the ChatGPT Research Abstracts dataset with T5
resulted in only a minor accuracy drop from 96.63% to 96%.
The proposed framework consistently showed superior
performance across all datasets and LLM categories When
compared to the feature-based baseline AuthentiGPT and
SeqXGPT. Therefore, the combination of multiple feature types
is an effective way of increasing the sensitivity and reliability
of an LLM text detector. Finally, the paraphrasing evaluation
focuses on controlled, single-step neural rewriting to simulate
common automated rewriting attacks. Future work will
investigate more challenging cases, including multi-step
paraphrasing, back-translation, and human-edited paraphrases,
to further validate the framework’s robustness.

TABLE V
ABLATION STUDY RESULTS OF THE PROPOSED FRAMEWORK
Dataset Model Accuracy | Precisio | Recall | Fl1-
(%) n (%) Score
(%) (%)

ChatGPT | Handcrafted 69.8 68.8 72.7 70.7
Research | Features only
Abstracts | Semantic Features | 95.6 95 96.8 95.89

only (Glove+

CNN+BILSTM)

Semantic Features 94.8 94.4 92.8 93.6

only (Glove+

CNN+LSTM)

Handcrafted+ 92.6 93 92.3 92.6

Semantic (Glove+

CNN-+RNN)

Semantic Features | 94.6 93.9 96 95

only (Word2Vec+

CNN+BILSTM)

Proposed 96.6 96.5 97.6 97

Framework
ElectAl Handcrafted 60.7 62.1 59.2 60.6
(All) Features only

Semantic Features | 96.2 96.5 97.6 97

only (Glove+

CNN+BILSTM)

Semantic Features | 94.6 95.7 96.6 96

only (Glove+

CNN+LSTM)

Handcrafted+ 93.7 92 92.8 93

Semantic (Glove+

CNN-+RNN)

Semantic Features 95.22 94.6 96.8 95.7

only (Word2Vec+

CNN+BILSTM)

Proposed 97.8 97.2 98.5 98

Framework

V. CONCLUSION

This paper presents a hybrid detection framework that
combines syntactic and statistical features with deep semantic
representations derived from CNN and BiLSTM models. The
proposed framework is effective in differentiating between
human-written text and LLM-generated text across multiple
domains and generative models by leveraging complementary
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feature types. Experiments on scientific abstracts and political
tweet demonstrate high performance, with the framework
achieving a maximum accuracy of 98.63%, an Fl-score of
98.66%, and a minimum false positive rate (FPR) of 0.01. This
framework also demonstrates strong robustness to variations in
text length and strong resilience in detecting paraphrased LLM-
generated content. These results indicate the advantage of
fusing different feature types to improve LLM-generated text
detection. Future work will involve extending the use of this
framework with larger and more diverse multilingual datasets
and evaluating its performance on data generated from more
advanced LLMs. Additionally, this framework will be
enhanced to improve adversarial robustness, such as real-world
adversarial paraphrasing, and provide a more comprehensive
comparative assessment with current detection approaches.
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Abstract—Emerging technologies offer validation and au-
thentication solutions in the field of audiovisual content crea-
tion. Visible or invisible watermarking, embedded metadata,
and digital signatures can be used to maintain the validity and
creditability of still images and video data. The Coalition for
Content Provenance and Authenticity (C2PA) was established
to create an open source framework and to provide technical
solutions for image capture, processing, delivery, and verifi-
cation. The leading market players in hardware and software
development set the goal of applying encrypted metadata in-
formation to guarantee the authenticity of the data. Currently,
only a few devices and applications are available and have been
implemented based on this technology. This paper gives an in-
troductory overview of the recent state, highlighting advantag-
es, drawbacks, available implementations, and future perspec-
tives on research directions.

Index Terms—Content Credentials; Validation; Deepfake;
Image Processing

I. INTRODUCTION

In the age of rapid propagation of digital media, the
truthfulness of the media has become increasingly important.
Social networks have devolved journalistic responsibilities to
the masses by making it possible for anyone with any motive
to have unregulated access to audiences far and wide [1],
[2]. This concern is also enhanced by the increased ease
of access to photo-manipulation tools, some of which even
include automation to lower the previously high technical bar
[3]. Additionally, we have now entered the era of generative
artificial intelligence (AI), which democratizes the ability to
create synthetic content that has a convincing resemblance
to real media. These developments have propagated and in-
creased the complexity of disinformation and misinformation,
which has caused severe challenges in determining the ori-
gin and authenticity of content [4], [5]. Malevolent people
can take advantage of these tools to mislead, impersonate,
and even conduct cyber-crimes which, in turn, erodes public
confidence in systems such as governments, broadcast media
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and even personal communication [6]. This risk has resulted
in an environment that requires verification of the origin and
authenticity of any given digital content. A recent study on Al
in the music industry revealed that 97% of people cannot tell
the difference between fully Al-generated and human made
music [7]. Furthermore, there was an overwhelming support
for labeling of 100% Al-generated music, and more than half
of the subjects felt uncomfortable by not being able to tell the
difference.

A. Trust and Validation

The rise of fake and Al-generated images poses major
challenges to trust and validation in media, politics, and social
networks [8]. Deepfakes and synthetic visuals can spread
misinformation, manipulate public opinion, and undermine
trust in authentic content. Such images are prevalent in jour-
nalism, advertising, and social media [9]. Technologies such
as watermarking, blockchain-based provenance tracking, and
encrypted metadata can help authenticate sources and restore
trust in visual information [10], [11].

Key technological solutions to improve image authenticity
and validation focus on provenance tracking, digital water-
marking, cryptographic hashing, and Al-based forensic detec-
tion [12]-[16].

o Digital watermarking embeds invisible identifiers into

images, allowing origin verification and tamper detection;

o Blockchain-based provenance systems record immutable

metadata about image creation and modifications;

« Cryptographic signatures and hashing verify file integrity

by comparing digital fingerprints; and

o Al forensics detect manipulations using pixel-level incon-

sistencies or generative adversarial network fingerprints.

B. Definition of Content Provenance

The foundation of the content provenance model is built on
the understanding that there is a constant whack-a-mole going
on between generative Al models and Al detection models,
which is not sustainable. As generative Al models continue
to improve, the detection of their outputs also becomes more
complex, and the detection models have to play catch up [17].
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The content provenance approach therefore tries to navigate
around this problem by creating a parallel ecosystem of trust
which shifts the burden of proof from the content consumer to
the content producer. Content creators and publishers are the
ones who are empowered to offer proof of their content history,
rather than regular consumers who are skeptical and concerned
about the trustworthiness of the content they encounter [5].

C. The Coalition for Content Provenance and Authenticity

According to the Coalition for Content Provenance and
Authenticity explainer, C2PA is a conglomerate of major
technology companies, media entities, and stakeholders span-
ning multiple industries with the sole objective of promoting
an open and universal technical standard to build digital
trust [5]. The coalition’s main product is the C2PA technical
specification, which outlines a framework for generating and
embedding content credentials into digital media. The cre-
dentials serve as a secure electronic metadata package that is
tied to the digital media. The CSI-Content Credentials report
compares these credentials with nutrition labels that provide
the consumer with details of the ingredients used and the
origins of the products [18]. Inspection of these credentials
is therefore meant to satisfy the curiosity of where the content
originated, what tools were involved, and what manipulations
were made over its entire history.

This paper provides a review of the C2PA framework and
its applications. It presents the technical architecture, the
evolution of its ecosystem, its security stance compared to the
available technical specifications, the latest industry develop-
ments, and future perspectives in research. The evaluation will
also highlight the limitations of the framework, the relationship
with other alternative authentication technologies, and its
implications on society and ethics. The paper is structured as
follows. Section 2 introduces the C2PA framework, followed
by basic technical specifications in Section 3. Section 4 deals
with adoption and impact; Section 5 discusses limitations.
Finally, privacy and ethical issues, as well as a comparison
and outlook in development and research will be highlighted.

II. THE EMERGENCE AND EVOLUTION OF C2PA

The C2PA coalition was officially established in the year
2021 as a Joint Development Foundation housed under the
Linux Foundation. This happened as a result of the consolida-
tion of two parallel initiatives, which had also been keen on
solving the problem of digital provenance. This merging was a
welcome change in the re-evaluation of a fragmented standards
landscape, while it also helped bring together the expertise and
resources of key industry players [19]. The parallel initiatives
were The Content Authenticity Initiative (CAI) founded in
2019 by Adobe and Project Origin, also founded in 2019, by
Microsoft and BBC. The former was mostly driven by creators
with a desire to claim authorship of their work, while the latter
was driven by the broadcast industry to counter disinformation
and misinformation in the news ecosystem.
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A. Governance of C2PA

The C2PA coalition is led by a committee of its bigger
members, including Adobe and Microsoft who oversee the
software, Arm and Intel who oversee the hardware and chip
design, BBC who represent the media, and Truepic who
specialize in the authentication technology. This group ensured
that there would be good consideration for the entire life cycle
of digital media from the point of capture to the editing and
finally to its distribution [20]. On a more positive note, there
has been a significant expansion of the steering committee,
with more industries getting representation. Some of the newer
members include early adopters like Sony and X, advertisers
such as Publicis Groupe, and Al technology companies such
as Google, Amazon, Meta, and OpenAl [21]. The involvement
of big players from various industries highlights the coali-
tion’s deliberate strategy to expand the scope of the proposed
solution. The problem of misinformation and disinformation
is large and a solution by one entity would not be able to
cover the vast landscape of the Internet [19]. This grouping
therefore goes some way to bring about a network effect which
can help bring about ubiquitous adoption which is open and
interoperable.

B. The C2PA Charter

All work carried out by the C2PA working groups is
governed by its official charter, which is a set of core
principles framed as the constitution of the specification.
The principles including interoperability, privacy, simplicity,
global applicability, performance, prevention of abuse, and
unbiased viewpoint are meant to ensure that the development
is technically sound and ethical [5]. The principles are also
designed to help with the decision-making of the working
groups, so that all the builds undergo a set of checks through
security reviews and harms modeling exercises before they are
publicly implemented [22].

III. TECHNICAL SPECIFICATIONS AND ARCHITECTURE
A. Overview and Core Aspects of C2PA

To ensure that a digital asset’s history is secure, tamper-
evident, and verifiable, the C2PA framework layers on top of
an architecture of data structures and cryptographic processes.
According to the latest C2PA specification, version 2.2, the
data model is based on hierarchy, by which the provenance
information is segmented into specific components as follows
[23]-[25].

1) Assertions: These are fundamentally the identifying
units within the C2PA framework as they define a
fact about a digital asset. They are all labeled using
namespaced strings, such as c2pa.actions, which de-
scribe the actions that have been performed on the asset,
or c2pa.ingredient that is linked to other assets that
were used in the formation of the digital chain. These
assertions are defined by C2PA or other entities.

2) Claim: This data structure ties all the assertions together
to a single event in time. The claim is digitally signed
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Manifest Store

Claim Signature
# COSE Digital Signature

Claim

« CBOR structure with references
to the Assertions and the Claim Signature

c2pa.metadata

# JSON-LD structure with details of
the camera used to take the photo
and it's GPS location.

c2pa.thumhnliil.chim‘jpg L

W& Binary Image Data

c2pa.hash.data

v CBOR structure containing
information about the
cryptographic hashes binding
to the content.

Fig. 1. C2PA Manifest of an image [24].

by the producer/modifier of the asset, cryptographically
hard binding all the assertions to indicate their validity.

3) Manifest: This is the container of the verifiable asset
provenance. It contains a single claim, the signature of
the claim, and a set of assertions tied to the claim. This
data package closely resembles the nutrition label of
the asset. There can be multiple manifests in each asset
that represent each tool that contributed to its lifecycle.
Figure 1 shows a manifest of an image.

4) Manifest Store: This overarching container holds all the
manifests associated with an asset. The store is a rep-
resentation of the complete and cumulative provenance
history of an asset and can be embedded in the asset file
or hosted externally and linked to the asset.

B. Authenticity and Integrity

Establishing the trustworthiness of C2PA content credentials
is based on cryptographic mechanisms that ensure that data can
be verified to be authentic and have not been tampered with.
These mechanisms are as follows.

1) Hashing: This is a hard-binding technique that creates
a tamper-evident trace between a digital asset and its
manifest. It involves generating a cryptographic hash
that is tied to the bytes of the digital asset and is
stored in an assertion contained in the manifest [25]. The
hash is generated using any of the standard algorithms
such as SHA-384 or SHA-256 and this generally results
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Fig. 2. The C2PA Trust Model [24].

in a form of digital fingerprint of the asset which
definitively determines the tamper status of the asset
during validation [26].

2) Signing: The manifest containing the hash also contains
a claim that is digitally signed by an actor that can
either be a software application or a hardware device that
creates it. This signing uses a public key infrastructure
model in which the signature to the claim uses a private
key that can be universally verified using the correspond-
ing public key. Public keys are hosted by certificate
authorities on their digital certificates (typically X.509
certificates) and show the creator and a tamper status
since their creation [27].

3) Timestamping: For good record-keeping and chaining,
details of when a manifest was signed are captured in
the form of a time stamp. The signing process utilizes
the services of a time stamp authority to tie the hash
of the claim with a dated token. The token is bundled
with the manifest and provides proof that the signature
was created on the said date and time [26]. This can
then be used to later verify the validity of the certificate
according to the expiration or revocation status.

C. The C2PA Trust Model

The framework aims to provide verifiable information about
an asset’s provenance so that the basis of trust is anchored
in the identities of the signers. Devices and software that
perform content credential validation do this by checking
the integrity of the provenance data attached to the digital
asset, so this is not just a check for ’realness’ or ’fakeness’.
There is a Trust List made up of certificate authorities whose
certificates are known and acknowledged by the validating
application or device. Therefore, the validation process tries
to establish whether the certificate used originated from a
certificate authority that is on the trust list. Depending on the
results of the integrity checks, the manifest can be assigned a
state such as valid, trusted, well-formed, or unknown [28].
To achieve the highest level of technical trust, an asset
needs to have a well-designed manifest that meets the C2PA
specification. The digital signature of the manifest should also
be successfully validated as tamper-free, therefore valid, and
finally the signature certificate for the manifest chain should
be present on the trust list of the validator. Figure 2 shows the
so-called trust model within C2PA.

Another aspect of the trust model is the binding of a
manifest store with its associated asset either by embedding
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the store in the asset file structure or storing the manifests
externally in the cloud or in a distributed ledger [26]. Typically,
in the embedding approach, JPEG Universal Metadata Box
Format containers were used, ensuring that the provenance
data moves with the asset as a self-contained file. In some
other cases, such as when uploading files to social media apps
whereby metadata can be stripped, C2PA advocates for using
the external repository method where a soft binding is applied
to relink assets to their stripped metadata. The soft binding
identifier can be a digital watermark or a perceptual hash that
visually identifies the asset or similar content [25].

C2PA uses cryptographic hashing and digital signatures to
bind provenance to content in a tamper-evident way. Hashes
(i.e., SHA-256) compute content digests over defined byte
ranges; signatures over CBOR-serialized claims use X.509-
based credentials via COSE (e.g., ECDSA, EdDSA, RSASSA-
PSS). In the trust model, decisions rest on the identity of the
signer (credential chain anchored in trusted roots) and validity
of their certificate. Validators maintain trust lists after approval,
check revocation, and assess whether a signing credential was
valid at the time of signing. Identity assertions may include
devices, applications, or pseudonyms. Information security and
threat modeling outline ongoing threat modeling, encourage
design against abuse, and emphasize key management, min-
imizing key reuse, revocation strategy, and securing claim
generation systems. It also highlights the evaluation of harms,
misuse and abuse as a continuous process that respects privacy,
human rights, and evolving threats.

D. Privacy and Ethics

The foundation of C2PA is to ensure that transparency
is brought to the forefront; however, this conflicts with the
fundamental right to privacy. If the history of a digital asset
is to be detailed and unalterable for accountability purposes,
everything including who created it, where, when, and how
should be included, but this will also bring about concerns
of surveillance, misuse, and speech suppression [28]. These
are concerns that the C2PA foundation is aware of and has
taken some steps toward addressing. In the Harms Modeling
documentation, C2PA outlines the possible harms that could
occur, and the mechanisms by which creators can take control.

One of the key tools by which the C2PA tries to address
concerns is by preaching that the whole project is voluntary
and that no content should have credentials attached by default.
This means that one must consent to the recording of prove-
nance data, even if they are using a C2PA enabled tool [5]. To
complement this, creators are also provided with a redaction
feature which allows them or subsequent editors to subtract
some assertions such as those containing sensitive information
without invalidating the attached manifest. This subtraction
leaves a record to ensure that transparency is preserved, but
sensitive information is permanently removed [29]. Lastly, it
is not a requirement for the manifest signature to identify
the signer because pseudonyms or anonymous certificates can
be used to protect vulnerable people like whistle-blowers and
activists [30].
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The Harms Modeling framework has also formalized a
governance process in which potential social issues and their
impacts are accounted for. The idea is to anticipate how
technology might be used to negatively affect stakeholders
and the world at large, by classifying intended users and
their use cases, weighing the potential harms and creating
countermeasures such as changes to specifications, design
recommendations, and public interest campaigns [31]. These
safeguards do not necessarily address all issues because as the
adoption of C2PA increases, there is an ethical challenge that
arises, whereby content lacking the defined identifier could
be deemed suspicious in the future and this could penalize
creators who have legitimate reasons not to adopt it [28].

E. C2PA versus Competing Technologies

There are several technologies that have been specifically
built to address the issue of digital trust, but each of them
has their shortcomings. When comparing C2PA with Al-based
deepfake detection solutions, the most notable distinction is in
the approach, which is proactive in the former and reactive in
the latter. C2PA’s approach is to establish the content’s au-
thenticity from the point of creation, which leaps ahead of the
inherently delayed approach of trying to verify manipulation
through Al [27], [32]. Although fake AI detection techniques
might seem limited, especially considering their propensity to
perform well with known manipulations but fail on new ones,
it still serves as the best approach for the analysis of existing
content created before C2PA [33].

When comparing C2PA with digital watermarking tech-
nologies, there is more of a synergetic relationship, whereby
watermarks complement metadata packages. C2PA manifests
can be easily removed from the digital asset in transmission
while the digital watermarks remain attached to the pixels of
the asset and therefore can survive a variety of transformations,
including screen captures [34]. This has been the foundation of
the Durable Content Credentials model, which combines the
full external CPA manifest with a robust digital watermark
bundled within the content itself. The resulting digital asset
can be identified by a C2PA-compliant application even if the
metadata had been removed, which means that the asset can
have its provenance information restored [35].

C2PA also has a complementary relationship with percep-
tual hashing through the use of cryptographic functions to
establish bindings. Hashes such as SHA-256 are known to be
very profound, such that any change to the file, no matter how
small, will result in a change in the hash value, which makes
them ideal for bit-for-bit integrity but powerless for similarity
comparisons. With perceptual hashes, the hash produced can
be similar for content that is visually comparable despite
changes to file size or minor alterations. They are therefore
suitable for identifying copies or close duplicates of a digital
asset shared on the Web [36]. C2PA has used perceptual
hashing technology to establish soft bindings so that when
manifests are detached, the hash can be used to find original or
similar assets and reconnect them with provenance information
[37].
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Blockchain systems are also closely related to C2PA in
that they are used to create immutable records, albeit with
a different underlying architecture. For C2PA, cryptographic
metadata can be embedded directly into the file for offline
use, eliminating the need for a connection to a distributed
network [38]. This means that the specification can utilize
blockchain, but it is not necessary [26]. The advantage of using
the decentralized distributed ledger of blockchain technology
is that reliance on a single authority is removed, leading to
extreme resistance to manipulation. Projects like the Numbers
Protocol have combined these two technologies such that the
C2PA provenance data are signed and the hash of the manifest
is registered on a blockchain [39].

IV. DIsScUSSION

Ensuring authenticity and trust in images and videos is
critical to preserving the integrity of digital information. Ma-
nipulated or synthetic media can distort truth, fuel misinforma-
tion, and erode public confidence. Reliable provenance, cryp-
tographic validation, and transparent metadata are essential to
maintain accountability and verifiable trust in the dissemina-
tion of visual content. However, creating multi-metric evalu-
ations combining robustness (survivability), security (tamper
resistance, key compromise scenarios), utility (verification
latency), and human-centric metrics (trust, comprehension) is
a difficult task.

Providing open datasets and tools (scripts that apply com-
mon transforms, edits, platform-like re-encodings) are needed
for others to reproduce results. Adversarial testbeds can sim-
ulate common distribution chains from the camera through
the editor and the distribution network to the final result
(screenshot/re-upload). Threat models must be defined explic-
itly to show what attackers can and cannot do (e.g., full access
to platform storage vs. passive network attacker).

A C2PA manifest acts as a verifiable container of prove-
nance data, enabling users and systems to confirm the au-
thenticity and history of the modification of digital content.
Furthermore, a C2PA claim is a trusted signed declaration
embedded in the manifest that documents verifiable facts about
the lifecycle or attributes of digital content. Schemas make
provenance data understandable and consistent, while signa-
tures make them trustworthy and tamper-proof. A schema is a
descriptive data model that defines what data looks like (struc-
ture and validation); a signature is a cryptographic mechanism
that verifies who created or altered data (authenticity and
integrity). Together, they target a transparent, interoperable,
and secure ecosystem.

A. Hardware Support

Currently, only a few vendors offer models with C2PA
authentication (see Figure 3). These are available either out-
of-the-box in hardware or via firmware/software updates.
Some are partial or require licensing, and some vendors have
announced intentions or are working on updates, but those
features may not yet be available broadly.

66

Vendor Camera Models / Details Notes / Status

Leica Leica M11-P, M11-D, SL3-S Built-in C2PA provenance signatures.

Sony Al ll, AL, A9 III, A7S I, AT IV Firmware-based C2PA; may need licensing.
Nikon Z6 Il C2PA support via firmware rollout.
Fujifilm X-T50, GFX100S Ii Supports C2PA authenticity metadata.

Canon EOS R1, EOS R5 Mark Il Native or firmware C2PA support.

Fig. 3. Vendors and models.

The movement officially started with Leica, who pioneered
the M11-P camera in 2023 that featured built-in support for
content credentials, and this was soon followed by another
model, the SL3-S, in 2025 with the same capability [20].
This paved the way for other camera manufacturers such as
Nikon, Canon, Panasonic, and Sony to join the initiative [27],
[40]. Another significant milestone for hardware adoption was
reached when Samsung, the largest smartphone manufacturer,
announced that the Galaxy S25 lineup of phones would also
adopt native C2PA support. This was shortly followed up by
the Google Pixel lineup, also releasing with native support.

It is also possible that authenticity services may be available
only in certain countries or regions, or only for certain user
classes (i.e., press agencies) initially. Furthermore, even if the
camera embeds the metadata, a software is needed in the
workflow (editing, export, sharing) that preserves this metadata
so the provenance chain remains intact. If metadata is stripped
(by certain social media platforms or export tools), the C2PA
signature might be lost.

The adoption of technology is evolving; many cameras
require a specific firmware version, an optional licensed au-
thenticity” service, or registration with the vendor cloud to load
signing certificates. Furthermore, chip-level/phone implemen-
tations (i.e. Google Pixel 10 and Qualcomm platform inte-
grations) are appearing that use content credentials at capture
time when the phone OEM and camera stack implements it.

B. Software Support

A concise and up-to-date rundown of the leading software
solutions and toolkits that implement content credentials for
images can be assembled, whether they are primarily online
(cloud/web), offline (desktop/mobile apps/local libraries), or
hybrid services.

Primarily offline desktop apps (with optional online fea-
tures) include Adobe Photoshop and Lightroom. Primarily
online (cloud and APIs) solutions include Truepic (verification
and authenticity of APIs), platform/Content delivery network
integrations (Cloudflare), and platform verification features
(YouTube, Google Search) [41]. Some vendors offer device-
based hybrid solutions, i.e. Google Pixel or Sony and Leica,
which embed manifests in-camera.

Developer toolkits and off-line libraries that are embedded
into applications are available as open-source SDKs and ref-
erence tools (c2pa-js, Python examples, etc.). The CAI/C2PA
community provides open-source SDKs, the Verify inspector
tool, c2pa-js, Python/other examples, and reference implemen-
tations (GitHub) so developers can create or validate content
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credentials in apps and pipelines. These are used to build
server-side and client-side verification. Truepic is the best-
known vendor, but other emerging platform vendors also plan
to run private implementations. On the distribution side of
the digital media, C2PA has also announced that some of the
largest players have also begun integrating the framework into
their platforms. This has been led by Meta (Instagram and
Facebook), LinkedIn, and Tiktok [41].

The following services are currently available:

1) Adobe — Content Credentials (Photoshop, Lightroom,
Web tools). Offline desktop apps can embed content
credentials at export; online web tools for inspection
and management (Adobe Content Authenticity web app,
Inspect).

2) Truepic verify and authenticity platform. Its cloud and
mobile SDKs provide capture and verification services,
device attestation, and an authenticity platform for pub-
lishers, platforms, and enterprises.

3) Google Pixel and Photos for platform integrations is a
hybrid device-level capture tool (Pixel/Android) that can
embed content credentials at capture time (on-device)
and online platform/display integrations (Google Photos,
Search) to surface provenance.

4) Microsoft offers Project Origin and Azure integrations.
It is an online platform and research initiative; developer
documents show content credentials support for gener-
ated media.

5) Platform and Content delivery network adopters, such as
Cloudflare, YouTube, and others are beginning to pre-
serve and expose content credentials (example: Cloud-
flare added a “Preserve Content Credentials” option for
hosted images; YouTube has experimented with C2PA-
based labels).

C. Vulnerabilities and Adversarial Robustness of C2PA

The effectiveness of C2PA in achieving its objectives is
challenged by several factors briefly mentioned. The main
vulnerability is the fragility of embedded metadata, which can
be easily removed or altered when uploaded to content delivery
networks for optimization or privacy reasons [28]. A much
simpler form of this vulnerability is the rampant laundering
of content through screenshots and screen recording to create
a new file for re-uploading [42]. Outside of these fundamental
limitations, security researchers have also pointed out some
sophisticated exploits such as provenance piggybacking, where
an attacker takes an authentic credentialed asset and layers
a manipulated or deep-faked element on top of it [43], and
unprotected metadata manipulation, where the unprotected
elements like EXIF data can be changed without invalidating
the C2PA signature [44]. The RAND corporation has also
pointed out that the framework’s threat model needs updating
because it has been the same since version 1.0 from January
2022 with significant changes in the landscape driven by
generative Al [45], [46]. This criticism highlights a signifi-
cant privacy dilemma: the inherent push for transparency in
C2PA conflicts with the need for safety/privacy for vulnerable
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creators. Another documented shortcoming of C2PA is that
adding manifests to digital assets tends to increase file sizes,
so assets that undergo multiple edits can become prohibitively
large. This can result in bandwidth and storage problems for
low-resource situations [47].

D. Outlook of C2PA

As the C2PA framework evolves and graduates from specifi-
cation to general adoption, it will be critical that it is adopted
by the International Organization for Standardization (ISO).
Currently, there is some work to get this done in a fast
track process published as "ISO / DIS 22144, Authenticity of
Information - Content Credentials’ [35]. If this happens, then it
will carry more weight and increase adoption by governments
and more corporations. So far, there has been some normal
challenge to the technical details of the framework, but they
are minor and do not dispute the core architecture [48].

The technical roadmap of the specification shows that it
is focused on addressing several key challenges, such as
solving metadata removal through vendor-agnostic watermark-
ing, strengthening the threat model to counter Al attacks,
addressing the issue of file size through compression or better
manifest management, and achieving end-to-end provenance
preservation [26], [46], [49]. There has also been a shift
in the digital media landscape, with governments worldwide
considering or enacting legislation that mandates transparency.
In the United States, for example, Utah and California states
have passed laws requiring verification of online content, while
the United Nations has also made resolutions encouraging
interoperability of authentication mechanisms. [50].

E. Research Directions

Due to the novelty of this topic, there is limited scientific re-
search data available. Most of what is available is tech reports,
preprints, repository entries, or non-reviewed publications. The
most recent directions include cryptographic provenance, tech-
nical standard development, authenticity issues, and ethical
frameworks [28], [51]-[53].

The most important field is trust enabling and calibration.
Early user studies exist, but are limited. The goal is to
experimentally measure how provenance displays affect user
judgments for images and short videos across demograph-
ics and platforms. Controlled user experiments varying label
wording, iconography, provenance depth should be designed in
which accuracy in detecting manipulated media and changes
in credibility/trust ratings can be tested. Different provenance
user interfaces and labels can affect user trust, perception, and
behavior (what users understand from “captured with camera
and C2PA” vs. “Al-generated” labels). This issue is strongly
related to trade-offs between provenance transparency, cre-
ator privacy, and identity binding. The support of selective
disclosure, pseudonymous attestations, and legal/regulatory
constraints is of paramount importance.

Emerging critiques warn against over-promising provenance
[54]. Some of the vulnerabilities that have been highlighted,
such as practical exploits and a weak threat model, show the
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need to restrain enthusiasm until more research is conducted
and solutions implemented. Personal data and details about
the origin of the image (reliable data about the time and
location of the capture, etc.), possible tracing of individuals
based on metadata highlight privacy and data security issues.
Designing cryptographic protocols that enable content to carry
provenance claims without exposing sensitive identity fields,
that is, zero-knowledge proofs to assert ’created by a verified
source’ while hiding identity, is essential to build trust.

Scalability and verification at Internet scale deals with the
efficient verification across network edge nodes, browsers,
social platforms, and truncation/screenshot scenarios (how to
preserve provenance when content is transformed for distri-
bution). For screenshots and re-upload, no concrete proposals
have been made yet [55]. Studies have been carried out to
determine how effective metadata manifests resist deletion and
tampering vs. robust watermarks and ML-based verification
[37]. Hybrid schemes that combine C2PA manifests with
robust invisible watermarks are a major focus. There is a
need to design an architecture that uses C2PA metadata and a
perceptually robust watermarking scheme to survive common
transforms (recompression, cropping, screenshotting) while
preserving unforgeability will lead the way to increase trust.

Practical systems and prototype deployments are emerging
regarding the embedding of continuous provenance for live
streams, low-latency signing, and secure key handling [56],
[57]. Building and measuring C2PA-compatible live streaming
prototypes is the next step in development. Another focus
could be on interoperability, which refers to the standards,
protocols, technologies, and mechanisms that allow data to
flow between diverse systems with minimal human interven-
tion [58].

V. CONCLUSIONS

In this paper, we provided a brief overview of the current
state of content provenance and authenticity regarding visual
media, focusing on still images. The C2PA and the CAI
association founded by leading market players paved the
way for developments and technical solutions by formulation
of an open, royalty-free technical standard that serves as a
basis for the C2PA member’s efforts against disinformation.
Only a few experimental results have been available to date.
The research directions and open questions were highlighted.
Concerns about data privacy can undermine trust. Key and
identity management at scale (who issues keys, revocation) is
critical for platform trust. Provenance does not automatically
stop misinformation; it can help, but a sociotechnical evalu-
ation is necessary to avoid overpromising. The fine balance
between the need for transparency and the right to privacy has
introduced an ethical dilemma for the framework to figure out
a solution.

The C2PA framework has great ambition and is serving a
critical role in restoring trustworthiness to the digital ecosys-
tem. Its success faces some hurdles that will depend on the
coalition’s resolve to improve the standard to meet the arising
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needs, the industry’s appetite for privacy-preserving imple-
mentation, and the general acceptance of provenance by the
public with its critical nuances. Future directions in research
include the evaluation of human factors, but also technical
issues such as cryptography, detection of fake images and
malevolent intentions, real-time adaptation of the technology
into live streams and the implementation on hardware (cam-
eras) and software application level (social media platforms,
search engines, generative and detective Al systems).
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Abstract—Short-packet transmission is becoming crucial for
satellite services that cannot rely on long codewords to hit the
required latency and reliability. This study investigates rate-
splitting multiple access (RSMA) in that context and builds a
finite-blocklength (FBL) model for a downlink satellite-ter-
restrial link affected by Shadowed-Rician fading. We obtain
closed-form approximations for the block error rate (BLER) of
both the common and private streams, explicitly incorporating
imperfect successive interference cancellation (ipSIC) at the re-
ceivers. Compared with power-domain non-orthogonal multiple
access (NOMA), RSMA exhibits more stable BLER the common
stream helps dampen residual interference due to ipSIC and
the short-packet effect-so RSMA generally needs less transmit
power to attain the same error targets. Numerical results vali-
date the analysis and demonstrate consistent RSMA advantages
across a wide range of transmit powers, blocklengths, shadow-
ing severities, and antenna configurations. The results suggest
that RSMA is a very promising option for future satellite sys-
tems that need to provide reliable, low-latency, and short-packet
communications in view of realistic SIC imperfections.

Index Terms—Rate-splitting multiple access, finite block-
length, short-packet communications, satellite-terrestrial sys-
tems, block error rate, imperfect successive interference can-
cellation, reliability analysis.

I. INTRODUCTION

Satellite—terrestrial communication systems have attracted
significant interest as future 6G networks begin to demand
wider coverage, massive connectivity, and reliable links for
devices scattered across remote or hard-to-reach regions [1]-
[3]. Unlike traditional broadband satellite services that focus
on large codewords and high throughput, many emerging
applications are now dominated by short-packet transmission,
where only a few hundred symbols are available to encode
critical information. Examples include environmental monitor-
ing sensors, safety-related signaling, UAV telemetry packets,
and low-latency control messages for distributed IoT systems
[4], [5]. These scenarios impose tight reliability and delay
requirements, making it difficult to rely solely on classical
Shannon-capacity results, which assume infinitely long block-
lengths and often mask the performance degradation triggered
by short packets [6]-[8]. As a result, finite-blocklength (FBL)
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analysis has become increasingly important for understanding
the practical behavior of satellite links operating under strict
latency constraints [9].

Another challenge that satellite systems must contend with
is interference management. With the growth of spectrum shar-
ing between terrestrial and non-terrestrial networks, serving
multiple ground users simultaneously requires access schemes
that can sustain reliability in the presence of strong co-channel
interference. Non-orthogonal multiple access (NOMA) has
been widely studied for this purpose, but its dependence on
accurate successive interference cancellation (SIC) often leads
to performance loss when SIC becomes imperfect—something
that occurs frequently in Shadowed-Rician fading, user mobil-
ity, or channel estimation uncertainty [10]-[13]. Even small
SIC errors may propagate and severely deteriorate reliability,
particularly when packets are short and decoding margins
are tight [14], [15]. In contrast, rate-splitting multiple access
(RSMA) has emerged as a more flexible strategy that can blend
partial interference decoding with partial interference treating-
as-noise [16]. By dividing messages into a common stream
and several private streams, RSMA can distribute interference
more evenly across users and reduce the system’s sensitivity to
imperfect SIC. Several recent studies have shown that RSMA
tends to provide more stable throughput and outage perfor-
mance than NOMA in satellite or integrated satellite—terrestrial
networks [17], especially when channel conditions fluctuate or
users have highly unbalanced link qualities. However, most of
these studies evaluate RSMA under the infinite blocklength
assumption, where error probabilities naturally vanish at high
SNR and decoding imperfections are less visible. This leaves
an important open question unanswered: How does RSMA
behave in short-packet satellite links where reliability, not
capacity, becomes the primary metric?

But another layer of complexity arises from the Shadowed-
Rician fading environment that characterizes many land-
mobile satellite links. Driven by the degree of shadowing-
from average to heavy-deep signal fluctuations make the block
error rate swing wildly, even when the average signal-to-noise
ratio is the same. These swings are even tougher to manage
under FBL constraints, where tight margins around the coding
gain come into play. Understanding the interplay of RSMA,
FBL limits, imperfect SIC, and Shadowed-Rician fading is
critical to shaping robust next-generation satellite-terrestrial
systems. In this spirit, the present paper provides a detailed
framework for the study of RSMA-enabled satellite short-
packet communication under FBL constraints. The scaling of
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reliability with transmit power, codeword length, shadowing
severity, and power-splitting choices is derived, as well as a
comparison of RSMA against NOMA to uncover practical
differences in robustness. These contributions shall serve as
guidelines for the system designer to identify regimes where
RSMA yields actual gains and where its common-message
approach stabilizes error performance in realistic satellite en-
vironments. Different from existing RSMA finite-blocklength
studies that primarily consider terrestrial or uplink systems,
and RSMA-based satellite works that typically assume infi-
nite blocklength, this paper focuses on downlink low Earth
orbit (LEO) satellite communications under finite-blocklength
constraints, Shadowed-Rician fading, and imperfect SIC.

A. Motivations and Contributions

The main contributions of this paper are outlined as follows:

o We develop a finite-blocklength reliability framework
for downlink RSMA-enabled LEO satellite systems over
Shadowed-Rician channels, which captures the decoding
behavior of both common and private messages under
short-packet constraints while explicitly accounting for
imperfect SIC, a combination that has not been jointly
investigated in existing works.

o Closed-form approximations for the BLER of RSMA
streams are derived, explicitly incorporating the impact
of imperfect SIC (ipSIC), which is a realistic challenge
for practical receivers in satellite environments.

o A detailed comparison with NOMA is presented, showing
when and why RSMA provides more reliable short-packet
transmission-particularly at moderate SNRs, under severe
shadowing, or when the blocklength becomes tight.

o Extensive numerical results validate the analysis and
illustrate how transmit power, antenna configuration,
blocklength, and shadowing severity jointly shape the
reliability of RSMA-based satellite links.

Compared to existing RSMA studies under the finite-
blocklength regime, which mainly focus on terrestrial or uplink
scenarios, this work investigates downlink RSMA transmission
in LEO satellite systems over Shadowed-Rician channels.
Moreover, unlike prior satellite RSMA analyses that typically
rely on infinite blocklength assumptions, we explicitly charac-
terize finite-blocklength BLER performance while accounting
for imperfect SIC effects on both common and private streams.

B. Organization & Notations

The remainder of this paper is structured as follows. Sec-
tion II describes the system model, including the satellite-
terrestrial channel characteristics and the RSMA transmission
strategy. Section III develops the finite-blocklength analysis
and derives the corresponding expressions for the achievable
performance. Section IV reports and discusses the numerical
results, highlighting the comparison between RSMA and con-
ventional multiple-access schemes. Finally, Section V sum-
marizes the main findings and outlines potential directions for
future work.
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Notations: Throughout this paper, we use several frequently
used mathematical symbols. The operator E{.} denotes ex-
pectation; J;(-) refers to the Bessel function of the first kind
with order ¢; ||.|| p is the Frobenius norm; 1 F; (+; -; -) represents
the confluent hypergeometric function of the first kind; (-);
is the Pochhammer symbol; B(-,-) corresponds to the Beta
function; T'(-) is the Gamma function; ~(-,-) indicates the
lower incomplete Gamma function; the Gaussian Q-function
is written as Q(z) = 5= [* e~t"/2 dt; and for any random
variable X, its probability density and cumulative distribution
functions are denoted by fx(-) and Fx (-), respectively.

II. SYSTEM MODEL AND TERRESTRIAL CHANNEL MODEL

A. System Description

Other Resource

LEO
& Satellite

Fig. 1. An illustration of a downlink RSMA-enabled satellite-terrestrial
communication system.

Fig. 1 sketches the downlink satellite-terrestrial network
considered in this work, where rate-splitting multiple access
(RSMA) is adopted. In this setup, a satellite S equipped
with K antennas communicates simultaneously with @) ground
users. The satellite operates in half-duplex mode and employs
RSMA to handle interference while still aiming for better
spectral efficiency. In practice, modern satellite platforms
usually rely on multibeam architectures to extend coverage
and capacity. For LEO systems, these beams are commonly
produced by array-fed reflectors-mainly because they tend to
be more efficient than direct radiating arrays. Since the beam
pattern is fixed, the satellite avoids the need for heavy onboard
signal processing.

The signal received at each user is shaped by the beamform-
ing strategy, propagation environment, and power allocation
used at the satellite. The channel gain from the satellite to
user ¢ is modeled as

hy, = A.gl, wu,, 1)

where A, includes both the antenna gain and free-space path-
loss. The vector gy, represents the K x 1 Shadowed-Rician
fading channel between the satellite antennas and user g. The
operator ()Jr denotes the conjugate transpose, and wy;, is
the corresponding K x 1 beamforming vector. Following the
maximum ratio transmission (MRT) rule, the beamformer is
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” , where ||.|| » is the Frobenius norm.
Uq

selected as wy, = ”
The factor A, remains fixed and is written as
cv/GsGRr
Ag=——F7 @)
47Tf cdSq
Here, ¢ and f. denoting the speed of light and the carrier
frequency. The term dg, is the distance between the satel-
lite and user g. The gains Gg and G correspond to the
satellite beam gain and the user terminal gam respectively.

Specifically, Gg = Gmax[‘]g(ﬁ) + 36 széu)} , where Grax

. . . 2.07123 sin(0
is the maximum beam gain and w = WS::)U Here, 6

denotes the angular offset from the beam center, f3qp the
3 dB beamwidth, and Ji(-), J3(-) are Bessel functions of
order 1 and 3. In this model, different users are separated
based on their channel quality obtained, for example, via pilot-
assisted channel estimation. We further assume ideal CSI at
the transmitter, and the results serve as a reference for future
studies involving CSI imperfections [18].

B. The signal processing at transceivers

The satellite employs RSMA to serve all users concurrently.
The transmitted waveform consists of two parts: a common
message, intended to be decoded by every user, and a private
message for each individual user. A power coefficient a. is
assigned to the common stream, whereas the remaining power
is split among the private streams.

The transmitted signal is expressed as

v =/Ps (ﬁx + Zle @xq> : 3)

where Pg is the satellite transmit power, z. is the common
message with power a.Ps, and z, is the private message for
user ¢ with power a,Pg. It holds that a. + Z ", aq = 1. The
received signal at user ¢ is then

Yu, :thx + ny,
= ngIq wy, Ag mﬁﬁc + gzjq wy, Ag qu

Private Message (4)

Common Message

Q
T /a. .
+ ijl,jiq quWUqu G’JPSZJ + an ?

AWGN

Interference

where ny, is AWGN with zero mean and variance Ng. Each
user decodes the received signal in two steps.

C. Decoding the common message

Users start by decoding the common message x. while
considering the private streams as interference. The SINR for
decoding the common message at user g is

aCAgps HquHi"

:Yc,q = 2
No+A2Ps (1 - ac) ||gu, | 5)
B a.Cq
1+ (1—a)Cy’
where o5 = % is the signal-to-noise ratio (SNR), C, =

84 HquHj, and 6 = 0gA2.
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D. Decoding the private message

After removing the common message, user ¢ proceeds to
decode its own private message. Interference now comes only
from private messages of other users. The SINR for private
decoding is

aqCq
Q =
1+Cq Zj:Lq;éj a; + EqacCq

Trg = ) (6)

where Z, accounts for imperfect SIC (ipSIC), with Z;, = 0
corresponding to ideal cancellation [19].

E. Terrestrial Channel Model

To analyze performance metrics later on, we assume the
fading coefficients are i.i.d. The PDF of the channel coefficient
ggi ) from the kth satellite antenna to user q is

= age P Fy (my; L;mmgz) , >0 A

f) * |2

Juy

where «, 8,4, and w, are defined as in the original expression,
with €, 2b,, and m, denoting the LOS power, multipath
power, and fading severity, respectively. The term 1 Fy(-) is
the confluent hypergeometric function [20, Eq. (9.210.1)].
Assuming m, takes integer values, the PDF simplifies to

mg—1
flggapp (2) = @qe™@m=0® 30 G B)at, 220, @)
=0
in which (,(¢) defined in terms of the Pochhammer symbol.
Using [21], the PDF of C, under i.i.d. Shadowed-Rician fading

is

mg—1 ’rnq—l y
_(%a
=Y Y Al e ()
J1=0 Jrk=0 ‘1
where
K . K— u . .
K) =i [T« G TL,_, B, do +wdurs +1),
(10)
and

Aq = Zl Ji+ K, ¢q /Bq

Applying [20, Eq. (3.351.1)], the CDF of C, becomes

wqm
( q» W) ) (12)

which can be further simplified via [20, Eq. (8.352.6)] to

an

Fcl‘

q

Jj1=0 Jjx=0

mg—1 mg—1A4—

Fo @ —1- 3 3 MUITA) s,

120 jx=0 p=0 '1/’qp5p
(13)

Remark 1: This characterization highlights how the chan-
nel statistics influence system behavior under the Shadowed-
Rician fading considered in this work.
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III. FINITE-BLOCKLENGTH ANALYSIS

In this section, we analyze the reliability performance of the
RSMA-enabled satellite-terrestrial system when short-packet
transmission is adopted. Unlike the infinite blocklength (IBL)
regime, where decoding errors can be made arbitrarily small,
finite-blocklength (FBL) theory reveals that the block error rate
(BLER) remains strictly positive even when the coding rate
lies below Shannon capacity. Therefore, the performance of
the satellite link must be re-evaluated under the FBL regime to
support delay-critical satellite applications such as emergency
response, low-latency sensing, and real-time IoT services.

Throughout this section, the SINRs used for decoding the
common and private RSMA messages follow (5) and (6), and
the distribution of the effective channel gain .4, follows the
Shadowed-Rician model in (9)-(13) in Section II.

A. Reliability Analysis

The decoding reliability at user U, for both the common
message and the private message can be approximated using
the finite-blocklength framework. For moderately large block-
lengths (typically £, , > 100), the instantaneous BLER can
be written as

C(Ya,q) — Ra
qu ~ Q (’Y 1‘1) -4 ,

V(Yaq) Lag

a € {c,p}, (14)

where a = ¢ corresponds to the common message and a = p
refers to the private message. Here, R 4 = T4,q/La,q denotes
the coding rate, with £, , being the blocklength and 7, , the
number of transmitted information bits. The term C(74,4) =
logy (1+74,4) represents the Shannon capacity associated with
the received SINR 4, 4, while the channel dispersion is given
by V(Fa,q) = [1 — (1 4 Ja,q) ~%] (log, €)?. The function Q(-)
stands for the Gaussian @)-function.

From (14), the average BLER at user U, for decoding
both the common message and the private message can be
expressed as

Eag=E{eay}. (15)

The total average BLER at user U,, denoted by &4, is
obtained by averaging the BLER contributions from both the
common and private messages. Accordingly, based on (15),
we can write

Eq=(EcigtEpgq)/2. (16)

The closed-form formulation of the average BLER at each
user is obtained in the following proposition.

Proposition 1: The closed-form approximate expression for
the total average BLER at user U,, denoted by &,, can be
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written as
—1A,-1

D

J1=0 Jjr=0 p=0

_%q Peg (0]
xe %q (ac—@cqu ac>) < ©4q
- '1)6 q (
mg—1 mg—

Aqg (K)T'(Ag)
Pl "8}

—ac)>p]
Z Aq (K)T (D)

q—Psp
=1 Jj1=0 Jjk=0 p=0 'wq 6

t
_’(;/‘7(1< Q‘I’zwz >
xe a0=p.a(S501 g5 25 +Zaac)

p

X 5”"1 > )
ag — Ppq (Zj:l,q;ﬁj a; + Eq%)
amn

Remark 2: Under imperfect SIC, the average BLER does
not vanish at high SNR and instead converges to an error
floor dominated by residual interference. The impact of finite
blocklength enters through the channel dispersion term, which
becomes more pronounced in the short-packet regime. In
this setting, RSMA benefits from the common stream, which
provides an additional decoding layer and reduces sensitivity
to residual interference compared to NOMA. Consequently,
RSMA exhibits more stable reliability, particularly at moder-
ate SNRs where finite-blocklength effects and imperfect SIC
jointly limit performance.

Proof: Substituting ¢, , from (14) to (15), the average
BLER at U, for decoding both the common message and the
private message can be expressed as

¢ (:Ya,q) — Ra,q
V (Fa.q) Lag

Obtaining a closed-form expression for (18) is, unfortu-
nately, analytically intractable. For this reason, and following
the approach in [22], we approximate €, 4 by

e /0 Toy(2) fro., (@) da

where f5, () denotes the PDF of the received SINR 7, .
The function Y, ,(-) serves as a tractable approximation of

Z.~E{lQ (18)

19)

the term Q(%_R“_ql and might be expressed as
1, Yag < Paqs
Ya,q(Fa,q) = 4 0.5 — ga,q\/m (Farg = Xara) »  Parg < Varg < Sara
0, Ya,q 2 Sa,qs

20)
-1
where G, , = (2%\/227% a — 1) s Xa,qg = oQRaaq — 1, Ga,q =

—1 -1
Xa,q — (2ga~,q vV ﬁa,Q) sand o g = Xa,q + (29,1 av/ La, q) .

Next, by following the approach in [19] and applying integra-
tion by parts, the expression in (19) can be simplified as

Sa,q
€a,q ® Ya,qV/ Lag / Py, , (z)dz

Pa,q

@3y
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Since the gap between ¢, , and ¢, , in (19) is relatively
small [23], €, 4 can be further simplified by

T ®
B t; TFCQ (ac—@a:(ql—ac)) ’ acc,
Ca,q & T ®
7F ol ) S )
t§=:1 T+ C (aq*‘baﬂl(z?:l,q#j “i+5f1‘1f’)> a=p
(22)
Here, T implies the complexity accuracy trade-off parameter
and ®q g = Pg.q + (2t — 1) (Sa,q — Ga,q)/2T.

Using (13) and (22), we can derive the close-form of &, 4
as

mqfl mMg—

g ~1 — Q)

a,qg =~ |w q P(sp 23
Jj1=0 jk=0 p=0 (23)

_qua,q
s
X e a a,q’

Dy g

where £, , = =%, (iman for the common part (a = c),
c—®aq
whereas for the private part (a = p), it is given by &, , =

a.q
ag—%aq Q(ZJQ 1, j#q J+“‘1)ac
We derive the closed-form expression of the average BLER

at each user in (17) by substituting (23) in (16).
The proof is completed. ]
Reliability at U, is the chance that the packet is accurately
identified, given as [24, Eq. (27)]

vy = (1—&,) x 100%.

(24)

Furthermore, the throughput for each user may be assessed
as
Tg=(1—Ecq)Req+ (1

—&p.q) Rp.q- (25)

IV. RESULTS AND DISCUSSIONS

In this segment, we conduct a series of numerical simula-
tions to check how well the analytical expressions capture the
behavior of the considered RSMA-enabled satellite-terrestrial
system. The Shadowed-Rician fading parameters are chosen
according to two typical shadowing conditions often used
in satellite literature [25]: an average-shadowing case with
(bg,mg,Qq) = (0.251,5,0.279) and a heavier shadowing
scenario characterized by (0.063, 1,0.0007). To keep the setup
simple, the system involves two terrestrial users (QQ = 2),
L=Lg=Lpg =200,T =7Teg = Tpq = 80 bits,
both assumed to experience the same SIC imperfection level,
= Eg and T = 5. The equivalent noise
power at each user terminal is modeled as Ny = «B,T,
where k = 1.38 x 10~23 denotes the Boltzmann constant,
B,, = 50 MHz is the transmission bandwidth, and the noise
temperature is set to 7" = 290 K, a value commonly used for
LEO downlink links [26]. The satellite operates with K = 2
antennas and radiates from a LEO platform toward a ground
terminal located about ds, = 1000 km away. The carrier
frequency is f. = 1.55 GHz, and the propagation constants
follow the typical free—space path-loss model. For the antenna
characteristics, we adopt a receive antenna gain of Gp = 5
dBi and a maximum satellite beam gain of G,ax = 25 dBi,
with an angular separation of # = 0.8° between the users and
a 3-dB beamwidth of 6334 = 0.4°. To evaluate the system

ie, = = 5
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performance under these settings, each simulation curve is
averaged over 10° Monte Carlo realizations. Regarding the
power distribution, the common-message power ratio is fixed

at a. = 0.4, and the remaining power is proportionally
divided among the users according to a; = 0.4(1 — a.) and
az = 0.6(1 — a.), reflecting a mild imbalance in private-

message allocation. For NOMA, a fixed power allocation and
the conventional SIC decoding order are assumed, which are
commonly adopted for baseline comparisons.

Average BLER

—x—Uj, Ana. ——U,, Ana.
O Uy, Sim. 0O U, Sim.

-10 -5 0 5 10 15 20 25 30
Ps (dBW)

Fig. 2. Average BLER versus transmit power for different levels of SIC
imperfection, with K = 2.

In Figure 2, we examine how the average BLER varies with
transmit power under different levels of SIC imperfection. As
expected, all curves improve gradually as the SNR increases,
but the presence of residual interference still leaves a visible
gap between the ideal and imperfect cases. At low SNR, the
average BLER of all curves remains relatively high and close
together, suggesting that noise dominates in this region. When
the SNR approaches the medium range, the impact of the
errors in the SIC starts becoming significant, and a small level
of imprecision causes the average BLER convergence speed to
reduce. For the high SNR range, it appears that the system with
the highest level of imprecision for the SIC will eventually
converge to the error floor, which suggests that the presence
of the interference will affect the reliability of the RSMA,
even when it operates at higher powers.

, NOMA — Sim.
L|—57— U2, NOMA — Sim.
—>—U;, RSMA — Ana.

O Ui, RSMA — Sim.
[|—%—U>, RSMA — Ana.
0 U, RSMA — Sim.

Average BLER

Fig. 3. Average BLER versus transmit power with increasing number of
antennas at the satellite, for = = 10%.
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Figure 3 illustrates the impact of the number of satellite
antennas on the BLER performance of RSMA, NOMA, and
conventional OMA. As the antenna number increases, RSMA
tends to achieve a more pronounced BLER reduction, benefit-
ing more effectively from the additional array gain. In the low-
SNR region, the performance of RSMA and NOMA remains
close, since noise largely dominates the system behavior.
Once the SNR exceeds a certain threshold, however, a clear
performance separation emerges, with RSMA outperforming
both NOMA and OMA. It is also apparent that K = 3,
the RSMA curve drops more rapidly than those of NOMA
and conventional OMA, which highlights the effectiveness
of multi-antenna processing combined with rate-splitting. At
higher SNR values, this performance advantage is largely pre-
served, while the improvement of NOMA gradually saturates
due to residual interference.

Average BLER
=

Sim.[ &
7,, NOMA — Sim. f—g
—5%— Uy, RSMA — Ana.
10%% O Ui, RSMA - Sim.
—¥— Uy, RSMA — Ana.

O] U, RSMA — Sim.

200 300 400 500 600 700 800 900 1000
Blocklength (L)

Fig. 4. Average BLER versus blocklength with increasing number of antennas
at the satellite, for = = 20% and Ps = 10 dBW.

Figure 4 examines the impact of blocklength on the BLER
performance of RSMA and NOMA. As expected, increasing
the blocklength improves reliability for both schemes due
to reduced channel dispersion. However, RSMA exhibits a
faster BLER decay, particularly in the short and moderate
blocklength regimes, since the common message provides an
additional decoding path for users experiencing unfavorable
channel conditions. In contrast, NOMA degrades more rapidly
when packets are short, as its performance relies heavily on
reliable SIC, which becomes less effective under FBL. As
the blocklength grows large, the performance gap gradually
narrows and eventually saturates, indicating diminishing FBL
effects. Overall, the results suggest that RSMA achieves higher
reliability and better energy efficiency than NOMA in short-
packet satellite transmissions.

Figure 5 illustrates the BLER behavior of the satellite link
under average shadowing (AS) and heavy shadowing (HS)
conditions. Under AS, where signal blockage is moderate, the
channel remains relatively stable and BLER decreases rapidly
with increasing transmit power. In contrast, HS introduces
severe signal obstruction and deep fading, resulting in per-
sistently higher BLER and a much slower improvement even
with power boosting. These results indicate that while RSMA
remains robust under AS conditions, severe shadowing im-
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Fig. 5. Average BLER versus transmit power under various shadow fading,
with 2 = 10% and K = 2.

poses a fundamental limitation that cannot be fully mitigated
by transmit power alone.

100
90 -
80
70

60 [

Reliability (%)

i, NOMA — Sim.

—7— U, NOMA — Sim. ]
—%—Uy, RSMA — Ana. | |
O Uy, RSMA — Sim.
—%— Uy, RSMA — Ana. | |
0 Us, RSMA — Sim.

Fig. 6. Reliability versus transmit power for different blocklength values,
with 2 =10% and K = 2.

Figure 6 presents the reliability performance versus trans-
mit power for different blocklengths, comparing RSMA and
NOMA. For all blocklength values, increasing power enhances
reliability; however, RSMA consistently achieves a target
BLER at lower SNR than NOMA. This advantage becomes
more pronounced for short packets, where NOMA suffers from
residual interference and imperfect SIC, leading to a noticeably
higher BLER in the mid-SNR region. As the blocklength
increases, both schemes benefit, yet RSMA maintains a clear
edge owing to its common stream, which provides additional
decoding robustness. These observations confirm that RSMA
is more suitable for reliability-critical short-packet satellite
links.

Finally, Figure 7 compares the throughput performance of
RSMA and NOMA under different satellite antenna configura-
tions. Increasing the transmit power improves throughput for
both schemes; however, RSMA consistently achieves higher
throughput due to its superior decoding reliability. Moreover,
the use of additional antennas enhances the SINR of both com-
mon and private streams in RSMA, allowing it to better exploit
spatial diversity. At moderate SNR, RSMA exhibits a steeper
throughput increase, whereas NOMA remains constrained by
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Fig. 7. Throughput versus transmit power with increasing number of antennas
at the satellite, for 2 = 10% and K = {2,6}.

residual interference and BLER effects. Even at high SNR,
the throughput gap persists, highlighting that RSMA more
effectively converts reliability gains into throughput benefits
under short-packet conditions.

It is worth noting that the analytical and simulation results
presented in this section are obtained under the assumption of
perfect CSI at the receiver. In practical LEO satellite systems,
channel estimation errors may arise due to mobility, Doppler
effects, and limited pilot resources, which can degrade the re-
liability performance to some extent. Nevertheless, the results
reported here serve as a useful benchmark for evaluating the
fundamental behavior of RSMA under finite-blocklength trans-
mission. Incorporating CSI imperfections into the proposed
framework is an interesting extension and will be considered
in future work.

V. CONCLUSION

This paper explored how RSMA behaves in satellite short-
packet communications when finite-blocklength and realistic
channel conditions are taken into account. By building a
tractable FBL model over Shadowed-Rician fading, we derived
BLER expressions for both common and private streams,
including the effect of imperfect SIC—something that often be-
comes a real bottleneck in practical receivers. The analysis and
simulations align well and point to a consistent trend: RSMA
tends to hold its reliability better than NOMA, especially when
the packets are short or the shadowing becomes heavy. The
common stream, although simple in structure, seems to play a
meaningful role in stabilizing the error performance when the
SNR is moderate and when ipSIC degrades the private layers.
Numerical results further show that RSMA normally requires
less transmit power to reach comparable BLER targets and
scales more gracefully with blocklength and antenna count.
While this study focused on a basic two-user setting, the
insights suggest that RSMA is a promising direction for future
satellite systems that must deliver reliable, low-latency short-
packet links. Extending the model to multi-beam satellites,
multi-user scenarios, or imperfect CSI would be a natural next
step for future work.
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John Baghous', and Mohamed Khaled Chahine?

Abstract—The transition from 4G to 5G networks was ne-
cessitated by fundamental limitations in spectral efficiency
and data capacity inherent to the existing framework. Fifth-
generation (5G) systems address these constraints by capital-
izing on key enabling technologies, such as mmWave spectrum,
multiple-input multiple- output (MIMO), massive MIMO
(mMIMO), beamforming (BF) or Precoding. This paper inves-
tigates a multi-layer transmission scheme employing MIMO
with Precoding (SVD) as a cooperative technique to enhance
downlink (DL) data transmission performance in an enhanced
mobile broadband (eMBB) scenario. The study operates within
the standard 5G mmWave frequency band (FR2 at 40 GHz).
We differentiate between key performance metrics: the user-ex-
perienced data rate (or throughput) Measured at the Receiver
(Rx) and the peak theoretical data rate (or Bit Rate) Measured
at the Transmitter (Tx). Simulation results, conducted using
MATLAB, demonstrate that the proposed approach signifi-
cantly improves both the achievable throughput and spectral
efficiency within a fixed bandwidth. Throughput is evaluated
in absolute terms (Mbps) and as a normalized percentage of
the peak theoretical data rate (Bit Rate). The core of this study
examines the impact of the number of spatial data streamng
layers on a 5G-NR system performance. While increasing the
transmission layers enhances the potential peak data rate at the
transmitter, it concurrently elevates the bit error rate (BER)
at the receiver, ultimately degrading the net throughput. This
underscores the necessity for advanced receiver-side technolo-
gies, such as MIMO processing, to counteract high-path loss
and other impairments prevalent at mmWave frequencies. The
results confirm that augmenting the number of antennas in the
MIMO configuration effectively mitigates this limitation. It im-
proves the overall throughput and reduces the received BER
by enhancing spatial diversity and signal recovery capabilities.

Index Terms—mmWave, 5G, MIMO, massive MIMO, eMBB,
multi-layer transmission scheme, CDL channel model, Data
transmission, Bit Rate, Throughput, Spectrum efficiency.

1. INTRODUCTION
5G technology, the fifth generation
communication represents  a
communication

of wireless
significant
infrastructure,

systems,
to global
offering substantially higher data rates, lower latency, and
greater network capacity [1,2].
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These systems enable a wide range of new applications across
diverse fields such as manufacturing, healthcare, and
intelligent transportation. This expansion, driven by the
proliferation of data-intensive applications, has led to an
exponential increase in user-generated data. Consequently,
both academia and industry face the ongoing challenge of
developing advanced techniques and technologies to meet
rising demands and enhance the quality of service (QoS) for
end-users [3].

As the number of connected devices continues to rise, global
mobile data traffic is projected to grow by several orders of
magnitude, with some estimates suggesting an increase of up
to 20,000 times current volumes by 2030 [4]. This trend is
already observable, with many countries reporting substantial
annual growth in total data traffic [5].

This study investigates the prospective use cases for data
transmission within the 37-40 GHz frequency band (n260
band as 3GPP TS 38.101-2), a spectrum specified in the 5G
NR FR2 standard by 3GPP Release 15 and beyond. The
simulation platform was fully developed and validated in
compliance with the relevant 3GPP specifications to ensure
standardization fidelity.

The remainder of this paper is organized as follows: Section
II presents the adopted methodology and a concise overview
of the key theoretical foundations. Section III details the
practical system implementation and defines the performance
metrics. Section IV presents and analyzes the simulation
results. Finally, Section V provides a comprehensive
discussion and concludes the paper.

II. Methods and Experiments

Given the infeasibility of conducting physical experiments
and measurements, this study employed mathematical
modeling, programming, and simulation as its primary
methodological tools. This computational approach was
deemed appropriate and sufficient for the defined research
objectives.

The validity and accuracy of the implemented simulation
platform were rigorously verified through a multi-faceted
comparison. This included aligning the simulation outputs
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with established mathematical models, benchmarking against
performance tables and specifications outlined in relevant
3GPP technical reports and standards, and evaluating the
consistency of curve behaviors and numerical trends with
findings from prior research. All simulations were executed
on a standard computing workstation using industry-standard
software.

III. 5G System and Millimeter Wave Technology
South Korea pioneered the commercial deployment of 5G
networks in March 2019. Since that initial launch, 5G
technology has undergone
enhancement. The 5G system architecture is fundamentally

substantial evolution and
designed to support three primary service categories, as
illustrated in Figure 1 [6]:

Enhanced Mobile Broadband (eMBB), Ultra-Reliable Low-
Latency Communications (URLLC), and Massive Machine-
Type Communications (mMTC).

Enhanced Mobile Broadband

Gigabytes in a second _l—ﬂ
3D video, UHD screens
Smart Home/Bullding {ngkand play in the cloud

Augmented reality

— g Industry automation
Mission critical
Volceﬂ application, e.g. e-health
Smart Clty—l_ BEE Self Drivin,
g Car
Future IMT
= & =
[all=]

Massive Machine Type
Communications

Ultra-reliable and Low Latency
Communications

Figure 1. 5G-NR system use cases according to IMT-2020 [6].

The 3GPP Release 18 specification defines target peak data
rates exceeding 10 gigabits per second (Gb/s) per cell for the
Enhanced Mobile Broadband (eMBB) use case [7]. While
eMBB primarily targets high data rates, it also aims to deliver
a low-latency user experience, with an objective of 1 ms
latency for users in motion. To achieve these ambitious
targets, 5G
technologies, including mmWave spectrum, small cell
densification, Massive MIMO, and beamforming [8, 9].

Operating at higher frequencies than their 4G counterparts,
5G networks face inherent challenges related to signal

systems leverage a suite of advanced

propagation, such increased path loss and susceptibility to
blockage. These challenges are mitigated through the
application of sophisticated antenna technologies and
advanced signal processing techniques to ensure robust and
reliable network performance [10].

In the context of 5G, mmWave generally refers to the
frequency range between 24 GHz and 100 GHz. This
spectrum offers immense bandwidth potential, enabling
exceptionally high data rates, particularly when combined
with modern channel coding schemes.

80

5G deployments utilize a heterogeneous spectrum strategy,
operating across licensed, unlicensed, and shared bands
within two primary frequency ranges. Frequency Range 1
(FR1 or "sub-6 GHz") spans from 410 MHz to 7.125 GHz,
encompassing low- and mid-band frequencies. Frequency
Range 2 (FR2) spans from 24.25 GHz to 52.6 GHz,
occupying the lower portion of the mmWave spectrum. While
"mmWave" is a broader term often describing frequencies
from approximately 24 GHz to 100 GHz and beyond, FR2
represents the specific, standardized 5G allocation within this
range, as illustrated in Figure 2 [11].

59 radio frequency spectrum

5G

Low Band (FR1) Mid Band (FR1) High Band/mmWwave (FR2)

450 MHz-1GHz 1GHz-7 GHz 24 GHz-52 GHz
®0®® coverage o0 Coverage @ Coverage
® Throughput . . Throughput . . . Throughput

o%e® o0%e® O
Frequency l
' Penetration/distance

() TELCOMA

ICATIONS SINCE 2009

Figure 2. 5G radio frequency spectrum [11].

IV.CDL Channel Model
The Clustered Delay Line (CDL) model, standardized by the
3GPP, serves as a fundamental reference channel model for
designing and evaluating 5G communication systems [12].
It is a statistical model well-suited for characterizing
environments with clustered multipath propagation, where
multiple signal paths arrive at the receiver in groups (clusters)
with similar delay, angle, and power characteristics [13].
This makes it particularly applicable for system design in the
mmWave frequency bands and for technologies like Massive
MIMO. Defined for the frequency range from 0.5 GHz to 100
GHz, the CDL models are broadly categorized into two
primary propagation conditions: Non-Line-of-Sight (NLOS)
and Line-of-Sight (LOS). Each category is further divided
into five subtypes, denoted as CDL-A, CDL-B, CDL-C,
CDL-D, and CDL-E, which offer varying degrees of delay
spread and K-factor to model different channel realism and
severity [12, 14].
The CDL-E channel model is standardized for pure Line-of-
Sight (LOS) propagation environments, representing an ideal
strong direct path with minimal dependence on scattered
multipath components. It is characterized by the smallest
delay spread among all CDL models, reflecting very low
latency variation and dominant Rician fading behavior.
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This profile models a realistic LOS-dominant condition,
featuring one extremely strong primary path (the direct ray)
followed by very weak, short-delay multipath echoes. It is
well-suited for simulating communication links in Rural
Macrocell (RMa), highway, and Macrocell (UMa) scenarios,
where the transmitter and receiver have a clear, unobstructed
view (LOS) [12, 15]. The key parameters defining the CDL-
E model are summarized in Table 1.

Table I. Parameters of the CDL-C model.[12]

Cluster # Cluster PAS Normalized Delay|Power in [dB]|AOD in [*]|AQA in [*]|ZOD in [*]|ZOA in [°]
1 Specular (LOS path) 0.000 -0.03 0 -180 996 804
Laplacian 0.000 -22.03 0 -180 996 804
2 Laplacian 0.5133 -158 875 182 1042 804
3 Laplacian 0.5440 -18.1 575 182 1042 804
4 Laplacian 0.5630 -19.8 875 18.2 104.2 804
5] Laplacian 0.5440 -229 -20.1 101.8 994 80.8
6 Laplacian 07112 224 162 1129 100.8 86.3
7 Laplacian 1.9092 -18.6 93 -155.5 988 827
8 Laplacian 1.9293 -20.8 9.3 -155.5 98.8 82.7
9 Laplacian 1.9589 226 93 -155.5 988 82.7
10 Laplacian 2.6426 223 19 -1433 100.8 829
n Laplacian 3.7138 -25.6 327 -94.7 96.4 88
12 Laplacian 54524 -202 05 147 969 81
13 Laplacian 12.0034 -298 559 -36.2 956 88.6
14 Laplacian 20,6419 -29.2 576 -26 104.6 783
Per-Cluster Parameters
Parameter | Casp in [ CasaiN[F] | Czsoin[F]|  cesain[f] | XPRin [dB]
Value | 5 | 11 |3 ] 7 | 8

Furthermore, the CDL propagation model is fundamentally
structured around discrete clusters. Each cluster comprises
multiple rays that share a common propagation delay but
exhibit distinct spatial characteristics, specifically through
variations in their Azimuth Angle of Departure (AoD) and
Azimuth Angle of Arrival (AoA) [12, 16].

Figure 3. Concept of the CDL model [16].

V. MIMO Technology
Multiple-Output  (MIMO)
enhances wireless communication by employing multiple
antennas at both the transmitter and receiver. A cornerstone
of modern 4G and 5G networks, MIMO enables the
simultaneous transmission and reception of multiple data

Multiple-Input technology

streams. This spatial multiplexing capability significantly
spectral efficiency, leading to higher data
throughput and improved link reliability without requiring
additional bandwidth. Consequently, MIMO is a highly
flexible technology for augmenting network capacity and
peak data rates.

increases
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Conventional MIMO implementations typically involve a
moderate number of antennas (e.g., fewer than 10) at the base
station (BS) and a limited number (e.g., two or four) at the
user equipment (UE), constrained by factors like physical size
and hardware complexity [17, 18].

A simplified block diagram of a MIMO system is presented
in Figure 4. Massive MIMO, an advanced evolution of
MIMO, scales this concept by utilizing very large antenna
arrays (often comprising dozens to hundreds of elements) at
the base station. By leveraging this extensive spatial
dimension, Massive MIMO can serve multiple users
concurrently with highly focused signal beams, dramatically
improving spectral efficiency, energy efficiency, and overall
network capacity [18, 19].

PR fMM}

Data, 2 Data
Inp_ui TX EX Qiltput

Processor ' Processor

{Tj
L
1.

hit
{hat hve, - vy
Figure 4. MIMO system block diagram. [20]

The evolution from conventional MIMO to Massive MIMO
has been propelled by the escalating demand for higher data
rates and the exponential growth in the number of connected
devices [21].

In MIMO systems, data transmission is primarily enabled
through two core techniques: spatial diversity and spatial
multiplexing. Spatial diversity enhances link reliability by
transmitting replicas of the same data stream across multiple
independent paths. The receiver combines these signals to
mitigate fading and improve the probability of correct
detection.

Conversely, spatial multiplexing increases the peak data rate
by splitting the data into multiple independent substreams
transmitted simultaneously over different spatial channels.
While this maximizes spectral efficiency, it can compromise
link robustness compared to diversity schemes, creating a
fundamental trade-off [23]. The general input-output
relationship for a narrowband MIMO system is expressed by
Equation (1) [23].
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Figure 5. General MIMO equation. [20]

Where: Y isan N x 1 or (r x 1) received signal vector, H is an
N x M or (r x t) channel matrix, X is an M x 1 or (t x 1)
transmitted signal vector, and N represents the additive white
Gaussian noise (AWGN) and it is (r x 1). This is based on the
two Figures 4 and 5.

VI.Key Performance Indicators
Given the focus on the enhanced Mobile Broadband (eMBB)
use case and data transmission in the mmWave frequency
band, suitable key performance metrics were selected for this
analysis:

1. Bit Rate:
Bit rate equation of the 5G system shown in equation (2) [24]
Data Rate (Mbps)

BW()u
y W0 o0 g News 12
=10 Layers® *m T? (2)
(1-0HD)
=1

where J is the number of aggregated component carriers in a
band or band combination; Rmax=948/1024; v9 s the

layers
maximum number of layers; Q,(,{) is the maximum modulation
order and takes the following values (2 for QPSK, 4 for 16-
QAM, 6 for 64-QAM, 8 for 256-QAM); fU) is the scaling
factor, the scaling factor can take the values 1, 0.8, 0.75, and
0.4. pu is the numerology (as defined in 3GPP TS 38.211) and
can takes values from 0 to 5. T;" is the average OFDM symbol

duration in a subframe for numerology. Nf,g(j)’” is the

in bandwidth. BWY) with
numerology p where BW ) is the UE supported maximum
bandwidth. OH" is the overhead and takes the following
values: FR1 frequency range: DL: 0.14; UL: 0.08 and FR2
frequency range: DL: 0.18; UL: 0.1

maximum RB allocation
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2. Throughput:

Throughput can be calculated using equation (3) [22].
b

Throughput (é) = BW (Hz) x SE(-=5-) 3)
s Hz

Where BW is the bandwidth, and SE is the spectral efficiency.
Or equation (2) after incorporating the effects of the Radio
channel (CDL-E model here). Therefore, enhancing the
achievable data rate necessitates an increase in either the
channel bandwidth or the spectral efficiency. Given that the
radio spectrum is a finite and often congested resource,
significant bandwidth expansion is seldom feasible.
Consequently, the primary focus for performance
improvement shifts to maximizing spectral efficiency.

A canonical method for achieving this is the deployment of
Multiple-Input Multiple-Output (MIMO) systems, which
utilize multiple antennas at both link ends. MIMO technology
enhances spectral efficiency by exploiting spatial diversity
and multiplexing, thereby enabling high-speed data
transmission even under challenging channel conditions [22].

3. Spectral efficiency:

The spectral efficiency relationship is given by equation (4)

[24,25].

(,,ps) _ 5G Throughput or R (bps)
Channel BW (Hz)

)

Where, R represents the bit rate, and BW represents the
bandwidth. It should be noted that bandwidth represents the
maximum bandwidth supported by the User Equipment (UE)
in a given frequency band or multiple bands. The Resource
Elements (REs) are grouped into Physical Resource Blocks
(PRBs), where each PRB consists of 12 subcarriers with a
specific Subcarrier Spacing (SCS). Therefore, the actual
bandwidth—excluding guard bands—can be calculated
according to the new 5G radio standard using equation (5)
[26].
BW(MHz) = NPRB X SCS x 12x 1072 ... (5)

VII.  Improving Network Throughput
Enhancing throughput in wireless communication systems
presents a significant engineering challenge. The network
throughput, often defined as the total data rate successfully
delivered over a given coverage area, can be modeled by the
general expression in Equation (6) [27].

b b
Area throughput( . 2) = BW(Hz) X CD (Ceus) X SE (f/HZ) . (6)

km km? cell

where BW is the allocated channel bandwidth, CD represents
the network cell density (e.g., base stations per km?),
and SE is the average spectral efficiency (in bits/s/Hz). A
fundamental physical-layer challenge is to reliably and
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uniformly enhance the aggregate wireless throughput across
a target coverage area [27]. As indicated by Equation (5) and
established in prior studies [28, 29], achieving higher
throughput relies on three principal levers:

1) Bandwidth Expansion: Allocating additional spectrum
to 5G services.

2) Network Densification: Condensing the network
topology by deploying more cells and access points.

3) Spectral Efficiency Enhancement: Utilizing
technologies like Multiple-Input  Multiple-Output
(MIMO) to improve the data transmission efficiency per
cell within a fixed bandwidth.

Accordingly, the objective of this research is to evaluate the
end-to-end performance of 5G mmWave communication
systems under varied scenarios and parameter configurations.
The analysis is based on three key performance metrics—
spectral efficiency, transmitted bit rate, and achievable
throughput—for a given channel bandwidth.

VIII.
This paper investigates the application of multi-layer
transmission (spatial multiplexing) in 5G mmWave
communication systems operating at 40 GHz, corresponding
to the 3GPP FR2 band n260. The primary objective is to
demonstrate a  significant
performance—specifically in data transmission quality—by

Implementation and Results

enhancement in system
improving key performance indicators (KPIs) for the
enhanced Mobile Broadband (eMBB) use case, such as
spectral efficiency and throughput, under realistic Line-of-
Sight (LOS) propagation conditions modeled using the 3GPP
CDL-E channel model.

The proposed approach targets performance gains at both the
transmitter, through layered data streams, and the receiver,
leveraging Multiple-Input Multiple-Output (MIMO) signal
processing with practically realizable antenna configurations
for user equipment. The analysis focuses on the downlink
(DL) transmission scenario.

The primary contribution of this work is twofold. First, it
demonstrates the efficacy of the multi-layer transmission
(spatial multiplexing) concept in significantly improving the
achievable bit rate at the transmitter (Tx). We quantify this
performance gain and analyze its scalability with an
increasing number of layers.

Second, the study reveals a critical limitation: these
transmitter-side gains do not directly translate to proportional
improvements at the receiver (Rx) without additional signal
processing support. To address this, we employ Multiple-
Input Multiple-Output (MIMO) precoding techniques using
Singular Value Decomposition (SVD) to recover the spatial
streams and mitigate inter-layer interference. The use of
multiple codewords, as defined in 3GPP specifications,
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provides greater flexibility in controlling the Modulation and
Coding Scheme (MCS) for each codeword independently.
The system was implemented, and simulated using MATLAB
R2024a. Figure 6 illustrates the block diagram of the
implemented 5SG NR downlink transmission system.

0 MIMO Channel model: MIMO
CP-OFDM  —» Tx CDL-E Rx |—’ SYNC
P— T
CP-OFDM
Demod
Precoding
Tx (gNB) Rx (MS) Channel
estimation
FSE P
: PDSCH
T Decoding
v
HARQ
DIESCH — — — — — — — — — — — — — — — DLecH
Decodnig
Transmitted Received
Data Data

Figure 6. The block diagram of the implemented system.

The architecture supports multi-layer spatial multiplexing
with independent control over the number of transmission
layers and the antenna array dimensions at both the
transmitter (gNB) and receiver (UE). The system employs
Singular Value Decomposition (SVD)-based precoding at the
transmitter to separate the spatial streams, which effectively
performs digital beamforming, and MIMO processing at the
receiver to recover the transmitted data. A key feature is the
use of multiple codewords, each associated with an
independent Modulation and Coding Scheme (MCS),
providing flexible link adaptation.

The Demodulation Reference Signal (DMRS) symbols are
allocated within each time slot according to 3GPP
specifications. which according to the 3GPP TS 138 211
specification, the following conditions must be satisfied: the
number of transmit and receive antennas must be at least
equal to the number of spatial layers (Nrx, Npx) = Nigyerss
and the DMRS length is configured as a function of the layer
count: DMRS length = 1 for Nj,yers < 4, and DMRS length =
2 for 4 < Njyyers < 8.

In the results section, we present the effect of varying the
number of layers and the number of antennas on the data
transmission performance of the system. The primary
simulation parameters are listed in Table II. For the scope of
this analysis, we apply a uniform MCS across all layer.
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Table II. Simulation parameters

Parameter Value
Number of frames 1
SNR (dB) -2t08
PRBs 135
SCS (kHz) 60
CP Normal
Mapping Type A
1% Modulation Order 16QAM
1* Code Rate 0.5
2" Modulation Order 16QAM
2™ Code Rate 0.5
MIMO (Tx) 16,32
MIMO (Rx) 4,8
Channel model (Delay Profile) CDL-E
Delay Spread (usec) 300
Frequency (GHz) 40
Num of HARQ Processes 16
Waveform Type CP-OFDM
Channel BW (MHz) 100

Three distinct MIMO system configurations, denoted by their
antenna dimensions N; X N,., are evaluated in this study.
These scenarios are designed to isolate the impact of spatial
multiplexing and antenna scaling. The configurations are as
follows:

Scenario 1 (Baseline): A single codeword is transmitted
using a 16 X 4 MIMO configuration. The number of spatial
layers is varied from 1 to 4, corresponding to the maximum
rank supported by this antenna configuration.

Scenario 2 (Multi-Layer with Fixed Antennas): Two
independent codewords are transmitted concurrently using
the same 16 X 8 MIMO configuration as Scenario 1. The
number of spatial layers is varied from 5 to 8.

Scenario 3 (Multi-Layer with Antenna Scaling): Two
independent codewords are transmitted using an expanded
MIMO configuration of 32 X 8 antennas. The number of
spatial layers is again varied from 5 to 8.

This progression allows for a comparative analysis of
performance gains attributable to spatial multiplexing
(Scenario 2) versus the combined effect of multiplexing and
increased spatial degrees of freedom (Scenario 3).

The choice of 4 and 8 receive antennas at the UE reflects
practical hardware constraints in commercial mobile devices,
where physical size, power consumption, and thermal
limitations restrict the number of antenna elements that can
be integrated. These configurations are sufficient to support
up to 4 spatial layers for the single-codeword scenario and up
to 8 spatial layers for
respectively, which represent the maximum numbers
considered in this study.

the dual-codeword scenario,

84

Case 1: 16 x 4 MIMO with a Single Codeword

The throughput and spectral efficiency (SE) performance for
a 16 X 4 MIMO configuration employing a single codeword
(mapped to 1 to 4 spatial layers) are presented in Figures 7, 8,
and 9, respectively.
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Figure 7. Throughput of the 5G-NR system using a single codeword
with 16 X 4 MIMO.
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Figure 8. Normalized throughput (% of peak theoretical rate) of the SG-NR
system using a single codeword with 16 X 4 MIMO.
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Figure 9. Spectral efficiency of the 5G-NR system using a single codeword
with 16 X 4 MIMO.

Case 2: 16 x 8 MIMO with Dual Codewords
The corresponding throughput and spectral efficiency (SE)
results for a 16 x 8 MIMO system utilizing two independent
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codewords (mapped to 5 to 8§ spatial layers) are presented in
Figures 10, 11, and 12, respectively.
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Figure 10. Throughput of the 5G-NR system using dual codewords
with 16 x 8 MIMO.
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Figure 11. Normalized throughput (% of peak theoretical rate) of the 5G-
NR system using dual codewords with 16 x 8 MIMO.

5G-NR Spectrum Efficiency

[ S W — — Y
At
4.5 /
o
4 K
35 ,’
== @ = = = @ = @ = =D = O = @ = =O
E ’
@ N — e = s o o o o s o e
L O 4
w
o 2 £ /
’
15 /
Pt - == = Sireaming Layers = 5
17 = = Streaming Layers = 6
¢ Streaming Layers = 7
05 —f= = Streaming Layers = 8
0
-2 -1 0 1 2 3 4 5 ] 7 8

SNR (dB)

Figure 12. Spectral efficiency of the 5G-NR system using dual codewords
with 16 x 8 MIMO.

The increase to 8 receive antennas is necessary to support up
to 8 spatial layers, as the condition Ngy = Njgyers must be
satisfied. While this represents an optimistic upper bound for
current UE hardware, it allows us to evaluate the maximum
potential of spatial multiplexing in the dual-codeword
scenario.
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Case 3: 32 x 8 MIMO with Dual Codewords

Figures 13, 14, and 15 present the throughput and spectral
(SE) for an  expanded 32 x 8 MIMO
configuration, maintaining the use of two independent
codewords (mapped to 5 to 8 spatial layers).

efficiency
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Figure 13. Throughput of the 5G-NR system using dual codewords
with 32 x 8 MIMO.
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Figure 14. Normalized throughput (% of peak theoretical rate) of the 5G-
NR system using dual codewords with 32 x 8 MIMO.
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Figure 15. Spectral efficiency of the 5G-NR system using dual codewords
with 32 x 8 MIMO.

Finally, Figures 16, 17, and 18 illustrate the variation of three
key metrics—peak throughput, peak spectral efficiency, and
user-experienced data rate (as a percentage of the
maximum)—as a function of the number of spatial
(streaming) layers.
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Figure 16. Bit Rate versus the number of spatial layers.
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Figure 17. Maximum spectral efficiency versus the number of spatial
layers.

IV. Discussion

This section provides a comprehensive analysis of the
simulation results presented in Figures 7—15. The discussion
is structured according to the three investigated scenarios,
each defined by a specific MIMO configuration and range of
spatial layers. All simulations were conducted at 40 GHz
using the 3GPP CDL-E channel model, which represents a
realistic Line-of-Sight (LOS) propagation environment with
rich angular dispersion.

Scenario A (Tx =16, Rx = 4, Layers 1-4), Figures 7, 8, and
9 illustrate the normalized throughput (%),
throughput (Mbps), and spectral efficiency (bps/Hz) for a
single codeword transmitted over 1 to 4 spatial layers.

Low SNR regime (SNR <0 dB): At very low Signal-to-Noise
Ratio (SNR), thermal noise dominates the link. Consequently,
configurations with fewer layers (e.g., 1 or 2 layers) achieve
higher normalized throughput than those with 3 or 4 layers.
This is because the channel lacks sufficient capacity to
support reliable demultiplexing of multiple spatial streams

absolute

under noisy conditions.
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High SNR regime (SNR > 2 dB): As SNR increases, the
advantage of spatial multiplexing becomes evident. For
example, at SNR = 2 dB, the 3-layer configuration reaches
100% normalized throughput, while the 4-layer configuration
reaches 40%. In absolute terms, the 4-layer setup delivers
~260 Mbps compared to only ~170 Mbps for a single layer.
This demonstrates that increasing the number of spatial layers
significantly enhances spectral efficiency when channel
conditions are favorable.

Practical insight: With 4 receive antennas at the User
Equipment (UE), supporting up to 4 layers represents a
realistic upper bound for commercial devices. The results
confirm that this configuration can fully exploit the available
spatial degrees of freedom at moderate to high SNR.
Scenario B (Tx = 16, Rx = 8, Layers 5-8), Figures 11, 12,
and 13 show the performance when transmitting two
independent codewords mapped to 5 to 8 spatial layers, while
keeping the number of transmit antennas at 16 and increasing
receive antennas to 8.

Limited effective rank: Despite increasing the number of
receive antennas to 8, the system struggles to support more
than 4 effective layers. At SNR = 8 dB, the normalized
throughput for 5 layers is only 40%, dropping to 20% for 8
layers. This indicates that with only 16 transmit antennas and
the CDL-E channel model, the effective rank of the channel
matrix is limited to approximately 2.

Non-linear behavior (Layers 6 and 7 outperforming Layer 5):
A notable observation in Figures 11 and 12 is that at moderate
SNR values (e.g., 0—4 dB), the throughput for 6 and 7 layers
exceeds that of 5 layers. This counterintuitive behavior arises
from the Transport Block Size (TBS) quantization and Code
Block Segmentation procedures defined in 3GPP NR.
Specifically:

Layer 5 falls into an unfavorable quantization region, leading
to a lower effective code rate and higher overhead.

Layers 6 and 7 achieve better alignment with the code block
size limits, resulting in larger TBS and more efficient
utilization of the available resources.

This finding underscores that performance is not a simple
linear function of the number of layers; rather, it is influenced
by higher-layer procedural effects.

Inter-layer interference: As the number of layers increases
beyond the effective rank, inter-layer interference (ILI)
becomes severe. The receiver, even with 8 antennas, cannot
fully suppress this interference, leading to degraded
throughput despite the higher theoretical peak rate.

Scenario C (Tx = 32, Rx = 8, Layers 5-8), Figures 13, 14,
and 15 present the results for an expanded configuration with
32 transmit antennas at the gNB while maintaining 8 receive
antennas at the UE. This scenario isolates the impact of
increasing spatial degrees of freedom at the transmitter.
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Improved array gain:
32-transmit configuration exhibits a clear shift of the
throughput curves toward lower SNR. For example, at SNR
= 0 dB, the normalized throughput for 8 layers increases from

Compared to Scenario B, the

10% (Scenario B) to 20% (Scenario C). This improvement is
attributed to the higher array gain provided by the larger
antenna array, which enhances the received signal power
without increasing transmit power.

Enhanced support for higher layers: Increasing the number of
transmit antennas to 32 raises the statistical probability of a
higher channel rank. At SNR = -2 dB, the normalized
throughput for 8 layers reaches 20% in Scenario C, compared
to only 4% in Scenario B. This demonstrates that massive
MIMO at the base station is a key enabler for high-order
spatial multiplexing in mmWave bands.

Remaining bottleneck: Even with 32 transmit antennas, the
performance for 8 layers saturates at 20% (not 100%). This
limitation is due to the receive antenna count (8) , which now
becomes the limiting factor. With only 8 receive antennas, the
system cannot fully resolve 8 independent spatial streams
under realistic CDL-E channel conditions, which impose
spatial correlation.

The comparison clearly shows that scaling the number of
transmit antennas at the gNB significantly improves both the
achievable throughput and the robustness against inter-layer
interference, even when the number of receive antennas
remains constant.

Figures 16 and 17 illustrate the peak theoretical bit rate and
maximum spectral efficiency as functions of the number of
spatial layers, respectively. Both metrics exhibit an
approximately linear relationship with the number of layers,
as expected from the fundamental MIMO capacity formula.
For instance, increasing the number of layers from 1 to 8
raises the peak bit rate from 168 Mbps to 1246 Mbps, and the
spectral efficiency from 1.73 bps/Hz to 12.82 bps/Hz.

these represent  an upper-bound
benchmark achievable only under ideal channel conditions
with no noise, no interference, and perfect receiver
processing. In practice, as demonstrated in Figures A1-C3,
the actual user throughput is significantly lower, particularly

However, values

for higher layer counts and lower SNR values.

The gap between the peak theoretical rate and the achieved
throughput highlights the impact of inter-layer interference,
channel rank limitations under the CDL-E model, and the
finite capabilities of the MIMO receiver.

The non-uniform incremental gains observed between
successive layer counts (e.g., the marginal increase from 4 to
5 layers is 131 Mbps, while from 7 to 8 layers it is 219 Mbps)
are attributed to the Transport Block Size (TBS)
quantization and code  block  segmentation procedures
inherent to the 3GPP NR standard.
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These procedural effects introduce rounding and alignment
constraints that cause the peak rate to deviate slightly from
perfect linearity. Overall, Figures 16 and 17 confirm that
spatial multiplexing is a powerful enabler for high-data-rate
transmission in 5G mmWave systems, while also
underscoring the need for advanced receiver processing and
sufficient antenna resources to approach the theoretical limits

in practical deployments.

X. Conclusion and Future Work
This paper investigated the performance of multi-layer spatial
multiplexing in a 5G NR downlink system operating at 40
GHz (3GPP FR2 band n260) using the CDL-E channel model
for realistic Line-of-Sight propagation. The study focused on
the impact of the number of spatial layers and MIMO antenna
configurations on key performance indicators, namely
throughput and spectral efficiency, under practically feasible
UE antenna constraints (4 and 8 receive antennas).
The experimental findings yield the following scientific
insights: Non-linear relationship between layers and
throughput: Increasing the number of spatial layers does not
guarantee a proportional increase in user throughput.
Performance is governed by the effective channel rank, the
TBS quantization effects inherent to 3GPP NR, and the
balance between transmit and receive antennas. This was
particularly evident in Scenario B, where layers 6 and 7
outperformed layer 5 due to more favorable code block
segmentation.
Massive MIMO at the gNB is essential for mmWave: The
transition from 16 to 32 transmit antennas (Scenario C)
resulted in a substantial improvement in both array gain and
spatial multiplexing capability. At SNR = -2 dB, the
normalized throughput for 8 layers increased from 4% to
20%, confirming that massive MIMO at the base station is a
critical enabler for high-order spatial multiplexing in the FR2
band.
UE antenna count remains a practical bottleneck: While
increasing transmit antennas improves performance, the
receive antenna count at the UE (4 or 8) ultimately limits the
maximum achievable rank. Even with 32 transmit antennas,
the 8-layer configuration could not reach 100% normalized
throughput, indicating that further gains require more
advanced UE antenna designs or collaborative MIMO
schemes. Trade-off between layers and SNR: Systems with
fewer spatial layers (e.g., 1-4 layers) achieve near-100%
throughput efficiency at lower SNR values and require fewer
receive antennas.
This makes them suitable for cell-edge users or devices with
tight form-factor constraints. higher-order
multiplexing (5-8 layers) delivers superior peak throughput

Conversely,

but demands higher SNR and more sophisticated interference
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mitigation. Flexibility through multi-codeword transmission:
The use of multiple independent codewords, each with its
own Modulation and Coding Scheme (MCS), provides
valuable adaptability.

This allows the system to optimize link performance based on
real-time channel conditions, and
quality-of-service (QoS) targets. In summary, this work

demonstrates that practical, commercially relevant UE

user requirements,

antenna configurations (4—8 Rx) can support up to 8 spatial

layers when combined with massive MIMO at the gNB (32

Tx) , provided that the channel conditions (LOS, CDL-E) are

favorable.

The results also highlight the importance of considering

higher-layer procedural effects (TBS quantization, code

block segmentation) when evaluating MIMO performance, as
these can lead to non-intuitive behaviors such as higher layers
outperforming lower ones.

Future research directions include:

e Investigating hybrid beamforming architectures that
better reflect practical mmWave implementations.

e Exploring higher receive antenna counts (e.g., 16 or
32)at the UE, possibly through -collaborative or
distributed MIMO approaches.

e Analyzing the impact ofimperfect
estimation and realistic HARQ processes on multi-layer

channel

performance.
e Extending the analysis to multi-user MIMO

(MU-MIMO) scenarios with inter-user interference.
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A Review of Security Challenges and Intrusion
Detection Mechanisms to Mitigate Sub-Optimization
Attacks in RPL-Based 6LoWPAN IoT Networks

Angel D'*, and Dr. Robin Rohit Vincent?

Abstract—The Internet of Things (IoT) has transformed de-
vice connectivity with the smooth interfacing for real-time data
exchange across multiple applications, from smart homes to in-
dustrial automation. Nonetheless, as networks under IoT, espe-
cially those using the routing protocol for low-power and lossy
networks (RPL), continue in their expansion, the security pen-
etration becomes much more evident. One of the major security
constraints is sub-optimization attacks-they negatively affect
network performance, scalability, and data integrity. These
attacks impede the very efficiency of the IoT systems, thereby
making it so challenging for the systems to be secured and main-
tained successfully. Traditional IDS and cryptographic solu-
tions are seldom fit-for-purpose in dynamic IoT environments,
which opens up the need for the ability to provide scalable and
energy-aware security solutions. This review investigates and
surveys existing IDS, cryptographic solutions, and machine
learning techniques targeting and working against such threats.
It puts forth an integrated solution where an adaptive IDS is
combined with scalable, energy-efficient, real-time anomaly de-
tection to make IoT networks more resilient to sub-optimization
attacks. According to this study, dynamic, context-aware safety
measures are essential, as they are capable of addressing the
new challenges arising from IoT environments.

Index Terms—Internet of Things, Routing Protocol for Low-
Power and Lossy Networks, Intrusion Detection Systems, sub-
optimization attacks, and security mechanisms.

L INTRODUCTION

IoT has changed how systems and devices are capable of
speaking to one another seamlessly, whether in an application
for a smart home or healthcare facility, in industrial automation
and transport sectors, while a lot of IoT networks are also
expanding with connected devices in vast numbers to the extent
of billions in exchange for exchanging large data in real time
[1]. However, this growth raises major security risks, as weak
protection of sensitive sensor data leads to breaches with
economic and safety consequences [2].
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Security is difficult due to limited resources, dynamic
topologies, and diverse protocols [3]. [oT networks face threats
such as data manipulation, DoS, and unauthorized access,
endangering critical sectors like energy, healthcare, and
transport. To address this, research focuses on cryptography,
authentication, IDS, and Al-driven threat detection [4]. The
review emphasizes scalability, adaptability, and resource issues
in IoT security. Its aims are to:
e Examine threats in RPL-based 6LoWPAN, with
emphasis on sub-optimization attacks.
o Investigate IDS frameworks and their
weaknesses/strengths.
e Evaluate impacts of attacks on performance,
efficiency, and scalability.
e  Explore solutions such as dynamic/compressive IDS.
e Recognize research gaps in IDS optimization and
scalability.
e Provide recommendations to enhance RPL-based
6LoWPAN security frameworks.

IL. 10T AND RPL FUNDAMENTALS

In an IoT system (illustrated in Figure 1) four distinct
components exist: sensors/devices, connectivity, data
processing, and user interface. Sensors, which can be simple
(e.g., temperature) or sophisticated (e.g., video camera), obtain
real-time data from the environment. In the case of
connectivity, the sensor should transmit the gathered data to the
cloud using a transmission method, which includes Bluetooth,
Wi-Fi, WAN, satellite, or mobile, and is retained in the cloud
for further processing, and is the key for IoT implementation
and is most often overlooked. Following this, the data is
processed, which can be something simple like monitoring a
temperature or sophisticated like computer vision or object
detection. The end user then can interact with the IoT system
using the user interface of notifications, alarms or live
monitoring via a web server [5].

Sensors /
Devices

LoT
Components

User

Interface |\

Data
Processing

Figure 1: Components of an [oT System
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A.  IoT four-layer architecture

The four-layer IoT architecture consists of separate layers,
with the application layer acting as a bridge between the
network and devices, defining all IoT applications based on
sensor data, facilitating user engagement and unique functions
[6]. The perception layer sends data to the data processing layer,
ensuring data safety and originates from real users. The network
layer connects devices and facilitates data flow from sensors.
The sensor layer detects and collects data from IoT devices,
controlling their operating mechanisms for precise data
gathering. These layers form a strong architecture for IoT
systems, ensuring data safe and effective transmission from
sensors to apps.

Four Layer

Application Layer
] .
Network Layer
Support Layer
=7 m

Perception Layer

Figure 2: IoT Four-Layer Architecture

B.  RPL - Network Layer Routing Protocol

RPL is a distance-vector routing protocol designed to
accommodate a variety of data link layer protocols and to
provide routing solutions for networks with restricted
resources. RPL creates a Destination-Oriented Directed Acyclic
Graph (DODAG) to ensure that each leaf node has a single path
to the Root, which serves as the center for all traffic routing.
The DODAG structure is established by nodes first promoting
themselves as the Root by broadcasting DODAG Information
Objects (DIOs), which spread throughout the network. To
enable their parent nodes to make routing decisions for the
destination, nodes send a Destination Advertisement Object
(DAO) to them. Once the data transfer object (DTO) receives
the DAO Acknowledgment (DAO-ACK), it is up to it to
undertake the process to join the network. There are two modes
of operation for RPL nodes: stateful and stateless. The most
prevalent stateless nodes simply monitor their parent nodes,
whereas the Root is fully aware of the DODAG. Stateful nodes,
on the other hand, keep track of data about their parents and
offspring, allowing for effective communication inside sub-
trees without going via the Root. RPL is the perfect protocol for
low-power and lossy situations because of its hierarchical
structure and adaptable node operation.

A Review of Security Challenges and Intrusion
Detection Mechanisms to Mitigate Sub-Optimization
Attacks in RPL-Based 6LOWPAN IoT Networks

RPL is a proactive distance-vector protocol developed by
IETF for resource-constrained environments such as IoT
systems running 6LoWPAN. RPL organizes nodes into a
DODAG, which is rooted at a central node generally termed the
gateway, acting as the destination for all traffic.

i. Key Concepts

e Rank: Indicates distance from root; exploitable for
rank attacks.

e  Version Number: Identifies DODAG; misuse can
cause reconvergence and energy drain.

e Objective Function (OF): Guides rank/parent selection
(e.g., OF0, MRHOF), affecting security and
performance.

ii. RPL Control Messages

e DIO: Advertises DODAG parameters (version, rank,
OF).

e DIS: Requests for DIOs for route discovery.

e DAO: Sent upstream to publish downward routes
(storing mode).

e DAO-ACK: Acknowledges receipt of DAO and route
advertisement.

iii. Modes of Operation
e Storing Mode: The intermediate nodes store routing
tables.
e Non-Storing Mode: The root alone stores full routing
information and uses source routing.
Even though optimal for low-power, lossy networks,
RPL's management of rank, version numbers, and control
messages provides weaknesses that facilitate sub-optimization
attacks,  reducing  performance  without  stopping
communication [7,8,9].

111. SUB-OPTIMIZATION ATTACKS ON RPL

Sub-optimization attacks refer to the routing layer attacks
in RPL-based 6LoWPAN networks that use the weaknesses in
design in the RPL protocol's objective functions and control
mechanisms in order to deliberately degrade routing
performance but not completely disrupt it. The attacks may
involve manipulating metrics like rank values, suppressing DIO
messages, triggering excessive DIS messages, or influencing
parent selection so as to cause inefficient routing paths. Unlike
conventional threats such as sinkhole or blackhole attacks that
primarily capture or drop packets, sub-optimization attacks are
usually covert and result, rather gradually, in higher latencies,
energy burns, and congestion. Their subtlety makes it harder for
an ordinary IDS to detect. Hence, emphasis must be put on
security mechanisms that exploit deviations in performance
rather than clear-cut malicious behaviors.

RPL Attacks
> \
| Resources / Topology Traffic

A

:74\
T

____;7/\

Direct Attacks Indirect Attacks |’ Sub. [ i iation
'
1 5 =
Flooding Increased Rank Routing Table Worst  Elackhole ! Sniffing , DecreasedRank
Routing Table Attack Falsification Parent DAO ! Traffic { Attack
Overload DAG Sinkhole Inconsistency | Analysis | identity
Inconsistency ~ / Attack

Version Number
Modification

Wormhole

Passive Attack
RI Replay, e AREEE
_

Figure 3: Classification of attacks in RPL Network
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A.  Routing Table Falsification

Several IoT IDS and secure routing approaches have been
proposed. A hybrid SVM—-Decision Tree IDS [10] achieved
high accuracy with low false positives, while an ANN-based
protocol [11] enhanced QoS. DETONAR [12] combined
anomaly and signature detection without extra RPL overhead.
A secure RPL protocol [13] mitigated DIS flooding with
improved resilience, and [14] highlighted the negative impact
of Hello Flood, Version Number, and Rank Reduction attacks
on DODAG stability, efficiency, and scalability.

B. Sinkhole Attacks

Several solutions address sinkhole and selective forwarding in
6LoWPAN/RPL networks. A power-efficient IDS [15]
achieved high detection accuracy with lightweight
implementation. UVM [16] detects sinkholes via rank, power,
and DIO metrics using equal voting. RFTrust [17] integrates
Random Forest with trust models for reliable routing. CLS-RPL
[18] uses cross-layer and overhearing mechanisms, while a
multidirectional trust model [19] applies fuzzy and subjective
logic with entropy-based trust weights to reduce false positives
and delays.

TABLE I
COMPARISON OF SINKHOLE ATTACK DETECTION METHODS IN I0T NETWORKS

Paper Objective Techniques Used Advantages Disadvantages

[15] Lightweight IDS for Lightweight & Roving High performance, low Limited to 6LoWPAN
sinkhole attacks IDS energy

[16] Detect sinkhole nodes via | UVM, Behavioral Simple detection, effective | Equal weight may misjudge
behavior Indicators features importance

[17] Trust-aware detection with | RF, SL, Trust Routing Combines ML & trust for | RF may be resource-heavy
ML reliability

[18] Cross-layer sinkhole CLS-RPL, Overhearing, Stronger detection via Overhearing adds energy
prevention Secured-RPL layer integration cost

[19] Multidirectional trust FLS, SL, Trust Weight Low delay, fewer false Higher complexity with
detection Adjustment positives adaptability

B.  Wormhole Attacks

Wormhole attacks in RPL-based IoT networks create covert
tunnels that disrupt routing, causing loss, delay, and integrity
issues, and are harder to detect than sinkhole or blackhole
attacks. Detection methods include trust models (e.g., SLF-
RPL), ML frameworks using routing metrics, and traffic feature

analysis. Recent solutions like MC-MLGBM [20], SLF-RPL
[21], and hybrid IDSs [22] improve detection with low
overhead, though wormholes remain less studied. Future work
should emphasize hybrid ML—trust models for adaptive,
lightweight, and scalable protection.

TABLE II
COMPARISON OF WORMHOLE ATTACK DETECTION METHODS IN RPL-BASED IOT NETWORKS
Paper Objective Techniques Used Advantages Disadvantages
[20] To detect rank and Machine Learning Lightweight, multi-class May require large datasets,

wormbhole attacks in RPL-
based IoT networks

(MC-MLGBM Model)

classification,
accuracy

high | computational overhead for

training

[21] To detect wormhole Subjective  Logic- Energy-efficient, Potential delays in detecting
attacks using a trust | based Trust Model | adaptive to dynamic IoT | malicious nodes, trust model
model (SLF-RPL) environments sensitivity

[22] Energy-efficient Signal Strength, Hop Low energy overhead, May have detection delays
wormhole attack | Count-based Detection | suitable for constrained | in dynamic topologies
detection environments

C. Other attacks

To limit IPv6 spoofing in 6LoWPAN, short-lived node
addresses were suggested [23], minimizing disruption by
updating addresses constantly.

An IDS based on PSO was designed [24], utilizing real-
time Cooja loT simulator information. PSO trained ML
algorithms for enhanced accuracy in detecting routing threats.

A reinforcement learning (RL) agent [25] efficiently
identified and prevented rank attacks in software-defined low-
power IoT networks, with low latency, minimized duty cycles,
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and increased packet delivery ratios. An IDS model for Ping of
Death attacks [26] utilized integer optimization to reduce false
alarms and missed detections.

In the case of RPL routing attacks, SRPL-RP [27] resisted
rank and version number tampering by ranking strategy
comparison and blacklist table maintenance, supporting
multiconfiguration and multiprotocol topologies.

Replay-based DoS attacks (copycat) [28] resulted in
delivery degradation, energy consumption, and delay. CoSec-
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RPL [30] employed Outlier Detection to counter non-spoofed
copycat attacks better than baseline RPL.

To protect against DIS flooding, Secure-RPL [29]
minimized control overhead and energy usage in both static and

dynamic environments. In the case of version number flooding,
[31] identified weaknesses in resource-constrained RPL, but
only limited experiments were conducted.

TABLE 111
COMPARISON OF IOT NETWORK SECURITY PAPERS

Paper Objective Techniques Used Advantages Disadvantages

[25] Prevent rank attacks using RL for route optimization, | Cost-efficient, improved Higher complexity due to
SDN & RL SDN for QoS forwarding & latency RL-SDN integration

[26] Prevent Ping of Death via Integer optimization, Low false alarms, reduced | Limited to DoS packet-
oversized packet filtering packet filtering missed detections size attacks

[27] Detect & isolate Secure RPL protocol Supports multiple Focused only on
rank/version number topologies rank/version threats
attacks in RPL

[28] Study & mitigate copycat Experimental analysis Detailed impact analysis | Narrow focus, not
(replay) DoS attacks (delivery ratio, delay, of copycat attacks generalizable

power)

[29] Mitigate DIS flooding in Secure-RPL detection Reduces overhead & Attack-specific, not
6LoWPAN method power drain broadly applicable

[30] Detect replay-based attacks | Outlier Detection, CoSec- Reduces replay attack May miss varied
with anomaly methods RPL IDS effects replay/DoS attacks

[31] Analyze flooding via Experimental performance | Shows vulnerabilities in Limited topologies, results
version manipulation in study RPL versioning not generalizable
RPL

Iv. CURRENT SECURITY APPROACHES host/edge devices [35]; and a heterogeneous IDS for dynamic

A. Intrusion Detection Systems (IDS)

RPL, though widely adopted in IoT, remains vulnerable due to
open environments and node constraints [32],[33]. Several
IDS solutions have been proposed: a hybrid IDS with
incremental ML for detecting DIO Suppression, Worst Parent,
and Rank attacks [34]; an energy-aware cooperative IDS for

6LoWPAN environments [36]. Other works include KNN-
based IPv6-IDS for WSNs [37], a Zigbee hybrid rule/ML IDS
[38], and optimized RPL IDSs targeting routing and DoS
attacks [39]. ASSET [40], a softwarized IDS, further detects
13 attack types with adaptive monitoring.

TABLE IV
COMPARISON OF IDS FOR IOT NETWORKS

Paper Objective Techniques Used Advantages Disadvantages

[36] Adaptive IDS for RPL Hybrid IDS, mobility- | Works well in High resource use,
attacks in dynamic IoT. | & attack-aware. dynamic/heterogeneous settings. complex deployment.

[37] Secure framework & K-NN, profile-based Fast detection, easy integration. Not scalable; K-NN is
IDS for [Pv6 WSNs. detection. costly.

[38] Hybrid IDS for Zigbee | ML anomaly detection | Detects known & unknown attacks. Rule creation hard;
1oT. + rule-based IDS. complex upkeep.

[39] IDS for RPL IoT Multi-technique Detects many attacks (version, Needs tuning for
(routing & DoS detection. blackhole, grayhole, flooding). different networks.
attacks).

[40] Softwarized IDS Multi-mechanism, Flexible, expandable, good trade- Complex setup; may
(ASSET) for RPL IoT. | configurable IDS. offs. add overhead.

B.  Trust-based models

The rapid growth of IoT has amplified security risks,
leading to increasing focus on trust-based IDS models for RPL
networks. TIDSRPL [43] forwards node trust evaluations to the
root, improving efficiency and outperforming MRHOF-RPL
against Sybil, Sinkhole, and Selective Forwarding attacks.
DSTIDS [44] strengthens sinkhole resistance and maintains
QoS under attack through direct neighbor reputation. A
behavioral trust model [45] mitigates version spoofing and
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hello flooding, analyzing both localized and global energy
impacts. SMTrust [46] leverages mobility-aware trust to
enhance resilience against rank and blackhole threats. SRF-IoT
[47] integrates trust with an external IDS to isolate attackers in
Contiki-NG. More advanced, a hybrid deep learning approach
[48] combining RNN and stacked LSTM autoencoders predicts
routing behaviors and mitigates blackhole, DIS flooding, rank,
and version number attacks, showcasing the synergy between
deep learning and trust mechanisms.
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TABLE V
COMPARISON OF TRUST-BASED MODELS FOR RPL. NETWORK SECURITY

Paper Objective Techniques Used Advantages Disadvantages

[43] TIDSRPL: trust-based IDS to | Trust eval, root-node offload; Efficient trust use; Heavy root-node
spot malicious nodes. detects Sybil, Sinkhole, multi-attack detection. | reliance, bottleneck

Selective Forwarding. risk.

[44] DSTIDS to block sinkhole Trust-based, tested on Contiki Prevents sinkhole, Limited to sinkhole
attacks in RPL IoT. 3.0 & Cooja. improves QoS. only.

[45] Trust-based RPL to curb Trust vs. version tampering & Reduces energy drain, | Handles only two
energy fatigue (version/hello | hello flooding. local mitigation. attacks, limited scope.
flooding).

[46] SMTrust for secure IoT Security-Mobility-Trust model, | Better security, works | Needs parameter tuning
routing, Rank & Blackhole trust metrics. for mobile/static for diverse nets.
prevention. nodes.

[47] SRF-IoT IDS for Rank & Trust + IDS framework, Isolates malicious Extra IDS integration
Blackhole detection. external IDS. nodes well. adds overhead.

[48] Hybrid DL trust model for LSTM seq2seq autoencoder + Detects multiple RPL | High complexity, tough
anomaly detection. trust. attacks via DL. for low-power IoT.

C.  Anomaly-based detection techniques

In RPL networks, attackers can exploit the lack of parent
monitoring by advertising falsely low rank values, drawing
excessive traffic and enabling Rank Attacks such as sinkhole or
selective forwarding (RA1) and topological instability (RA2)
that degrade network performance [49]. To address these,
SARPL applies statistical anomaly detection to identify and
counter RA1 and RA2 effectively. Another approach, GAIDS
[50], introduces an anomaly-based IDS leveraging stochastic
games for attack detection and evolutionary games to confirm
malicious intent. Since RPL’s constraints may lead to false
positives by misclassifying honest nodes, GAIDS employs an
adaptive game-theoretic framework and clustered network
design to improve verification accuracy, reliability, and
robustness.

D. Cryptographic solutions

In [51], a lightweight Authentication and Key Exchange
(AKE) framework was proposed for 6LoWPAN, using hashing
and authenticated encryption to establish keys securely between
sensor nodes and a server with low cost, avoiding IP security
protocols. In [52], SRUA-IoT, a resource-efficient remote user
authentication scheme, applied symmetric encryption, XOR,
and hashing to generate secure session credentials, resisting
multiple threats through formal and informal analysis. In [53],
DSHRPL integrated encryption with node rating to secure RPL
in 6LoWPAN through four stages: building trusted RPL,
detecting sinkhole attacks, quarantining malicious nodes, and
encrypting transmissions.

E. IDS using optimization techniques

In [54], a mobility management framework based on firefly
algorithm (mRPL+firefly optimizer) was presented to improve
RPL routing protocol in 6LoWPAN networks, realizing
improvements in Packet Delivery Ratio (PDR), hop count, end-
to-end latency, and energy consumption over available systems.
To meet data dissemination overhead in IoT-enabled systems,
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[55] proposed Tabu RPL, which incorporates Tabu Search
Routing (TSR), an adaptive routing that constantly optimizes
data distribution according to network conditions and device
capabilities, efficiently balancing routing options for enhanced
efficiency. In the same vein, [56] introduced an equilibrium
optimizer-based RPL (EO-RPL) protocol specifically designed
for smart city structural health monitoring, where the EO
algorithm optimizes parent node selection by weighing various
routing metrics together, breaking the constraint of
conventional RPL methods depending on single or composite
rigid metrics.

F.  Recent Studies on Sub-Optimization Attacks in RPL-Based
IoT Networks (2025)

Rank attacks on RPL were first deployed in the Cooja
Simulator in order to assess their impact. Subsequently, a new
trust-based mitigation strategy was put forward [57] that
catered to the requirements of IoT systems with limited
resources. Meanwhile, an MLP trained on simulated data was
put to use in a combined deep learning and machine learning
framework [58] so as to improve the detection and classification
of 10 types of RPL routing attacks. To effectively counter rank
attacks, a lightweight ensemble IDS was introduced in [59],
integrating SVM and XGBoost. This system, feature selection
of which was carried out using RFE and Mutual Information,
was evaluated under static and dynamic conditions. While the
attacks in were addressed, attention in [60] was given to the
version number attacks, conducting an in-depth study of the
attacks and existing detection and prevention methods, and
outlining the burning challenges in the research of RPL
security. Edge-layer scrutiny of traffic patterns for the detection
of Clone ID attacks was enhanced with the proposal of [61]
through a DNN-based approach, bolstering the security,
robustness, and efficiency of RPL IoT networks.

G. Comparison of Intrusion Detection Techniques

The earlier section presented various IDS and security
mechanisms for RPL-based 6LoWPAN IoT networks;
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however, for a practical application perspective, it is important
to have a critical comparison. Table 6, given below, contrasts
the prominent techniques according to detection accuracy,
energy efficiency, scalability, and readiness for real-world

deployment. Such an analysis facilitates identifying the
solutions best suited for the context of an IoT setup with varied
constraints.

TABLE VI
Comparative Analysis of IDS Techniques for RPL-Based 6LoWPAN IoT Networks
. Attack Type(s) Detection Energy - _ .
Technique / Model Detected Accuracy Efficiency Scalability Real-World Readiness
Adaptive Hybrid IDS DIO Suppression, High (90— Tested in dynamic data
[36] Worst Parent, Rank 98%) Moderate Moderate settings
RFTrust [17] Sinkhole High Low—Moderate High Lightweight, trust-aware
Routing Attacks Medium— . Packet-sniffing-based,
DETONAR [12] (DIS, DAO, etc.) High High Moderate tested
LSTM Autoencoder + gloa:(ll(i}rllde}’{l;;lf Verv Hieh Low Low (high High accuracy but
RNN [48] & ’ Ty Hig overhead) resource-heavy
Version
KNN-based IDS [37] General routing Moderate Low Low Simple but not scalable
anomalies
SM Trust Framework Rank, Blackhole . . Suitable for mobile/static
[46] (with node mobility) | 18P Moderate High IoT
GAIDS (Game- Rank-based Moderate— Realistic with clustered
Theoretic Anomaly statistical anomalies Hich Moderate Moderate tonolo
IDS) [50] & pology
PSO-Optimized IDS Multiple attacks . . Efficient but setup-
[52] (ML-based) High Moderate High sensitive

The study reveals that intrusion detection techniques for RPL-
based 6LoWPAN networks vary significantly in terms of
accuracy, resource consumption, scalability, and practical
applicability. Deep learning models, like LSTM autoencoders,
have the best detection rates but are not suitable for resource-
constrained IoT settings. Trust-based models like RFTrust and
SMTrust offer a balanced trade-off, with high detection
accuracy and good scalability. PSO-based IDSs compromise
adaptability and efficiency, while KNN-based methods lack
scalability and real-time applicability. The study emphasizes
that no IDS solution is universally best, but its selection
depends on deployment criteria.

H. Comparative Analysis of Detection Techniques

Detection techniques currently vary in terms of cost,
scalability, and deployment readiness. A hybrid IDS model
balances energy efficiency and scalability, ensuring reliable
detection of diverse attack types. Deep learning-based
architectures show better detection accuracy but have high
computational costs. Rule-based and lightweight IDS
approaches are practical but lack resilience against adaptive or
sophisticated attack patterns. There is a need for an integrated
framework that combines these approaches while keeping
computational and energy costs low. The framework should
adapt to IoT traffic drift and be scalable and fault-resilient for
heterogeneous and large-scale environments.

1. Critical Evaluation of Existing Studies

Despite studies presenting effective measures against sub-
optimization attacks in RPL-based 6LoWPAN networks, most
do not address their limitations in real-world scenarios.
Techniques like deep learning-based IDS have limitations in
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scalability and energy consumption, while lightweight
alternatives can improve energy consumption but compromise
detection rates. Trust-based and rule-based mechanisms offer
balanced tradeoffs but are still limited in their ability to detect
evolving or hybrid attacks. There is a lack of an honest
comparative evaluation considering detection accuracy, energy
efficiency, scalability, and deployability for RPL-based IoT
networks.
V. TRENDS AND CHALLENGES

Extending This section explores emerging trends and
challenges in [oT security for RPL-based 6LoWPAN networks.
Key trends include the use of machine learning and artificial
intelligence in IDS for real-time threat detection, decentralized
security systems like trust-based and blockchain, and energy
efficiency. Context-based security solutions are needed to
support network morphisms due to network size and
complexity. Privacy issues remain a challenge, requiring
scalable, adaptive, and energy-efficient solutions to safeguard
sensitive information while adhering to privacy regulations.

i) Al and machine learning for dynamic threat

detection

ML/DL development is limited by the resources of the
devices, but deployment at RPL, fog/edge, and cloud layers
facilitates Al-based security. A hybrid IDS [63] addressed
Flooding, Black Hole, DODAG Version Number, and Reduced
Rank attacks employing ROUT-4-2023 and compared ML and
DL through confusion matrices and processing time. To
improve RPL security and QoS, [64] presented a mixed solution
with varying OF, random forest classification, and RL-based
adaptive routing against rank, sinkhole, and wormhole attacks.
A hybrid DL IDS [65] integrating semi-supervised and
supervised learning with IToTR-DS dataset was able to detect
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DIS, Rank, and Wormhole attacks more accurately than current
models. A GRU-based DL model [66] performed better than
SVM and logistic regression in detecting HF attacks, enhancing
efficiency, accuracy, and energy savings.
ii) Lightweight solutions for constrained devices
In [67], a distributed and collaborative RPL-based security
mechanism (CDRPL) was proposed to detect and counteract
Version Number (VN) attacks in order to efficiently identify
and achieve fast topology convergence. To address flooding-
based threats, [68] exhibited a Destination Information Object
Flooding (DIOF) attack model in Cooja and suggested an easy-
to-implement countermeasures. An energy-efficient ML-based
trust-based IDS [69] for Rank, Sybil, and Wormhole attacks was
proposed with dynamic trust estimation and low memory
consumption. The Hatchet Man attack in RPL was investigated
in [70], where low-complexity game-theoretic defense
mechanism mitigated denial-of-service effects in 6LoWPAN
IoT networks.

VI. KEY CHALLENGES

The key challenges of the review are listed as,

] Resource Constraints: Limited power, memory, and
computing capacity demand lightweight solutions.

[] Dynamic & Scalable Networks: Constantly changing
and expanding devices make stable security difficult.

[1 Energy-Efficient Security: Battery limits require strong
yet low-energy mechanisms.

[ False Positives & Latency: Diverse traffic causes false
alarms; real-time detection must balance resource limits.

[l Advanced Attacks: Sinkhole, wormhole, and rank
attacks exploit protocol flaws, needing multi-layered defenses.

[] Dataset Limitations: Lack of large, realistic datasets
hinders ML/Al-based IDS accuracy.

[ Interoperability: Security must span heterogeneous loT
protocols (RPL, Zigbee, LoORaWAN, 6LoWPAN).

[l Privacy & Data Protection: Safeguarding sensitive [oT
data against misuse is challenging.

[] Concept Drift: Changing traffic/attack patterns require
adaptive models.

[] Centralized vs. Decentralized Trade-off: Centralized
models risk single-point failures; decentralized ones add
overhead.

[] Real-time Adaptation: Rapidly evolving threats reduce
detection accuracy if systems cannot adapt.

VII. RESEARCH GAPS

Although there has been significant work toward resolving
RPL-based 6LoWPAN security, numerous important research
gaps remain [32]- [48]. IDS solutions today are not advanced
or scalable enough to accommodate future threats like
wormhole and rank manipulation in dynamic IoT networks.
Lightweight methods that support security in conjunction with
energy and computational constraints are still insufficient,
while the majority of frameworks are based on centralized
architectures with single points of failure and poor resilience.
There is also the requirement for topology-aware and traffic-
aware security systems that would evolve with topology and
traffic changes, and privacy-aware methods in conformance
with regulatory needs. Additionally, the incorporation of
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emerging technologies like machine learning and blockchain
into IoT security solutions presents the potential to advance
detection, data integrity, and scalability but remains untapped.

A significant challenge is the unavailability of realistic IoT
attack datasets. Available datasets tend to be either synthetic or
simulated, and this confines the strength of IDS models upon
deployment in realistic settings. Much research has
concentrated on classic attacks such as sinkhole and rank
manipulation, with little investigation into hybrid, multi-
layered, or adaptive threats. The majority of IDS solutions are
static and do not learn adaptability against concept drift in [oT
traffic, leading to greater false positives and lower accuracy.
Scalability is also not addressed, as most methods are tested
only on controlled or small networks and not on large,
heterogeneous deployments.

Privacy is also an open gap, as most solutions focus on
protecting communications and intrusion detection but fail to
anonymize data and ensure secure handling of data. Most IoT
security models also are not real-time adaptive and cannot
automatically respond dynamically to changing threats without
human action. Excessive use of single-layer defenses omits
cross-layer vulnerabilities almost completely. To address these
challenges, future work should emphasize scalable, lightweight,
multi-layered, and adaptive security solutions that incorporate
Al, blockchain, and context-awareness to provide strong and
resilient IoT security.

VIII.  PROPOSED ROADMAP FOR FUTURE RESEARCH

This article suggests a hybrid evaluation matrix as a
method for systematically comparing intrusion detection and
protection mechanisms across four key axes:

e  Detection Performance — identifying different/novel
attack types as they evolve while minimizing false
positives.

e Resource Efficiency — ensuring low utilization of
resources such as CPU or memory space suitable for
constrained IoT devices.

e Scalability — potential for supporting large scale,
dynamic, heterogeneous IoT networks depending on
the size of the IoT ecosystem.

e Deployment Maturity — practical integration within
the real world IoT ecosystem beyond simulation
environments.

Furthermore, it suggests a multi-layer integrated solution
integrating anomaly detection (e.g. ML/DL), trust management,
and lightweight cryptography, where old adversaries are still
relevant in the evolving threats space (i.e. concept drift) while
maintaining energy consumption for resilient and feasible loT
solution designs. A single ecosystem that can also reduce the
number of false alarms.

1X. CONCLUSION AND FUTURE DIRECTIONS

Though research in the field of IoT security has made
progress in addressing vulnerabilities, there are still serious
limitations. Many currently existing solutions are resource-
heavy thus are not a feasible solution for low resource IoT
devices. Moreover, most intrusion detection systems (IDS) are
static, meaning their modifications are limited, which makes it
unsuitable to address the dynamic and evolving nature of loT
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environments. The privacy concerns you can attack with a
scalable prototype that has been tested in the real world are still
serious issues. While there has been much done about
countering known attacks, such as sinkhole, rank and wormhole
attacks, there are sophisticated and emerging threats that still
create challenges to IoT Security. To address these gaps, there
is posting future research on efficient and adaptive frameworks,
with promising avenues including AI/ML driven IDS capable
of detecting and responding in real-time, blockchain integration
for data integrity and decentralized trust, and post quantum
cryptography can be utilized to mitigate the risks associated
with quantum computing's threats to secure IoT. Another key
area of interest is using decentralized security models,
eliminating a single point of failure, to encourage resilience in
adiverse loT ecosystem. Furthermore, the future of IoT security
ultimately resides in a state of development that is scalable,
lightweight, and adaptive, capable of securing heterogeneous
and large-scale networks against evolving and complex threats.
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Path Planning Transformer Supervised by
Improved RRT* with Reduced Random Map Size
for Mobile Robots

Aphilak Lonklang and Janos Botzheim

Abstract—The Improved Rapidly-exploring Random Tree
with Reduced Random Map Size (IRRT*-RRMS) algorithm
was previ- ously developed to find collision-free paths for mo-
bile robot path planning. Given the excellent performance of
Transformer Neural Networks with sequential data, we pro-
pose an encoder-decoder transformer model combining a Vision
Transformer (ViT) as the encoder and a time-series forecasting
module as the decoder to learn the path planning algorithm. The
novelty of this paper lies in developing a model supervised by a
dataset generated from the IRRT*-RRMS algorithm and using
this trained model for the path planning task. The trained mod-
el efficiently predicts intermediate points between the desired
starting and goal points. The performance was validated on a
real robot, demonstrating that the trained model required less
computation time compared to the IRRT*-RRMS algorithm.

Index Terms—Path Planning Transformers, Mobile Robots,
RRT*.

I. INTRODUCTION

Material distribution is a key operation in modern man-
ufacturing and logistics, where autonomous mobile robots
(AMRs) and automated guided vehicles (AGVs) are deployed
to improve efficiency, reduce human effort, and optimize
resource use [1]. Path-planning algorithms enable these robots
to navigate safely through complex environments involving
static and dynamic obstacles. Classical methods such as A*
and Dijkstra [2], [3] generate collision-free paths but rely on
grid-based maps, which can be computationally and memory-
intensive in large-scale environments [4], [S].

Sampling-based algorithms like Rapidly-exploring Random
Trees (RRT) and RRT* [6], [7] address scalability by in-
crementally building space-filling trees. However, they often
suffer from slow convergence and require numerous random
samples. Informed RRT* [8] improves efficiency by focusing
sampling in promising regions. Despite improvements, these
methods remain costly in dynamic or large environments.

RRT, introduced by LaValle et al. [9], is widely used
due to its simplicity and effectiveness in high-dimensional
spaces [10]. It explores the environment via random sampling
and builds a tree from the start to the goal. RRT* enhances
this by optimizing path length [11], [12], but it still suffers
from redundant sampling and inconsistent path quality [13].
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To improve efficiency, the Improved RRT* with Reduced
Random Map Size (IRRT*-RRMS) [14] was proposed. It
removes nodes in obstacle regions from the sampling space
and excludes reused nodes in future iterations, preventing
redundancy. This modification accelerates tree exploration and
convergence. IRRT*-RRMS is especially suitable for dynamic
environments with unknown static obstacles [15].

As environments become complex, traditional planners en-
counter limitations in speed and generalization [16], [17].
To overcome this, machine learning approaches—particularly
neural networks—have been proposed [18]-[20]. CNN-based
planners can encode spatial data but are often constrained
by fixed-size maps. Recently, transformer-based models like
the Motion Planning Transformer (MPT) [4] have shown
promising results by learning to predict feasible paths in
complex, high-dimensional spaces.

Transformers [21], originally designed for NLP, leverage
attention mechanisms to model long-range dependencies. They
have been successfully applied to tasks like image classifica-
tion [22], visual inspection [23], and motion planning [24].
Variants have also shown success in time-series forecast-
ing [25], [26] across diverse domains including traffic [27]
and agriculture [28].

Although transformer-based planners like MPT offer en-
hanced flexibility and planning efficiency, they still face
challenges such as generalization and dependency on large
training datasets. To address this, we propose the Path Planning
Transformer (PPT), which leverages IRRT*-RRMS as a data
generator. This allows for high-quality, structured datasets
with fewer noisy waypoints. Furthermore, post-processing
techniques like Bacterial Mutation and Node Deletion are
integrated to refine the predicted paths.

Classical sampling-based planners such as RRT* and the
proposed IRRT#*-RRMS algorithm are deterministic methods
that explicitly explore the configuration space to guarantee
collision-free solutions when feasible paths exist. However,
such algorithms often require extensive sampling and iterative
computation, which may lead to high planning times in
complex environments. In contrast, learning-based approaches
such as transformer neural networks operate as stochastic
predictive models that approximate feasible paths based on
patterns learned from training data. While these models can
generate solutions significantly faster during inference, they
may introduce uncertainty and occasionally produce infea-
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sible paths. To leverage the advantages of both paradigms,
the proposed framework uses the deterministic IRRT*-RRMS
algorithm to generate high-quality training data, while the Path
Planning Transformer learns to predict intermediate waypoints
efficiently. Post-processing techniques such as Bacterial Mu-
tation and Node Deletion are then applied to improve path
feasibility and robustness.

In summary, our approach combines the strengths of clas-
sical and learning-based methods to deliver a robust, real-
time path-planning framework for mobile robots, improving
accuracy, generalization, and computational efficiency.

II. PROBLEM DEFINITION

In mobile robot navigation systems, a global path planner is
typically used to compute an initial collision-free path between
the starting location and the goal position using a global
occupancy map. Classical sampling-based algorithms such as
RRT#* provide reliable solutions but often require significant
computational effort due to repeated random sampling and
iterative optimization. The objective of this work is to investi-
gate whether a transformer-based neural network can learn the
path generation behavior of the IRRT*-RRMS algorithm and
generate feasible global paths more efficiently. The proposed
Path Planning Transformer therefore focuses on accelerating
the global path planning stage by predicting intermediate way-
points from map representations and start—goal configurations.

III. IMPROVED RRT* WITH REDUCED RANDOM MAP SIZE

A. Environment and Mapping

The environment is modeled as an M x N matrix, where
each cell contains a unique index and its 2D Cartesian coordi-
nates. As shown in Fig. 1, white cells indicate feasible regions,
while red cells denote obstacles.

Size of 5 x 5 =25 Nodes

23 |24 |25 <+~ Node Number

(2,4) | (34) | (4,4)

18 19 20

+— Coordinate (x,y)

11 12
(0.2) (22 . Obstacle Regions
6 7 . .
©1 | @2y D Feasible Regions
1 2
(0,0) | (1,0)

Fig. 1: Environment Mapping

B. Traditional RRT* and Limitations

Traditional RRT* incrementally builds a tree by sampling
random nodes (¢,qnd), steering toward them from the nearest
node (¢neqr), and optimizing via nearby nodes (¢y,i,) Within
radius R [9], [11]. However, it retains unusable nodes (in
red) [13], increasing computational cost in complex environ-
ments (Fig. 2).
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Fig. 2: Traditional RRT* Illustration

C. Feasible Region Mapping

To overcome this, the global map is flattened into a 1D
vector (randMap), and obstacle nodes are removed [14].
Fig. 3 illustrates this pruning, which retains only feasible nodes
for sampling.

Stretch an environment to a vector

Rl s [0 [ [ |2 2
2N o2 | 03 [@a) | 63 [ en) @4

‘ Delete obstacle region nodes

2 I a2
00 | o SRS 64 | 6a

1 2 e 7 Tu [ s [ s i [0 [z [2s [2s
©0) | 10) [ 01 | @1 |02 | 02 |03 | 13 | 23) | 63 | 63 | 24 | 54) | 68

randMap, size of 14

Fig. 3: Feasible Region Mapping

D. IRRT* with Reduced Random Map Size

IRRT*-RRMS [15], [29] further improves sampling by
removing each used node from randMap after registration,
ensuring no repetitions and more efficient exploration. This is
shown in Fig. 4, where node “6” is removed after iteration.

Feasible Region Mapping Vector, randMap

Iteration 1
A

1 2
(0,0) |(1,0)
Node 6 is registered to Tree as @, in iteration 1,
Then node 6 will be deleted from the random vector (randMap).

7
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1
(0,2)
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Node 17 is registered to Tree as Gy in iteration 2,

. Then node 17 will be deleted from the random vector (randMap).
Iteration 3
1 2 7 11 12 16 18 19 20 23 24 |25
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"Fig. 4: Reduced Random Map Size Technique"

The pseudocode in Alg. 1 summarizes the full algorithm,
including pre-processing and tree construction steps.
E. Post-processing: Bacterial Mutation and Node Deletion

To refine paths, we apply two post-processing steps:

« Bacterial Mutation: introduces small variations to im-
prove smoothness and collision avoidance.
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Algorithm 1 Improved RRT* with Reduced Random Map TABLE I
Size Algorithm PARAMETER SETTINGS
I: Map = ReadMap from file (.bmp) Algoritm Crameter Vaue
2: randMap = StretchMap from matrix to row vector K,)[(apesr{lzéon 480 x 480
3: for ¢ < Length(randM ap) do Steering Distance (B) 45
4: if randM ap(7) is an obstacle region then Bacieral Mutation Ri}sijs @) 38
5: Delete randMap(i) from randMap vector Generations Size of Bacterium
6: end if Penalty 10,000
7. end for _ S 01
g Tnitialize Qotart and dgoal Node Deletion Iteration Size of Bacterium
9: for « < MaxlIteration do
10: (rand < random node randM ap Binary Occupancy Grid
11: Qnear < find nearest node from Tree , .
12: if obstacle free between ¢peqr and ¢pe, then @
13: (new < steer from g, eqr
14: Find minimum cost from ¢,,,;,, and @e,, in radius g
of R .
15: Add gnew to Tree ) ’. )
16: Remove g¢ey, from randMap i oS . e’y
17 end if > G o )
18: if distance between ¢eq and ggoqr < D then . X )
19: Stop iteration . ‘
20: end if \ G
21: end for » q
22: Return Tree and Define Path as a Bacterium : :
23: for ¢ < size of bacterium do 200
24: Bacterial Mutation X [Pixels]
25: end for
26: Returg Fine-tuned Bacterium Fig. 5: Final path result after IRRT*-RRMS and post-processing from
27 for i < size of bacterium do the start point (blue triangle) to the goal point (green circle)
28: Node Deletion
29: end for In summary, IRRT*-RRMS reduces computational com-
30: geaurn Final Path plexity by limiting the sampling space while maintaining
31: En

o Node Deletion: removes redundant nodes to reduce path
length and complexity.
The cost function (Eq. (1)) evaluates path fitness using
length L, Penalty for collisions, Turns, and smoothness factor
S.

Cost(path) = L(path)+Penalty-Coll(path)+S-Turn(path)
(D
Parameter settings are summarized in Table I. These were
tuned for a 480 x 480 map with max iterations of 600, steering
distance B = 45, and optimized radius R = 80.

F. Application and Integration

We validated IRRT*-RRMS using a real robot in unknown
static obstacle scenarios via ROS and MATLAB. Fig. 5 shows
the result: the magenta path is the raw IRRT*-RRMS output,
and the red path is the final result after post-processing. The
path is smooth, collision-free, and deployable in real-time
scenarios.
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high-quality path outputs. These paths are used to train the
Path Planning Transformer, enabling learning from structured,
optimized examples.

IV. TRANSFORMER NEURAL NETWORKS FOR MOBILE
ROBOT PATH PLANNING

A. Transformer Architectures and Variants

The Transformer Neural Network, introduced by Vaswani
et al. [21], revolutionized sequence modeling through its self-
attention mechanism, replacing RNNs and CNNs in many
NLP tasks. Its encoder-decoder structure allows efficient par-
allelization and long-range dependency modeling, forming the
backbone of models like BERT and GPT.

Due to its scalability and modular design, the Transformer
has been widely adopted beyond NLP, including vision and
time-series domains. The Vision Transformer (ViT) [30] treats
images as sequences of patches, applying attention mecha-
nisms to capture spatial features, achieving competitive results
in classification and segmentation. Similarly, Time Series
Transformer variants extend this architecture to model tem-
poral dependencies for forecasting applications, although a
canonical form has not yet been standardized.
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B. Motion Planning Transformer (MPT)

Transformers have emerged as a powerful tool in robotics,
enabling efficient sensor data processing and spatial under-
standing for tasks such as navigation and obstacle avoidance.
The Motion Planning Transformer (MPT) [24] introduces a
data-driven approach to reduce the path planning search space
by predicting feasible regions from environmental data. This
reduces planning time and improves generalization across
diverse environments.

MPT combines Transformer-based predictions with
sampling-based motion planning (SMP), enhancing planning
speed and accuracy. As shown in Fig. 6, the model outputs
“Region Proposals” (green areas) for planning between start
(blue) and goal (green) points. The resulting path (red) is
computed based on these feasible regions.

In contrast, our approach uses IRRT*-RRMS to generate
training data and feasible paths. The Transformer model can
generate solutions directly, with optional refinement through
post-processing algorithms.

;“'-:n
‘ “'.
i
o
I XL

o .
RRT* oo Fully Convolution
bl - !
*, - .
S, Pat Plnning | WD 3 7 B = | Network (FCN)
Mo 100 random h p::h
(480 pixels x 480 pixels) start nd gosl points/map 32 pixels x 32 pixels ‘
(49 patches)
+ Transformer
Path Planning Start and Goal Points Training
o -
- Trained Model
= 4

Region Proposal C?
¢ RRT* Path Planning
ﬁ Algorithm

Solution Path

Fig. 6: Motion Planning Transformer (MPT)

V. PROPOSED ALGORITHM: PATH PLANNING
TRANSFORMERS

This work proposes Path Planning Transformers, a
transformer-based model for predicting collision-free paths in
mobile robot navigation (Fig. 7). The pipeline begins with
dataset generation using IRRT*-RRMS. Two datasets were
created: a point robot dataset with 100 maps and 10,000 paths,
and a real-size robot dataset with 30 maps and 3,000 paths.
Each map is 480 x 480 pixels, and paths are stored as CSV
files with start, goal, and intermediate coordinates.

A. Dataset Generation

We used random forest maps from the MPT paper. The
IRRT*-RRMS algorithm, with post-processing, was used to
generate paths. For real-robot datasets, obstacle areas were
expanded by half the robot size. Maps were resized to 224 x
224 pixels for ViT compatibility, and 100 paths were generated
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Fig. 7: Path Planning Transformers (PPT)

per map. Fig. 8 shows dataset examples and CSV files with
start (z5,ys), goal (z4,v,), and intermediate points (x;,v;).

Dd Xs Vs
_I_r;l_/s Y1
v ¥,
Vs
Xs Vs g |Y2
1
X1 or Vg Solution N
X2 Y2 I
Solution 3
X3 V3
4 Solution 2
X4 Ya
Xg Ys | Solution 1

224 x 224 pixels
(PNG)

Solutions from IRRT*-RRMS
with Bacterial Mutation and Node Deletion algorithm

Fig. 8: Dataset Illustration

B. Dataset Encoding

We followed the ViT approach [30] to tokenize map patches
(32 x 32) into 49 tokens, flattened to 1D embeddings. Each
path is limited to 32 coordinates, including start (type-0),
goal (type-1), intermediate (type-2), stop (type-4), and padding
(type-3). Stop is marked as (0,0); padding as (-1,-1). Fig. 9
shows reordering for transformer input: (0,1,2,4,3,...).

Path_I.csv
12, 37
40, 33
16, 29
33, 28

!

coordinate 12,37 | 33,28 | 40,33 | 16,29 -1,-1
type 0 1 2 2 3 3 3
Attention mask 1 1 1 1 0 0 0
L J
Y
A total of 32 coordinates

Fig. 9: Path Embedding and Reordering
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C. Decoder and Loss Function

The decoder is based on the Time Series Transformer [31].
We used 3 decoder layers, a feature size of 768, and predicted
32 waypoints. The loss function (Eq. (2)) combines coordinate
MSE and type classification cross-entropy.

S|

L2 o2
Z (Tij — &i5)" + (a5 — 9ij)” — tij 10gpij>

i=1
()

1 S
LZEZ(
Jj=1

where
n = Number of intermediate points in each sample
S = Total number of samples
x = Prediction x-coordinate of each point
y = Prediction y-coordinate of each point
Z = Ground truth x-coordinate of each point
y = Ground truth y-coordinate of each point
t = One hot encoded of the truth value of coordinate type
p = Soft-Max probability for the type of each point

D. Training

Model training was performed using PyTorch on an Intel i9
laptop with an RTX 3080 GPU. Learning started at 5e —5 and
decayed to le — 5 as validation loss converged. Each dataset
was trained with the Adam optimizer, batch size 100.

Point Robot Model: Trained on 10,000 samples for 156
epochs. The best model was saved at epoch 105 with loss
1,571 (Fig. 10).

0000 Losses vs. Epochs (Point Robot Dataset)

Traning Loss
Validation Loss | |

8000
7000
6000

13

& 5000 H

-
4000 |
3000 f

2000

1000
0

20 40 60 80

Epoch

100 120 140 160

Fig. 10: Validation Loss (Point Robot Dataset)

Real-size Robot Model: Trained on 3,000 samples for 450
epochs. Optimal validation loss: 1,371 at epoch 353 (Fig. 11).

Figures 10 and 11 illustrate the training and validation loss
curves for the transformer model trained on the point robot
dataset and the real-size robot dataset, respectively. In both
cases, the loss decreases rapidly during the initial training
stage and gradually stabilizes as the training progresses. The
validation loss closely follows the training loss throughout the
training process, indicating stable convergence and suggesting
that the model does not suffer from significant overfitting.
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Fig. 11: Validation Loss (Real-size Robot Dataset)

These results demonstrate that the transformer model success-
fully learns the relationship between the map representation
and the corresponding waypoint sequences generated by the
IRRT*-RRMS algorithm.

E. Prediction Flow

The prediction processes are depicted in Fig. 12. The
iterations start by determining the starting and goal points.
The model predicts the result and concatenates the first co-
ordinate to the original series. The iterations continue until
the predicted coordinate is the padding or stop point; then,
the iterations stop, and the solution is exported as a series of
coordinates. The path results are checked for collision with
the environment. If the path is collision-free, the solution can
be used. On the other hand, the path results are fine-tuned
with post-processing algorithms, which were mentioned in
subsection post-processing algorithms. The solution path with
the post-processing algorithms is called a Path Planning Trans-
former with Bacterial Mutation and Node Deletion algorithms
(PPT-BM-ND).

Input
start and goal points

O X y
21

Type
0-Start
1-Goal

2-Intermediate

Predict intermediate point
from trained model 14 26

| n
Y2

Iteration 1

Concatenate a Predicted lteration 2 2-Intermediate

Point to the Original Input

2-Intermediate

2-Intermediate

Iteration n Xn

End of
points?

Export the path result

Fig. 12: Prediction Process of PPT

Iteration n+1 4-Stop

VI. RESULTS

In the following result figures, a b lue t riangle m arker de-
notes the starting point, while a green circle marker represents
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the goal point. The blue line indicates the path generated by
the Proposed Path Transformer model. For post-processing en-
hancement methods, the red line illustrates the final trajectory
produced by the PPT-BM-ND approach, which incorporates
bacterial mutation and node deletion algorithms.

A. Point Robot Case

Fig. 13 compares path planning results using PPT and PPT-
BM-ND. PPT alone (blue) occasionally results in collisions,
while PPT-BM-ND (red) corrects these. As seen in Table II,
PPT-BM-ND achieves 100% collision-free paths with minimal
increase in path length and substantially lower computational
time than IRRT*-RRMS. The average computation time for
100 samples is 0.614 s. Although maps are from training, start
and goal points were randomly chosen.

PPT-BM-ND

(pixels)

ol ..‘

0 100 200 300 400
X (pixels)

(b) PPT-BM-ND (red) vs. PPT
(blue)

X (pixels)

(a) PPT Only (blue)

Fig. 13: Point Robot Path Planning Results from Start (blue
triangle) to Goal (green circle) Points

TABLE II
NUMERICAL RESULTS: POINT ROBOT (Fig. 13b)

Method Path Length (px) Time (s)  Collision-Free?
IRRT*-RRMS 295 26.45 Yes
PPT 280 0.09 No
PPT-BM-ND 296 2.09 Yes

B. Real-size Robot Case

Fig. 14 shows results for real-size robots. PPT-BM-ND
achieves 100% success, improving upon PPT’s 75% and
maintaining a shorter computation time than IRRT*-RRMS.
The average inference time was 0.520 s (Table III).

TABLE III
NUMERICAL RESULTS: REAL-SIZE ROBOT (Fig. 14b)

Method Path Length (px) Time (s)  Collision-Free?
IRRT*-RRMS 367 17.25 Yes
PPT 338 0.88 No
PPT-BM-ND 379 2.70 Yes
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PPT-BM-ND

0 100 200 300 400 0 100 200 300 400
X (pixels) X (pixels)

(a) PPT Only (blue) (b) PPT-BM-ND (red) vs. PPT
(blue)

Fig. 14: Real-size Robot Results from Start (blue triangle) to Goal
(green circle) Points

C. Unseen Map (Point Robot)

We tested generalization using unseen maps. As Fig. 15
shows, PPT produced valid paths in 40% of cases, while PPT-
BM-ND achieved 100%. Table IV shows comparable path
lengths but faster computation than IRRT*-RRMS. Average
inference time: 1.22 s.

e gt

PPT-BM-ND

350 . .
“ae’s® $382
e d el
- .'f’.g’u"-, %
e da®® ot

0 100 200 300 400 0 100 200 300 400
X (pixels) X (pixels)

(a) PPT Only (blue) (b) PPT-BM-ND (red) vs. PPT
(blue)

Fig. 15: Unseen Map Test: Point Robot from Start (blue

triangle) to Goal (green circle) Points

TABLE IV
UNSEEN MAP RESULTS (Fig. 15b)

Method Path Length (px) Time (s)  Collision-Free?
IRRT*-RRMS 321 13.48 Yes
PPT 332 0.05 No
PPT-BM-ND 331 2.06 Yes

D. Real-World Implementation

A real environment was built to evaluate PPT on unseen data
using the “Stephen” robot (Fig. 16). The test area (5.2 m. x 4.8
m.) was mapped using ROS and LiDAR (Fig. 17). The robot
first explored the environment to construct an occupancy grid
map representing obstacle regions and free space. This map
was then used as the global map input for the path planning
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algorithm. The real-world experiment primarily serves as a
proof-of-concept validation demonstrating that the proposed
transformer-based planning approach can be deployed on a
physical robot platform. Obstacle regions were added to ensure
safety. Fig. 18 shows that PPT only produced a non-usable
path (blue), while PPT-BM-ND (red) generated a collision-
free solution suitable for execution. A demonstration video is
available: (Video Link).

To further evaluate the robustness of the proposed approach,
an additional real-world navigation experiment was conducted.
In this experiment, different start and goal positions were
selected within the environment to test the ability of the Path
Planning Transformer to generate feasible paths under varying
navigation conditions.

As shown in Fig. 19, the transformer model predicts inter-
mediate waypoints between the start and goal locations. The
predicted path is then refined using the Bacterial Mutation and
Node Deletion post-processing algorithms to ensure collision-
free navigation.

The results demonstrate that the proposed framework suc-
cessfully generates feasible paths in different navigation sce-
narios within the same real-world environment. The refined
path avoids obstacle regions and produces smooth trajectories
that can be executed by the robot.

Fig. 16: Stephen Robot

*®

”

—— .
Fig. 17: Scanned Environment (SLAM)
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Fig. 18: Case I: Path Planning in Real Environment, The blue
line shows the path predicted by the Path Planning
Transformer, while the red line represents the refined trajectory
obtained after applying the Bacterial Mutation and Node
Deletion post-processing algorithms.
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Fig. 19: Case II: Path Planning in Real Environment.

VII. DISCUSSION

The PPT-BM-ND approach consistently generated accurate,
collision-free paths with fewer vertices and shorter inference
times than IRRT*-RRMS and MPT. Table V summarizes the
performance across algorithms. PPT-BM-ND achieved 100%
collision-free path success rate in all tested cases, including
unseen maps and real-world deployment. Although randomly
generated maps were used during dataset generation to cre-
ate diverse navigation scenarios, future work will investigate
structured environments such as factory layouts with corridors
and workstations.
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TABLE V
PERFORMANCE COMPARISON: MPT vs. PPT VARANTS

Method Collision-free Path ~ Vertices Count
Success Rate (%)

IRRT*-RRMS 100 0-10

MPT 100 60

PPT (Point Robot) 70 0-10

PPT (Real-size Robot) 75 0-10

PPT (Unseen Map) 40 0-10
PPT-BM-ND 100 0-10

A. Comparison of Deterministic and Stochastic Approaches

The IRRT*-RRMS algorithm operates as a deterministic
sampling-based planner that guarantees convergence to an
optimal solution given sufficient sampling. However, its iter-
ative nature can be computationally intensive in complex or
dynamic environments. In contrast, the proposed Path Planning
Transformer is a stochastic model that learns the underlying
patterns of collision-free paths from the IRRT*-RRMS dataset.

The primary benefits of this hybrid approach include:

o Computational Efficiency: Once trained, the PPT predicts
paths in a single forward pass, significantly reducing
the computation time compared to the iterative sampling
required by IRRT*-RRMS.

« Knowledge Distillation: The model leverages high-
quality, structured datasets generated by the improved
algorithm to achieve better generalization than models
trained on raw RRT data.

The primary drawback is the inherent uncertainty (stochas-
ticity) of neural network predictions, which may occasionally
result in sub-optimal or infeasible paths. To address this,
we integrated Bacterial Mutation and Node Deletion as post-
processing steps to refine these stochastic outputs into reliable,
collision-free trajectories.

Although the proposed framework demonstrates promising
performance in the evaluated scenarios, additional robustness
tests such as noisy map inputs, partial observability, and
dynamic obstacle environments could further strengthen the
evaluation. These conditions are common in real-world robotic
systems where sensor measurements may be uncertain or in-
complete. Investigating the performance of transformer-based
path planning models under such conditions is an important
direction for future research.

VIII. CONCLUSION

In this paper, a Path Planning Transformer framework super-
vised by the Improved Rapidly-exploring Random Tree with
Reduced Random Map Size algorithm was proposed for mo-
bile robot navigation. The deterministic IRRT*-RRMS algo-
rithm was first used to generate high-quality training datasets,
which enabled the transformer model to learn structured path
planning patterns from optimized solutions. The trained model
was then applied to predict intermediate waypoints between
the starting and goal positions in unknown environments.
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Experimental results demonstrate that the proposed
transformer-based model significantly reduces the computation
time required for path planning compared with the original
IRRT*-RRMS algorithm. While the PPT model alone occa-
sionally produces infeasible paths due to the stochastic nature
of neural network predictions, the integration of Bacterial
Mutation and Node Deletion post-processing algorithms (PPT-
BM-ND) effectively improves the reliability of the predicted
trajectories. The results show that the proposed framework
achieves a 100% collision-free success rate while main-
taining substantially lower computation time than traditional
sampling-based planning methods.

The proposed approach highlights the potential of com-
bining deterministic planning algorithms with learning-based
models, where classical planners provide reliable training data
and transformer architectures enable fast inference during
deployment. The experimental validation on both simulated
environments and a real robot platform demonstrates the
practical applicability of the method.

Future work will focus on extending the proposed frame-
work to more complex navigation scenarios, including dy-
namic environments, multi-robot coordination, and larger-
scale environments, as well as investigating improved learning
strategies to further enhance the generalization capability of
transformer-based path planning models.
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The WiMob conference is an international forum for the exchange of experience and knowledge among
researchers and developers concerned with wireless and mobile technology. For twenty-two years, the
International WiMob conference has provided unique opportunities for researchers to interact, share
new results, show live demonstrations, and discuss emerging directions in next-generation networks,
5G/6G, loT and Artificial Intelligence based Communication and Networking.

WiMob 2026 will take place on 14-16 October 2026, at the Avignon Grand Hotel, Avignon, France.
Avignon is the very charming and historical city in south of France, the Provence. It is a vibrant city, seat
of the popes and city of the art..

WiMob 2026 is soliciting high-quality technical papers addressing research challenges in the areas of
Wireless Communication, Next Generation Mobile Networking, Mobility and Nomadicity, Ubiquitous
Computing, Services and Applications, Green and sustainable communications and network computing,
Security on Wireless and mobile Networks and Artificial Intelligence based Communications and
Networking. Papers should present original work validated via analysis, simulation or experimentation.
Practical experiences and testbed trials also are welcome.

IEEE WiMob 2026 will host FIVE parallel symposia, including but not limited to the following topics:
e Wireless Communications (WC)

* Next Generation Mobile Networking (NGMN)

o Artificial Intelligence based Communications & Networking (AICN)

e Blockchain and Cryptocurrency in Mobile Networks (BCMN)

e Trust, Security and Privacy in Wireless and Mobile Networks (SWMN)

IMPORTANT DATES

Papers Submission: June 1, 2026

Notification of Acceptance: July 30, 2026

Camera Ready & Author Registration: September 1, 2026
Registrations for Authors: September 1, 2026

INSTRUCTIONS FOR PAPER SUBMISSION

Authors are required to submit fully formatted, original papers (PDF), with graphs, images, and other
special areas arranged as intended for the final publication.

Papers should be written in English conforming to the IEEE standard conference format (8.5" x 11" - US
letter, Two-Column). The initial submission for review will be limited to 8 pages. The final manuscript
for publication will be limited to 8 IEEE pages. Additional charges may apply for additional pages.

Conference content will be submitted for inclusion into IEEE Xplore as well as other Abstracting and
Indexing (A&l) databases.

Each accepted paper must be presented at the conference by one of the co-authors or a third party.
Only timely submissions through EDAS here will be accepted.

For more details please visit the WiMob 2026 official website (www.wimob.org/wimob2026).

ACCEPTED PAPERS

All accepted papers will be published in the conference proceedings and will be accessible via the IEEE

Xplore Digital Library.
|EEE '
SOC W/

| I IEEE Commumcatmns Society
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Call for Paper

22nd International Conference on Network and Service Management

Evolving Network and Service Management: From Automation to
Agentic Intelligence

Alcala de Henares (Madrid), Spain // 26 - 30 October, 2026

CALL FOR PAPERS

The 22nd International conference on Network and Service Management (CNSM) is inviting
authors to submit original contributions to network and service management research. CNSM is a
selective single-track conference that covers all aspects of network and service management,
pervasive systems, enterprises, and cloud computing environments. In particular, CNSM 2026 will
focus on Evolving Network and Service Management: From Automation to Agentic
Intelligence.

Papers accepted and presented at CNSM 2026 will be submitted for inclusion into IEEE Xplore,
subject to meeting IEEE Xplore's scope and quality requirements. Authors of selected papers
accepted for publication in the CNSM 2026 proceedings will be invited to submit an extended

Important Dates
Paper Submission:

15 June 2026

Rebuttal Period:

19-21 August 2026
Acceptance Notification:
26 August 2026
Camera Ready due:

14 September 2026

Technical Program Co-
Chairs

Molka Gharbaoui, Scuola
Superiore Sant'/Anna, Italy

Mohamed Faten Zhani, King
Fahd University of Petroleum
and Minerals, Saudi Arabia
General Co-Chairs

Elisa Rojas, Universidad de
Alcald, Spain

Jaime Galan-Jiménez,
University of Extremadura,
Spain

version of their papers to the IEEE Transactions on Network and Service Management journal.
Topics of Interest (but not limited to)

Technologies

« Communication Protocols

» Middleware

» Overlay Networks

* Peer-to-Peer Networks

* Technologies for Computing
Continuum

* 5G/6G Networks

* Federated and Distributed
Learning

» Generative Al and Large
Language Models

« Green and Sustainable
Networking

* Information Visualization

« Software-Defined
Networking

* Monitoring and
Measurements

» Multi-Access Edge
Computing

» Network Function
Virtualization

* Orchestration

» Operations and Business
Support Systems

» Control and Data Plane
Programmability

* Distributed Ledger
Technology

« Digital Twins for Networks
and Services

* Reinforcement Learning

» Secure and Dependable
Networking

Paper Submission

Service Management

* Multimedia Services

« Content Delivery Services

+ Cloud/Edge Computing
Services

* Data Services

* Internet Connectivity and
Internet Access Services

* Internet of Things Services

* Security Services

» Context-Aware Services

* Information Technology
Services

« Service Assurance

Functional Areas

* Fault Management

« Configuration Management
» Accounting Management

* Performance Management
» Security Management

Management Paradigms
* Centralized Management
* Hierarchical Management
* Distributed Management
» Federated Management
» Autonomic and Cognitive
Management
« Policy- and Intent-Based
Management
* Model-Driven Management
* Pro-active
Management

» Energy-aware Management
* QoE-Centric Management

Methods

« Artificial Intelligence and
Machine Learning

» Mathematical Logic and
Automated Reasoning

* Optimization Theories

+ Control Theory

* Probability Theory,
Stochastic Processes, and
Queuing Theory

« Artificial Intelligence and
Machine Learning

* Evolutionary Algorithms

» Economic Theory and Game
Theory

* Monitoring and
Measurements

« Data Mining and (Big) Data
Analysis

« Computer Simulation
Experiments

« Testbed Experimentation
and Field Trials

« Software Engineering
Methodologies

Authors are invited to submit original contributions that have not been published or submitted for
publication elsewhere. Papers should be prepared using the IEEE 2-column conference style and
are limited to 9 pages including references (full papers) or 5 pages including references (short
papers). Papers must be submitted electronically in PDF format through EDAS  at
https://edas.info/N35030

Papers exceeding page limits, multiple submissions, and self-plagiarized papers will be rejected
without further review. All other papers will get a thorough single-blind review process, followed by
a rebuttal phase.

For further information, pl check http://www.cnsm-conf.org/2026/
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Call for Paper

International Conference on Interconnected Al and NETworks

N NT AIXNET 2026
AJ/X&ET November 23-25, 2026
Paris, France

CALL FOR PAPERS

Networks are entering an era where both classical ML and emerging generative and agentic Al are transforming end-to-end networking—from intent
capture to closed-loop control across RAN, Core, transport, and edge/cloud. AIXNET welcomes contributions that advance algorithms, architectures,
protocols, evaluations, and safeguards for trustworthy, explainable, and safe-to-operate Al-driven networking. We particularly encourage rigorous compar-
ative studies across control layers (SMO/intent vs near-RT vs lower-layer control), and the release of open datasets and artifacts to help the community
build together.

AIXNET is intending to build a stimulating, open, dynamic, and friendly forum to co-create the future and spark collaborations across teams. The confer-
ence will be a unique opportunity to gather academic and industry research on this crucial topic for 2030 networks. Expect interactive sessions, demos,
and time for discussion.

Main Topics of Interest include (but are not limited to)

. Agentic Al: from Human Intent to Action Autonomy 4. Al/ML for wireless/optical/satellite networks Possible Bias sources and mitigation (data, prompts,

« Networked “XLM" challenges: Intent capture/parsing/policy ~ + Open, Programmable and Al-Native Radio Access Network tools, policies); fairness in resource allocation and service
synthesis at SMO and service layers, use of Large, Small or and nodes admission
Machine Language Models (LLM, SLM, MLM) « Intelligent radio resource management and spectrum = Trust, safety and ethical considerations in generative and

« Hierarchical/heterogeneous agents spanning non-RT and allocation agentic Al networking
near-RT control (e.g, O-RAN RIC), Core CNFs, and edge + Self-organizing networks (SON) and autonomous network 7, Explainability and trustworthiness: Bias and
resources ) management ) Functional Safety

+ Agentic 6G functions ) + Alnative air interface design for 6G + Human in the loop supervision and autonomy levels for

« Interconnection and collaboration between Al agents = Autonomous satellite network management and safe operations

« Tool and protocpls for network—facnjg agents (eg, orchestration _ o « Explainability for operator oversight (pre/post methods,
MCP-enabled clients/servers), conflict resolution, safe * Alfor LEO/MEO/GEQ constellation optimization; Integrated rationales, provenance, accountability logs)
rollbacks terrestnal—satelhte_ network intelligence ) + Security and governance for Al-operated changes

2.New paradigms for networking: from Classical ML~ * Al and ML for optical systems and networks; Optical (access control, authorization, verification,
to xLM-based Control at Scale network control a_nd management; ela_suc opucal_ networks compliance-by-design)

« Supervised/unsupervised/self-supervised learning for and software-defined optics; Digital twins for optical + Possible Bias sources and mitigation (data, prompts,
prediction, anomaly detection, resource allocation, QoE network planning and optimization tools, policies); fairness in resource allocation and service
optimization 5. Comparative Designs Across Layers: SMO/Intent vs admission

« ML and LLM techniques for scheduling, slicing, mobility, Near-RT vs Lower-Layer Control « Trust, safety and ethical considerations in generative and
energy saving; cross-domain orchestration across RAN/ « Side-by-side evaluations of top-down (intent-driven) vs agentic Al networking
Core/transport for BSG and 6G bottom-up (local) autonomy 8. Evaluation, Benchmarks, Open Datasets, and

« Programmable data planes (P4/eBPF) and SDN control * Responsibility split across SMO policies, RIC xApps/rApps, experimentations
plane with MLinthe-loop; NWDAF-enabled analytics Core functions, device/edge controllers « Public datasets/benchmarks for RAN/Core/transport/edge;

+ Challenges for access networks and edge networking, « Stability, latency and safety; arbitration under competing simulated vs real testbeds
use of alternative models, SLM, TRM ) objectives (QoE, energy, cost, SLAs) o « Evaluation methodology and built of meaningful KPIs (e.g.,

. Archltecture_ and framewprk for agentic Al networking + Cross-layer observability, auditability, and explainability relying on MTTR, SLO, energy-QoE trade-offs...)

+ Data collection and labeling methodologies « Network performance metric in generative and agentic Al

3. Machine Learning and Artificial Intelligence for 6. Explainability and trustworthiness: Bias and communication systems
the Physical Layer Functional Safety « Digital twins, experimentation platforms, and testbeds for

- AI/ML for PHY layer optimization: new air interfaces, - Human in the loop supervision and autonomy levels for generative and agentic Al networking
waveforms, modulation and coding techniques safe operations * Reproducible pipelines, artifact sharing, and insightful

« Al/ML-augmented next generation multiple access « Explainability for operator oversight (pre/post methods, negative reslts, robustness to drift
techniques (SDMA, NOMA, RSMA) rationales, provenance, accountability logs) + Sustainability and cost modeling (e.g,, compute budgets,

« Physical layer AIML techniques for Massive MIMO; « Security and governance for Al-operated changes (access edge vs cloud placement)

Cell-free and distributed massive MIMO; Massive, control, authorization, verification, compliance-by-design)

Ultra-Massive, extreme, and fluid MIMO

Al/ML-based waveform design techniques tailored https.//a ixnet.d hac.org

for emerging multi-antenna solutions, including

different RIS architectures, XL-MIMO, pinching antennas, IMPORTANT DATES: ORGANIZING COMMITTEE:
moveable antennas, fluid antennas, etc. L. )
« ML for Terahertz and Millimeter Wave communications Paper Submission Due:
ML for Terahe June 20, 2026 GENERAL CO-CHAIRS: TPC CO-CHAIRS:
Notification of Acceptance: Stefano Secci Sahar Hoteit
September 15, 2026 Cnam, France Université Paris-Saclay, France
Camera-Ready Papers due: Emmanuel Bertin Chiara Contoli
September 30, 2025 Orange Innovation, France University of Urbino, Italy

MARCH 2026 « voLUME XVII| « NUMBER 1 111




INFOCOMMUNICATIONS JOURNAL

Guidelines for our Authors

Guidelines for our Authors

Format of the manuscripts

References

Original manuscripts and final versions of papers
should be submitted in IEEE format according to the
formatting instructions available on

https://journals.ieeeauthorcenter.ieee.org/

Then click: "IEEE Author Tools for Journals"

- "Article Templates"

- "Templates for Transactions".

Length of the manuscripts

The length of papers in the aforementioned format
should be 6-8 journal pages.

Wherever appropriate, include 1-2 figures or tables
per journal page.

Paper structure

Papers should follow the standard structure, consist-
ing of Introduction (the part of paper numbered by
“1”), and Conclusion (the last numbered part) and
several Sections in between.

The Introduction should introduce the topic, tell why
the subject of the paper is important, summarize the
state of the art with references to existing works and
underline the main innovative results of the paper.
The Introduction should conclude with outlining the
structure of the paper.

Accompanying parts

Papers should be accompanied by an Abstract and a
few Index Terms (Keywords). For the final version of
accepted papers, please send the shortcvs and photos
of the authors as well.

Authors

References should be listed at the end of the paper
in the IEEE format, see below:

a) Last name of author or authors and first name or

initials, or name of organization

b) Title of article in quotation marks

c) Title of periodical in full and set in italics

d) Volume, number, and, if available, part

e) First and last pages of article

f) Date of issue

g) Document Object Identifier (DOI)
[11] Boggs, S.A. and Fujimoto, N., “Techniques and
instrumentation for measurement of transients in
gas-insulated switchgear,” IEEE Transactions on
Electrical Installation, vol. ET-19, no. 2, pp.87-92,
April 1984. DOI: 10.1109/TEI.1984.298778

Format of a book reference:

[26] Peck, R.B., Hanson, W.E., and Thornburn,
T H., Foundation Engineering, 2nd ed. New York:
McGraw-Hill, 1972, pp.230-292.

All references should be referred by the correspond-
ing numbers in the text.

Figures

Figures should be black-and-white, clear, and drawn
by the authors. Do not use figures or pictures down-
loaded from the Internet. Figures and pictures should
be submitted also as separate files. Captions are ob-
ligatory. Within the text, references should be made
by figure numbers, e.g. “see Fig. 2.”

When using figures from other printed materials, ex-
act references and note on copyright should be in-
cluded. Obtaining the copyright is the responsibility
of authors.

Contact address

In the title of the paper, authors are listed in the or-
der given in the submitted manuscript. Their full affili-
ations and e-mail addresses will be given in a footnote
on the first page as shown in the template. No
degrees or other titles of the authors are given. Mem-
berships of IEEE, HTE and other professional socie-
ties will be indicated so please supply this information.
When submitting the manuscript, one of the authors
should be indicated as corresponding author provid-
ing his/her postal address, fax number and telephone
number for eventual correspondence and communi-
cation with the Editorial Board.

112

Authors are requested to submit their papers
electronically via the following portal address:
https://www.ojs.hte.hu/infocommunications_journal/
about/submissions

If you have any question about the journal or the
submission process, please do not hesitate to con-
tact us via e-mail:

Editor-in-Chief: Pal Varga — pvarga@tmit.ome.hu
Associate Editor-in-Chief:

Jozsef Bird — biro@tmit.bme.hu

Laszl6 Bacsardi — bacsardi@hit.bme.hu
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Soecial Issue

of the Infocommunication Journal
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-

Data Scienge gnd
lnformation%chnology

The topics include, but are not limited to:

Artificial Intelligence and its Applications ¢ Stochastic Models in Data
Science « Automata, Logie, and Models of Computation« Predictive
Analytics» Cybetgeéurity * Temporal Data Science with Applications ¢
Autonomous Vehicles and Embedded Systems ¢ Virtual Reality and Its
Applications ¢ Software Technology ¢ Internet of Things, Operational
Technology, and Network Intelligence ¢ Al Methods in Experimental
Particle Physics

Call for Papers

This special issue collects the latest
results emerging on the field of

Data Science and Information Technology. |ﬂf0¢0mmunic¢.\tions
Special Issue Editors: -'Ourllt\l

Dr. Andras Haidu A PUBLICATION OF THE SCIENTIFIC ASSOCIATION FOR INFOCOMMUNICATIONS (HTE)
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Dr. Tamas Marton Bérczes; Dr. Zoltan Gal;
Andrea Pintér-Huszti; Dr. Attila Laszlé Gilanyi;
Dr. Sandor Baran; Dr. Imre Varga Ly
University of Debrecen, Hungary

Prof. Péter Baranyi

CIAS at the Corvinus University of Budapest
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SCIENTIFIC ASSOCIATION FOR INFOCOMMUNICATIONS

nt

SCIENTIFIC
ASSOCIATION FOR

INFOCOMMUNICATIONS

HUNGARY

Who we are

Founded in 1949, the Scientific Association for Info-
communications (formerly known as Scientific Society
for Telecommunications) is a voluntary and autono-
mous professional society of engineers and econo-
mists, researchers and businessmen, managers and
educational, regulatory and other professionals work-
ing in the fields of telecommunications, broadcast-
ing, electronics, information and media technologies
in Hungary.

Besides its 1000 individual members, the Scientific
Association for Infocommunications (in Hungarian:
HIRKOZLESI ES INFORMATIKAI TUDOMANYOS EGYESULET, HTE)
has more than 60 corporate members as well. Among
them there are large companies and small-and-medi-
um enterprises with industrial, trade, service-providing,
research and development activities, as well as educa-
tional institutions and research centers.

HTE is a Sister Society of the Institute of Electrical and
Electronics Engineers, Inc. (IEEE) and the IEEE Communi-
cations Society.

What we do

HTE has a broad range of activities that aim to pro-
mote the convergence of information and communi-
cation technologies and the deployment of synergic
applications and services, to broaden the knowledge
and skills of our members, to facilitate the exchange
of ideas and experiences, as well as to integrate and

harmonize the professional opinions and standpoints
derived from various group interests and market dy-
namics.

To achieve these goals, we...

e contribute to the analysis of technical, economic,
and social questions related to our field of compe-
tence, and forward the synthesized opinion of our
experts to scientific, legislative, industrial and edu-
cational organizations and institutions;

¢ follow the national and international trends and
results related to our field of competence, foster
the professional and business relations between
foreign and Hungarian companies and institutes;

e organize an extensive range of lectures, seminars,
debates, conferences, exhibitions, company pres-
entations, and club events in order to transfer and
deploy scientific, technical and economic knowl-
edge and skills;

e promote professional secondary and higher edu-
cation and take active part in the development of
professional education, teaching and training;

e establish and maintain relations with other domes-
tic and foreign fellow associations, IEEE sister soci-
eties;

e award prizes for outstanding scientific, education-
al, managerial, commercial and/or societal activities
and achievements in the fields of infocommunica-
tion.

Contact information

President: FERENC VAGUJHELYI ¢ elnok@hte.hu
Secretary-General: GABOR KOLLATH e kollath.gabor@hte.hu
Operations Director: PETER NAGY e nagy.peter@hte.hu

Address: H-1051 Budapest, Bajcsy-Zsilinszky str. 12, HUNGARY, Room: 502
Phone: +36 1 353 1027
E-mail: info@hte.hu, Web: www.hte.hu
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