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Abstract: The lifetime and thermal management of torsional vibration dampers, working with 
silicone oils, begin at the design and development phases, of this damping product, with help 
of properly developed material and CFD simulation models. Dynamic viscosity 
measurements have been carried out on AK 1 000 000 STAB silicone oil samples, with a 
high-precision rotational rheometer, to quantify the temperature and shear rate dependence 
of the mentioned silicone oil’s non-Newtonian viscous behavior. Eight commonly used 
pseudoplastic non-Newtonian viscosity models have been selected for model parameter 
estimation and comparison, to develop a reliable, accurate and easy-to-implement viscosity 
model valid in -40°C-200°C temperature and 0 1/s-1000 1/s shear rate ranges, based on the 
expected operational range of the fluid. The filling process of an existing, small-sized 
torsional vibration damper has been thoroughly analyzed under eight different filling 
conditions and filling time comparison. Filling mass characteristics, maximal allowed oil 
inlet temperatures and maximal oil fil ling velocities have been determined for each case with 
help of 3D, transient, multiphase, coupled fluid dynamic and heat transfer calculations. 

Keywords: torsional vibration damper; silicone oil; rheology; pseudoplastic viscosity model; 
multiphase simulation; CFD; Carreau-Yasuda model 

1 Introduction  

�'�X�H���W�R���W�K�H���Y�H�U�V�D�W�L�O�L�W�\���D�Q�G���I�D�Y�R�U�D�E�O�H���S�K�\�V�L�F�D�O�����F�K�H�P�L�F�D�O���D�Q�G���P�H�F�K�D�Q�L�F�D�O���S�U�R�S�H�U�W�L�H�V��
�R�I���V�L�O�L�F�R�Q�H���R�L�O�V���� �W�K�H�\�� �D�U�H���Z�L�G�H�O�\�� �X�V�H�G���L�Q���D�O�P�R�V�W���D�O�O���D�U�H�D�V���R�I�� �O�L�I�H���� �V�W�D�U�W�L�Q�J���I�U�R�P���W�K�H��
�P�H�G�L�F�D�O���� �I�R�R�G�� �D�Q�G�� �F�R�V�P�H�W�L�F���L�Q�G�X�V�W�U�L�H�V���W�R�� �L�Q�V�W�U�X�P�H�Q�W�� �W�H�F�K�Q�R�O�R�J�\���� �S�U�R�G�X�F�W�L�R�Q��



M. Venczel et al.Development of Viscosity Model and Application for Filling Process Calculation in Visco-Dampers 

�Å��8 �Å��

�W�H�F�K�Q�R�O�R�J�\�� �D�Q�G�� �V�F�L�H�Q�W�L�I�L�F-�W�K�H�R�U�H�W�L�F�D�O�� �U�H�V�H�D�U�F�K���� �X�S�� �W�R�� �P�D�F�K�L�Q�H�U�\���� �Y�H�K�L�F�O�H�� �D�Q�G��
�D�H�U�R�V�S�D�F�H���D�S�S�O�L�F�D�W�L�R�Q�V����

�:�L�W�K�L�Q�� �W�K�H�� �Y�H�K�L�F�O�H�� �L�Q�G�X�V�W�U�\���� �V�L�O�L�F�R�Q�H�� �R�L�O�V�� �S�O�D�\�� �D�Q���H�V�V�H�Q�W�L�D�O���U�R�O�H�� �L�Q�� �G�D�P�S�L�Q�J�� �R�I��
�K�D�U�P�I�X�O�� �W�R�U�V�L�R�Q�D�O�� �R�V�F�L�O�O�D�W�L�R�Q�V�� �D�Z�D�N�H�Q�L�Q�J���R�Q�� �W�K�H�� �F�U�D�Q�N�V�K�D�I�W�� �R�I�� �K�L�J�K-�S�H�U�I�R�U�P�D�Q�F�H��
�L�Q�W�H�U�Q�D�O�� �F�R�P�E�X�V�W�L�R�Q�� �H�Q�J�L�Q�H�V�� �W�R�� �H�[�W�H�Q�G�� �W�K�H�� �H�Q�J�L�Q�H�V�
�� �O�L�I�H�W�L�P�H���� �9�L�V�F�R�X�V�� �W�R�U�V�L�R�Q�D�O��
�Y�L�E�U�D�W�L�R�Q�� �G�D�P�S�H�U�V�� ���V�K�R�U�W�O�\�� �Y�L�V�F�R-�G�D�P�S�H�U�V���R�U�� �7�9�'�V���� �Z�L�O�O�� �U�H�P�D�L�Q�� �W�K�H�� �S�U�L�P�D�U�\��
�Z�R�U�N�L�Q�J���G�H�Y�L�F�H���L�Q���D�O�O���O�D�U�J�H-�V�F�D�O�H���L�Q�W�H�U�Q�D�O���F�R�P�E�X�V�W�L�R�Q���H�Q�J�L�Q�H�V�����H���J�������V�K�L�S�V�����Z�K�H�U�H���W�K�H��
�J�H�Q�H�U�D�W�L�R�Q���� �P�D�L�Q�W�H�Q�D�Q�F�H�� �D�Q�G�� �U�H�J�X�O�D�W�L�R�Q�� �R�I�� �W�K�H�� �H�O�H�F�W�U�R�P�D�J�Q�H�W�L�F�� �I�L�H�O�G�� �F�D�Q�Q�R�W�� �E�H��
�V�R�O�Y�H�G�� �L�Q�� �D�Q�� �H�I�I�L�F�L�H�Q�W�� �D�Q�G�� �H�F�R�Q�R�P�L�F�D�O�� �Z�D�\�� �I�R�U�� �W�K�H�� �D�S�S�O�L�F�D�W�L�R�Q�� �R�I�� �D�� �I�O�X�L�G-�G�D�P�S�H�U��
�R�S�H�U�D�W�L�Q�J���R�Q���W�K�H���P�D�J�Q�H�W�R�U�K�H�R�O�R�J�L�F�D�O���S�U�L�Q�F�L�S�O�H��[1]�����$�S�D�U�W���I�U�R�P���W�K�H���Y�H�K�L�F�O�H���L�Q�G�X�V�W�U�\��
�X�W�L�O�L�]�D�W�L�R�Q�V���� �Y�L�V�F�R-�G�D�P�S�H�U�V�� �D�U�H���S�U�H�I�H�U�U�H�G���Q�R�W�� �R�Q�O�\�� �L�Q�� �W�K�H�� �H�Q�H�U�J�H�W�L�F�� �D�Q�G�� �P�L�Q�L�Q�J��
�V�H�F�W�R�U�V�����E�X�W�� �W�K�H�\�� �D�U�H�� �D�O�V�R�� �D�S�S�O�L�H�G�� �L�Q�� �W�K�H�� �P�D�U�N�H�W�V�� �R�I�� �F�R�P�E�L�Q�H�G�� �K�H�D�W�� �D�Q�G�� �S�R�Z�H�U����
�L�Q�G�X�V�W�U�L�D�O�� �P�D�Q�X�I�D�F�W�X�U�L�Q�J�� �	�� �S�U�R�F�H�V�V�L�Q�J���� �H�Q�H�U�J�\�� �D�Q�G�� �X�W�L�O�L�W�L�H�V���� �O�D�Q�G�I�L�O�O���� �E�L�R�J�D�V�� �D�Q�G��
�D�J�U�L�F�X�O�W�X�U�H����

�6�L�Q�F�H���Y�L�V�F�R-�G�D�P�S�H�U�V���D�U�H���F�R�Q�V�L�G�H�U�H�G���D���P�X�O�W�L-�L�Q�G�X�V�W�U�\���F�R�P�S�R�Q�H�Q�W���R�I���K�L�J�K���L�P�S�R�U�W�D�Q�F�H��
�I�U�R�P�� �W�K�H�� �V�D�I�H�W�\�� �S�R�L�Q�W�� �R�I�� �Y�L�H�Z���� �W�K�H�\�� �K�D�Y�H�� �D�� �V�W�U�R�Q�J�� �E�X�V�L�Q�H�V�V�� �D�Q�G�� �H�F�R�Q�R�P�L�F��
�E�D�F�N�J�U�R�X�Q�G�����:�K�L�O�H���W�K�H���L�Q�W�H�U�Q�D�O���F�R�P�E�X�V�W�L�R�Q���H�Q�J�L�Q�H���P�D�U�N�H�W���L�V���H�V�W�L�P�D�W�H�G���W�R���E�H���Z�R�U�W�K��
�8�6�'�����������������������P�L�O�O�L�R�Q���E�\�������������������������&�R�P�S�R�X�Q�G���$�Q�Q�X�D�O���*�U�R�Z�W�K���5�D�W�H���I�U�R�P����������-
���������������W�K�H���Y�L�V�F�R-�G�D�P�S�H�U���P�D�U�N�H�W���L�V���H�V�W�L�P�D�W�H�G���W�R���E�H���8�6�'�������������P�L�O�O�L�R�Q���E�\��������������������
�D�Y�H�U�D�J�H���J�U�R�Z�W�K���U�D�W�H���E�H�W�Z�H�H�Q�������������D�Q�G������������[2]������

�7�K�H���G�X�U�D�E�L�O�L�W�\���R�I�� �D���Y�L�V�F�R-�G�D�P�S�H�U���L�V���G�H�W�H�U�P�L�Q�H�G���E�\�� �W�K�H���O�L�I�H�W�L�P�H���R�I�� �W�K�H���V�L�O�L�F�R�Q�H���R�L�O��
�V�W�R�U�H�G���L�Q���L�W���� �7�K�H���R�L�O�¶�V���Z�H�D�U�L�Q�J���D�Q�G���G�H�J�U�D�G�D�W�L�R�Q���S�U�R�F�H�V�V���R�F�F�X�U���Q�R�W���R�Q�O�\�� �G�X�U�L�Q�J���W�K�H��
�R�S�H�U�D�W�L�R�Q�� �R�I�� �W�K�H�� �G�D�P�S�L�Q�J�� �G�H�Y�L�F�H�� ���Y�L�E�U�D�W�L�R�Q�� �G�D�P�S�L�Q�J�� �S�U�R�F�H�V�V���� �G�X�H�� �W�R�� �W�K�H�� �K�L�J�K��
�W�K�H�U�P�D�O���� �V�W�U�R�Q�J�� �P�H�F�K�D�Q�L�F�D�O�� �D�Q�G�� �O�R�Q�J-�O�D�V�W�L�Q�J�� �F�K�H�P�L�F�D�O�� �H�I�I�H�F�W�V�����E�X�W�� �L�W�� �V�W�D�U�W�V�� �D�W�� �W�K�H��
�S�U�R�G�X�F�W�L�R�Q���S�K�D�V�H���R�I���W�K�H���G�D�P�S�H�U���Z�K�H�Q���W�K�H���R�L�O���L�V���I�L�O�O�H�G���L�Q�W�R���W�K�H���G�D�P�S�H�U���J�D�S����

� 7� K� H� � � D� L� P� � � R� I� � � W� K� L� V� � � S� D� S� H� U� � � L� V� ��W�R���L�Q�Y�H�V�W�L�J�D�W�H�� �W�K�H�� �I�L�O�O�L�Q�J�� �S�U�R�F�H�V�V���E�\���F�R�Q�V�L�G�H�U�L�Q�J�� �W�K�H��
�P�L�Q�L�P�D�O�O�\���D�O�O�R�Z�H�G���R�L�O���G�H�J�U�D�G�D�W�L�R�Q���E�\���X�V�L�Q�J���I�O�X�L�G���I�O�R�Z���D�Q�G���W�K�H�U�P�D�O���F�D�O�F�X�O�D�W�L�R�Q�V���I�R�U��
�V�D�Y�L�Q�J���F�R�V�W�����W�L�P�H���D�Q�G���F�D�S�D�F�L�W�\���D�Q�G���W�R���R�S�W�L�P�L�]�H���W�K�H���S�U�R�F�H�V�V���D�O�V�R���W�R���U�H�D�F�K���W�K�H���V�D�P�H��
�J�R�D�O�V���G�X�U�L�Q�J���W�K�H���S�U�R�G�X�F�W�L�R�Q���S�U�R�F�H�V�V�����+�H�Q�F�H�����I�R�O�O�R�Z�L�Q�J���W�K�H���L�Q�W�U�R�G�X�F�W�L�R�Q���R�I���W�K�H���Y�L�V�F�R-
�G�D�P�S�H�U�V���D�Q�G���W�K�H�L�U���G�D�P�S�L�Q�J���P�H�G�L�X�P���D�V���V�L�O�L�F�R�Q�H���R�L�O�V�����W�K�H���V�H�F�R�Q�G���V�W�H�S���R�I���W�K�L�V���U�H�S�R�U�W��
�L�V���W�R���S�U�H�V�H�Q�W���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W�V���R�I���D���U�H�O�L�D�E�O�H���D�Q�G���D�F�F�X�U�D�W�H���V�L�O�L�F�R�Q�H���R�L�O���P�D�W�H�U�L�D�O���P�R�G�H�O��
�W�R���E�H���W�K�H���P�R�V�W���V�X�L�W�D�E�O�H���I�R�U���$�.�����������������������6�7�$�%���V�L�O�L�F�R�Q�H���R�L�O���L�Q���R�U�G�H�U���W�R���D�S�S�O�\���L�W���L�Q���D��
���'���� �W�U�D�Q�V�L�H�Q�W���� �P�X�O�W�L�S�K�D�V�H���� �F�R�X�S�O�H�G�� �I�O�X�L�G�� �G�\�Q�D�P�L�F�� �D�Q�G�� �K�H�D�W�� �W�U�D�Q�V�I�H�U�� �F�D�O�F�X�O�D�W�L�R�Q��
�V�X�L�W�D�E�O�H���I�R�U���W�H�V�W�L�Q�J���D�Q�G���R�S�W�L�P�L�]�L�Q�J���W�K�H���I�L�O�O�L�Q�J���S�U�R�F�H�V�V���R�I���Y�L�V�F�R-�G�D�P�S�H�U�V�����(�L�J�K�W���Q�R�Q-
�1�H�Z�W�R�Q�L�D�Q���Y�L�V�F�R�V�L�W�\���P�R�G�H�O�V���D�U�H���X�V�H�G�����W�H�V�W�H�G�����D�Q�G���F�R�P�S�D�U�H�G���Z�L�W�K���H�D�F�K���R�W�K�H�U���L�Q���W�H�U�P�V��
�R�I�� �E�H�V�W�� �S�D�U�D�P�H�W�H�U�� �L�G�H�Q�W�L�I�L�F�D�W�L�R�Q�� �D�Q�G�� �D�F�F�X�U�D�F�\���� �%�\�� �V�H�O�H�F�W�L�Q�J�� �W�K�H�� �P�R�V�W�� �D�S�S�U�R�S�U�L�D�W�H��
�Y�L�V�F�R�V�L�W�\���P�R�G�H�O�����W�K�H���P�D�[�L�P�X�P���D�O�O�R�Z�D�E�O�H���I�L�O�O�L�Q�J���L�Q�O�H�W���W�H�P�S�H�U�D�W�X�U�H���I�R�U���W�K�H���P�H�Q�W�L�R�Q�H�G��
�V�L�O�L�F�R�Q�H���R�L�O���L�V���D�O�V�R���L�G�H�Q�W�L�I�L�H�G���I�R�U���W�K�H���G�L�I�I�H�U�H�Q�W���I�L�O�O�L�Q�J���L�Q�O�H�W���R�Y�H�U�S�U�H�V�V�X�U�H���F�D�V�H�V������������
�3�D�������î���������3�D���������î���������3�D���D�Q�G�������î���������3�D�����F�D�O�F�X�O�D�W�H�G���Q�X�P�H�U�L�F�D�O�O�\�����R�Q���D���V�P�D�O�O-�V�L�]�H�G��
�Y�L�V�F�R-�G�D�P�S�H�U���J�D�S���J�H�R�P�H�W�U�\�����7�K�H���I�L�O�O�L�Q�J���W�L�P�H���U�H�T�X�L�U�H�G���W�R���S�X�V�K���W�K�H���V�D�P�H���D�P�R�X�Q�W���R�I��
�R�L�O�����������J�����L�Q�W�R���W�K�H���G�D�P�S�H�U���L�V���F�D�O�F�X�O�D�W�H�G�����D�Q�G���W�K�H���K�L�J�K�H�V�W���W�R�W�D�O���W�H�P�S�H�U�D�W�X�U�H���D�U�H���D�O�V�R��
�G�H�W�H�U�P�L�Q�H�G���I�R�U���H�D�F�K���L�Q�Y�H�V�W�L�J�D�W�H�G���I�L�O�O�L�Q�J���F�D�V�H����
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1.1 Visco-Dampers in the Vehicle Industry 

�7�K�H�� �F�U�D�Q�N�V�K�D�I�W�� �R�I�� �D���K�L�J�K-�S�H�U�I�R�U�P�D�Q�F�H�� �L�Q�W�H�U�Q�D�O�� �F�R�P�E�X�V�W�L�R�Q�� �H�Q�J�L�Q�H�� �L�V�� �O�R�D�G�H�G�� �Z�L�W�K��
�D�[�L�D�O���� �W�U�D�Q�V�Y�H�U�V�H���D�Q�G���W�R�U�V�L�R�Q�D�O���R�V�F�L�O�O�D�W�L�R�Q�V�����$�P�R�Q�J���W�K�H�V�H���X�Q�G�H�V�L�U�D�E�O�H���S�K�H�Q�R�P�H�Q�D����
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�L�W���U�H�V�X�O�W�V���L�Q���D���V�L�J�Q�L�I�L�F�D�Q�W���G�H�F�U�H�D�V�L�Q�J���L�Q���W�K�H���V�L�O�L�F�R�Q�H���I�O�X�L�G�¶�V���O�L�I�H�W�L�P�H�����D�Q�G���D�W���W�K�H���V�D�P�H��
�W�L�P�H�� �W�K�H�� �H�Q�W�L�U�H�� �7�9�'������ �7�K�H�� �Z�H�D�U�� �D�Q�G�� �W�H�D�U�� �S�U�R�F�H�V�V�� �M�X�V�W�� �R�X�W�O�L�Q�H�G�� �F�D�Q�� �V�W�D�U�W�� �Q�R�W�� �R�Q�O�\��
�G�X�U�L�Q�J���W�K�H���H�Q�J�L�Q�H�¶�V���R�S�H�U�D�W�L�R�Q���E�X�W���D�O�V�R���L�Q���W�K�H���O�D�V�W���S�K�D�V�H���R�I���W�K�H���G�D�P�S�H�U�¶�V���S�U�R�G�X�F�W�L�R�Q��
�S�U�R�F�H�V�V�����Z�K�H�Q���W�K�H���G�H�Y�L�F�H���L�V���I�L�O�O�H�G���Z�L�W�K���V�L�O�L�F�R�Q�H���R�L�O�����V�H�H���P�R�U�H���G�H�W�D�L�O�V���R�I���W�K�H���I�L�O�O�L�Q�J��
�S�U�R�F�H�V�V���L�Q���6�H�F�W�L�R�Q����������

�7�K�H�� �D�V�S�H�F�W�V���D�U�H���P�H�Q�W�L�R�Q�H�G�� �L�Q�� �W�K�H���S�D�U�D�J�U�D�S�K���D�E�R�Y�H�� �D�U�H���W�K�H�� �U�H�D�V�R�Q�V�� �Z�K�\�� �L�W�� �L�V��
�Q�H�F�H�V�V�D�U�\�� �W�R�� �P�R�G�H�O�� �D�Q�G�� �Q�X�P�H�U�L�F�D�O�O�\���D�Q�D�O�\�]�H���W�K�H�� �I�L�O�O�L�Q�J�� �S�U�R�F�H�V�V�� �R�I�� �D�� �7�9�'�� �D�Q�G��
�L�G�H�Q�W�L�I�\���W�K�H���E�R�X�Q�G�D�U�\���F�R�Q�G�L�W�L�R�Q�V���R�I���W�K�H���I�L�O�O�L�Q�J�����X�Q�G�H�U���Z�K�L�F�K���W�K�H���R�L�O���V�X�I�I�H�U�V���P�L�Q�L�P�D�O��
�G�H�J�U�D�G�D�W�L�R�Q���I�U�R�P���D���W�K�H�U�P�D�O���S�R�L�Q�W���R�I���Y�L�H�Z���L�Q���W�K�H���S�U�R�G�X�F�W�L�R�Q���S�U�R�F�H�V�V�����+�R�Z�H�Y�H�U�����W�K�H��
�I�L�U�V�W�� �D�Q�G�� �P�R�V�W�� �L�P�S�R�U�W�D�Q�W�� �V�W�H�S�� �R�I�� �W�K�L�V�� �W�D�V�N�� �L�V�� �W�K�H�� �G�H�Y�H�O�R�S�P�H�Q�W�� �R�I�� �D�� �U�H�O�L�D�E�O�H�� �D�Q�G��
�D�F�F�X�U�D�W�H�� �V�L�O�L�F�R�Q�H�� �R�L�O�� �Y�L�V�F�R�V�L�W�\�� �P�R�G�H�O�� �E�D�V�H�G�� �R�Q�� �U�K�H�R�O�R�J�L�F�D�O�� �P�H�D�V�X�U�H�P�H�Q�W�V�� ���V�H�H��
�V�X�E�V�H�F�W�L�R�Q���������������%�X�W���E�H�I�R�U�H���V�R�O�Y�L�Q�J���W�K�H���W�D�V�N�����O�H�W���X�V���L�Q�W�U�R�G�X�F�H���W�K�H���D�S�S�O�L�H�G���Z�R�U�N�L�Q�J��
m�H�G�L�X�P���L�Q���W�K�H���Q�H�[�W���V�X�E�V�H�F�W�L�R�Q����
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1.2 Silicone Oils with Wide Application Ranges 

�6�L�O�L�F�R�Q�H���S�R�O�\�P�H�U�V���H�[�L�V�W���L�Q���P�D�Q�\���G�L�I�I�H�U�H�Q�W���I�R�U�P�V���L�Q���R�X�U���G�D�L�O�\���O�L�I�H�����V�X�F�K���D�V���O�L�T�X�L�G�V����
�J�U�H�D�V�H�V�����U�X�E�E�H�U�V���D�Q�G���U�H�V�L�Q�V�����7�K�L�V���D�U�W�L�F�O�H���G�H�D�O�V���R�Q�O�\���Z�L�W�K���O�L�Q�H�D�U���S�R�O�\�G�L�P�H�W�K�\�O�V�L�O�R�[�D�Q�H��
���3�'�0�6������ �E�H�F�D�X�V�H�� �W�K�H�� �V�L�O�L�F�R�Q�H�� �R�L�O�� ���V�X�E�M�H�F�W�� �R�I�� �W�K�L�V�� �D�U�W�L�F�O�H���� �L�V�� �D�O�V�R�� �P�D�G�H�� �X�S�� �R�I�� �W�K�L�V��
�P�D�W�H�U�L�D�O����

�3�'�0�6���L�V���D���V�\�Q�W�K�H�W�L�F���S�R�O�\�P�H�U�L�F���R�U�J�D�Q�R�V�L�O�L�F�R�Q���I�O�X�L�G�����Z�K�L�F�K���G�R���Q�R�W���H�[�L�V�W���L�Q���Q�D�W�X�U�H����
�8�Q�G�H�U���Q�R�U�P�D�O�����D�P�E�L�H�Q�W�����F�R�Q�G�L�W�L�R�Q�V�����3�'�0�6���L�V���D���F�O�H�D�U�����F�R�O�R�U�O�H�V�V�����R�G�R�U�O�H�V�V�����S�X�U�H���D�Q�G��
�Y�L�V�F�R�X�V�� �O�L�T�X�L�G���Z�L�W�K�R�X�W���G�H�W�H�F�W�D�E�O�H���Y�D�S�R�U���S�U�H�V�V�X�U�H���� �,�W�� �L�V�� �F�R�Q�V�L�G�H�U�H�G���S�K�\�V�L�R�O�R�J�L�F�D�O�O�\��
�L�Q�H�U�W�����Q�R�Q-�W�R�[�L�F�����F�K�H�P�L�F�D�O�O�\���Q�H�X�W�U�D�O���D�Q�G���K�D�Y�H���Q�R���P�D�U�N�H�G���K�D�U�P�I�X�O���L�P�S�D�F�W���R�Q���O�L�Y�L�Q�J��
�R�U�J�D�Q�L�V�P�V���L�Q���W�K�H���H�Q�Y�L�U�R�Q�P�H�Q�W���>���@����

�&�R�Q�V�L�G�H�U�L�Q�J�� �W�K�H�� �V�L�O�L�F�R�Q�H�� �R�L�O�V�¶�� �V�S�H�F�L�I�L�F�� �Y�L�V�F�R�X�V�� �F�K�D�U�D�F�W�H�U�� �D�Q�G�� �Q�R�Q-�1�H�Z�W�R�Q�L�D�Q��
�E�H�K�D�Y�L�R�U�����W�K�H�\���D�U�H���S�U�L�P�D�U�\���Z�R�U�N�L�Q�J���I�O�X�L�G�V���L�Q���Y�L�E�U�D�W�L�R�Q���G�D�P�S�L�Q�J���D�S�S�O�L�F�D�W�L�R�Q�V�����2�X�W���R�I��
�W�K�H���D�O�U�H�D�G�\���P�H�Q�W�L�R�Q�H�G���D�S�S�O�L�F�D�W�L�R�Q�V���L�Q���Y�H�K�L�F�O�H���L�Q�G�X�V�W�U�\�����W�K�H���V�L�O�L�F�R�Q���R�L�O�V���D�U�H���I�R�X�Q�G���L�Q��
�P�D�Q�\���G�L�I�I�H�U�H�Q�W���G�D�P�S�H�U�V���Z�L�G�H�O�\���X�V�H�G���I�R�U���L�Q�V�W�D�Q�F�H���L�Q���H�D�U�W�K�T�X�D�N�H���S�U�R�W�H�F�W�L�R�Q���R�I���F�L�Y�L�O��
�E�X�L�O�G�L�Q�J�V�����Z�H�D�S�R�Q�V�����V�S�D�F�H�F�U�D�I�W���R�U���L�Q���K�L�J�K-�S�U�H�F�L�V�L�R�Q���P�D�F�K�L�Q�H�U�\���D�Q�G���L�Q�V�W�U�X�P�H�Q�W�D�W�L�R�Q��
�W�R���D�Y�R�L�G���L�P�S�D�F�W-�Y�L�E�U�D�W�L�R�Q���G�D�P�D�J�H���E�\���D�E�V�R�U�E�L�Q�J���H�Q�H�U�J�\���R�I���Y�L�E�U�D�W�L�R�Q�V���R�U���V�K�R�F�N�V���D�Q�G��
�V�X�S�S�U�H�V�V���W�K�H���U�H�V�R�Q�D�Q�F�H���R�U���D�O�O�H�Y�L�D�W�H���W�K�H���V�K�R�F�N���D�F�F�H�O�H�U�D�W�L�R�Q����

�$�V���I�D�U���D�V���W�K�H���W�K�H�U�P�D�O���S�U�R�S�H�U�W�L�H�V���R�I���V�L�O�L�F�R�Q�H���R�L�O�V���L�V���F�R�Q�F�H�U�Q�H�G�����W�K�H�\���K�D�Y�H���I�D�Y�R�U�D�E�O�H��
�K�H�D�W-�W�U�D�Q�V�I�H�U���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���Z�L�W�K���D���U�H�O�D�W�L�Y�H�O�\���K�L�J�K���W�K�H�U�P�D�O���V�W�D�E�L�O�L�W�\�����V�R���3�'�0�6���I�O�X�L�G�V��
�D�U�H�� �S�H�U�I�H�F�W�� �W�K�H�U�P�L�F�� �O�X�E�U�L�F�D�Q�W�V���� �W�U�D�Q�V�I�R�U�P�D�W�R�U�� �D�Q�G�� �K�\�G�U�D�X�O�L�F�� �I�O�X�L�G�V���� �7�K�H�\���D�U�H��
�H�[�F�H�O�O�H�Q�W�� �H�O�H�F�W�U�L�F�D�O�� �L�Q�V�X�O�D�W�R�U�V��[8]���D�Q�G���� �X�Q�O�L�N�H�� �W�K�H�L�U�� �F�D�U�E�R�Q�� �D�Q�D�O�R�J�X�H�V���� �D�U�H�� �Q�R�Q-
�I�O�D�P�P�D�E�O�H���� �7�K�H�L�U�� �W�H�P�S�H�U�D�W�X�U�H�� �V�W�D�E�L�O�L�W�\�� �D�Q�G�� �J�R�R�G�� �K�H�D�W-�W�U�D�Q�V�I�H�U�� �F�K�D�U�D�F�W�H�U�L�V�W�L�F�V��[9]��
�P�D�N�H���W�K�H�P���Z�L�G�H�O�\���X�V�H�G���L�Q���O�D�E�R�U�D�W�R�U�L�H�V���I�R�U���K�H�D�W�L�Q�J���E�D�W�K�V����‘ �R�L�O���E�D�W�K�V�¶�����S�O�D�F�H�G���R�Q���W�R�S��
�R�I�� �K�R�W�S�O�D�W�H���V�W�L�U�U�H�U�V���� �D�V���Z�H�O�O���D�V�� �L�Q���I�U�H�H�]�H-�G�U�\�H�U�V���D�V���U�H�I�U�L�J�H�U�D�Q�W�V���� �6�L�O�L�F�R�Q�H���R�L�O���L�V�� �D�O�V�R��
�F�R�P�P�R�Q�O�\���X�V�H�G���D�V���W�K�H���Z�R�U�N�L�Q�J���I�O�X�L�G���L�Q���G�D�V�K�S�R�W�V�����G�L�I�I�X�V�L�R�Q���S�X�P�S�V���D�Q�G���L�Q���R�L�O-�I�L�O�O�H�G��
�K�H�D�W�H�U�V�����,�Q���H�O�H�F�W�U�R�Q�L�F�V���W�K�H�\���D�U�H���X�V�H�G���D�V���D���W�H�P�S�H�U�D�W�X�U�H-�U�H�V�L�V�W�D�Q�W�����D�U�F-�U�H�V�L�V�W�D�Q�W�����F�R�U�R�Q�D-
�U�H�V�L�V�W�D�Q�W���� �D�Q�W�L�F�R�U�U�R�V�L�Y�H���� �P�R�L�V�W�X�U�H-�S�U�R�R�I�� �D�Q�G�� �G�X�V�W�S�U�R�R�I�� �L�Q�V�X�O�D�W�L�Q�J�� �P�H�G�L�X�P��[10]���R�Q��
�H�O�H�F�W�U�L�F���P�R�W�R�U�V�����H�O�H�F�W�U�L�F�D�O���D�S�S�O�L�D�Q�F�H�V���D�Q�G���H�O�H�F�W�U�R�Q�L�F���L�Q�V�W�U�X�P�H�Q�W�V�����7�K�H�\���I�R�X�Q�G���W�R���E�H��
�W�K�H���E�H�V�W���L�P�S�U�H�J�Q�D�W�L�Q�J���D�J�H�Q�W���R�I���F�D�S�D�F�L�W�R�U�V���D�Q�G���7�9���V�F�D�Q���W�U�D�Q�V�I�R�U�P�H�U�V����

�,�Q���W�H�U�P�V���R�I���V�L�O�L�F�R�Q�H���R�L�O�V�¶���F�K�H�P�L�F�D�O���S�U�R�S�H�U�W�L�H�V�����W�K�H�\���D�U�H���K�\�G�U�R�S�K�R�E�L�F�����K�D�Y�H���U�H�O�D�W�L�Y�H��
�O�R�Z���V�X�U�I�D�F�H���W�H�Q�V�L�R�Q���D�Q�G���W�K�H�\���Z�H�W���D�O�P�R�V�W���D�Q�\���V�X�U�I�D�F�H���Z�H�O�O�����W�K�X�V���3�'�0�6���L�V���D�G�G�H�G���W�R��
�P�D�Q�\�� �F�R�R�N�L�Q�J�� �R�L�O�V�� ���D�V�� �D�Q�� �D�Q�W�L�I�R�D�P�L�Q�J�� �D�J�H�Q�W���� �W�R�� �S�U�H�Y�H�Q�W�� �R�L�O�� �V�S�O�D�W�W�H�U�� �G�X�U�L�Q�J�� �W�K�H��
�F�R�R�N�L�Q�J���S�U�R�F�H�V�V�����3�'�0�6���L�V���Z�L�G�H�O�\���X�V�H�G���L�Q���D�Q�W�L-�G�X�V�W���D�Q�G���D�Q�W�L-�R�L�O���I�O�X�L�G�V���D�V���D�G�G�L�W�L�Y�H����
�,�Q���D�H�U�R�V�S�D�F�H���L�W���L�V���X�V�H�G���D�V���D�L�U�F�U�D�I�W���K�\�G�U�D�X�O�L�F���R�L�O���W�K�D�Q�N�V���W�R���L�W�V���D�Q�W�L-�V�K�H�D�U���S�U�R�S�H�U�W�L�H�V����
�7�K�H�\���D�U�H���D�O�V�R���X�V�H�G���L�Q���K�H�D�O�W�K�F�D�U�H���D�V���D���E�D�V�L�F���L�Q�J�U�H�G�L�H�Q�W���I�R�U���F�R�Q�V�X�P�H�U���S�U�R�G�X�F�W�V���W�K�D�W��
�U�H�J�X�O�D�W�H�� �L�Q�W�H�V�W�L�Q�D�O�� �J�D�V�� �S�U�R�G�X�F�W�L�R�Q�� �R�U�� �D�V�� �D�� �V�X�E�V�W�L�W�X�W�H�� �I�R�U�� �W�K�H�� �Y�L�W�U�H�R�X�V�� �L�Q�� �U�H�W�L�Q�D�O��
�U�H�P�R�Y�D�O�� �V�X�U�J�H�U�L�H�V�����3�'�0�6�� �L�V�� �D�O�V�R�� �D�� �S�R�S�X�O�D�U�� �W�H�V�W�� �P�D�W�H�U�L�D�O�� �I�R�U�� �Q�H�Z�� �U�K�H�R�O�R�J�L�F�D�O��
�W�K�H�R�U�L�H�V���� �D�Q�G�� �I�R�U�� �Q�R�Y�H�O�� �P�H�D�V�X�U�L�Q�J�� �P�H�W�K�R�G�V�� �D�Q�G�� �G�H�Y�L�F�H�V���� �6�R�P�H�� �U�K�H�R�P�H�W�H�U��
�P�D�Q�X�I�D�F�W�X�U�H�U�V�����H���J�������$�Q�W�R�Q���3�D�D�U�����X�V�H���3�'�0�6���D�O�V�R���D�V���F�D�O�L�E�U�D�W�L�R�Q���O�L�T�X�L�G�V��[11]����
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2 Rheology of Fluids 

�5�K�H�R�O�R�J�\�� �L�V�� �S�D�U�W�L�D�O�O�\�� �U�H�O�D�W�H�G�� �W�R�� �F�K�H�P�L�F�D�O�� �H�Q�J�L�Q�H�H�U�L�Q�J�� �D�Q�G�� �S�D�U�W�L�D�O�O�\�� �W�R�� �V�R�O�L�G�� �V�W�D�W�H��
�S�K�\�V�L�F�V�� �D�Q�G�� �D�L�P�L�Q�J�� �W�R���E�H�W�W�H�U���X�Q�G�H�U�V�W�D�Q�G�� �W�K�H�� �I�O�R�Z�� �D�Q�G���G�H�I�R�U�P�D�W�L�R�Q�� �R�I�� �O�L�T�X�L�G�V���D�Q�G��
�V�R�I�W���V�R�O�L�G�V���G�X�H���W�R���H�I�I�H�F�W���R�I���V�W�U�H�V�V�H�V���L�Q���W�K�H���P�D�W�H�U�L�D�O���J�H�Q�H�U�D�W�H�G���E�\���H�[�W�H�U�Q�D�O���I�R�U�F�H�V����

�7�K�H�� �V�F�L�H�Q�F�H�� �R�I�� �U�K�H�R�O�R�J�\�� �L�V�� �F�D�S�D�E�O�H�� �R�I�� �X�Q�G�H�U�V�W�D�Q�G�L�Q�J�� �D�Q�G�� �T�X�D�Q�W�L�I�\�L�Q�J�� �W�K�H�� �E�D�V�L�F��
�Q�D�W�X�U�H���R�I���W�K�H���P�D�W�W�H�U�����D�V���Z�H�O�O���D�V���F�O�D�V�V�L�I�\�L�Q�J���P�D�W�H�U�L�D�O�V���Z�L�W�K���V�L�P�L�O�D�U���E�H�K�D�Y�L�R�U���D�Q�G���I�O�R�Z-
�G�H�I�R�U�P�D�W�L�R�Q���S�U�R�S�H�U�W�L�H�V���� �7�K�H���I�X�Q�G�D�P�H�Q�W�D�O�� �U�H�O�D�W�L�R�Q�� �R�I�� �U�K�H�R�O�R�J�\���� �D�O�V�R�� �N�Q�R�Z�Q���D�V�� �W�K�H��
�F�R�Q�V�W�L�W�X�W�L�Y�H���R�U���P�D�W�H�U�L�D�O���H�T�X�D�W�L�R�Q���L�V���Z�U�L�W�W�H�Q���L�Q���(�T������1)����

�ì =  �ß �® �Û�6�� ��������

�Z�K�H�U�H �ì:���V�K�H�D�U���V�W�U�H�V�V��[Pa]�����Û�6�����V�K�H�D�U���U�D�W�H���>�����V�@�����W�K�H���Y�H�O�R�F�L�W�\���J�U�D�G�L�H�Q�W���D�V�V�R�F�L�D�W�H�G���Z�L�W�K��
�W�K�H���G�L�V�S�O�D�F�H�P�H�Q�W���E�H�W�Z�H�H�Q���W�K�H���D�G�M�D�F�H�Q�W���I�O�X�L�G���O�D�\�H�U�V�����D�Q�G���ß�����G�\�Q�D�P�L�F���Y�L�V�F�R�V�L�W�\���>�3�D�V�@����
�W�K�H���U�H�V�L�V�W�D�Q�F�H���R�I���W�K�H���I�O�X�L�G���W�R���G�H�I�R�U�P�D�W�L�R�Q�����W�K�H���G�H�J�U�H�H���R�I���L�Q�W�H�U�Q�D�O���I�U�L�F�W�L�R�Q���E�H�W�Z�H�H�Q���W�K�H��
�D�G�M�D�F�H�Q�W���I�O�X�L�G���O�D�\�H�U�V����

�7�K�H���D�F�W�X�D�O���Y�D�O�X�H���R�I���Y�L�V�F�R�V�L�W�\���P�R�V�W�O�\���G�H�S�H�Q�G�V���R�Q���W�H�P�S�H�U�D�W�X�U�H�����S�U�H�V�V�X�U�H�����V�K�H�D�U���U�D�W�H����
�D�Q�G���W�L�P�H�����7�K�H���P�R�V�W���L�P�S�R�U�W�D�Q�W���D�P�R�Q�J�V�W���W�K�H�P���L�V���W�K�H���V�K�H�D�U���U�D�W�H���L�Q���F�D�W�H�J�R�U�L�]�D�W�L�R�Q���S�R�L�Q�W��
�R�I���Y�L�H�Z�����,�I���W�K�H���V�K�H�D�U���V�W�U�H�V�V���D�U�L�V�L�Q�J���L�Q���W�K�H���I�O�X�L�G���G�H�S�H�Q�G�V���R�Q�O�\���R�Q���W�K�H���V�K�H�D�U���U�D�W�H���D�W���W�K�H��
�J�L�Y�H�Q���W�L�P�H�����W�K�H�Q���R�Q�H���F�D�Q���W�D�O�N���D�E�R�X�W���D���V�L�P�S�O�H���I�O�X�L�G�����Z�K�L�O�H���L�Q���R�W�K�H�U���F�D�V�H�V���L�W���L�V���F�D�O�O�H�G���D��
�Y�L�V�F�R�H�O�D�V�W�L�F�� �I�O�X�L�G���� �6�L�O�L�F�R�Q�H�� �R�L�O�� �L�V�� �D�� �Y�L�V�F�R�H�O�D�V�W�L�F���D�Q�G���S�V�H�X�G�R�S�O�D�V�W�L�F�� �I�O�X�L�G�� �R�U�� �V�K�H�D�U-
�W�K�L�Q�Q�L�Q�J���I�O�X�L�G���Z�K�H�U�H���W�K�H���V�K�H�D�U���U�D�W�H���L�Q�F�U�H�D�V�H���U�H�V�X�O�W�V���L�Q���D���Y�L�V�F�R�V�L�W�\���G�H�F�U�H�D�V�H���D�F�F�R�U�G�L�Q�J��
�W�R���D���J�L�Y�H�Q���I�X�Q�F�W�L�R�Q���>12]�����(�Y�H�Q���W�K�R�X�J�K���V�L�O�L�F�R�Q�H���R�L�O�V���D�U�H���Y�L�V�F�R�H�O�D�V�W�L�F���I�O�X�L�G�V���>12�@���D�Q�G��
�W�K�H�L�U���F�R�P�S�O�H�[���Q�R�Q-�1�H�Z�W�R�Q�L�D�Q���E�H�K�D�Y�L�R�U���L�V���X�V�X�D�O�O�\���G�H�V�F�U�L�E�H�G���E�R�W�K���Z�L�W�K���Y�L�V�F�R�X�V���D�Q�G��
�H�O�D�V�W�L�F�� �W�H�U�P�V���� �F�R�Q�V�L�G�H�U�L�Q�J�� �W�K�H���I�L�O�O�L�Q�J�� �S�U�R�F�H�V�V�� �R�I�� �Y�L�V�F�R-�G�D�P�S�H�U�V�� �D�V�� �D�� �U�H�O�D�W�L�Y�H�� �V�O�R�Z��
�I�O�X�L�G�� �G�\�Q�D�P�L�F�� �S�U�R�E�O�H�P�� �L�Q�Y�R�O�Y�L�Q�J�� �V�P�D�O�O�� �F�D�Y�L�W�L�H�V�� �D�Q�G�� �Q�D�U�U�R�Z�� �F�K�D�Q�Q�H�O�V�����Z�K�H�U�H�� �W�K�H��
�I�O�R�Z���W�L�P�H�V���D�U�H���P�H�D�V�X�U�H�G���L�Q���P�L�Q�X�W�H�V���D�W���U�R�R�P���W�H�P�S�H�U�D�W�X�U�H�������W�K�H���D�X�W�K�R�U�V���I�R�X�Q�G���W�K�H���U�R�O�H��
�R�I�� �H�O�D�V�W�L�F�� �W�H�U�P�V�� �Q�H�J�O�L�J�L�E�O�H�� �L�Q�� �W�K�L�V�� �Z�R�U�N�� �D�Q�G�� �I�R�F�X�V�H�G�� �R�Q�O�\�� �R�Q�� �W�K�H���G�H�V�F�U�L�S�W�L�R�Q�� �R�I��
�Y�L�V�F�R�X�V���E�H�K�D�Y�L�R�U����

1.3 Rheological Measurement Methods 

�,�Q���R�U�G�H�U���W�R���I�D�F�L�O�L�W�D�W�H�����D�Q�G���W�R���S�H�U�I�R�U�P���W�K�H���U�K�H�R�O�R�J�L�F�D�O���P�H�D�V�X�U�H�P�H�Q�W�V���I�R�U���G�H�W�H�U�P�L�Q�L�Q�J��
�W�K�H���E�D�V�L�F���U�K�H�R�O�R�J�L�F�D�O���T�X�D�Q�W�L�W�L�H�V�����V�K�H�D�U���U�D�W�H�����V�K�H�D�U���V�W�U�H�V�V�����Y�L�V�F�R�V�L�W�\�����D�Q�G���W�R���P�D�N�H���W�K�H��
�U�H�V�X�O�W�V���P�R�U�H���U�H�O�L�D�E�O�H���D�Q�G���H�D�V�L�H�U���W�R���H�Y�D�O�X�D�W�H�����V�L�P�S�O�H���J�H�R�P�H�W�U�L�F���F�R�Q�G�L�W�L�R�Q�V���D�U�H���F�K�R�V�H�Q��
�I�R�U���W�K�H���P�H�D�V�X�U�H�P�H�Q�W�����7�Z�R���E�D�V�L�F���W�\�S�H�V���R�I���U�K�H�R�O�R�J�L�F�D�O���P�H�D�V�X�U�L�Q�J���G�H�Y�L�F�H�V���D�U�H���X�V�H�G���L�Q��
�S�U�D�F�W�L�F�H��[1��]:��

�x �&�D�S�L�O�O�D�U�\���Y�L�V�F�R�P�H�W�H�U�V��–���I�O�R�Z���L�Q���D���F�K�D�Q�Q�H�O���Z�L�W�K���D���V�L�P�S�O�H�����X�V�X�D�O�O�\���F�L�U�F�X�O�D�U����
�F�U�R�V�V-�V�H�F�W�L�R�Q��

�x �5�R�W�D�W�L�R�Q�D�O���Y�L�V�F�R�P�H�W�H�U�V��–���I�O�R�Z���E�H�W�Z�H�H�Q���S�D�U�D�O�O�H�O���S�O�D�W�H�V�����3�3���J�H�R�P�H�W�U�\�������I�O�R�Z��
�E�H�W�Z�H�H�Q�� �F�R�Q�H�� �D�Q�G�� �S�O�D�W�H�� ���&�3�� �J�H�R�P�H�W�U�\���� �R�U�� �I�O�R�Z�� �E�H�W�Z�H�H�Q�� �F�R�Q�F�H�Q�W�U�L�F��
�F�\�O�L�Q�G�H�U�V�����&�&���J�H�R�P�H�W�U�\����
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�7�K�H���J�U�H�D�W���D�G�Y�D�Q�W�D�J�H���R�I���U�R�W�D�W�L�R�Q�D�O���Y�L�V�F�R�P�H�W�H�U���L�V���W�K�D�W���L�W���F�D�Q���E�H���X�V�H�G���W�R���G�H�W�H�U�P�L�Q�H���W�K�H��
�I�R�U�F�H�V���D�F�W�L�Q�J���S�H�U�S�H�Q�G�L�F�X�O�D�U���W�R���W�K�H���I�O�R�Z���G�L�U�H�F�W�L�R�Q�����L���H�������W�K�H���Q�R�U�P�D�O���V�W�U�H�V�V�H�V�����%�D�V�H�G���R�Q��
�W�K�H�V�H�����W�K�H���I�O�H�[�L�E�L�O�L�W�\���R�I���W�K�H���I�O�X�L�G���F�D�Q���E�H���T�X�D�Q�W�L�W�D�W�L�Y�H�O�\���F�K�D�U�D�F�W�H�U�L�]�H�G����

�,�Q�� �F�D�V�H�� �R�I�� �3�3�� �J�H�R�P�H�W�U�\���� �W�K�H�� �V�D�P�S�O�H�� �L�V�� �O�R�F�D�W�H�G�� �E�H�W�Z�H�H�Q�� �W�Z�R�� �S�D�U�D�O�O�H�O�� �S�O�D�W�H�V�� �D�W�� �D�Q��
�D�G�M�X�V�W�D�E�O�H���G�L�V�W�D�Q�F�H���I�U�R�P���H�D�F�K���R�W�K�H�U�����7�K�H���E�R�W�W�R�P���S�O�D�W�H���L�V���I�L�[�H�G���Z�K�L�O�H���W�K�H���W�R�S���S�O�D�W�H��
�U�R�W�D�W�H�V���� �'�X�U�L�Q�J�� �P�H�D�V�X�U�H�P�H�Q�W���� �D�� �V�W�H�D�G�\���� �O�D�P�L�Q�D�U�� �D�Q�G�� �L�V�R�W�K�H�U�P�D�O�� �I�O�R�Z�� �L�V�� �I�R�U�P�H�G����
�K�R�Z�H�Y�H�U���� �W�K�H�� �V�K�H�D�U�� �U�D�W�H�� �L�Q�� �W�K�H�� �I�O�X�L�G�� �L�V�� �Q�R�W�� �F�R�Q�V�W�D�Q�W�����7�K�H�� �D�G�Y�D�Q�W�D�J�H�� �R�I�� �W�K�L�V��
�D�U�U�D�Q�J�H�P�H�Q�W���L�V���W�K�H���V�L�P�S�O�L�F�L�W�\���R�I���V�D�P�S�O�H���O�R�D�G�L�Q�J�����W�K�H���S�R�V�V�L�E�L�O�L�W�\���W�R���H�D�V�L�O�\���D�G�M�X�V�W���W�K�H��
�V�L�]�H���R�I���W�K�H���J�D�S���E�H�W�Z�H�H�Q���W�K�H���S�O�D�W�H�V���D�Q�G���W�K�H���S�R�V�V�L�E�L�O�L�W�\���W�R���P�H�D�V�X�U�H���V�K�H�D�U���V�W�U�H�V�V�H�V���L�Q��
�W�K�H���Q�R�U�P�D�O���G�L�U�H�F�W�L�R�Q����

�,�Q���R�U�G�H�U���W�R���G�H�Y�H�O�R�S���D���V�L�O�L�F�R�Q�H���R�L�O���P�D�W�H�U�L�D�O���P�R�G�H�O���V�X�L�W�D�E�O�H���I�R�U���F�D�O�F�X�O�D�W�L�Q�J���W�K�H���I�L�O�O�L�Q�J��
�S�U�R�F�H�V�V�� �R�I�� �Y�L�V�F�R-�G�D�P�S�H�U�V���� �U�K�H�R�O�R�J�L�F�D�O���D�Q�D�O�\�V�H�V���K�D�Y�H�� �W�R�� �E�H�� �F�D�U�U�L�H�G�� �R�X�W���� �Z�K�L�F�K��
�L�Q�F�O�X�G�H�� �W�H�P�S�H�U�D�W�X�U�H-�� �D�Q�G�� �V�K�H�D�U�� �U�D�W�H-�G�H�S�H�Q�G�H�Q�W�� �Y�L�V�F�R�V�L�W�\�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �R�I�� �D��
�S�V�H�X�G�R�S�O�D�V�W�L�F���� �K�L�J�K-�Y�L�V�F�R�V�L�W�\�� �O�L�T�X�L�G�����7� K� H� � � S� X� U� S� R� V� H� � � R� I� � � W� K� H� � � P� H� D� V� X� U� H� P� H� Q� W� V� � � L� V� � � W� R� �
�G�H�W�H�U�P�L�Q�H���W�K�H���E�D�V�L�F���U�K�H�R�O�R�J�L�F�D�O���T�X�D�Q�W�L�W�L�H�V���R�I���V�L�O�L�F�R�Q�H���R�L�O���L�Q���D���N�Q�R�Z�Q���D�Q�G���S�U�H�V�F�U�L�E�H�G��
�W�H�P�S�H�U�D�W�X�U�H�� �D�Q�G�� �V�K�H�D�U�� �U�D�Q�J�H�����,�Q�V�W�H�D�G�� �R�I�� �G�H�V�F�U�L�E�L�Q�J�� �W�K�H�� �F�R�P�S�O�H�[�� �Y�L�V�F�R�H�O�D�V�W�L�F��
�E�H�K�D�Y�L�R�U���R�I���W�K�H���R�L�O�����L�W���L�V���H�Q�R�X�J�K���R�Q�O�\���W�R���P�R�G�H�O���W�K�H���Y�L�V�F�R�X�V���E�H�K�D�Y�L�R�U���R�I���W�K�H���V�L�O�L�F�R�Q���R�L�O��
�I�R�U���W�K�H���I�L�O�O�L�Q�J���S�U�R�F�H�V�V���D�Q�D�O�\�V�L�V�����7�K�L�V���U�H�T�X�L�U�H�V���D���U�R�W�D�W�L�R�Q�D�O���Y�L�V�F�R�P�H�W�H�U���D�Q�G���L�V���V�X�L�W�D�E�O�H��
�I�R�U�� �S�H�U�I�R�U�P�L�Q�J�� �F�R�Q�V�W�D�Q�W�� �V�K�H�D�U�� �W�H�V�W�� �D�Q�G�� �V�L�P�S�O�H�� �V�K�H�D�U�� �W�H�V�W���� �&�R�Q�V�W�D�Q�W�� �V�K�H�D�U�� �U�D�W�H�� �W�H�V�W��
�P�H�D�Q�V���W�K�D�W���R�Q�H���S�D�U�W���R�I���W�K�H���H�T�X�L�S�P�H�Q�W���U�R�W�D�W�H�V���D�W���D���F�R�Q�V�W�D�Q�W�����U�H�O�D�W�L�Y�H�O�\���O�R�Z���V�S�H�H�G�����7�K�L�V��
�P�H�W�K�R�G���L�V���X�V�H�G���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���E�D�V�L�F���U�K�H�R�O�R�J�L�F�D�O���T�X�D�Q�W�L�W�L�H�V�����V�X�F�K���D�V���V�K�H�D�U���U�D�W�H���D�Q�G��
�V�K�H�D�U���V�W�U�H�V�V���D�Q�G���W�K�H���Y�L�V�F�R�V�L�W�\���F�D�Q���E�H���F�D�O�F�X�O�D�W�H�G���I�U�R�P���W�K�H�P�����,�Q���F�D�V�H���R�I���V�L�P�S�O�H���V�K�H�D�U��
�W�H�V�W���� �W�K�H�� �V�K�H�D�U�� �U�D�W�H�� �R�U�� �W�K�H�� �V�K�H�D�U�� �V�W�U�H�V�V�� �L�V�� �L�Q�F�U�H�D�V�H�G�� �Z�K�L�O�H�� �W�K�H�� �R�W�K�H�U�� �T�X�D�Q�W�L�W�\�� �L�V��
�P�H�D�V�X�U�H�G�����'�X�U�L�Q�J���W�K�H���I�L�O�O�L�Q�J���S�U�R�F�H�V�V���R�I���D���7�9�'�����W�K�H���V�L�O�L�F�R�Q�H���R�L�O���L�V���H�[�S�R�V�H�G���W�R���V�W�D�W�L�F��
�D�Q�G���V�K�R�U�W-�W�H�U�P�����I�H�Z���P�L�Q�X�W�H�V���O�R�Q�J�����V�W�U�H�V�V�����V�R���L�W���L�V���X�Q�Q�H�F�H�V�V�D�U�\���W�R���F�D�U�U�\���R�X�W���R�V�F�L�O�O�D�W�L�R�Q��
�D�Q�G���F�U�H�H�S���W�H�V�W�V�����.���N�X�W�L�
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1.4 Rheological Measurement Results of AK 1 000 000 STAB 
Silicone Oil 
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�x �0�&�5�� �������� �U�K�H�R�P�H�W�H�U�����������Z�L�W�K�� �F�R�R�O�L�Q�J���K�H�D�W�L�Q�J�� �D�L�U�� �Y�R�O�X�P�H�� �I�O�R�Z�� �U�D�W�H��
�U�H�J�X�O�D�W�R�U�����D�L�U-���D�Q�G���I�O�X�L�G���F�L�U�F�X�O�D�W�H�G���3�H�O�W�L�H�U���V�\�V�W�H�P�����������D�Q�G���3�3�������P�H�D�V�X�U�L�Q�J��
�K�H�D�G���J�H�R�P�H�W�U�\������������

�x �&�R�P�S�U�H�V�V�R�U�����������W�R�� �N�H�H�S�� �W�K�H�� �Y�R�O�X�P�H�� �I�O�R�Z�� �U�D�W�H�� �R�I�� �W�K�H�� �F�R�R�O�L�Q�J���K�H�D�W�L�Q�J�� �D�L�U��
�J�X�L�G�H�G���W�R���W�K�H���D�L�U-�F�L�U�F�X�O�D�W�H�G���3�H�O�W�L�H�U���H�O�H�P�H�Q�W���D�W���D���F�R�Q�V�W�D�Q�W���Y�D�O�X�H����

�x �7�K�H�U�P�R�V�W�D�W�� �D�Q�G�� �K�H�D�W�� �H�[�F�K�D�Q�J�H�U�����������I�L�O�O�H�G�� �Z�L�W�K�� �K�\�G�U�D�X�O�L�F�� �I�O�X�L�G�� �W�R�� �F�R�Q�W�U�R�O��
�W�K�H���W�H�P�S�H�U�D�W�X�U�H���R�I���F�R�R�O�L�Q�J���K�H�D�W�L�Q�J���D�L�U���D�Q�G���F�R�R�O�L�Q�J���K�H�D�W�L�Q�J���I�O�X�L�G����

�x �+�\�G�U�D�X�O�L�F�� �S�X�P�S�� �������� �I�R�U�� �F�L�U�F�X�O�D�W�L�Q�J�� �W�K�H�� �F�R�R�O�L�Q�J���K�H�D�W�L�Q�J�� �I�O�X�L�G�� �L�Q�� �W�K�H��
�P�H�D�V�X�U�L�Q�J���V�\�V�W�H�P����

�x �'�H�V�N�W�R�S�� �F�R�P�S�X�W�H�U�� �������� �I�R�U�� �F�R�Q�W�U�R�O�O�L�Q�J�� �W�K�H�� �P�H�D�V�X�U�L�Q�J�� �L�Q�V�W�U�X�P�H�Q�W�� �Y�L�D��
�5�K�H�R�&�R�P�S�D�V�V���V�R�I�W�Z�D�U�H����

�x �$�G�G�L�W�L�R�Q�D�O�� �F�R�P�S�R�Q�H�Q�W�V�� �������� �V�X�F�K�� �D�V�� �F�D�O�L�E�U�D�W�L�R�Q�� �I�O�X�L�G���� �V�D�P�S�O�H�� �G�L�V�S�H�Q�V�H�U����
�V�D�P�S�O�H���K�D�Q�G�O�L�Q�J���D�Q�G���U�H�P�R�Y�D�O���V�S�R�R�Q�V�����D�F�H�W�R�Q�H���F�O�H�D�Q�L�Q�J���D�J�H�Q�W�����Z�L�S�H�V�� 

�%�D�V�H�G���R�Q���D���S�U�L�Y�D�W�H���F�R�P�P�X�Q�L�F�D�W�L�R�Q���Z�L�W�K���W�K�H���$�Q�W�R�Q���3�D�D�U���6�X�S�S�R�U�W���7�H�D�P�����L�Q���F�D�V�H���R�I��
�K�L�J�K-�Y�L�V�F�R�V�L�W�\�� �V�D�P�S�O�H�V�� ���H���J�������V�L�O�L�F�R�Q�H�� �R�L�O�� �Z�L�W�K�� �D�Q�� �L�Q�L�W�L�D�O�� �Y�L�V�F�R�V�L�W�\�� �R�I�� �D�U�R�X�Q�G�� ����������
�3�D�V������ �P�H�D�V�X�U�H�P�H�Q�W�V���D�E�R�Y�H���W�K�H���V�K�H�D�U���U�D�W�H���R�I�� ���������� �����V���D�U�H���O�D�G�H�Q���Z�L�W�K���J�U�H�D�W�H�U���H�U�U�R�U��
�W�K�D�Q���P�H�D�V�X�U�H�P�H�Q�W�V���E�H�O�R�Z���W�K�L�V���W�K�U�H�V�K�R�O�G���Y�D�O�X�H�����)�X�U�W�K�H�U�P�R�U�H�����L�Q���W�K�H���K�L�J�K���V�K�H�D�U���U�D�W�H��
�U�D�Q�J�H�������������������V���D�O�U�H�D�G�\���I�D�O�O�V���Z�L�W�K�L�Q���W�K�L�V���U�D�Q�J�H�������V�L�P�S�O�H���V�K�H�D�U���W�H�V�W�V���D�U�H���S�U�R�Y�H�G���W�R���E�H��
�P�R�U�H���D�F�F�X�U�D�W�H���W�K�D�Q���R�V�F�L�O�O�D�W�L�R�Q���W�H�V�W�V�����7�K�H���D�F�F�X�U�D�F�\���R�I���W�K�H���L�Q�V�W�U�X�P�H�Q�W���L�V���F�O�D�L�P�H�G���W�R���E�H��
�����������I�R�U���&�&���J�H�R�P�H�W�U�\���D�Q�G���������I�R�U���3�3���D�Q�G���&�3���J�H�R�P�H�W�U�L�H�V����
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�L�Q�V�W�U�X�P�H�Q�W�����$�F�F�R�U�G�L�Q�J���W�R���W�K�L�V���E�D�F�N�J�U�R�X�Q�G�����W�K�H���D�X�W�K�R�U�V���S�U�H�S�D�U�H�G���D�Q�G���L�P�S�O�H�P�H�Q�W�H�G��
�W�K�H���I�R�O�O�R�Z�L�Q�J���P�H�D�V�X�U�H�P�H�Q�W���S�O�D�Q����
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�U�R�W�D�W�L�R�Q�D�O�� �U�K�H�R�P�H�W�H�U�� �D�W�� �������� �S�R�L�Q�W�V�� �L�Q�� �W�K�H�� �V�K�H�D�U�� �U�D�W�H�� �U�D�Q�J�H�� �R�I�� ���������V�� �D�Q�G�� ���������� �����V����
�E�H�W�Z�H�H�Q��-�����ƒ�&�� �D�Q�G�� �������ƒ�&�� �D�W�� ������ �G�L�I�I�H�U�H�Q�W�� �W�H�P�S�H�U�D�W�X�U�H�V���� �D�W�� �D�W�P�R�V�S�K�H�U�L�F�� �S�U�H�V�V�X�U�H����
�D�S�S�O�\�L�Q�J���D���3�3�������P�H�D�V�X�U�L�Q�J���K�H�D�G���J�H�R�P�H�W�U�\�����D�F�F�R�U�G�L�Q�J���W�R���W�K�H���V�W�D�Q�G�D�U�G���S�U�R�W�R�F�R�O�V�����R�Q�H��
�K�D�V���W�R���Z�R�U�N���Z�L�W�K���D���I�O�X�L�G���V�D�P�S�O�H���D�P�R�X�Q�W���R�I�����������P�O���I�R�U���H�D�F�K���P�H�D�V�X�U�H�P�H�Q�W������

�0�D�L�Q���V�W�H�S�V���R�I���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���S�O�D�Q����

�,�� �7�K�H���I�L�U�V�W���V�W�H�S���R�I���W�K�H���U�K�H�R�O�R�J�L�F�D�O���D�Q�D�O�\�V�L�V���L�V���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���D�F�F�X�U�D�F�\���D�Q�G��
�S�U�H�F�L�V�L�R�Q���R�I���W�K�H���P�H�D�V�X�U�L�Q�J���L�Q�V�W�U�X�P�H�Q�W���Z�L�W�K���D���J�L�Y�H�Q���P�H�D�V�X�U�H�P�H�Q�W���J�D�S�����D�Q�G��
�W�R���G�H�W�H�U�P�L�Q�H���W�K�H���P�L�Q�L�P�X�P���U�H�T�X�L�U�H�G���Q�X�P�E�H�U���R�I���P�H�D�V�X�U�H�P�H�Q�W�V���I�R�U���D���J�L�Y�H�Q��
�P�H�D�V�X�U�H�P�H�Q�W�� �F�D�V�H�� ���L�Q�� �R�W�K�H�U�� �Z�R�U�G�V�����K�R�Z�� �P�D�Q�\�� �W�L�P�H�V�� �W�K�H�� �Y�L�V�F�R�V�L�W�\��
�P�H�D�V�X�U�H�P�H�Q�W���P�X�V�W���E�H���U�H�S�H�D�W�H�G���D�W���D���J�L�Y�H�Q���W�H�P�S�H�U�D�W�X�U�H���D�Q�G���V�K�H�D�U���U�D�W�H�����R�Q���D��
�V�X�L�W�D�E�O�\���F�K�R�V�H�Q���F�R�Q�I�L�G�H�Q�F�H���O�H�Y�H�O����

�,�,�� �7�K�H�� �V�H�F�R�Q�G�� �V�W�H�S�� �R�I�� �W�K�H�� �U�K�H�R�O�R�J�L�F�D�O�� �D�Q�D�O�\�V�L�V���L�V�� �W�R�� �G�H�W�H�U�P�L�Q�H�� �W�K�H�� �W�L�P�H��
�U�H�T�X�L�U�H�G���I�R�U���W�K�H���H�Q�W�L�U�H���V�L�O�L�F�R�Q�H���R�L�O���V�D�P�S�O�H���S�O�D�F�H�G���R�Q���W�K�H���P�H�D�V�X�U�L�Q�J���S�O�D�W�H���W�R��
�U�H�D�F�K���W�K�H���G�H�V�L�U�H�G���W�D�U�J�H�W���W�H�P�S�H�U�D�W�X�U�H���W�K�U�R�X�J�K���F�R�R�O�L�Q�J���R�U���K�H�D�W�L�Q�J�����7�K�H���L�Q�L�W�L�D�O��
�Y�L�V�F�R�V�L�W�\���D�W���W�K�H���S�U�H�V�F�U�L�E�H�G���������G�L�I�I�H�U�H�Q�W���W�H�V�W���W�H�P�S�H�U�D�W�X�U�H�V���L�V���D�O�V�R���U�H�F�R�U�G�H�G����

III. �7�K�H�� �W�K�L�U�G�� �V�W�H�S�� �R�I�� �W�K�H�� �U�K�H�R�O�R�J�L�F�D�O�� �D�Q�D�O�\�V�L�V���L�V�� �W�R�� �F�D�U�U�\�� �R�X�W�� �W�K�H�� �G�\�Q�D�P�L�F��
�Y�L�V�F�R�V�L�W�\���P�H�D�V�X�U�H�P�H�Q�W�V���L�Q���W�K�H���V�K�H�D�U���U�D�W�H���U�D�Q�J�H���R�I�����������V���D�Q�G�����������������V���D�W���D�O�O��
�������G�L�I�I�H�U�H�Q�W���W�H�P�S�H�U�D�W�X�U�H�V���U�H�S�H�D�W�H�G���W�K�H���U�H�T�X�L�U�H�G���Q�X�P�E�H�U���R�I���W�L�P�H�V�� 

�'�H�W�D�L�O�V���R�I���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���V�W�H�S�V����

�,�Q���W�K�H���I�L�U�V�W���V�W�H�S�����F�R�Q�V�W�D�Q�W���V�K�H�D�U���U�D�W�H���W�H�V�W�V���Z�H�U�H���U�H�S�H�D�W�H�G���������W�L�P�H�V���D�W���D���V�K�H�D�U���U�D�W�H���R�I��
�������������V�����D�W�������ƒ�&���D�Q�G���Z�L�W�K���D���J�D�S���V�L�]�H���R�I���K��� �����������P�P�����7�K�L�V���J�D�S���V�L�]�H���S�U�R�Y�L�G�H�G���W�K�H���P�R�V�W��
�D�F�F�X�U�D�W�H���U�H�V�X�O�W�V���I�R�U���W�K�H���L�Q�L�W�L�D�O���G�\�Q�D�P�L�F���Y�L�V�F�R�V�L�W�\���R�I���W�K�H���V�D�P�S�O�H�V���D�W�������ƒ�&���D�F�F�R�U�G�L�Q�J��
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�W�R���W�K�H���S�U�R�G�X�F�W���E�U�R�F�K�X�U�H���>����]�����7�K�H���D�E�V�R�O�X�W�H���Y�D�O�X�H���R�I���W�K�H���G�H�Y�L�D�W�L�R�Q���R�I���W�K�H���D�U�L�W�K�P�H�W�L�F��
�P�H�D�Q���R�I���W�K�H���������P�H�D�V�X�U�H�G���D�Q�G���U�H�F�R�U�G�H�G���Y�L�V�F�R�V�L�W�\���Y�D�O�X�H�V���I�U�R�P���W�K�H���H�[�D�F�W�����F�D�W�D�O�R�J�X�H����
�Y�D�O�X�H���J�L�Y�H�V���W�K�H���D�F�F�X�U�D�F�\���R�I���W�K�H���P�H�D�V�X�U�L�Q�J���L�Q�V�W�U�X�P�H�Q�W�����#��� ���������3�D�V�������7�K�H���F�R�U�U�H�F�W�H�G��
�H�P�S�L�U�L�F�D�O�� �V�W�D�Q�G�D�U�G�� �G�H�Y�L�D�W�L�R�Q�� �R�I�� �W�K�H�� �P�H�D�V�X�U�H�G�� �Y�D�O�X�H�V�� �I�U�R�P�� �W�K�H���P�H�D�Q�� �L�Q�G�L�F�D�W�H�V�� �W�K�H��
�S�U�H�F�L�V�L�R�Q���R�I�� �W�K�H���P�H�D�V�X�U�L�Q�J�� �L�Q�V�W�U�X�P�H�Q�W�����2��� �� ������������ �3�D�V������ �,�I�� �W�K�H���F�R�Q�I�L�G�H�Q�F�H���O�H�Y�H�O���L�V��
�F�K�R�V�H�Q�� �W�R�� �E�H�� �������� ���W�K�L�V�� �P�H�D�Q�V�� �W�K�D�W�� �L�Q�� �������� �R�I�� �W�K�H�� �S�H�U�I�R�U�P�H�G�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �W�K�H��
�P�H�D�V�X�U�H�G���U�H�V�X�O�W���P�X�V�W���I�D�O�O���Z�L�W�K�L�Q���W�K�H���D�F�F�X�U�D�F�\���U�D�Q�J�H���R�I���W�K�H���P�H�D�V�X�U�L�Q�J���L�Q�V�W�U�X�P�H�Q�W����
�L���H�������Z�L�W�K�L�Q���W�K�H���H�U�U�R�U���O�L�P�L�W���R�I���W�K�H���L�Q�V�W�U�X�P�H�Q�W�������W�K�H���F�R�Q�I�L�G�H�Q�F�H���I�D�F�W�R�U�����G�����F�D�Q���E�H���I�R�X�Q�G��
�I�U�R�P�� �W�K�H�� �V�W�D�Q�G�D�U�G���Q�R�U�P�D�O�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �W�D�E�O�H�� �I�R�U�� �W�K�H���������� �F�R�Q�I�L�G�H�Q�F�H�� �O�H�Y�H�O�� ���L�Q�� �W�K�L�V��
�F�D�V�H���G��� �����������������7�K�H���P�L�Q�L�P�X�P���U�H�T�X�L�U�H�G���Q�X�P�E�H�U���R�I���P�H�D�V�X�U�H�P�H�Q�W�V�����J�����L�V���J�L�Y�H�Q���E�\���(�T����
��2)���E�D�V�H�G���R�Q���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���W�H�F�K�Q�L�T�X�H�V��[1��]����
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�5�R�X�Q�G�L�Q�J���X�S���J��� �������L�V���J�D�L�Q�H�G�����W�K�H�U�H�I�R�U�H���L�W���L�V���W�K�H�R�U�H�W�L�F�D�O�O�\���V�X�I�I�L�F�L�H�Q�W���W�R���P�H�D�V�X�U�H���R�Q�O�\��
�R�Q�F�H�� �L�Q�� �H�D�F�K�� �P�H�D�V�X�U�H�P�H�Q�W�� �F�D�V�H�� �Z�L�W�K�� �W�K�H�� �K�L�J�K-�S�U�H�F�L�V�L�R�Q�� �P�H�D�V�X�U�L�Q�J�� �L�Q�V�W�U�X�P�H�Q�W��
�S�U�H�V�H�Q�W�H�G���D�W���W�K�H���E�H�J�L�Q�Q�L�Q�J���R�I���W�K�H���V�X�E�V�H�F�W�L�R�Q�����5�H�J�D�U�G�O�H�V�V���R�I���W�K�H���J�D�L�Q�H�G���Q�X�P�E�H�U�����H�D�F�K��
�P�H�D�V�X�U�H�P�H�Q�W�� �Z�D�V�� �S�H�U�I�R�U�P�H�G�� ���� �W�L�P�H�V�� �E�D�V�H�G�� �R�Q��‘ �R�Q�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �L�V�� �Q�R�W�� �D��
�P�H�D�V�X�U�H�P�H�Q�W�¶���S�U�L�Q�F�L�S�O�H����

�,�Q�� �W�K�H�� �V�H�F�R�Q�G�� �V�W�H�S���� �D�I�W�H�U�� �G�L�I�I�H�U�H�Q�W�� �F�R�R�O�L�Q�J���Z�D�U�P�L�Q�J�� �Z�D�L�W�L�Q�J�� �W�L�P�H�V���� �F�R�Q�V�W�D�Q�W�� �V�K�H�D�U��
�U�D�W�H���P�H�D�V�X�U�H�P�H�Q�W�V���Z�H�U�H���F�D�U�U�L�H�G���R�X�W���D�W���D���V�K�H�D�U���U�D�W�H���R�I���������������V���Z�L�W�K���D���J�D�S���V�L�]�H���R�I���K��� ��
�������� �P�P�� �I�R�U�� ���� �P�L�Q�X�W�H�V���D�W�� �H�D�F�K�� �L�Q�Y�H�V�W�L�J�D�W�H�G�� �W�H�P�S�H�U�D�W�X�U�H���� �7�K�H�� �Y�L�V�F�R�V�L�W�\-�V�K�H�D�U�� �U�D�W�H��
�G�L�D�J�U�D�P�V�� �Z�H�U�H�� �V�H�O�H�F�W�H�G���� �R�Q�� �Z�K�L�F�K�� �W�K�H�� �Y�L�V�F�R�V�L�W�\�� �R�I�� �W�K�H�� �V�D�P�S�O�H�� �U�H�P�D�L�Q�H�G�� �D�O�P�R�V�W��
�F�R�Q�V�W�D�Q�W���G�X�U�L�Q�J���W�K�H�������P�L�Q�X�W�H�V���R�I���W�K�H���P�H�D�V�X�U�H�P�H�Q�W�����'�X�U�L�Q�J���W�K�H���P�H�D�V�X�U�H�P�H�Q�W�V�����W�K�H��
�I�D�U�W�K�H�U���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���W�H�P�S�H�U�D�W�X�U�H���Z�D�V���I�U�R�P�������ƒ�&���U�R�R�P���W�H�P�S�H�U�D�W�X�U�H�����P�R�U�H���W�L�P�H��
�Z�D�V���Q�H�H�G�H�G���I�R�U���D�O�O���U�H�J�L�R�Q�V���R�I���W�K�H���V�D�P�S�O�H���W�R���U�H�D�F�K���W�K�H���W�D�U�J�H�W���W�H�P�S�H�U�D�W�X�U�H���D�Q�G���I�R�U���W�K�H��
�L�Q�L�W�L�D�O�� �Y�L�V�F�R�V�L�W�\�� �Y�D�O�X�H�� �W�R�� �U�H�P�D�L�Q�� �X�Q�F�K�D�Q�J�H�G�� �G�X�U�L�Q�J�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W���� �)�L�Q�D�O�O�\���� ������
�P�L�Q�X�W�H�V���L�V���S�U�R�Y�H�G���W�R���E�H���W�K�H���Q�H�F�H�V�V�D�U�\���P�L�Q�L�P�X�P���Z�D�L�W�L�Q�J���W�L�P�H�����Z�K�L�F�K���H�Q�V�X�U�H�V���W�K�D�W���D�O�O��
�U�H�J�L�R�Q�V���R�I���W�K�H���V�D�P�S�O�H���Z�L�O�O���W�D�N�H���W�K�H���W�D�U�J�H�W���W�H�P�S�H�U�D�W�X�U�H���L�Q���D�O�O���L�Q�Y�H�V�W�L�J�D�W�H�G���W�H�P�S�H�U�D�W�X�U�H��
�F�D�V�H�V���� �7�K�H�� �L�Q�L�W�L�D�O�� �Y�L�V�F�R�V�L�W�\�� �Y�D�O�X�H�V�� �P�H�D�V�X�U�H�G�� �D�W�� �H�D�F�K�� �L�Q�Y�H�V�W�L�J�D�W�H�G�� �W�H�P�S�H�U�D�W�X�U�H�� �D�U�H��
�O�L�V�W�H�G���L�Q���7�D�E�O�H��������

�,�Q�� �W�K�H�� �W�K�L�U�G�� �V�W�H�S���� �V�L�P�S�O�H�� �V�K�H�D�U�� �W�H�V�W�V�� �Z�H�U�H�� �S�H�U�I�R�U�P�H�G�� �D�W�� �D�O�O�� ������ �L�Q�Y�H�V�W�L�J�D�W�H�G��
�W�H�P�S�H�U�D�W�X�U�H�V���Z�L�W�K���D���J�D�S���V�L�]�H���R�I���K��� �����������P�P�����Z�L�W�K���D���F�R�R�O�L�Q�J���R�U���K�H�D�W�L�Q�J���Z�D�L�W�L�Q�J���W�L�P�H��
�R�I�� ������ �P�L�Q�X�W�H�V���� �U�H�S�H�D�W�H�G�� ���� �W�L�P�H�V���� �L�Q�� �W�K�H�� �V�K�H�D�U�� �U�D�W�H�� �U�D�Q�J�H�� �R�I�� ���� �����V�� �D�Q�G�� ���������� �����V��
���O�R�J�D�U�L�W�K�P�L�F�D�O�O�\�� �L�Q�F�U�H�D�V�L�Q�J�� �Y�D�O�X�H�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �L�Q���0 = 100���S�R�L�Q�W�V���� �D�Q�G�� �Z�L�W�K�� �D��
�V�K�H�D�U�L�Q�J���W�L�P�H���L�Q�W�H�U�Y�D�O���E�H�W�Z�H�H�Q���������V���D�Q�G�������������V�����Z�L�W�K���D���O�R�J�D�U�L�W�K�P�L�F�D�O�O�\���G�H�F�U�H�D�V�L�Q�J��
�Y�D�O�X�H���G�L�V�W�U�L�E�X�W�L�R�Q�������,�Q���W�K�L�V���V�W�H�S�����D���W�R�W�D�O���R�I�������������S�L�H�F�H�V���R�I���P�H�D�V�X�U�H�G���Y�L�V�F�R�V�L�W�\���G�D�W�D��
�Z�H�U�H���V�W�R�U�H�G���D�Q�G���H�Y�D�O�X�D�W�H�G�����7�K�H���I�R�O�O�R�Z�L�Q�J���T�X�D�Q�W�L�W�L�H�V���Z�H�U�H���U�H�F�R�U�G�H�G�����(�O�D�S�V�H�G���W�L�P�H���R�I��
�P�H�D�V�X�U�H�P�H�Q�W�� �>�V�@���� �7�H�P�S�H�U�D�W�X�U�H�� �>�ƒ�&�@���� �'�\�Q�D�P�L�F�� �Y�L�V�F�R�V�L�W�\�� �>�3�D�V�@���� �6�K�H�D�U�� �U�D�W�H�� �>�����V�@����
�6�K�H�D�U���V�W�U�H�V�V���>�3�D�@�����6�K�H�D�U���V�W�U�D�L�Q���>���@�����7�R�U�T�X�H���>�1�P�@�����D�Q�G���1�R�U�P�D�O���I�R�U�F�H���>�1�@����

�$�W�� �H�D�F�K�� �L�Q�Y�H�V�W�L�J�D�W�H�G�� �W�H�P�S�H�U�D�W�X�U�H���� �W�K�H�� �V�K�H�D�U�� �V�W�U�H�V�V�� �D�Q�G�� �G�\�Q�D�P�L�F�� �Y�L�V�F�R�V�L�W�\�� �Y�D�O�X�H�V��
�U�H�F�R�U�G�H�G���D�W���W�K�H���V�D�P�H���V�K�H�D�U���U�D�W�H�����P�H�D�V�X�U�H�G�������W�L�P�H�V�����Z�H�U�H���D�Y�H�U�D�J�H�G�����)�L�J�X�U�H�������G�H�S�L�F�W�V��
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�W�K�H���P�H�D�V�X�U�H�G���S�R�L�Q�W�V���R�I���W�K�H���U�K�H�R�O�R�J�L�F�D�O���F�X�U�Y�H�V���R�E�W�D�L�Q�H�G���E�\���D�Y�H�U�D�J�L�Q�J���W�K�H���U�H�V�X�O�W�V���D�Q�G��
�S�U�H�V�H�Q�W���Z�H�O�O���W�K�H���Q�R�Q-�1�H�Z�W�R�Q�L�D�Q���E�H�K�D�Y�L�R�U���R�I���W�K�H���D�Q�D�O�\�]�H�G���V�L�O�L�F�R�Q�H���R�L�O����

�7�D�E�O�H������

�0�H�D�V�X�U�H�G���L�Q�L�W�L�D�O���G�\�Q�D�P�L�F���Y�L�V�F�R�V�L�W�\���Y�D�O�X�H�V���R�I���$�.������000�����������6�7�$�%���V�L�O�L�F�R�Q�H���R�L�O��

Temperature 
[°C] 

Dynamic viscosity [Pas]  
at 0.1 1/s shear rate 

Temperature 
[°C] 

Dynamic viscosity 
[Pas]  

at 0.1 1/s shear rate 
-������ ������������������ 80�� ����������������
-20�� ������������������ 100�� ����������������
0�� ������������������ 120�� ����������������
20�� ������������������ �������� ����������������
������ ������������������ 160�� ����������������
������ ���������������� 180�� ����������������
60�� ���������������� 200�� ����������������

�7�K�H���U�K�H�R�O�R�J�L�F�D�O���P�H�D�V�X�U�H�P�H�Q�W���U�H�V�X�O�W�V���F�O�H�D�U�O�\���U�H�Y�H�D�O���W�K�H���S�V�H�X�G�R�S�O�D�V�W�L�F���Q�D�W�X�U�H���R�I���W�K�H��
�V�L�O�L�F�R�Q�H�� �R�L�O���� �7�K�H�� �V�K�H�D�U�� �V�W�U�H�V�V�� �J�H�Q�H�U�D�W�H�G�� �L�Q�� �W�K�H�� �I�O�X�L�G�� �L�Q�F�U�H�D�V�H�V�� �Z�L�W�K�� �W�K�H�� �L�Q�F�U�H�D�V�L�Q�J��
�V�K�H�D�U�� �U�D�W�H���� �E�X�W�� �L�W�V�� �D�F�W�X�D�O�� �G�\�Q�D�P�L�F�� �Y�L�V�F�R�V�L�W�\�� �G�H�F�U�H�D�V�H�V�� ���V�H�H�� �)�L�J�X�U�H�� ����������
�7�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �U�H�V�X�O�W�V�� �D�O�V�R�� �F�R�Q�I�L�U�P�� �W�K�H�� �I�D�F�W�� �W�K�D�W���V�L�O�L�F�R�Q�H�� �R�L�O�� �L�V�� �D��
�W�K�H�U�P�R�U�K�H�R�O�R�J�L�F�D�O���V�L�P�S�O�H���I�O�X�L�G�����I�X�O�I�L�O�V���W�K�H���7�L�P�H���7�H�P�S�H�U�D�W�X�U�H���6�X�S�H�U�S�R�V�L�W�L�R�Q���U�X�O�H����
�V�L�Q�F�H���L�W�V���U�K�H�R�O�R�J�L�F�D�O���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���E�H�K�D�Y�H���L�Q���W�K�H���V�D�P�H���Z�D�\���D�W���D�O�O���W�H�P�S�H�U�D�W�X�U�H�V�����W�K�H��
�U�K�H�R�O�R�J�L�F�D�O���F�K�D�U�D�F�W�H�U�L�V�W�L�F���F�X�U�Y�H�V���D�U�H���R�Q�O�\���V�K�L�I�W�H�G���L�Q���W�K�H���Y�H�U�W�L�F�D�O���G�L�U�H�F�W�L�R�Q���E�D�V�H�G���R�Q��
�W�K�H���W�H�P�S�H�U�D�W�X�U�H����

1.5 Commonly Used Viscosity Models for Pseudoplastic Fluids 

�%�D�V�H�G�� �R�Q�� �W�K�H�� �O�L�W�H�U�D�W�X�U�H�����H�L�J�K�W�� �P�R�V�W�� �X�V�H�G���S�V�H�X�G�R�S�O�D�V�W�L�F�� �Y�L�V�F�R�V�L�W�\�� �P�R�G�H�O�V�� �Z�H�U�H��
�V�H�O�H�F�W�H�G���I�R�U���F�R�P�S�D�U�L�V�R�Q�����7�K�H�V�H���D�U�H���W�K�H���&�D�U�U�H�D�X�����&�D�U�U�H�D�X-�<�D�V�X�G�D�����&�U�R�V�V�����-�R�K�Q�V�R�Q����
�0�H�W�H�U���� �0�•�Q�V�W�H�G�W���� �3�R�Z�H�O�O-�(�\�U�L�Q�J�� �D�Q�G�� �3�R�Z�H�U-�/�D�Z��[16]�����7�K�H�� �I�R�U�P�X�O�D���R�I�� �H�D�F�K��
�L�Q�Y�H�V�W�L�J�D�W�H�G�� �Y�L�V�F�R�V�L�W�\�� �P�R�G�H�O�� �L�V�� �S�U�H�V�H�Q�W�H�G�� �E�\�� �(�T�V���� ������-���������� �L�Q�� �7�D�E�O�H�� �������1�R�Q�O�L�Q�H�D�U��
�U�H�J�U�H�V�V�L�R�Q�V�� �Z�H�U�H�� �D�S�S�O�L�H�G�� �I�R�U�� �H�D�F�K�� �P�R�G�H�O�� �V�H�S�D�U�D�W�H�O�\���� �L�Q�� �R�U�G�H�U�� �W�R�� �L�G�H�Q�W�L�I�\�� �W�K�H��
�X�Q�N�Q�R�Z�Q���S�D�U�D�P�H�W�H�U�V�����7�D�E�O�H�������F�R�P�S�D�U�H�V���W�K�H���I�L�W�W�L�Q�J���D�F�F�X�U�D�F�\���R�I���H�D�F�K���P�R�G�H�O���W�R���W�K�H��
�P�H�D�V�X�U�H�P�H�Q�W���G�D�W�D���E�D�V�H�G���R�Q���V�H�Y�H�U�D�O���D�V�S�H�F�W�V�����$���Y�L�V�F�R�V�L�W�\���P�R�G�H�O���L�V���W�K�H�Q���K�L�J�K�O�L�J�K�W�H�G��
�E�\���W�K�H���D�X�W�K�R�U�V���W�K�D�W���L�V���I�R�X�Q�G���W�R���E�H���W�K�H���P�R�V�W���D�S�S�U�R�S�U�L�D�W�H���I�R�U���&�)�'���F�D�O�F�X�O�D�W�L�R�Q���R�I���W�K�H��
�Y�L�V�F�R-�G�D�P�S�H�U�¶�V���I�L�O�O�L�Q�J���S�U�R�F�H�V�V���E�D�V�H�G���R�Q���H�Y�D�O�X�D�W�L�Q�J���D�V�S�H�F�W�V����

�7�K�H���I�R�U�P�X�O�D�V���R�I�� �W�K�H���Y�L�V�F�R�V�L�W�\�� �P�R�G�H�O�V���D�U�H���F�R�Q�V�L�G�H�U�H�G���D�V���D���I�L�W�W�L�Q�J���I�X�Q�F�W�L�R�Q���D�Q�G���W�K�H��
�D�Y�H�U�D�J�H�G�� �P�H�D�V�X�U�H�G�� �G�\�Q�D�P�L�F�� �Y�L�V�F�R�V�L�W�\�� �Y�D�O�X�H�V�� �S�U�H�V�H�Q�W�H�G�� �L�Q�� �)�L�J�X�U�H�� �����D�U�H�� �X�V�H�G�� �W�R��
�S�H�U�I�R�U�P���W�K�H���P�R�G�H�O���S�D�U�D�P�H�W�H�U���L�G�H�Q�W�L�I�L�F�D�W�L�R�Q���E�\���D�S�S�O�\�L�Q�J���O�H�D�V�W���V�T�X�D�U�H�V���P�H�W�K�R�G���E�D�V�H�G��
�Q�R�Q�O�L�Q�H�D�U���T�X�D�V�L-�1�H�Z�W�R�Q�L�D�Q���U�H�J�U�H�V�V�L�R�Q���W�U�D�F�L�Q�J���E�D�F�N���W�K�H���V�R�O�X�W�L�R�Q���L�Q�W�R���D�Q���H�[�W�U�H�P�X�P��
�V�H�D�U�F�K�� �L�Q���L�W�H�U�D�W�L�Y�H���Z�D�\�����7�K�H���I�X�Q�F�W�L�R�Q�D�O���P�L�Q�L�P�X�P�� �L�V�� �J�D�L�Q�H�G���E�\�� �P�D�N�L�Q�J�� �W�K�H���S�D�U�W�L�D�O��
�G�H�U�L�Y�D�W�L�Y�H�V���R�I���W�K�H���I�X�Q�F�W�L�R�Q�D�O���H�T�X�D�O���W�R���]�H�U�R����

��
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�7�D�E�O�H������
�,�Q�Y�H�V�W�L�J�D�W�H�G���Q�R�Q-�1�H�Z�W�R�Q�L�D�Q���Y�L�V�F�R�V�L�W�\���P�R�G�H�O�V��

Model Formula Eq. 

�&�D�U�U�H�D�X�� �ß(�6, �Û�6) = �ß�¶ (�6) +
�ß�4(�6) 
F �ß�¶ (�6)

[1 + (�ã(�6) �® �Û�6) �6]
�5�?�á(�Í )

�6

�� ��������

�&�D�U�U�H�D�X-
�<�D�V�X�G�D��

�ß(�6,�Û�6) = �ß�¶ (�6) +
�ß�4(�6) 
F �ß�¶ (�6)

[1 + (�ã(�6) �® �Û�6) �Ô(�Í ) ]
�5�?�á(�Í )

�Ô(�Í )

�� ��������

�&�U�R�V�V�� �ß(�6, �Û�6) = �ß�¶ (�6) +
�ß�4(�6) 
F �ß�¶ (�6)

1 + (�ã(�6) �® �Û�6) �5�?�á(�Í ) �� ��������

�-�R�K�Q�V�R�Q��
�ß(�6, �Û�6) = �ß�¶ (�6) �® �A


n
�5

�5
�ß�á�� �,(�Í ) �?�ß�á�� �®(�Í ) �>��(�Í ) �®�
�6


r

��
��������

�0�H�W�H�U��
�ß(�6, �Û�6) = �ß�¶ (�6) +

�ß�4(�6) 
F �ß�¶ (�6)

1 + �F
�Û�6

�Û�6�5/ �6(�6)
�G

�5�?�á(�Í )
��

��������

�0�•�Q�V�W�H�G�W���H�K�C�ß(�6, �Û�6) = �#(�6) + �$(�6) �®�H�K�C�Û�6+ �%(�6) �®(�H�K�C�Û�6) �6+ �&(�6)
�®(�H�K�C�Û�6) �7+ �' (�6) �®(�H�K�C�Û�6) �8��

��������

�3�R�Z�H�O�O-
�(�\�U�L�Q�J�� �ß(�6, �Û�6) = �ß�¶ (�6) + 
k�ß�4(�6) 
F �ß�¶ (�6)
o �® �F

�O�E�J�D�?�5(�ã(�6) �® �Û�6)

�ã(�6) �® �Û�6
�G�� ��������

�3�R�Z�H�U-
�/�D�Z�� �ß(�6, �Û�6) = �- (�6) �® �Û�6�á(�Í ) �?�5�� ����������

�7�K�H�� �P�R�G�H�O�� �S�D�U�D�P�H�W�H�U�V���2(�6)���L�Q�� �H�D�F�K�� �Y�L�V�F�R�V�L�W�\�� �P�R�G�H�O�� �I�R�U�P�X�O�D�� �G�H�S�H�Q�G�V�� �R�Q�� �W�K�H��
tem�S�H�U�D�W�X�U�H���� �W�K�X�V�� �D�� �P�R�G�H�O�� �S�D�U�D�P�H�W�H�U�� �F�D�Q�� �E�H�� �D�S�S�U�R�[�L�P�D�W�H�G�� �E�\�� �D�Q�� �H�L�J�K�W-�R�U�G�H�U��
�S�R�O�\�Q�R�P�L�D�O����

�7�K�H�� �F�R�U�U�H�F�W�� �Y�D�O�X�H�� �R�I�� �W�K�H�� �S�D�U�D�P�H�W�H�U�� �F�R�H�I�I�L�F�L�H�Q�W�V���?�Ü���L�Q�� �H�D�F�K�� �S�R�O�\�Q�R�P�L�D�O�� �I�R�U�� �H�D�F�K��
�Y�L�V�F�R�V�L�W�\���P�R�G�H�O���L�V���J�D�L�Q�H�G���E�\���S�R�O�\�Q�R�P�L�D�O���U�H�J�U�H�V�V�L�R�Q�����7�R���H�Q�K�D�Q�F�H���W�K�H���F�R�Q�Y�H�U�J�H�Q�F�H��
�G�X�U�L�Q�J���W�K�H���L�W�H�U�D�W�L�R�Q�����W�K�H���X�Q�N�Q�R�Z�Q���P�R�G�H�O���S�D�U�D�P�H�W�H�U�V���D�U�H���V�H�W���W�R���E�H���R�Q�O�\���Q�R�Q-�Q�H�J�D�W�L�Y�H��
�Y�D�O�X�H�V�����$�V���D���U�H�V�X�O�W�����L�Q���F�D�V�H���R�I���W�K�H���&�D�U�U�H�D�X-�<�D�V�X�G�D���P�R�G�H�O�����W�K�H���S�R�O�\�Q�R�P�L�D�O�V���I�R�U���W�K�H��
�W�H�P�S�H�U�D�W�X�U�H���G�H�S�H�Q�G�H�Q�W���P�R�G�H�O���S�D�U�D�P�H�W�H�U�V���D�U�H���V�K�R�Z�Q���L�Q���W�K�H���7�D�E�O�H���������Z�K�L�F�K���V�D�W�L�V�I�L�H�G��
�W�K�H���V�L�J�Q���F�R�Q�V�W�U�D�L�Q�W���D�Q�G���S�U�R�Y�L�G�H�G���W�K�H���O�H�D�V�W���V�T�X�D�U�H�V���G�H�Y�L�D�W�L�R�Q���L�Q���W�K�H���P�H�D�V�X�U�H�G���V�K�H�D�U��
�U�D�W�H���U�D�Q�J�H����

�%�D�V�H�G���R�Q���7�D�E�O�H���������I�U�R�P���W�K�H���K�L�J�K�H�V�W���D�E�V�R�O�X�W�H���G�L�I�I�H�U�H�Q�F�H�¶�V���S�R�L�Q�W���R�I���Y�L�H�Z�����W�K�H���&�D�U�U�H�D�X-
�<�D�V�X�G�D���Y�L�V�F�R�V�L�W�\���P�R�G�H�O���L�V���I�R�X�Q�G���W�R���E�H���W�K�H���P�R�V�W���U�H�O�L�D�E�O�H�����,�Q���W�H�U�P�V���R�I���K�L�J�K�H�V�W���U�H�O�D�W�L�Y�H��
�G�L�I�I�H�U�H�Q�F�H���� �W�K�H�� �&�U�R�V�V�� �P�R�G�H�O�� �Z�R�U�N�V�� �E�H�W�W�H�U���� �&�R�Q�V�L�G�H�U�L�Q�J�� �W�K�H�� �D�Y�H�U�D�J�H�� �R�I�� �U�H�O�D�W�L�Y�H��
�G�L�I�I�H�U�H�Q�F�H�V���� �W�K�H�� �0�•�Q�V�W�H�G�W�� �P�R�G�H�O�� �S�U�R�Y�L�G�H�V�� �V�P�D�O�O�H�U�� �G�L�I�I�H�U�H�Q�F�H�V�� �W�R�� �W�K�H�� �P�H�D�V�X�U�H�G��
�Y�L�V�F�R�V�L�W�\���Y�D�O�X�H�V����

�,�W���L�V���D�O�V�R���L�P�S�R�U�W�D�Q�W���W�R���L�Q�Y�H�V�W�L�J�D�W�H���K�R�Z���G�R�H�V���H�D�F�K���Y�L�V�F�R�V�L�W�\���P�R�G�H�O���E�H�K�D�Y�H���D�E�R�Y�H���W�K�H��
�P�H�D�V�X�U�H�G�� �V�K�H�D�U�� �U�D�W�H�� �U�H�J�L�R�Q�� ���D�E�R�Y�H�� ���������� �����V������ �,�I�� �W�K�H�� �F�D�O�F�X�O�D�W�H�G�� �Y�L�V�F�R�V�L�W�\�� �Y�D�O�X�H�V��
�G�L�Y�H�U�J�H�� �W�R�� �L�Q�I�L�Q�L�W�H�� �R�U�� �I�O�X�F�W�X�D�W�H���� �W�K�H�\�� �F�D�Q�� �F�D�X�V�H�� �Q�X�P�H�U�L�F�D�O�� �H�U�U�R�U�� �G�X�U�L�Q�J�� �W�K�H�� �&�)�'��
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1.6 Geometry and the Boundary Conditions for the Filling 
Simulation 
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1.7 Numerical Results and Discussion 
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Abstract: Millions of people use the web every day, in this age of technology and the 
internet. Protecting the privacy and security of these users is a significant challenge for 
cybersecurity developers. With tremendous technological advancements, there is a 
noticeable improvement in the cyber-attackers' capabiliti es. At the same time, traditional 
Intrusion Detection Systems (IDS) are no longer effective at detecting intrusions. After the 
tremendous competences achieved by Artificial Intelligence (AI) techniques in all fields, 
great interest has developed in its use in the field of cybersecurity. There have been many 
studies that use Machine Learning (ML)-based intrusion detection systems. Despite the 
strong performance of ML techniques in detecting malicious activities, some challenges 
still reduce accuracy of performance. Knowing the proper technique, as well as knowing 
the features, is essential for effective intrusion detection. Therefore, this study proposes an 
effective network intrusion detection system based on ML and feature selection techniques. 
The performance of four ML techniques, the Random Forest (RF), K-Nearest Neighbors 
(KNN), Support Vector Machine (SVM) and the Decision Tree (DT) systems for intrusion 
detection are explored. In addition, feature selection techniques are employed for the 
selection of important features. Among the techniques used, the RF technique achieved the 
best performance, outperforming other techniques, with an accuracy of 99.72%. This study 
elaborates on the detection of malicious and benign cyber-attacks, with a new-level, high 
accuracy. 

Keywords: cybersecurity; intrusion detection; DDoS attacks; machine learning; feature 
selection techniques 

1 Introduction  

�$�O�O�� �W�H�F�K�Q�R�O�R�J�L�F�D�O�� �G�H�Y�H�O�R�S�P�H�Q�W�V, �L�Q�F�O�X�G�L�Q�J �V�P�D�U�W�S�K�R�Q�H�V���� �F�R�P�S�X�W�H�U�V����
communication systems �D�Q�G�� �,�R�7�� �G�H�Y�L�F�H�V�� �O�H�D�G�� �W�R�� �W�K�H�� �G�H�Y�H�O�R�S�P�H�Q�W�� �R�I�� �L�Qternet 
networks, �W�K�U�R�X�J�K�R�X�W�� �W�K�H�� �Z�R�U�O�G �>���@���� �5�H�F�H�Q�W�� �V�W�X�G�L�H�V�� �H�V�W�L�P�D�W�H�� �P�R�U�H�� �W�K�D�Q�� ���� �E�L�O�O�L�R�Q��



I. Avci et al. Cybersecurity Attack Detection Model, Using Machine Learning Techniques 

 – 30 – 

�V�P�D�U�W���G�H�Y�L�F�H�V���D�Q�G�������E�L�O�O�L�R�Q���,�Q�W�H�U�Q�H�W���X�V�H�U�V�� �Z�R�U�O�G�Z�L�G�H���>���@�����$�V���D���U�H�V�X�O�W���R�I���W�K�L�V�� �J�U�H�D�W��
�X�V�H�� �R�I�� �,�Q�W�H�U�Q�H�W�� �Qetwork�V���� �P�D�V�V�L�Y�H�� �D�P�R�X�Q�W�V�� �R�I�� �G�D�W�D�� �D�U�H�� �J�H�Q�H�U�D�W�H�G�� �H�Y�H�U�\�� �V�H�F�R�Q�G����
�Z�K�L�F�K���O�H�G���W�R���W�K�H���F�U�H�D�W�L�R�Q���R�I���V�L�J�Q�L�I�L�F�D�Q�W���V�H�F�X�U�L�W�\���F�K�D�O�O�H�Q�J�H�V���W�R���S�U�R�W�H�F�W���G�D�W�D���I�U�R�P���W�K�H��
�P�D�Q�\�� �F�K�D�O�O�H�Q�J�H�V�� �I�D�F�L�Q�J�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �G�H�Y�H�O�R�S�H�U�V�� �>���@���� �&�\�E�H�U�V�H�F�X�U�L�W�\�� �S�U�R�W�H�F�W�V��
�F�R�P�S�X�W�H�U���V�\�V�W�H�P�V���D�Q�G���Q�H�W�Z�R�U�N�V�� �I�U�Rm unau�W�K�R�U�L�]�H�G���D�F�F�H�V�V���>���@�����&�\�E�H�U�V�H�F�X�U�L�W�\���L�V�� �D��
backbone for all types �R�I���F�R�P�S�D�Q�L�H�V�����J�R�Y�H�U�Q�P�H�Q�W�V�����D�Q�G���H�Y�H�Q���S�H�R�S�O�H���W�R���V�H�F�X�U�H���G�D�W�D��
�D�Q�G���P�D�L�Q�W�D�L�Q���S�U�L�Y�D�F�\�����3�H�R�S�O�H���V�H�Q�G���D�Q�G���U�H�F�H�L�Y�H���G�D�W�D���R�Y�H�U���W�K�H���L�Q�W�H�U�Q�H�W�����Z�K�L�F�K���F�D�Q���E�H��
�K�D�F�N�H�G���D�Q�G�� �P�D�Q�L�S�X�O�D�W�H�G���E�\�� �V�W�U�D�Q�J�H�U�V�� �>���@���� �&�\�E�H�U-attac�N�V�� �L�Q�� ���������� �F�D�X�V�H�G���G�D�P�D�J�H�V��
of $5 billion �D�Q�G�� �Z�L�O�O��only increase �L�Q�� �W�K�H�� �I�X�W�X�U�H���� �I�R�U�� �H�[�D�P�S�O�H���� �G�D�P�D�J�H�V��were 
�H�V�W�L�P�D�W�H�G���W�R �U�H�D�F�K��$6 trillion, annually, �E�\���������� �>���@�� 

�'�L�V�W�U�L�E�X�W�H�G�� �'�H�Q�L�D�O�� �R�I�� �6�H�U�Y�L�F�H�� ���'�'�R�6���� �D�W�W�D�F�N�V�� �D�U�H�� �D�P�R�Q�J�� �W�K�H�� �P�Rst common 
cybersecuri�W�\�� �D�W�W�D�F�N�V���� �'�'�R�6�� �L�V�� �D�� �O�H�W�K�D�O�� �Z�H�D�S�R�Q�� �W�K�D�W�� �R�Y�H�U�Z�K�H�O�P�V�� �D�� �V�H�U�Y�H�U�� �R�U��
network by se�Q�G�L�Q�J���O�D�U�J�H���D�P�R�X�Q�W�V���R�I���S�D�F�N�H�W�V�����Z�K�L�F�K���I�O�R�R�G�V���W�K�H���V�H�U�Y�H�U�V���D�Q�G���F�D�X�V�H�V��
�W�K�H���V�H�U�Y�L�F�H���W�R���V�W�R�S���>���@�����,�Q���U�H�F�H�Q�W���\�H�D�U�V�����'�'�R�6���D�W�W�D�F�N�V���K�D�Y�H���Z�L�W�Q�H�V�V�H�G���D�Q���D�O�D�U�P�L�Q�J��
increase���� �,�Q�� �)�H�E�U�X�D�U�\�� ������������ �$�P�D�]�R�Q�� �:�H�E�� �6�H�U�Y�L�F�H�V�� ���$�:�6���� �F�X�V�W�R�P�H�U�V�� �V�X�I�I�H�U�H�G�� �D��
�V�H�Y�H�U�H���F�U�D�V�K���Z�K�H�Q���D���'�'�R�6���D�W�W�D�F�N �W�D�U�J�H�W�H�G���$�P�D�]�R�Q���6�L�P�S�O�H���6�W�R�U�D�J�H�����6�������D�Q�G���R�W�K�H�U��
�V�H�U�Y�L�F�H�V�����V�K�X�W�W�L�Q�J���W�K�H�P���G�R�Z�Q���I�R�U���D�S�S�U�R�[�L�P�D�W�H�O�\������ �K�R�X�U�V���>���@�����,�W���L�V���R�Q�H���R�I���W�K�H���P�R�V�W��
�V�L�J�Q�L�I�L�F�D�Q�W���'�'�R�6���D�W�W�D�F�N�V���� �Z�L�W�K���D���F�D�S�D�F�L�W�\���R�I�����������W�H�U�D�E�\�W�H�V�� �S�H�U���V�H�F�R�Q�G���� �$�F�F�R�U�G�L�Q�J��
�W�R���D���6�H�F�X�U�L�W�\���:�H�H�N���D�U�W�L�F�O�H�����U�H�V�H�D�U�F�K�H�U�V���K�D�Y�H���G�L�V�F�R�Y�H�U�H�G���W�K�D�W���W�K�H���D�Y�H�U�D�J�H���Q�X�P�E�H�U���R�I��
�V�H�S�D�U�D�W�H���'�'�R�6���D�W�W�D�F�N�V���L�Q�I�H�F�W�L�Q�J �W�K�H���L�Q�W�H�U�Q�H�W���G�D�L�O�\���L�V���D�E�R�X�W���������������� �>���@�����7�K�H�U�H�I�R�U�H����
�W�K�H�U�H�� �Z�D�V�� �D�� �Q�H�H�G�� �W�R�� �F�U�H�D�W�H�� �D�� �U�H�O�L�D�E�O�H���V�\�V�W�H�P�� �I�R�U�� �G�H�W�H�F�W�L�Q�J���F�\�E�H�U�V�H�F�X�U�L�W�\�� �D�W�W�D�F�N�V����
�&�\�E�H�U�V�H�F�X�U�L�W�\�� �G�H�Y�H�O�R�S�H�U�V�� �D�L�P�� �W�R�� �F�U�H�D�W�H�� �D�Q�� �H�I�I�H�F�W�L�Y�H�� �,�'�6�� �W�K�D�W�� �F�D�Q�� �L�G�H�Q�W�L�I�\�� �N�Q�R�Z�Q��
�D�Q�G�� �Q�H�Z�� �D�W�W�D�F�N�V�� �D�Q�G�� �W�K�U�H�D�W�V�� �Z�L�W�K�� �K�L�J�K�� �D�F�F�X�U�D�F�\�� �D�Q�G�� �D�� �O�R�Z�� �I�D�O�V�H�� �D�O�D�U�P�� �U�D�W�H�� �>�����@����
�$�O�W�K�R�X�J�K�� �P�D�Q�\�� �P�H�W�K�R�G�V�� �D�U�H�� �D�Y�D�L�O�D�E�O�H�� �I�R�U�� �L�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q���� �W�K�H�� �L�Q�F�U�H�D�V�H �L�Q�� �W�K�H��
�H�I�I�H�F�W�L�Y�H�Q�H�V�V�� �R�I�� �U�H�F�H�Q�W�� �D�W�W�D�F�N�V�� �D�Q�G�� �W�K�H�� �H�Y�R�O�X�W�L�R�Q�� �R�I�� �D�W�W�D�F�N�� �P�H�W�K�R�G�V����especially 
�'�'�R�6�� �D�W�W�D�F�N�V���� �U�H�T�X�L�U�H�V�� �H�I�I�H�F�W�L�Y�H�� �L�Q�W�H�O�O�L�J�H�Q�W�� �P�H�W�K�R�G�V�� �W�R�� �G�H�W�H�F�W�� �W�K�H�P���� �:�K�H�U�H�D�V, 
�W�U�D�G�L�W�L�R�Q�D�O���,�'�6�V���D�U�H���Q�R���O�R�Q�J�H�U���H�I�I�H�F�W�L�Y�H���L�Q���L�Q�W�U�X�V�L�R�Q���G�H�W�H�F�W�L�R�Q���>�����@�� 

�7�K�H�� �X�V�H�� �R�I�� �D�U�W�L�I�L�F�L�D�O�� �L�Q�W�H�O�O�L�J�H�Q�F�H�� �W�H�F�K�Q�L�T�X�H�V�� �L�Q�� �W�K�H�� �I�L�H�O�G�� �R�I�� �F�\�E�H�U�� �V�H�F�X�U�L�W�\�� �K�D�V��
�E�H�F�R�P�H�� �P�D�Q�G�D�W�R�U�\ �Z�L�W�K�� �J�U�H�D�W�� �V�X�F�F�H�V�V�� �L�Q�� �H�Y�H�U�\�� �I�L�H�O�G�� �$�,�� �D�Q�G�� �0�/�� �W�H�F�K�Q�L�T�X�H�V��
�S�U�R�Y�L�G�H���D���W�U�H�P�H�Q�G�R�X�V���D�E�L�O�L�W�\���W�R���H�[�S�O�R�U�H���K�L�G�G�H�Q���P�R�G�H�O�V���L�Q���E�L�J���G�D�W�D�����D�O�O�R�Z�L�Q�J���W�K�H�P��
�W�R�� �K�H�O�S�� �G�H�F�L�V�L�R�Q-mak�L�Q�J���� �0�/�� �W�H�F�K�Q�L�T�X�H�V�� �K�H�O�S�� �G�H�W�H�F�W�� �D�Q�G�� �P�R�Q�L�W�R�U�� �D�W�W�D�F�N�V�� �R�Q��
�Q�H�W�Z�R�U�N�� �W�U�D�I�I�L�F�� �D�F�W�L�Y�L�W�\���� �0�D�Q�\�� �V�W�X�G�L�H�V�� �X�V�H�G���G�L�I�I�H�U�H�Q�W�� �0�/�� �W�H�F�K�Q�L�T�X�H�V�� �W�R�� �G�H�W�H�F�W��
�L�Q�W�U�X�V�L�R�Q���� �+�R�Z�H�Y�H�U���� �W�K�H�U�H�� �D�U�H�� �V�W�L�O�O �V�R�P�H�� �V�K�R�U�W�F�R�P�L�Q�J�V���� �L�Q�F�O�X�G�L�Q�J�� �G�H�W�H�U�P�L�Q�L�Q�J�� �W�K�H��
�D�S�S�U�R�S�U�L�D�W�H�� �0�/�� �W�H�F�K�Q�L�T�X�H�� �I�R�U�� �W�K�H�� �L�Q�W�U�X�V�L�R�Q���G�H�W�H�F�W�L�R�Q�� �S�U�R�F�H�V�V�� �>�����@�����%�D�V�L�F�� �D�Q�G��
�H�I�I�H�F�W�L�Y�H�� �I�H�D�W�X�U�H�V�� �K�D�Y�H�� �E�H�H�Q�� �V�H�O�H�F�W�H�G�� �W�R�� �L�P�S�U�R�Y�H�� �W�K�H�� �S�H�U�I�R�U�P�D�Q�F�H �R�I�� �0�/��
�W�H�F�K�Q�L�T�X�H�V���L�Q���W�K�H���G�H�W�H�F�W�L�R�Q���R�I���X�Q�D�X�W�K�R�U�L�]�H�G���L�Q�S�X�W�V �>�����@�� 

�7�K�L�V �V�W�X�G�\���D�L�P�H�G���W�R���F�U�H�D�W�H���D�Q���H�I�I�H�F�W�L�Y�H���,�'�6���E�D�V�H�G���R�Q���P�D�F�K�L�Q�H���O�H�D�U�Q�L�Q�J���D�Q�G���I�H�D�W�X�U�H��
selection t�H�F�K�Q�L�T�X�H�V���� �,�Q�� �R�X�U�� �Q�H�Z �D�S�S�U�R�D�F�K���� �F�U�L�W�L�F�D�O�� �I�H�D�W�X�U�H�V�� �W�K�D�W�� �D�I�I�H�F�W�� �W�K�H��
classification result are select�H�G�� �D�V�� �D�� �E�D�V�L�V�� �I�R�U�� �D�� �P�R�U�H�� �D�F�F�X�U�D�W�H�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q��
�S�U�R�F�H�V�V���� �7�K�H�� �S�H�U�I�R�U�P�D�Q�F�H�� �R�I�� �I�R�X�U�� �G�L�I�I�H�U�H�Q�W�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J�� �W�H�F�K�Q�L�T�X�H�V�� �5�D�Q�G�R�P��
�)�R�U�H�V�W�� ���5�)������ �.-�1�H�D�U�H�V�W�� �1�H�L�J�K�E�R�U�V�� ���.�1�1������ �D�Q�G�� �6�X�S�S�R�U�W���9�H�F�W�R�U�� �0�D�F�K�L�Q�H�� ���6�9�0����
�D�U�H���F�R�P�S�D�U�H�G���W�R���I�L�Q�G���W�K�H���D�S�S�U�R�S�U�L�D�W�H���W�H�F�K�Q�L�T�X�H���I�R�U���L�Q�W�U�X�V�L�R�Q���G�H�W�H�F�W�L�R�Q�����2�Q�H���R�I���W�K�H��
most effective ways to select features is �W�R�� �X�V�H�� �D�� �'�7�� �W�H�F�K�Q�L�T�X�H�� �W�R�� �G�H�W�H�U�P�L�Q�H�� �W�K�H��
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�I�H�D�W�X�U�H�
�V�� �L�P�S�R�U�W�D�Q�F�H���� �7�K�H�� �I�H�D�W�X�U�H�� �L�P�S�R�U�W�D�Q�F�H�� �I�H�D�W�X�U�H�� �R�I�� �W�K�H�� �'�7�� �W�H�F�K�Q�L�T�Xe was 
�I�R�X�Q�G�� �X�V�H�I�X�O�� �W�R�� �G�H�W�H�U�P�L�Q�H�� �W�K�H�� �L�P�S�R�U�W�D�Q�F�H�� �R�I�� �H�D�F�K�� �I�H�D�W�X�U�H�� �D�Q�G�� �L�W�V�� �H�I�I�H�F�W �R�Q�� �W�K�H��
�F�O�D�V�V�L�I�L�F�D�W�L�R�Q���U�H�V�X�O�W�����7�K�L�V���S�U�R�S�R�V�H�G���V�W�X�G�\���L�V���G�H�V�L�J�Q�H�G���W�R���G�H�Wect malicious or benign 
�W�U�D�I�I�L�F���L�Q���'�'�R�6���F�\�E�H�U-�D�W�W�D�F�N�V���Z�L�W�K���D���Q�H�Z���K�L�J�K���D�F�F�X�U�D�F�\�����,�Q���D�G�G�L�W�L�R�Q�����W�K�H���R�X�W�O�L�H�U�V���L�Q��
t�K�H�� �G�D�W�D�
�V�� �Q�R�U�P�D�O�L�]�D�W�L�R�Q�� �V�W�H�S�V�� �Z�H�U�H�� �V�W�D�Q�G�D�U�G�L�]�H�G�� �X�V�L�Q�J�� �U�H�J�U�H�V�V�L�R�Q���P�H�W�K�R�G�V���� �'�D�Wa 
�U�R�E�X�V�W�Q�H�V�V���D�Q�G���F�R�Q�I�L�G�H�Q�F�H���L�Q�W�H�U�Y�D�O�V���Z�H�U�H���D�O�V�R���H�[�D�P�L�Q�H�G���L�Q���G�H�W�D�L�O�� 

T�K�H�� �U�H�V�H�D�U�F�K�� �D�U�W�L�F�O�H�� �L�V�� �R�U�J�D�Q�L�]�H�G�� �D�V�� �I�R�O�O�R�Z�V�� �D�Q�G��r�H�O�D�W�H�G�� �V�W�X�G�L�H�V�� �D�U�H�� �G�L�V�F�X�V�V�H�G�� �L�Q��
�6�H�F�W�L�R�Q �������,�W���G�H�V�F�U�L�E�H�V�� �W�K�H�� �J�H�Q�H�U�D�O�� �P�H�W�K�R�G�R�O�R�J�\�� �S�U�H�S�U�R�F�H�V�V�L�Q�J�� �V�W�H�S�V�� �D�Q�G�� �W�K�H��
�D�S�S�O�L�F�D�W�L�R�Q���R�I�� �P�D�F�K�L�Q�H���O�H�D�U�Q�L�Q�J���W�H�F�K�Q�L�T�X�H�V in �6�H�F�W�L�R�Q ���� �6�H�F�W�L�R�Q�������G�H�D�O�V�� �Z�L�W�K���W�K�H��
�U�H�V�X�O�W�V���R�E�W�D�L�Q�H�G���D�Q�G���W�K�H�L�U���G�L�V�F�X�V�V�L�R�Q�����6�H�F�W�L�R�Q�������S�U�R�Y�L�G�H�V���F�R�Q�F�O�X�V�L�R�Q�V�����3�H�U�I�R�U�P�D�Q�F�H��
�H�[�S�H�U�L�P�H�Q�W�V���D�U�H���S�H�U�I�R�U�P�H�G���X�V�L�Q�J���W�K�H���1�6�/-KDD �G�D�W�D�V�H�W���W�R���G�H�W�H�U�P�L�Q�H���Z�K�H�W�K�H�U���W�K�H��
�D�F�W�L�Y�L�W�\���L�V���L�Q�Q�R�F�X�R�X�V���>�����@�����7�K�L�V���V�W�X�G�\���H�Y�D�O�X�D�W�H�G���W�K�H���P�R�G�H�O�
�V���S�H�U�I�R�U�P�D�Q�F�H���X�V�L�Q�J���W�K�H��
�F�R�Q�I�X�V�L�R�Q���P�D�W�U�L�[�����7�K�H���S�H�U�I�R�U�P�D�Q�F�H�V���R�I���W�K�H���0�/���P�R�G�H�O�V���Z�H�U�H���F�D�O�F�X�O�D�W�H�G���L�Q���W�H�U�P�V���R�I��
accuracy, precision, sensitivity, specificity, �D�Q�G���)��-�6�F�R�U�H�� 
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prote�F�W�L�R�Q�� �P�H�W�K�R�G�V�� �W�R�� �S�U�R�W�H�F�W�� �W�K�H�� �S�U�L�Y�D�F�\�� �D�Q�G�� �V�H�F�X�U�L�W�\�� �R�I�� �W�K�H���X�V�H�U���� �$�U�W�L�I�L�F�L�D�O��
inte�O�O�L�J�H�Q�F�H�� �L�V�� �R�Q�H�� �R�I�� �W�K�H�� �P�R�V�W���S�U�R�P�L�V�L�Q�J�� �D�S�S�U�R�D�F�K�H�V�� �W�R�� �F�R�X�Q�W�H�U�L�Q�J�� �F�\�E�H�U�V�H�F�X�U�L�W�\��
�W�K�U�H�D�W�V���� �0�D�Q�\�� �V�W�X�G�L�H�V�� �K�D�Y�H�� �X�V�H�G�� �,�'�6�V�� �E�D�V�H�G�� �R�Q�� �0�/�� �D�Q�G�� �'�H�H�S�� �/�H�D�U�Q�L�Q�J�� ���'�/����
�W�H�F�K�Q�L�T�X�H�V�����7�K�L�V���V�H�F�W�L�R�Q���G�L�V�F�X�V�V�H�V���D���V�H�W���R�I���V�W�X�G�L�H�V���W�K�D�W���X�V�H���0�/���D�Q�G���'�/���W�H�F�K�Q�L�T�X�H�V��
�W�R���Getect cybersecurity a�W�W�D�F�N�V�� 

�%�L�Q�G�U�D �D�Q�G���6�R�R�G���H�[�S�O�R�U�H�G�������0�/���W�H�F�K�Q�L�T�X�H�V���/�5�����.�1�1�����5�)�����1�%�����/�L�Q�H�D�U���6�9�0�� �D�Q�G��
�/�L�Q�H�D�U�� �'�L�V�F�U�L�P�L�Q�D�Q�W�� �$�Q�D�O�\�V�L�V�� ���/�'�$���� �W�R�� �I�L�Q�G�� �R�X�W�� �W�K�H�� �E�H�V�W�� �W�H�F�K�Q�L�T�X�H�� �I�R�U�� �G�H�W�H�F�W�L�Q�J��
�'�'�R�6���D�W�W�D�F�N�V [15]�����0�/���W�H�F�K�Q�L�T�X�H�V���Z�H�U�H���W�H�V�W�H�G���R�Q���W�K�H���&�,�&���,�'�6���G�D�W�D�V�H�W�����Z�K�H�U�H���5�)��
�W�H�F�K�Q�R�O�R�J�\���D�F�K�L�H�Y�H�G���W�K�H���E�H�V�W���S�H�U�I�R�U�P�D�Q�F�H���Z�L�W�K���D�Q���D�F�F�X�U�D�F�\���R�I�����������������V�X�S�H�U�L�R�U���W�R��
�W�K�H���U�H�V�W���R�I���W�K�H���W�H�F�K�Q�L�T�X�H�V�����$�O�V�R�� �&�K�D�Y�D�Q���H�W���D�O�����V�W�X�G�L�H�G �W�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���I�R�X�U���0�/��
�W�H�F�K�Q�L�T�X�H�V�� �.�1�1���� �6�9�0���� �'�7���� �D�Q�G�� �/�5���I�R�U�� �G�H�W�H�F�W�L�Q�J�� �'�'�R�6�� �D�W�W�D�F�N�V �>��� ��@��� � �2�I� � �D�O�O���W�K�H��
�W�H�F�K�Q�L�T�X�H�V�� �X�V�H�G���� �/�5�� �D�F�K�L�H�Y�H�G�� �W�K�H�� �E�H�V�W�� �D�F�F�X�U�D�F�\�� �Z�L�W�K�� �������������� �R�X�W�S�H�U�I�R�U�P�L�Q�J�� �W�K�H��
�U�H�V�W���� �7�K�H�� �H�Q�V�H�P�E�O�H�� �P�H�W�K�R�G�� �R�I�W�H�Q�� �S�U�R�G�X�F�H�V�� �D�� �E�H�W�W�H�U�� �D�F�F�X�U�D�F�\�� �U�D�W�H�� �W�K�D�Q�� �D���E�D�V�H��
�F�O�D�V�V�L�I�L�H�U�����7�K�H�U�H�I�R�U�H���'�D�V�����6�D�L�N�D�W�����H�W���D�O�����S�U�R�S�R�V�H�G���D�Q���H�Q�V�H�P�E�O�H���P�R�G�H�O���W�K�D�W���F�R�P�E�L�Q�H�V��
���� �E�D�V�H�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J�� �0�/�� �W�H�F�K�Q�L�T�X�H�V�� �0�X�O�W�L�O�D�\�H�U�� �3�H�U�F�H�S�W�U�R�Q�� ���0�/�3������ �6�9�0����
�.�1�1���� �D�Q�G���'�7�� �>�����@�����7�K�H�� �S�H�U�I�R�U�P�D�Q�F�H�� �H�[�S�H�U�L�P�H�Q�W�V�� �Z�H�U�H�� �W�H�V�W�H�G���R�Q���W�K�H�� �1�6�/-KDD 
�G�D�W�D���V�H�W���� �Z�K�H�U�H���W�K�H���H�Q�V�H�P�E�O�H�� �F�O�D�V�V�L�I�L�H�U���D�F�K�L�H�Y�H�G���E�H�W�W�H�U���U�H�V�X�O�W�V���W�K�D�Q���W�K�H�� �L�Q�G�L�Y�L�G�X�D�O��
clas�V�L�I�L�H�U�V���X�V�H�G���L�Q���W�K�H���V�D�P�H���V�W�X�G�\�� 

Kasi�P���V�X�J�J�H�V�W�H�G���X�V�L�Q�J���Dn Auto-�(�Q�F�R�G�L�Q�J ���$�(�����P�H�W�K�R�G���I�R�U���V�H�O�H�F�W�L�Q�J���I�H�D�W�X�U�H�V���D�Q�G��
�U�H�G�X�F�L�Q�J���G�L�P�H�Q�V�L�R�Q�V���W�R���H�I�I�H�F�W�L�Y�H�O�\���F�O�D�V�V�L�I�\ traffic �>�����@�����7�K�H���$�(���L�V���X�V�H�G���W�R���L�G�H�Q�W�L�I�\��
�H�V�V�H�Q�W�L�D�O�� �I�H�D�W�X�U�H�V���� �D�Q�G�� �W�K�H�� �6�9�0�� �F�O�D�V�V�L�I�L�H�U�� �W�K�H�Q�� �G�H�W�H�F�W�V�� �D�� �'�'�R�6 �D�W�W�D�F�N����
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�3�H�U�I�R�U�P�D�Q�F�H�� �H�[�S�H�U�L�P�H�Q�W�V�� �Z�H�U�H�� �S�H�U�I�R�U�P�H�G�� �R�Q�� �&�,�&�,�'�6���������� �D�Q�G�� �1�6�/-KDD 
�G�D�W�D�V�H�W�V���� �D�Q�G�� �W�K�H�� �U�H�V�X�O�W�V�� �V�K�R�Z�H�G�� �W�K�H�� �P�R�G�H�O�
�V�� �H�I�I�H�F�W�L�Y�H�Q�H�V�V�� �I�R�U�� �F�O�D�V�V�L�I�\�L�Q�J�� �W�U�D�I�I�L�F����
�%�K�D�U�G�Z�D�M�� �H�W�� �D�O���� �L�Q�W�U�R�G�X�F�H�G�� �D�� �P�H�W�K�R�G�� �W�K�D�W�� �F�R�P�E�L�Q�H�V�� �Z�H�O�O-�V�W�D�F�N�H�G�� �V�S�D�U�V�H�� �$�(�� �I�R�U��
feature learning using a �'�H�H�S�� �1�H�X�U�D�O�� �1�H�W�Z�R�U�N�����'�1�1���� �W�R�� �G�H�W�H�F�W�� �S�R�W�H�Q�W�L�D�O�� �'�'�R�6 
attacks �>�����@�����7�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���$�(���D�Q�G���'�1�1���Z�D�V���W�X�Q�H�G���E�\���D�G�M�X�V�W�L�Q�J���S�D�U�D�P�H�W�H�U�V��
�W�R�� �L�P�S�U�R�Y�H�� �G�H�W�H�F�W�L�R�Q�� �D�F�F�X�U�D�F�\���� �3�H�U�I�R�U�P�D�Q�F�H�� �H�[�S�H�U�L�P�H�Q�W�V�� �Z�H�U�H�� �F�R�Q�G�X�F�W�H�G�� �R�Q�� �W�K�H��
�&�,�&�,�'�6���������� �D�Q�G�� �1�6�/-�.�'�'�� �G�D�W�D�V�H�W�V���� �7�K�H�� �U�H�V�X�O�W�V�� �V�K�R�Z�H�G�� �W�K�D�W�� �$�(�� ���� �'�1�1�� �Z�D�V��
�V�X�S�H�U�L�R�U���W�R���$�(������ �6�9�0���L�Q���W�K�H���V�W�X�G�\���Z�L�W�K���W�K�H���1�6�/-KDD �G�D�W�D�V�H�W�����Z�K�L�O�H���W�K�H���U�H�V�X�O�W�V��
were competitive, �Z�K�H�Q���X�V�L�Q�J���&�,�&�,�'�6 ���������� 

�7�K�H�� �K�L�J�K-�H�I�I�L�F�L�H�Q�F�\�� �'�/�� �W�H�F�K�Q�L�T�X�H�V�� �D�F�K�L�H�Y�H�G �L�Q�� �G�L�V�F�R�Y�H�U�L�Q�J�� �E�L�J�� �G�D�W�D�� �K�Dve been 
�P�D�Q�\�� �H�I�I�R�U�W�V�� �W�R�� �H�[�S�O�R�U�H�� �L�W�� �L�Q�� �W�K�H�� �I�L�H�O�G�� �R�I�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� Al -�(�P�D�G�L�� �H�W�� �D�O���� �H�[�S�O�R�U�H�G��
�W�K�H���S�Hrformance of �'�/  �W�H�F�K�Q�L�T�X�H�V��in �&�R�Q�Y�R�O�X�W�L�R�Q�D�O���1�H�X�U�D�O���1�H�W�Z�R�U�N�V�����&�1�1�����D�Q�G��
�5�H�F�X�U�U�H�Q�W�� �1�H�X�U�D�O�� �1�H�W�Z�R�U�N�V�� ���5�1�1���� �I�R�U�� �Q�H�W�Z�R�U�N�� �L�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q �>�����@���� 
�7�K�H�� �S�H�U�I�R�U�P�D�Q�F�H�� �H�[�S�H�U�L�P�H�Q�W�V�� �V�K�R�Z�H�G�� �W�K�D�W�� �W�K�H�� �&�1�1�� �W�H�F�K�Q�L�T�X�H�� �L�V�� �V�X�S�H�U�L�R�U�� �W�R�� �W�K�H��
�5�1�1�� �W�H�F�K�Q�L�T�X�H�� �Z�K�H�Q�� �W�H�V�W�H�G�� �R�Q�� �W�K�H�� �1�6�/-KDD �G�D�W�D�V�H�W���� �$�O�V�R���� �$�E�X��Abu Al-�+�D�L�M�D 
�D�Q�G�� �=�H�L�Q-�6�D�E�D�W�W�R���S�U�R�S�R�V�H�G �&�1�1�� �W�H�F�K�Q�L�T�X�Hs �I�R�U�� �L�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q �>�����@����
�3�H�U�I�R�U�P�D�Q�F�H���H�[�S�H�U�L�P�H�Q�W�V���Z�H�U�H���F�R�Q�G�X�F�W�H�G���R�Q���W�K�H���1�6�/�B�.�'�'���G�D�W�D�V�H�W�����Z�K�H�U�H�E�\���W�K�H��
�&�1�1�� �W�H�F�K�Q�L�T�X�H�� �D�F�K�L�H�Y�H�G�� �D�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �D�F�F�X�U�D�F�\�� �R�I�� ������������ �I�R�U�� �L�Q�W�U�X�V�L�R�Q��
�G�H�W�H�F�W�L�R�Q�����7�K�H���S�H�U�I�R�U�P�D�Q�F�H �R�I���0�/���D�Q�G���'�/���W�H�F�K�Q�L�T�X�H�V���L�V���K�L�J�K�O�\���G�H�S�H�Q�G�H�Q�W���R�Q���G�D�W�D��
�T�X�D�O�L�W�\���� �7�K�H�U�H�I�R�U�H���� �;�D�Y�L�H�U�� �/�D�U�U�L�Y�D-�1�R�Y�R�� �H�W�� �D�O���� �H�[�S�O�R�U�H�G�� �Y�D�U�L�R�X�V�� �S�U�H�S�U�R�F�H�V�V�L�Q�J��
�W�H�F�K�Q�L�T�X�H�V�� �W�R�� �F�O�D�V�V�L�I�\�� �W�U�D�I�I�L�F�� �X�V�L�Q�J�� �W�K�H�� �'�1�1�� �W�H�F�K�Q�L�T�X�H�� �>�����@���� �7�K�L�V�� �V�W�X�G�\�� �V�K�R�Z�H�G, 
�W�K�D�W�� �E�\�� �X�V�L�Q�J�� �S�U�H�S�U�R�F�H�V�V�L�Q�J�� �W�H�F�K�Q�L�T�X�H�V���� �D�F�F�X�Uacy �F�R�X�O�G�� �E�H�� �L�P�S�U�R�Y�H�G�� �E�\�� �X�S�� �W�R��
�������� 

3 Proposed Methodology 

�7�K�L�V���V�W�X�G�\���S�U�R�S�R�V�H�V���D�Q���H�I�I�H�F�W�L�Y�H���Q�H�W�Z�R�U�N���L�Q�W�U�X�V�L�R�Q���G�H�W�H�F�W�L�R�Q���V�\�V�W�H�P���E�D�V�H�G���R�Q���0�/��
�D�Q�G�� �I�H�D�W�X�U�H�� �V�H�O�H�F�W�L�R�Q�� �W�H�F�K�Q�L�T�X�H�V���� �7�K�H�� �S�H�U�I�R�U�P�D�Qce �P�H�D�V�X�U�H�V�� �D�U�H�� �F�R�Q�G�X�F�W�H�G��four 
�0�/�� �W�H�F�K�Q�L�T�X�H�V�� �5�)���� �.�1�1���� �6�9�0�����D�Q�G��DT for i�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q���� �,�Q�� �D�G�G�L�W�L�R�Q����
�I�H�D�W�X�U�H���V�H�O�H�F�W�L�R�Q���W�H�F�K�Q�L�T�X�H�V���D�U�H���X�V�H�G���W�R���L�G�H�Q�W�L�I�\���H�V�V�H�Q�W�L�D�O���I�H�D�W�X�U�H�V�� 

3.1. Research Design 

�0�D�F�K�L�Q�H���O�H�D�U�Q�L�Q�J���D�O�J�R�U�L�W�K�P�V���X�V�H�G���L�Q���W�K�L�V���S�D�U�W���R�I���W�K�L�V���V�W�X�G�\���D�U�H���E�U�L�H�I�O�\���V�X�P�P�D�U�L�]�H�G����
�,�Q�� �D�G�G�L�W�L�R�Q���� �L�Q�� �W�K�L�V�� �V�H�F�W�L�R�Q���� �S�H�Uformance criteria us�H�G�� �L�Q�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J��
�D�O�J�R�U�L�W�K�P�V���D�U�H���J�L�Y�H�Q�� 

3.1.1 Decision Tree (DT) 

�7�K�H��DT is a non-�S�D�U�D�P�H�W�U�L�F�� �V�X�S�H�U�Y�L�V�H�G�� �O�H�D�U�Q�L�Q�J�� �W�H�F�K�Q�L�T�X�H�� �D�Q�G�� �R�Q�H�� �R�I�� �W�K�H�� �P�R�V�W��
�L�Q�I�O�X�H�Q�W�L�D�O���F�O�D�V�V�L�I�L�F�D�W�L�R�Q���W�H�F�K�Q�L�T�X�H�V�����Z�K�L�F�K���F�D�Q���E�H���X�V�H�G���I�R�U���E�R�W�K���F�O�D�V�V�L�I�L�F�D�W�L�R�Q���D�Q�G��
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re�J�U�H�V�V�L�R�Q���S�U�R�E�O�H�P�V�����7�K�H���G�H�F�L�V�L�R�Q���W�U�H�H���V�W�U�X�F�W�X�U�H���L�V���O�L�N�H���W�K�H���W�U�H�H���V�W�U�X�F�W�X�U�H���E�X�W���I�U�R�P��
top to bottom�����Z�K�H�U�H���W�K�H���K�L�J�K�H�V�W���Q�R�G�H���L�Q���W�K�H���W�U�H�H���U�H�S�U�H�V�H�Q�W�V���W�K�H���U�R�R�W�����(�D�F�K���L�Q�W�H�U�Q�D�O��
�Q�R�G�H���U�H�S�U�H�V�H�Q�W�V���D���W�H�V�W���R�Q���D���I�H�D�W�X�U�H�����H�D�F�K���E�U�D�Q�F�K���L�Q�G�L�F�D�W�H�V���W�K�H���U�H�V�X�O�W���R�I���W�K�H���W�H�V�W�����D�Q�G��
e�D�F�K�� �O�H�D�I�� �Q�R�G�H�� �L�Q�G�L�F�Dtes a class label [2���@���� �$�� �&�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �D�Q�G�� �5�H�J�U�H�V�V�L�R�Q�� �7�U�H�H��
���&�$�5�7���� �L�V�� �X�V�H�G���W�R���G�H�W�H�F�W���F�\�E�H�U�D�W�W�D�F�N�V�� �W�K�D�W�� �J�H�Q�H�U�D�W�H���E�L�Q�D�U�\�� �W�U�H�H�V�� �D�Q�G�� �X�V�H�V�� �D�� �*�L�Q�L��
�L�Q�G�H�[�� �I�X�Q�F�W�L�R�Q�� �D�V�� �D�� �P�H�W�K�R�G�� �I�R�U�� �I�H�D�W�X�U�H�� �V�H�O�Hction for classification problems in 
�(�T�X�D�W�L�R�Q����1���� 

 

                                                                                          ��1�� 

 

3.1.2 Random Forest (RF) 

�5�)�� �L�V�� �D�� �V�X�S�H�U�Y�L�V�H�G�� �0�/�� �W�H�F�K�Q�L�T�X�H�� �W�K�D�W�� �F�D�Q�� �E�H�� �X�V�H�G�� �I�R�U�� �E�R�W�K�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �D�Q�G��
regr�H�V�V�L�R�Q�����6�L�Q�F�H���L�W���J�U�R�Z�V���P�D�Q�\���G�H�F�L�V�L�R�Q���W�U�H�H�V���U�D�W�K�H�U���W�K�D�Q���D���V�L�Q�J�O�H���G�H�F�L�V�L�Rn tree in 
�W�K�H���P�R�G�H�O�����5�)���L�V���D�Q���H�Q�V�H�P�E�O�H���O�H�D�U�Q�H�U�����,�W���P�H�D�Q�V���P�R�U�H���W�U�H�H�V���Z�K�L�F�K���J�Hnerates a more 
�U�R�E�X�V�W�� �F�O�D�V�V�L�I�L�H�U���� �5�)�� �J�H�Q�H�U�D�W�H�V�� �V�H�Y�H�U�D�O�� �&�$�5�7���� �L�Q�� �Z�K�L�F�K�� �H�D�F�K���W�U�H�H�� �L�V�� �W�U�D�L�Q�H�G�� �R�Q�� �D��
�U�D�Q�G�R�P�O�\���V�H�O�H�F�W�H�G���V�X�E�V�H�W���R�I���W�K�H���R�U�L�J�L�Q�D�O���G�D�W�D���V�H�W�����7�K�H���G�H�F�L�V�L�R�Q�V �R�I���D�O�O���W�K�H���G�H�F�L�V�L�R�Q 
�W�U�H�H�V���J�H�Q�H�U�D�W�H�G���Z�L�W�K�L�Q���W�K�H���I�R�U�H�V�W���D�U�H���D�J�J�U�H�J�D�W�H�G�����D�Q�G���D���Y�R�W�H���P�D�N�H�V���W�K�H���F�O�D�Vsifying 
�G�H�F�L�V�L�R�Q���R�I���P�R�V�W���R�I���W�K�H���W�U�H�H�V [2��]�� 

3.1.3 Support Vector Machine (SVM) 

�6�9�0���L�V���R�Q�H���R�I���W�K�H���P�R�V�W���S�R�W�H�Q�W���V�X�S�H�U�Y�L�V�H�G���0�/���P�R�G�H�O�V���X�V�H�G���I�R�U���F�O�D�V�V�L�I�L�F�D�W�L�R�Q���D�Q�G��
regression problems, �E�X�W�� �L�W�� �L�V�� �F�R�P�P�R�Q�O�\�� �X�V�H�G�� �L�Q�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q���� �7�K�H�� �Z�R�U�N�� �R�I�� �W�K�H��
�6�9�0�� �W�H�F�K�Q�L�T�X�H�� �L�V �W�R�� �F�O�D�V�V�L�I�\�� �G�D�W�D�� �E�\�� �G�H�I�L�Q�L�Q�J�� �D�� �K�\�S�H�U�S�O�D�Q�H�� �R�U�� �D�� �O�L�Q�H�� �V�H�S�D�U�D�W�L�Q�J��
�W�Z�R�� �F�O�D�V�V�H�V�� �Z�L�W�K�L�Q�� �D�� �G�D�W�D�� �V�H�W���� �7�R�� �I�L�Q�G�� �W�K�H�� �E�H�V�W�� �O�L�Q�H�� �W�R�� �V�H�S�D�U�D�W�H�� �W�K�H�� �G�D�W�D���� �6�9�0��
�F�D�O�F�X�O�D�W�H�V�� �W�K�H�� �G�L�V�W�D�Q�F�H�� �E�H�W�Z�H�H�Q�� �W�K�H�� �S�R�L�Q�W�V�� �R�I�� �W�K�H�� �W�Z�R�� �G�L�I�I�H�U�H�Q�W�� �F�O�D�V�V�H�V�� �D�Q�G��
�G�H�W�H�U�P�L�Q�H�V�� �W�K�H�� �S�R�L�Q�W�V�� �F�O�R�V�H�V�W�� �W�R�� �H�D�F�K �K�\�S�H�U�S�O�D�Q�H�� �F�O�D�V�V���� �Z�K�L�F�K�� �D�U�H�� �F�D�O�O�H�G�� �V�X�S�S�R�U�W��
�Y�H�F�W�R�U�V���� �Z�K�H�U�H�� �W�K�H�� �P�R�V�W�� �V�L�J�Q�L�I�L�F�D�Q�W�� �P�D�U�J�L�Q�� �V�H�S�D�U�D�W�L�Q�J�� �W�K�H�� �K�\�S�H�U�S�O�D�Q�H�� �D�Q�G�� �W�K�H��
�V�X�S�S�R�U�W���Y�H�F�W�R�U�V���D�U�H���F�K�R�V�H�Q [25]�� 

3.1.4 K-Nearest Neighbors (KNN) 

�7�K�H���.�1�1���L�V���R�Q�H���R�I���W�K�H�� �P�R�V�W���V�W�U�D�L�J�K�W�I�R�U�Z�D�U�G���0�/���W�H�F�K�Q�L�T�X�H�V���W�K�D�W���F�D�Q���E�H���X�V�H�G���I�R�U��
�E�R�W�K�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �D�Q�G�� �U�H�J�U�H�V�V�L�R�Q�� �S�U�R�E�O�H�P�V���� �7�K�H�� �.�1�1�� �W�H�F�K�Q�L�T�X�H�� �D�V�V�X�P�H�V�� �W�K�D�W��
�F�R�Q�Y�H�U�J�H�Q�W���R�E�M�H�F�W�V�� �D�U�H�� �W�K�H�� �V�D�P�H���� �,�Q�� �R�W�K�H�U�� �Z�R�U�G�V���� �V�L�P�L�O�D�U�� �W�K�L�Q�J�V�� �D�U�H�� �F�O�R�V�H�� �W�R�� �H�D�F�K��
�R�W�K�H�U�����7�R���F�O�D�V�V�L�I�\���D���Q�H�Z���F�R�Q�G�L�W�L�R�Q���.�1�1���W�H�F�K�Q�L�T�X�H���F�D�O�F�X�O�D�W�H�V���W�K�H���G�L�V�W�D�Q�F�H���E�H�W�Z�H�H�Q��
�W�K�H���L�W�H�P �W�R���E�H���F�O�D�V�V�L�I�L�H�G���D�Q�G���D�O�O���W�K�H���W�U�D�L�Q�L�Q�J���G�D�W�D���L�W�H�P�V�����7�K�H�Q���W�K�H���E�H�V�W���Y�D�O�X�H���R�I���.���L�V��
�G�H�W�H�U�P�L�Q�H�G���� �Z�K�L�F�K�� �L�V�� �W�K�H�� �Q�X�P�E�H�U�� �R�I�� �Q�H�D�U�H�V�W�� �Q�H�L�J�K�E�R�U�V�� �R�I�� �W�K�H�� �H�O�H�P�H�Q�W�� �W�R�� �E�H��
classif�L�H�G���>26�@�����8�V�X�D�O�O�\�����Veveral values �D�U�H���W�U�L�H�G���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���R�S�W�L�P�D�O���Y�D�O�X�H���R�I��
�N���� �7�K�H�� �P�D�M�R�U�L�W�\���Y�R�W�H�� �R�I�� �W�K�H�� �Q�H�L�J�K�E�R�U�V�� �G�H�W�H�U�P�L�Q�H�V�� �W�K�H�� �U�H�V�X�O�W�� �R�I�� �W�K�H�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q����
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�7�R���P�H�D�V�X�U�H���W�K�H���G�L�V�W�D�Q�F�H���E�H�W�Z�H�H�Q���W�Z�R���S�R�L�Q�W�V�����W�K�H���.�1�1���W�H�F�K�Q�L�T�X�H�� �X�V�H�G���(�X�F�O�L�G�H�D�Q��
�G�L�V�W�D�Q�F�H��i�Q���(�T�X�D�W�L�R�Q����2���� 

 
                    ��2�� 
 

3.1.5 Performance Measurements 

�7�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���0�/���W�H�F�K�Q�L�T�X�H�V���Z�D�V���H�Y�D�O�X�D�W�H�G���X�V�L�Q�J���I�L�Y�H���T�X�D�O�L�W�\���P�H�D�V�X�U�H�V���W�K�D�W��
�D�U�H���$�F�F�X�U�D�F�\�����3�U�H�F�L�V�L�R�Q�����6�H�Q�V�L�W�L�Y�L�W�\�����6�S�H�F�L�I�L�F�L�W�\�����D�Q�G���)��-�6�F�R�U�H�����0�D�O�L�F�L�R�X�V���6�D�P�S�O�H�V��
are �F�R�Q�V�L�G�H�U�H�G�� �S�R�V�L�W�L�Y�H���D�Q�G�� �U�H�S�U�H�V�H�Q�W�H�G�� �E�\�� �µ���¶���� �:�K�L�O�H�� �E�H�Q�L�J�Q�� �V�D�P�S�O�H�V�� �D�U�H��
�F�R�Q�V�L�G�H�U�H�G�� �Q�H�J�D�W�L�Y�H�� �D�Q�G�� �U�H�S�U�H�V�H�Q�W�H�G�� �E�\�� �
���¶ [����]�� All performance measure 
formulas are given i�Q���(�T�X�D�W�L�R�Qs ����-������ 

�x �7�U�X�H�� �3�R�V�L�W�L�Y�H�V�� ���7�3������ �0�D�O�L�F�L�R�X�V�� �6�D�P�S�O�H�V�� �K�D�Y�H�� �D�O�U�H�D�G�\�� �E�H�H�Q�� �G�H�W�H�F�W�H�G���D�V��
malici�R�X�V�� 

�x Tr�X�H�� �1�H�J�D�W�L�Y�H�V ���7�1������ �%�H�Q�L�J�Q�� �6�D�P�S�O�H�V�� �K�D�Y�H�� �D�O�U�H�D�G�\�� �E�H�H�Q�� �G�H�W�H�F�W�H�G�� �D�V��
�E�H�Q�L�J�Q�� 

�x �)�D�O�V�H�� �3�R�V�L�W�L�Y�H�V�� ���)�3������ �%�H�Q�L�J�Q�� �6�D�P�S�O�H�V�� �K�D�Y�H�� �D�O�U�H�D�G�\�� �E�H�H�Q�� �G�H�W�H�F�W�H�G�� �D�V��
�P�D�O�L�F�L�R�X�V�� 

�x �)�D�O�V�H�� �1�H�J�D�W�L�Y�H�V�� ���)�1������ �0�D�O�L�F�L�R�X�V�� �6�D�P�S�O�H�V�� �K�D�Y�H�� �D�O�U�H�D�G�\�� �E�H�H�Q���G�H�W�H�F�W�H�G���D�V��
�E�H�Q�L�J�Q�� 

Accuracy =                                                                                 ������ 

�3recision =                                                                                               ��5�� 

�6�H�Q�V�L�W�L�Y�L�W�\��� ����                                                                                          ��6�� 

�6�S�H�F�L�I�L�F�L�W�\���                                                                                            ������ 

�)�����6�F�R�U�H��� ��                                                                 ������ 

3.2. Data 

�,�Q���W�K�L�V���V�W�X�G�\�����W�K�H���1�6�/-�.�'�'���G�D�W�D�V�H�W��was �X�V�H�G���Z�K�L�F�K���L�V���D���F�O�H�D�Q���D�Q�G���U�H�I�L�Q�H�G���Y�H�U�V�L�R�Q��
�R�I���W�K�H���8�Q�L�Y�H�U�V�L�W�\���R�I���1�H�Z���%�U�X�Q�V�Z�L�F�N���.�'�'�
�������G�D�W�D�V�H�W�����$���O�D�U�J�H���D�P�R�X�Q�W���R�I���Q�H�W�Z�R�U�N��
�W�U�D�I�I�L�F�� �Z�D�V�� �F�R�O�O�H�F�W�H�G�� �W�R�� �F�U�H�D�W�H�� �W�K�H�� �.�'�'�� �G�D�W�D�V�H�W �>����]�����7�K�H���1�6�/-�.�'�'�� �G�D�Waset 
�F�R�Q�V�L�V�W�V���R�I���������I�H�D�W�X�U�H�V���D�Q�G�������������������V�D�P�S�O�H�V, t�Kese features are given in Table 1�� 
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Table 1 

�'�H�V�F�U�L�E�H�V���W�K�H���I�H�D�W�X�U�H�V���R�I���W�K�H���1�6�/-�.�'�'���G�D�W�D���V�H�W 

No Features Names No Features Names No Features Names 
1. �G�X�U�D�W�L�R�Q 15. �V�X���D�W�W�H�P�S�W�H�G 29. same�B�V�U�Y�B�U�D�We 

2. protocol�B�W�\�S�H 16. �Q�X�P�B�U�R�R�W 30. �G�L�I�I�B�V�U�Y�B�U�D�W�H 

3. service 17. �Q�X�P�B�I�L�O�H�B�F�U�H�D�W�L�R�Q�V 31. �V�U�Y�B�G�L�I�I�B�K�R�V�W�B�U�D�W�H 

4. flag 18. �Q�X�P�B�V�K�H�O�O�V 32. �G�V�W�B�K�R�V�W�B�F�R�X�Q�W 

5. �V�U�F�B�E�\�W�H�V 19. �Q�X�P�B�D�F�F�H�V�V�B�I�L�O�H�V 33. �G�V�W�B�K�R�V�W�B�V�U�Y�B�F�R�X�Q�W 

6. �G�V�W�B�E�\�W�H�V 20. �Q�X�P�B�R�X�W�E�R�X�Q�G�B�F�P�G�V 34. �G�V�W�B�K�R�V�W�B�V�D�P�H�B�V�U�Y�Brate 

7. �O�D�Q�G 21. �L�V�B�K�R�V�W�B�O�R�J�L�Q 35. �G�V�W���K�R�V�W�B�G�L�I�I�B�V�U�Y�B�U�D�W�H 

8. wrong fragment 22. �L�V�B�J�X�H�V�W�B�O�R�J�L�Q 36. �G�V�W���K�R�V�W���V�D�P�H�B�V�U�F�B�S�R�U�W�B�U�D�W�H 

9. urgent 23. count 37. �G�V�W�B�K�R�V�W�B�V�U�Y�B�G�L�I�I�B�K�R�V�W�B�U�D�W�H 

10. �K�R�W 24. �V�U�Y�B�F�R�X�Q�W 38. �G�V�W�B�K�R�V�W�B�V�H�U�U�R�U�B�U�D�W�H 

11. n�X�P�B�I�D�L�O�H�G�B�O�R�J�L�Q�V 25. s�H�U�U�R�U�B�U�D�W�H 39. �G�V�W�B�K�R�V�W�B�V�U�Y�B�V�H�U�U�R�U�B�U�D�W�H 

12. �O�R�J�J�H�G�B�L�Q 26. �V�U�Y�B�V�H�U�U�R�U���U�D�W�H 40. �G�V�W�B�K�R�V�W�B�U�H�U�U�R�U�B�U�D�W�H 

13. �Q�X�P���F�R�P�S�U�R�P�L�V�H�G 27. �U�H�U�U�R�U�B�U�D�W�H 41. �G�V�W���K�R�V�W���V�U�Y���U�H�U�U�R�U���U�D�W�H 

14. �U�R�R�W�B�V�K�H�O�O 28. �V�U�Y�B�U�H�U�U�R�U���U�D�W�H 42. �F�O�D�V�V�����P�D�O�L�F�L�R�X�V���D�Q�G��
�E�H�Q�L�J�Q�� 

�7�K�H���1�6�/-�.�'�'���G�D�W�D�V�Ht �F�R�Q�W�D�L�Q�V���P�R�U�H���W�K�D�Q���R�Q�H���W�\�S�H���R�I���F�\�E�H�U-�D�W�W�D�F�N�����E�X�W���W�K�L�V���Z�R�U�N��
�I�R�F�X�V�H�V���R�Q�O�\���R�Q���Z�K�H�W�K�H�U���W�K�H���W�U�D�I�I�L�F���L�V���P�D�O�L�F�L�R�X�V���R�U���E�H�Q�L�J�Q���L�Q���'�'�R�6���D�W�W�D�F�N�V�����)�L�J�� 2 
�V�K�R�Z�V���W�K�H���Q�X�P�E�H�U���R�I���V�D�P�S�O�H�V���I�R�U���W�K�H���F�O�D�V�V���W�\�S�H�����P�D�O�L�F�L�R�X�V���R�U���E�H�Q�L�J�Q�����%�U�L�H�I�O�\�����W�K�L�V��
propose�G���V�W�X�G�\���K�D�V���E�H�H�Q���G�H�Yel�R�S�H�G���W�R���G�H�W�H�F�W���P�D�O�L�F�L�R�X�V���R�U���E�H�Q�L�J�Q���W�U�D�I�I�L�F���L�Q���'�'�R�6��
attacks�� 

 

Figure 2 

�7�K�H���S�H�U�F�H�Q�W�D�J�H���R�I���H�D�F�K���F�O�D�V�V 
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3.3. Proposed Methods 

Data pre-�S�U�R�F�H�V�V�L�Q�J���L�V���D�Q���L�P�S�R�U�W�D�Q�W���V�W�D�J�H���I�R�U���0�/���W�H�F�K�Q�L�T�X�H�V���E�H�F�D�X�V�H���W�K�H���U�D�Z���G�D�W�D��
�R�I�W�H�Q���W�H�Q�G�V���W�R���E�H���L�Q�F�R�Q�V�L�V�W�H�Q�W���D�Q�G���Q�R�L�V�\���D�Q�G may contain m�L�V�V�L�Q�J�����U�H�G�X�Q�G�D�Q�W�����D�Q�G��
�L�U�U�H�O�H�Y�D�Q�W���G�D�W�D�����7�K�H���H�I�I�L�F�L�H�Q�F�\���R�I���0�/���W�H�F�K�Q�L�T�X�H�V���G�H�S�H�Q�G�V���P�D�L�Q�O�\���R�Q���W�K�H���T�X�D�O�L�W�\���R�I��
�W�K�H�� �G�D�W�D�� �S�U�R�Y�L�G�H�G�� �>�����@���� �6�R���� �W�R�� �E�X�L�O�G�� �D�� �P�R�G�H�O�� �Z�L�W�K�� �K�L�J�K�� �S�H�U�I�R�U�P�D�Q�F�H�� �D�Q�G�� �J�R�R�G��
�D�F�F�X�U�D�F�\���� �W�K�H�� �S�U�H-processing must be accurate� �� � �7�K�H� � �S�U�H-processin�J� � �R� I� � �1�6� /-KDD 
�G�D�W�D�� �L�Q�� �W�K�L�V�� �V�W�X�G�\�� �L�V�� �V�X�P�P�D�U�L�]�H�G�� �L�Q�� �W�K�H�� �I�R�O�O�R�Z�L�Q�J�� �V�W�H�S�V�� �)�L�J�X�U�H�� ���� �V�K�R�Z�V�� �W�K�H��
�S�U�R�S�R�V�H�G���I�U�D�P�H�Z�R�U�N�� 

 

Figure 1 

�7�K�H���S�U�R�S�R�V�H�G���I�U�D�P�H�Z�R�U�N 
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3.3.1 Label Encoding 

�/�D�E�H�O���H�Q�F�R�G�L�Q�J���F�R�Q�Y�H�U�W�V���F�D�W�H�J�R�U�L�F�D�O���I�H�D�W�X�U�H�V���W�R���Q�X�P�E�H�U�V���L�Q���W�K�H���1�6�/-KDD �G�D�W�D�V�H�W����
�7�K�H���1�6�/-KD�'���G�D�W�D�V�H�W���F�R�Q�W�D�L�Q�V���W�K�U�H�H���F�D�W�H�J�R�U�L�F�D�O���I�H�D�W�X�U�H�V�����S�U�R�W�R�F�R�O�B�W�\�S�H�����V�H�U�Y�L�F�H����
�D�Q�G���I�O�D�J�����W�K�D�W���D�U�H���F�R�Q�Y�H�U�W�H�G���W�R���D���Q�X�P�E�H�U���X�V�L�Q�J���W�K�H���Q�D�P�L�Q�J���H�Q�F�R�G�L�Q�J���P�H�W�K�R�G���>�����@�� 

3.3.2 Data Normalization 

�7�K�H���P�L�Q-�P�D�[���Q�R�U�P�D�O�L�]�D�W�L�R�Q���P�H�W�K�R�G���Z�D�V���X�V�H�G���W�R���W�X�U�Q���W�K�H���Q�X�P�H�Uical column values 
i�Q�� �W�K�H�� �1�6�/-K�'�'�� �G�D�W�D�V�H�W�� �W�R�� �D�� �V�W�D�Q�G�D�U�G�� �V�F�D�O�H�� �E�H�W�Z�H�H�Q�� ���� �D�Q�G�� ���� �Z�L�W�K�R�X�W�� �G�L�V�W�R�U�W�L�Q�J��
�W�K�H���Y�D�O�X�H���U�D�Q�J�H�V�����%�\���X�V�L�Q�J���(�T�X�D�W�L�R�Q�������� [�����@�� 

                                                                 ������ 

�:�K�H�U�H���<���U�H�S�U�H�V�H�Q�W�V���W�K�H���Q�R�U�P�D�O�L�]�H�G���Y�D�O�X�H�����D�Q�G��a rep�U�H�V�H�Q�W�V���W�K�H �R�U�L�J�L�Q�D�O���Y�D�O�X�H�� 

3.3.3 Identifying Outliers in Regression (Cook’s Distance) 

�5�H�J�U�H�V�V�L�R�Q�� �D�Q�D�O�\�V�L�V�� �K�H�O�S�V�� �W�R�� �X�Q�G�H�U�V�W�D�Q�G�� �K�R�Z�� �Y�D�U�L�D�E�O�H�V�� �L�Q�� �Y�D�U�L�D�E�O�H�V�� �L�Q�� �J�U�R�X�S�V�� �R�I��
�L�Q�G�H�S�H�Q�G�H�Q�W�� �Y�D�U�L�D�E�O�H�V�� �>�����@���� �7�K�H�� �D�L�P�� �R�I�� �V�W�D�Q�G�D�U�G�L�]�D�W�L�R�Q�� �L�V�� �W�K�D�W�� �W�K�H�� �Qormal 
�G�L�V�W�U�L�E�X�W�Lon o�I���W�K�H���Y�D�O�X�H�V���L�Q���R�X�U���G�D�W�D���V�H�W���L�V���V�\�P�P�H�W�U�L�F�D�O�����7�K�H�U�H�I�R�U�H�����Z�H���Z�L�O�O���E�H���D�E�O�H��
�W�R���G�H�W�H�F�W���Z�K�H�W�K�H�U���W�K�H���0�H�D�Q�����0�R�G�H�����D�Q�G���0�H�G�L�D�Q���G�D�W�D���F�R�Q�W�D�L�Q���Y�D�O�X�H�V���F�O�R�V�H���W�R���H�D�F�K��
�R�W�K�H�U [�����@���� �:�H�� �X�V�H�G�� �&�R�R�N�
�V�� �G�L�V�W�D�Q�F�H���� �D�� �V�X�F�F�H�V�V�I�X�O�� �P�H�W�K�R�G�� �R�I�� �G�H�W�H�F�W�L�Q�J�� �V�F�D�O�H�G��
�F�K�D�Q�J�H�V��in fit values, w�K�L�F�K is useful �I�R�U�� �L�G�H�Q�W�L�I�\�L�Q�J�� �R�X�W�O�L�H�U�V�� ���R�E�V�H�U�Y�D�W�L�R�Q�V�� �I�R�U��
�S�U�H�G�L�F�W�L�Y�H�� �Y�D�U�L�D�E�O�H�V���� �R�I�� �Y�D�O�X�H�V�� �L�Q�� �R�X�U�� �G�D�W�D�V�H�W���� �$�Q�� �R�E�V�H�U�Y�D�W�L�R�Q�� �Z�K�H�U�H�� �&�R�R�N�
�V��
�G�L�V�W�D�Q�F�H���L�V���J�U�H�D�W�H�U���W�K�D�Q���W�K�U�H�H���W�L�P�H�V���W�K�H���P�H�D�Q���Y�D�O�X�H�V���P�D�\���E�H���D�Q���R�X�W�O�L�H�U�����7�K�H���&�R�R�N�¶�V��
�G�L�V�W�D�Q�F�H���R�I���R�E�V�H�U�Y�D�W�L�R�Q �L�Q���(�T�X�D�W�L�R�Q���������� 

                 ������ 

�: �K�H�U�H�� 

�x yi �L�V���W�K�H j �W�K���I�L�W�W�H�G���U�H�V�S�R�Q�V�H���Y�D�O�X�H 

�x yj(i) �L�V���W�K�H �M�W�K���I�L�W�W�H�G���U�H�V�S�R�Q�V�H���Y�D�O�X�H�����Z�K�H�U�H���W�K�H���I�L�W���G�R�H�V���Q�R�W���L�Q�F�O�X�G�H��
observation i 

�x �0�6�( �L�V���W�K�H���P�H�D�Q���V�T�X�D�U�H�G���H�U�U�R�U 

�x p �L�V���W�K�H���Q�X�P�E�H�U���R�I���F�R�H�I�I�L�F�L�H�Q�W�V���L�Q���W�K�H���U�H�J�U�H�V�V�L�R�Q���P�R�G�H�O 

3.3.4 Feature Selection Techniques 

�7�K�H�� �S�U�R�S�R�V�H�G�� �P�H�W�K�R�G�R�O�R�J�\��was �D�S�S�O�L�H�G��to �W�K�H���1�6�/-�.�'�'�� �G�D�W�D�V�H�W�� �Z�K�L�F�K�� �K�Ds ������
features �D�Q�G�� �R�Q�H�� �F�O�D�V�V�� �D�W�W�U�L�E�X�W�H���� �$�I�W�H�U�� �G�H�W�H�U�P�L�Q�L�Q�J�� �W�K�H�� �L�P�S�R�U�W�D�Q�F�H�� �Y�D�O�X�H�� �R�I�� �H�D�F�K��
�I�H�D�W�X�U�H���L�Q���W�K�H���1�6�/-�.�'�'���G�D�W�D�V�H�W�����W�K�H���L�P�S�R�U�W�D�Q�W���I�H�D�W�X�U�H�V�� �Z�L�W�K���D���Y�D�Oue g�U�H�D�W�H�U���W�K�D�Q��
�������������Z�H�U�H���H�Y�D�O�X�D�W�H�G���D�V���V�K�R�Z�Q���L�Q���7�D�E�O�H��2�� 
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Table 2 

�7�K�H���I�H�D�W�X�U�H���L�P�S�R�U�W�D�Q�F�H���R�I���W�K�H���1�6�/-�.�'�'���G�D�W�D�V�H�W 

No Features Names Features 
Importance No Features Names Features 

Importance 
1. �G�X�U�D�W�L�R�Q �������� 22. �L�V�B�J�X�H�V�W�B�O�R�J�L�Q ���������� 

2. p�U�R�W�R�F�R�O�B�W�\�S�H ���������� 23. count �������� 

3. service �������� 24. �V�U�Y�B�F�R�X�Q�W �������� 

4. flag ���������� 25. �V�H�U�U�R�U�B�U�D�W�H �������� 

5. �V�U�F�B�E�\�W�H�V �������� 26. �V�U�Y�B�V�H�U�U�R�U���U�D�W�H ���������� 

6. �G�V�W�B�E�\�W�H�V �������� 27. �U�H�U�U�R�U�B�U�D�W�H ���������� 

7. �O�D�Q�G ���������� 28. �V�U�Y�B�U�H�U�U�R�U���U�D�W�H ���������� 

8. wrong fragment �������� 29. �V�D�P�H�B�V�U�Y�B�U�D�W�H �������� 

9. urgent ���������� 30. �G�L�I�I�B�V�U�Y�B�U�D�W�H �������� 

10. �K�R�W �������� 31. �V�U�Y�B�G�L�I�I�B�K�R�V�W�B�U�D�W�H ���������� 

11. �Q�X�P�B�I�D�L�O�H�G�B�O�R�J�L�Q�V �������� 32. �G�V�W�B�K�R�V�W�B�F�R�X�Q�W �������� 

12. �O�R�J�J�H�G�B�L�Q �������� 33. �G�V�W�B�K�R�V�W�B�V�U�Y�B�F�R�X�Q�W �������� 

13. �Q�X�P���F�R�P�S�U�R�P�L�V�H�G ���������� 34. �G�V�W�B�K�R�V�W�B�V�D�P�H�B�V�U�Y�Brate �������� 

14. �U�R�R�W�B�V�K�H�O�O ���������� 35. �G�V�W���K�R�V�W�B�G�L�I�I�B�V�U�Y�B�U�D�W�H �������� 

15. �V�X���D�W�W�H�P�S�W�H�G ���������� 36. �G�V�W���K�R�V�W���V�D�P�H�B�V�U�F�B�S�R�U�W�B�U�D�W�H �������� 

16. �Q�X�P�B�U�R�R�W ���������� 37. �G�V�W�B�K�R�V�W�B�V�U�Y�B�G�L�I�I�B�K�R�V�W�B�U�D�W�H �������� 

17. �Q�X�P�B�I�L�O�H�B�F�U�H�D�W�L�R�Q�V ���������� 38. �G�V�W�B�K�R�V�W�B�V�H�U�U�R�U�B�U�D�W�H �������� 

18. �Q�X�P�B�V�K�H�O�Os ���������� 39. �G�V�W�B�K�R�V�W�B�V�U�Y�B�V�H�U�U�R�U�B�U�D�We �������� 

19. �Q�X�P�B�D�F�F�H�V�V�B�I�L�O�H�V ���������� 40. �G�V�W�B�K�R�V�W�B�U�H�U�U�R�U�B�U�D�W�H �������� 

20. �Q�X�P�B�R�X�W�E�R�X�Q�G�B�F�P�G�V ���������� 41. �G�V�W�B�K�R�V�W�B�V�U�Y�B�U�H�U�U�R�U�B�U�D�W�H �������� 

21. �L�V�B�K�R�V�W�B�O�R�J�L�Q ����������    

�7�K�H���F�U�L�W�L�F�D�O���I�H�D�W�X�U�H���V�H�O�H�F�W�L�R�Q���W�K�D�W���D�I�I�H�F�W�V���W�K�H���F�O�D�V�V�L�I�L�F�D�W�L�R�Q��result is essential for a 
more accu�U�D�W�H�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �S�U�R�F�H�V�V���� �2�Q�H�� �R�I�� �W�K�H�� �P�R�V�W�� �H�I�I�H�F�W�L�Y�H�� �Z�D�\�V�� �W�R�� �V�H�O�H�F�W��
�I�H�D�W�X�U�H�V�� �L�V�� �W�R�� �X�V�H�� �D�� �'�7�� �W�H�F�K�Q�L�T�X�H�� �W�R�� �G�H�W�H�U�P�L�Q�H�� �W�K�H�� �I�H�D�W�X�U�H�
�V�� �L�P�S�R�U�W�D�Q�F�H [����]���� 
�7�K�H���I�H�D�W�X�U�H���L�P�S�R�U�W�D�Q�F�H���S�U�R�S�H�U�W�\���R�I���W�K�H���'�7���W�H�F�K�Q�L�T�X�H���L�V���E�H�Q�H�I�L�F�L�D�O���I�R�U���G�H�W�H�U�P�L�Qing 
�W�K�H���L�P�S�R�U�W�D�Q�F�H���R�I���H�D�F�K���I�H�Dture �D�Q�G���L�W�V���H�I�I�H�F�W���R�Q���W�K�H���F�O�D�V�V�L�I�L�F�D�W�L�R�Q���U�H�V�X�O�W [��5], [��6]����
�7�K�L�V�� �V�W�X�G�\�� �K�D�V��been �G�H�Y�H�O�R�S�H�G�� �W�R�� �G�H�W�H�F�W�� �P�D�O�L�F�L�R�X�V�� �R�U�� �E�H�Q�L�J�Q�� �W�U�D�I�I�L�F�� �L�Q�� �'�'�R�6��
�D�W�W�D�F�N�V�� �7�K�H���1�6�/-�.�'�'���G�D�W�D�V�H�W���Z�D�V���J�H�Q�H�U�D�W�H�G���I�U�R�P���W�K�H���.�'�'���G�D�W�D�V�H�W�� 

4 Results and Discussion 

�7�K�H�� �I�R�X�U�� �0�/�� ���5�)���� �'�7���� �.�1�1�����D�Q�G���6�9�0�����W�H�F�K�Q�L�T�X�H�V�� �D�U�H�� �E�X�L�O�W�� �X�V�L�Q�J�� �W�K�H�� �6�F�L�N�L�W��
�/�H�D�U�Q�� �O�L�E�U�D�U�\���� �R�Q�H�� �R�I�� �W�K�H�� �S�R�Z�H�U�I�X�O�� �O�L�E�U�D�U�L�H�V�� �X�V�H�G�� �W�R�� �E�X�L�O�G�� �D�Q�G���L�P�S�O�H�P�H�Q�W�� �0�/��
�W�H�F�K�Q�L�T�X�H�V�� �D�Q�G�� �G�D�W�D�� �S�U�H�S�U�R�F�H�V�V�L�Q�J�� �L�Q�� �3�\�W�K�R�Q���� �:�L�W�K�� �W�K�H�� �&�R�R�N�
�V�� �G�L�V�W�D�Q�F�H�� �P�H�W�K�R�G����
�W�K�H�� �G�D�W�D�� �I�R�X�Q�G�� �P�R�U�H�� �W�K�D�Q�� ���� �W�L�P�H�V�� �W�K�H�� �W�K�U�H�V�K�R�O�G�� �Y�D�O�X�H�� �Z�Hre invest�L�J�D�W�H�G�� �D�Q�G��
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�Q�H�F�H�V�V�D�U�\���D�G�M�X�V�W�P�H�Q�W�V���Z�H�U�H���P�D�G�H���D�F�F�R�U�G�L�Q�J�O�\�����)�L�Q�D�O�O�\�����W�K�H���V�L�J�Q�L�I�L�F�D�Q�F�H���R�I���W�K�H���G�D�W�D��
�Z�D�V���W�H�V�W�H�G���X�V�L�Q�J���E�R�W�K���W�K�H���7-�W�H�V�W���V�W�D�W�L�V�W�L�F���D�Q�G���F�D�O�F�X�O�D�W�L�Q�J���W�K�H���F�R�Q�I�L�G�H�Q�F�H���L�Q�W�H�U�Y�D�O�V����
�,�W���K�D�V���E�H�H�Q���R�E�V�H�U�Y�H�G���W�K�D�W���R�X�U���G�D�W�D���D�U�H���Z�L�W�K�L�Q���W�K�H���F�R�Q�I�L�G�H�Q�F�H���L�Q�W�H�U�Y�D�O�� 

T�K�H�� �G�D�W�D�V�H�W�� �X�V�H�G�� �L�Q�� �W�K�L�V�� �V�W�X�G�\�� �Z�D�V�� �G�L�Y�L�G�H�G�� �L�Q�W�R�� �������� �I�R�U�� �W�U�D�L�Q�L�Q�J�� �W�K�H�� �P�R�G�H�O�V�� �D�Q�G��
���������I�R�U���W�H�V�W�L�Q�J�����7�K�H���S�H�U�I�R�U�P�D�Q�F�H���R�I���W�K�H���I�R�X�U���W�H�F�K�Q�L�T�X�H�V���Z�D�V���F�R�P�S�D�U�H�G���R�Q���R�Q�O�\��������
�I�H�D�W�X�U�H�V�� �I�U�R�P�� �W�K�H�� �V�H�O�H�F�W�H�G�� �G�D�W�D�V�H�W�� �X�V�L�Q�J�� �W�K�H�� �I�H�D�W�X�U�H�� �V�H�O�H�F�W�L�R�Q�� �W�H�F�K�Q�L�T�X�H�� Among 
�W�K�H�� �W�H�F�K�Q�L�T�X�Hs us�H�G���� �W�K�H�� �5�)�� �W�H�F�K�Q�L�T�X�H�� �D�F�K�L�H�Y�H�G�� �W�K�H�� �K�L�J�K�H�V�W�� �D�F�F�X�U�D�F�\���� �Z�L�W�K��
���������������� �V�X�S�H�U�L�R�U�� �W�R�� �W�K�H�� �U�H�V�W�� �R�I�� �W�K�H�� �W�H�F�K�Q�L�T�X�H�V���� �:�K�L�O�H�� �'�7�� �W�H�F�K�Q�L�T�X�H�� �F�D�P�H�� �L�Q��
�V�H�F�R�Q�G�� �Z�L�W�K�� ���������������� �I�R�O�O�R�Z�H�G�� �E�\�� �W�K�H�� �.�1�1�� �W�H�F�K�Q�L�T�X�H�� �Z�L�W�K�� �D�Q�� �D�F�F�X�U�D�F�\�� �R�I��
���������������� �Z�K�L�O�H�� �W�K�H�� �6�9�0�� �W�H�F�K�Q�L�T�X�H�� �D�F�K�L�H�Y�H�G�� �W�K�H�� �O�R�Z�H�Vt accurac�\�� �Z�L�W�K�� ����������������
Table �� �V�K�R�Z�V���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���F�R�P�S�D�U�L�V�R�Q���E�H�W�Z�H�H�Q���W�K�H���I�R�X�U���0�/���W�H�F�K�Q�L�T�X�H�V���X�V�L�Q�J��
�����G�L�I�I�H�U�H�Q�W���S�H�U�I�R�U�P�D�Q�F�H���P�H�D�V�X�U�H�V�����$�O�V�R�����)�L�J�X�U�H�V�������W�R�������V�K�R�Z���W�K�H���F�R�Q�I�X�V�L�R�Q���P�D�W�U�L�[��
�R�I���W�K�H���I�R�X�U���0�/���W�H�F�K�Q�L�T�X�H�V�� 
�3�U�H-�S�U�R�F�H�V�V�L�Q�J�� �D�Q�G�� �I�H�D�W�X�U�H�� �V�H�O�H�F�W�L�R�Q�� �W�H�F�K�Q�L�T�X�H�V�� �D�U�H�� �H�V�V�H�Q�W�L�D�O�� �V�W�H�S�V�� �E�H�I�R�U�H��
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Figure 5 
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Figure 6 
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�5�)�� �W�H�F�K�Q�L�T�X�H�� �X�V�H�G�� �L�Q�� �R�W�K�H�U�� �V�W�X�G�L�H�V���� �,�Q�� �D�G�G�L�W�L�R�Q���� �W�K�H�� �.�1�1���� �6�9�0, �D�Q�G�� �'�7��
�W�H�F�K�Q�L�T�X�H�V�� �R�I�� �W�K�L�V�� �V�W�X�G�\�� �S�H�U�I�R�U�P�H�G�� �E�H�W�W�H�U�� �W�K�D�Q�� �.�1�1���� �6�9�0, �D�Q�G�� �'�7�� �W�H�F�K�Q�L�T�X�H�V����
�7�K�H�� �U�H�F�R�P�P�H�Q�G�H�G�� �P�R�G�H�O, bas�H�G�� �R�Q�� �I�H�D�W�X�U�H�� �V�H�O�H�F�W�L�R�Q�� �W�H�F�K�Q�L�T�X�H�V�� �D�Q�G�� �5�)��
�F�O�D�V�V�L�I�L�F�D�W�L�R�Q�V���� �K�D�V�� �D�F�K�L�H�Y�H�G�� �S�U�R�P�L�V�L�Q�J�� �D�Q�G�� �U�H�O�L�D�E�O�H�� �S�H�U�I�R�U�P�D�Q�F�H�� �L�Q�� �W�K�H�� �I�X�W�X�U�H�� �W�R��
�F�U�H�D�W�H���L�G�H�Q�W�L�W�L�H�V���E�D�V�H�G���R�Q���0�/���W�H�F�K�Q�L�T�X�H�V�����,�Q���V�X�P�P�D�U�\�����L�W���S�H�U�I�R�U�P�H�G���E�H�W�W�H�U���W�K�D�Q���D�O�O��
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Conclusions 

�7�K�H�U�H�� �K�D�V�� �E�H�H�Q�� �D�� �V�L�J�Q�L�I�L�F�D�Q�W�� �L�Q�F�U�H�D�V�H�� �L�Q��cyber-attacks, �W�D�U�J�H�W�L�Q�J�� �R�U�J�D�Q�L�]�D�W�L�R�Q�V����
institutions �D�Q�G�� �H�Y�H�Q�� �L�Q�G�L�Y�L�G�X�D�O�V�� �:�L�W�K�� �W�K�H�� �W�U�H�P�H�Q�G�R�X�V�� �W�H�F�K�Q�R�O�R�J�L�F�D�O��
�G�H�Y�H�O�R�S�P�H�Q�Ws���� �W�K�H�� �V�N�L�O�O���X�V�H�G by attackers, �K�D�V�� �L�Q�F�U�H�D�V�H�G an�G �W�U�D�G�L�W�L�R�Qal �,�' �6, can 
�Q�R���O�R�Q�J�H�U���G�H�W�H�F�W���V�R�S�K�L�V�W�L�F�D�W�H�G���F�\�E�H�U-�D�W�W�D�F�N�V�����7�K�L�V���U�H�T�X�L�U�H�G���I�L�Q�G�L�Q�J���Q�H�Z, �D�G�Y�D�Q�F�H�G��
�W�R�R�O�V���W�R���G�H�W�H�F�W���W�K�H�V�H���G�H�V�W�U�X�F�W�L�Y�H���D�Q�G���H�[�S�H�Q�V�L�Y�H �D�W�W�D�F�N�V�����$�I�W�H�U���W�K�H���J�U�H�D�W���V�X�F�F�H�V�V�H�V���R�I��
�0�/�� �D�Q�G�� �'�/�� �W�H�F�K�Q�L�T�X�H�V, in v�D�U�L�R�X�V�� �I�L�H�O�G�V���� �W�K�H�U�H�� �K�D�Y�H�� �E�H�H�Q�� �P�D�Q�\�� �V�W�X�G�L�H�V�� �W�K�D�W�� �Xse 
�0�/  �W�H�F�K�Q�L�T�X�H�V�� �L�Q�� �E�X� L� O� G� L� Q� J� � � ,� '� 6� � � V� \� V� W� H� P� V� �� � � 7� K� L� V� � � V� W� X� G� \� � � S� U� H� V� H� Q� W� V� � � D� Q� � � ,� '� 6� � � E� D� V� H� G� � � R� Q� �
�I�H�D�W�X�U�H�� �V�H�O�H�F�W�L�R�Q�� �W�H�F�K�Q�L�T�X�H�V�� �D�Q�G�� �0�/�� �W�H�F�K�Q�L�T�X�H�V, �I�R�U�� �L�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q���� 
�7�K�H���S�U�R�S�R�V�H�G���P�R�G�H�O���D�F�K�L�H�Y�H�G���S�U�R�P�L�V�L�Q�J���U�H�V�X�O�W�V�����D�V���W�K�H���5�)���W�H�F�K�Q�L�T�X�H���D�F�K�L�H�Y�H�G���D�Q��
�D�F�F�X�U�D�F�\���R�I������������������ �V�X�S�H�U�Lor to �R�W�K�H�U���W�H�F�K�Q�L�T�X�H�V���L�Q���W�K�L�V�� �Z�R�U�N���D�Q�G���U�H�O�D�W�H�G���Z�R�U�N�V����
�+�D�Y�L�Q�J���D�Q���L�Q�W�H�O�O�L�J�H�Q�W���V�\�V�W�H�P���F�D�S�D�E�O�H���R�I���G�H�W�H�F�W�L�Q�J���L�Q�W�U�X�V�L�R�Q, �K�H�O�S�V���V�L�J�Q�L�I�L�F�D�Q�W�O�\���L�Q��
�P�D�L�Q�W�D�L�Q�L�Q�J�� �W�K�H�� �S�U�L�Y�D�F�\�� �D�Q�G�� �V�H�F�X�U�L�W�\�� �R�I��users���� �,�Q�� �W�K�L�V�� �Z�R�U�N���� �W�Ke focus is only on 
�Z�K�H�W�K�H�U�� �W�K�H�� �W�U�D�I�I�L�F�� �L�V�� �P�D�O�L�F�L�R�X�V�� �R�U beni�J�Q���� �)�X�W�X�U�H�� �Z�R�U�N���F�R�X�O�G�� �E�H�� �G�H�Y�H�O�R�S�H�G�� �W�R��
�F�O�D�V�V�L�I�\�� �W�K�H�� �G�L�I�I�H�U�H�Q�W�� �W�\�S�H�V�� �R�I�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �D�W�W�D�F�N�V���� �&�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �D�F�F�X�U�D�F�\�� �F�D�Q��
�D�O�V�R�� �E�H�� �L�P�S�U�R�Y�H�G, �E�\�� �X�V�L�Q�J�� �H�Q�V�H�P�E�O�H�� �P�H�W�K�R�G�V, �W�K�D�W�� �F�R�P�E�L�Q�H�� �P�R�U�H�� �W�K�D�Q�� �R�Q�H��
�L�Q�G�L�Y�L�G�X�D�O���F�O�D�V�V�L�I�L�H�U�� 
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Abstract: In this paper, an algorithmic development, using an efficient wave, digital signal 
processing method, is presented. The developed algorithm can also be used in practice.  
The algorithm is obtained by transforming a passive reference network, the passive 
reference network is described by voltage waves. After the theoretical summary, the steps 
of design and design review are presented through a concrete practical example.  
The algorithm is guaranteed to be stable and limit-cycle free. 

Keywords: UIC pilot signal; DSP algorithm; Digital Signal Processing; Wave Digital 
Filtering 

1 Introduction  

The International Union of Railways (UIC) defines the specifications for a number 
of railway communication systems and constituents. 

The UIC codex 751-3, 4th edition 2005 [1] gives the "Technical specifications for 
analogue train radio systems in international service". The specifications of analog 
systems cannot be called new, but due to compatibility requirements, old system 
specifications must also be taken into account when designing new system 
components. The new system components are preferably made with digital 
solutions at the technical level of our time and thus also in the case of analog 
systems. Circuits implemented in digital circuits operating in analog environments 
take a sample from the analog signal then quantize and encode them, i.e., digitize 
them. Output samples are calculated from the digital samples according to the 
signal processing algorithm in real time [2]. The DSP algorithm defines the 
calculations and their order. The creation of DSP algorithms is a mathematical and 
electrical engineering task, during which several mathematical transformations are 
required. 
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In every step of the design of the signal flow diagram, we have to take care of the 
stability, i.e., that the developed algorithm does not excite and is free of limit 
cycles [3]. This can be guaranteed by maintaining passivity throughout [4]. In the 
case of wave-digital filter design, our reference circuit is composed of passive 
components (resistor, capacitor, inductance, and lossless interconnect 
components) [3], but the stability conditions can only be met if the 
implementation is not included any faults. We use a linear model throughout the 
design of the signal flow diagram, however, all of the components in the model 
are lossless. In the implementation of the algorithm (FPGA, or signal processing 
processor design), the operating environment is not linear due to the finite number 
of bits. I treat the granular nonlinearity resulting from quantization as well as the 
overflow separately. MATLAB® simulation is used to handle problems and detect 
individual faults [5]. 

1.1 Transformation System, Design Steps of DSP Algorithm  

The DSP algorithm is built on different planes. Transformations give connections 
between each plane. The mathematical relationships between the planes are 
important elements of the design steps. All of this is summarized in the following 
figure: 

 

Figure 1 

System of Domains and Transformations 
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The step marked ‘1’ in the figure above is to specify the requirement on the 
complex frequency plane. In the quasi-stationary case, the real part of the complex 
frequency is zero, so the requirement is defin�H�G�� �Z�L�W�K�� �U�H�V�S�H�F�W�� �W�R�� �M�&, as an 
independent variable. 

Figure 2 shows the requirement for a low pass filter. The requirement for high-
pass, band-stop, and band-pass filters can be converted to a low-pass requirement 
after so-called type transformation [6], that will not detailed in this article. 

 

Figure 2 

Low-pass filter criteria in frequency domain 

In the next step, we select a sampling frequency for the digital signal processing 
system that matches the spectrum of the signal to be processed. The value of the 
sampling frequency is given in the Sannon's theorem: 

max2 ffm �˜�t  (1) 

As the �U�H�V�X�O�W���R�I���V�D�P�S�O�L�Q�J�����W�K�H���µ�V�¶���F�R�P�S�O�H�[���I�U�H�T�X�H�Q�F�\���S�O�D�Q�H���D�Q�G���L�W�V���M�&���D�[�L�V���E�H�F�R�P�H��
periodic. The alias components are displayed. This means that the requirement in 
�)�L�J�X�U�H�� ���� �D�O�V�R�� �E�H�F�R�P�H�V�� �S�H�U�L�R�G�L�F�� �L�Q�� �W�K�H�� ���� �’�� �D�Q�G��-�’�� �U�D�Q�J�H����The band periodicity 
makes it impossible to use well-proven mathematical methods in the design of 
circuits and algorithms. Step 3, of Figure 1, eliminates periodicity with the 
following relationship: 

sT

sT

e
e

��

��

��
��

� �<
1
1

 (2) 

�(�T�X�D�W�L�R�Q�� �������� �P�D�N�H�V�� �W�K�H�� �S�O�D�Q�H�� ���� �I�U�H�H�� �R�I�� �S�K�\�V�L�F�D�O�� �G�L�P�H�Q�V�L�R�Q�V���� �6�H�Y�H�U�D�O�� �'�6�3 
literatures [7] use a different transformation and define the plane ��  denoted as a 
distorted but physically dimensional plane. Exemption from the physical 
dimension has a number of advantages that are an advantage in the design steps. 

�7�K�H�������S�O�D�Q�H���L�V���R�I���F�Rmplex frequency nature, the real part of that �L�V���G�H�Q�R�W�H�G���E�\��������
�Z�K�L�O�H�� �W�K�H�� �F�R�P�S�O�H�[�� �F�R�P�S�R�Q�H�Q�W�� �L�V�� �G�H�Q�R�W�H�G�� �E�\�� �
���� �V�R�� �W�K�H�� �L�Q�G�H�S�H�Q�G�H�Q�W�� �F�R�P�S�O�H�[��
variable is as follows: 
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�:��� �< j�O  (3) 

Important features of the transformation (2) are that it transforms the ‘s’ plane 
�R�U�L�J�L�Q�� �L�Q�W�R�� �W�K�H�� �µ���¶�� �S�O�D�Q�H�� �R�U�L�J�L�Q���� �D�V�� �Z�H�O�O�� �D�V�� �D�Q�� �D�[�L�V-bearing transformation, i.e., 
�P�R�Y�H�V���W�K�H���M�&���D�[�L�V���W�R���W�K�H���M�
�����)�R�U���1��� ���������W�U�D�Q�V�I�R�U�P�D�W�L�R�Q�����������Z�L�O�O���K�D�Y�H���W�K�H���I�R�O�O�R�Z�L�Q�J��
form (4): 

)
2

(
T

tg �˜� �: �Z  (4) 

Of course, as we have established the physical lack of �G�L�P�H�Q�V�L�R�Q�V���L�Q���W�K�H���S�O�D�Q�H��������
�W�K�L�V���L�V���Q�R�Z���D�O�V�R���W�U�X�H���I�R�U���W�K�H���
���D�[�L�V�����7�U�D�Q�V�I�R�U�P�D�W�L�R�Q�����������H�O�L�P�L�Q�D�W�H�V���W�K�H���S�H�U�L�R�G�L�F�L�W�\��
that became periodic after sampling (Figure 3) (3rd step of Figure 1): 

 

Figure 3 

Elimination the periodicity of requirement 

Figure 3 shows that half of the sampling frequency is transformed from the ‘s’ 
plane, �W�R���W�K�H�������’���S�R�L�Q�W���L�Q���S�O�D�Q�H������ 

�7�K�H���I�R�X�U�W�K���V�W�H�S���L�Q���)�L�J�X�U�H�������L�V���G�H�V�L�J�Q�L�Q�J���D�Q���D�Q�D�O�R�J���U�H�I�H�U�H�Q�F�H���I�L�O�W�H�U���L�Q���W�K�H�������G�R�P�D�L�Q����
In this domain we can use all well-known analog passive filter design methods. 
These are not intended to be presented in this article. 

The fifth step in Figure 1 is more complex. 

Before beginning the transformation, it is advisable to redraw the analog reference 
circuit. The following figure shows an example of how to connect the individual 
components per gate. 

Based on Figure 4, the individual building elements were highlighted as passive 
components, as well as the passive network components that connect them. 
Passive connections can be parallel or serial. 
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Figure 4 

Redrawing the reference filter �L�Q���³���´���G�R�P�D�L�Q��(an example) 

The transformation of the components related to the gate coupling [4], is discussed 
in the next subsection due to its significance. 

1.2 Transformation of Components with Voltage Waves 

As described in the previous section, the reference circuit is composed of passive 
components only. By separating these passive components from each other and 
coupling them as gates, we can obtain separately transformable elements. Our goal 
�L�V�� �W�R�� �W�U�D�Q�V�I�H�U�� �W�K�H�V�H�� �F�R�P�S�R�Q�H�Q�W�V�� �W�R�� �W�K�H�� �³�]�´�� �S�O�D�Q�H���� �'�X�U�L�Q�J�� �W�K�H���W�U�D�Q�V�I�R�U�P�D�W�L�R�Q���� �F�D�U�H��
will be taken to maintain passivity. Each building block is described by voltage 
waves (5). 

Rtitutb

Rtituta

�˜��� 

�˜��� 

)()()(

)()()(
 (5) 

In the context of (5) above, a (t) is the voltage wave passing through the gate, 
�Z�K�L�O�H�� �E�� ���W���� �L�V�� �W�K�H�� �U�H�I�O�H�F�W�H�G�� �Z�D�Y�H���� �³�5�´�� �L�V�� �W�K�H�� �J�D�W�H�� �U�H�V�L�V�W�D�Q�F�H�� �S�D�U�D�P�H�W�H�U�� �V�S�H�F�L�I�L�F�� �W�R��
the �J�D�W�H���� �7�K�H�� �³���´�� �S�O�D�Q�H�� �G�R�H�V�� �Q�R�W�� �F�R�Q�W�D�L�Q�� �S�K�\�V�L�F�D�O�� �G�L�P�H�Q�V�L�R�Q�V���� �V�R�� �W�K�H�� �J�D�W�H��
�U�H�V�L�V�W�D�Q�F�H���S�D�U�D�P�H�W�H�U�V���D�U�H���M�X�V�W���P�H�U�H���Q�X�P�E�H�U�V���L�Q���)�L�J�X�U�H�������P�D�U�N�H�G���³�5�´�����³�/�´�����³�&�´���D�Q�G��
�³�;�´���� �7�K�H�� �W�U�D�Y�H�O�L�Q�J�� �D�Q�G�� �U�H�I�O�H�F�W�H�G�� �Z�D�Y�H�V�� �F�D�Q���� �R�I�� �F�R�X�U�V�H���� �E�H�� �L�Q�W�H�U�S�U�H�W�H�G�� �L�Q�� �D�O�O�� �W�K�H��
planes defined in Figure �������I�R�U���H�[�D�P�S�O�H���L�Q���W�K�H���³���´���S�O�D�Q�H���������� 

RIUB

RIUA

�˜�<���<� �<

�˜�<���<� �<

)()()(

)()()(
 (6) 

Thus, we interpreted propagating and reflected waves between the gates, and 
assigned a gate resistance to the gates. 

�,�Q���G�H�V�F�U�L�E�L�Q�J���W�K�H���W�U�D�Q�V�I�R�U�P�D�W�L�R�Q�V�����,���K�D�Y�H���V�K�R�Z�Q���W�K�D�W���W�K�H���S�O�D�Q�H�������L�V���D���S�O�Dne free of 
physical dimensions. We will also take advantage of this, since the gate resistance 
�5���K�D�V���R�Q�O�\���D�� �Q�X�P�H�U�L�F�D�O���Y�D�O�X�H�����7�K�H���V�D�P�H���L�V���W�U�X�H�� �I�R�U���F�D�S�D�F�L�W�R�U���³�&�´���D�Q�G���L�Q�G�X�F�W�D�Q�F�H��
�³�/�´�� 
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�/�H�W���X�V���H�[�D�P�L�Q�H���K�R�Z���W�K�H���F�D�S�D�F�L�W�R�U���³�&�´���G�H�I�L�Q�H�G���L�Q���W�K�H���S�O�D�Q�H�������F�D�Q���E�H���W�U�D�Q�V�I�R�U�Ped 
�L�Q�W�R���W�K�H���S�O�D�Q�H���³�]�´: 
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Figure 5 

�³�&�´��components �R�Q���³���´���G�R�P�D�L�Q 

The relationship between current and voltage on the capacitor can be determined 
by the following equation: 
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 (7) 

The voltage and current can be described by the voltage propagation and reflected 
�Z�D�Y�H�V���L�Q���W�K�H���S�O�D�Q�H���������Z�K�L�F�K���D�U�H���G�H�U�L�Y�H�G���I�U�R�P���������� 
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 (8) 

Substituting the current and voltage values expressed by voltage waves (8) into 
the Equation (7), we get: 
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 (9) 

�$�I�W�H�U���F�K�R�R�V�L�Q�J���W�K�H�� �J�D�W�H���U�H�V�L�V�W�D�Q�F�H���F�R�Q�G�L�W�L�R�Q���5��� ������ ���� �&�����R�X�U���U�H�O�D�W�L�R�Q���������� �Z�L�O�O���K�D�Y�H��
the following form: 
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�˜� 
1
1

)()( AB
 (10) 

Applying the relation marked in step 5 at (Figure 1) of our transformation system 
we get the following: 

1)()( ���˜� zzAzB  (11) 

Equation (11) gives the building element transfo�U�P�H�G���W�R���W�K�H���³�]�´���S�O�D�Q�H�����)�L�J�X�U�H����). 
Here we must not forget that this result was obtained in connection with the 
�F�K�R�L�F�H���R�I���W�K�H���J�D�W�H���U�H�V�L�V�W�R�U���5��� �����������&�� 
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Figure 6 

Transformi�Q�J���W�K�H���³�&�´���&�R�P�S�R�Q�H�Q�W�V���W�R���³�]�´���G�R�P�D�L�Q���Z�L�W�K���Y�R�O�W�D�J�H���Z�D�Y�H�V 

�/�H�W���X�V���H�[�D�P�L�Q�H���K�R�Z���W�K�H���L�Q�G�X�F�W�D�Q�F�H���³�/�´���G�H�I�L�Q�H�G���L�Q���W�K�H���S�O�D�Q�H�������F�D�Q���E�H���W�U�D�Q�V�I�R�U�P�H�G��
�L�Q�W�R���W�K�H���S�O�D�Q�H���³�]�´�����:�L�W�K���D���V�L�P�L�O�D�U���O�L�Q�H���R�I���U�H�D�V�R�Q�L�Q�J���D�Q�G���F�K�R�R�V�L�Q�J���W�K�H���J�D�W�H���U�H�V�L�V�W�R�U��
�5��� ���/�����W�K�H���U�H�V�X�O�W���Z�L�O�O���E�H�� 

 

Figure 7 

�7�U�D�Q�V�I�R�U�P�L�Q�J���W�K�H���³�/�´���&�R�P�S�R�Q�H�Q�W�V���W�R���³�]�´���G�R�P�D�L�Q���Z�L�W�K���Y�R�O�W�D�J�H���Z�D�Y�H�V �X�Q�G�H�U���F�R�Q�G�L�W�L�R�Q���5� �/ 

The parallel connecting network part can be described using the Kirchoff's laws. 
In the simplest case, two components are connected in parallel, but of course the 
connect�L�R�Q�� �F�D�Q�� �D�O�V�R�� �E�H�� �G�R�Q�H�� �E�\�� �F�R�Q�Q�H�F�W�L�Q�J�� �D�� �³�Q�´�� �J�D�W�H���� �&�R�Q�Q�H�F�W�L�Q�J�� �Q�H�W�Z�R�U�N��
components are called adaptors [4] [8]. 

 

Figure 8 

Parallel connection model 

Excluding derivations, the general wave equation for the parallel connection is as 
follows [3]: 

�Q�Q ���˜�J�����˜�J���˜�J� a)a...2a1a(b nn21  (12)
 

In the context of (12), G is the gate conduction parameter which is the reciprocal 
�R�I�� �W�K�H�� �J�D�W�H���U�H�V�L�V�W�D�Q�F�H�� �5���� �,�Q�� �W�K�H�� �F�R�Q�W�H�[�W���� �³�Q�´�� �L�V�� �W�K�H�� �W�R�W�D�O�� �Q�X�P�E�H�U�� �R�I�� �J�D�W�H�V���� �D�Q�G���W�K�H��
�L�Q�G�H�[���³���´���L�V���W�K�H���Q�X�P�E�H�U���R�I���W�K�H���J�D�W�H���W�R���E�H���F�K�D�U�D�F�W�H�U�L�]�H�G�� 
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With the gate guidance parameter, the reflection factor of a given gate is given by 
the following relation [3]: 

�¦

�Q�˜
� �J
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�Q n

1k
kG

G2

 (13)
 

The initial figure for the serial connection is illustrated in the following figure: 

 

Figure 9 

Serial connection model 

Excluding derivations, the general reflected wave of the series connection at the 
��th gate is as follows [3]: 

)a...2a1a(ab n�������˜�J��� �Q�Q�Q  (14)
 

The reflection factor of equation (14) with the gate resistance parameters R will be 
as follows [3]: 

�¦
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 (15)
 

It can be seen from (12) (13) and (14) (15) that the adaptor components are 
memory - free, the interconnection of the components is loss - free, and can be 
considered passive under linear operating conditions. 

1.3 Simulation Method before Realization of Algorithm  

A line�D�U���P�R�G�H�O���R�I���W�K�H���'�6�3���D�O�J�R�U�L�W�K�P���Z�D�V���J�H�Q�H�U�D�W�H�G���L�Q���W�K�H���³�]�´���S�O�D�Q�H�����7�K�L�V���L�V���Z�H�O�O��
suited for thinking in the frequency range. 

The operation of the DSP algorithm, i.e., the input pattern at the sampling 
intervals (T) and the state variables storing the previous effects, determine the 
output pattern of the given phase. The signal flow diagram to be implemented will 
�W�K�X�V���E�H���D���W�D�V�N���V�F�K�H�G�X�O�H�G���D�W���³�7�´���L�Q�W�H�U�Y�D�O�V�����7�K�L�V���P�D�W�F�K�H�V���W�K�H���'�6�3���I�O�R�Z�F�K�D�U�W���G�U�D�Z�Q��
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in the time range. For the above reasons, the simulation and the effect of 
nonlinearities are investigated in the time domain. Observation and model creation 
in the time domain are used in many fields also [15].To do this, the DSP algorithm 
�J�H�Q�H�U�D�W�H�G���L�Q���W�K�H���³�]�´���S�O�D�Q�H���V�K�R�X�O�G���E�H���W�U�D�Q�V�I�R�U�P�H�G��into the time domain (see Fig. 1, 
step 7). 

The tests are performed in the time domain with MATLAB ® simulation, the 
advantage of which is that it can give results close to the actual implementation. 
The purpose of the primary results is to support the fulfillment of the filter 
requirement. Then, within the limits of the number representation accuracy 
provided by MATLAB ® [9], The simulation environment and the obtained result 
are considered as a study under linear conditions. The purpose of this simulation is 
to shed light on possible design errors. The Kronecker delta signal as the input, 
excitation signal was used. This signal assumes a value of “1�  ́at the time of first 
sampling, so that the spectrum of the signal is “1�  ́ for all possible spectral 
�F�R�P�S�R�Q�H�Q�W�V�����D�O�W�K�R�X�J�K���I�R�U���D���S�H�U�L�R�G���R�I���³�G�W�´�����2�I���F�Rurse, the examined filter modifies 
the amplitude and phase position of the spectral components of the input signal 
according to its transmission function. The applied simulations are even used in 
the time domain analysis of mechanical systems too [17]. 

In the time domain, the response to the Kronecker delta signal will be the weight 
function, by whose spectral analysis we can determine the transfer function. For 
the simulation result, was expect that the transfer function fulfills the expectation 
for all parameters of the filter requirement given for the initial condition (see in 
Figure 2). If this was not the case, then we made a mistake in one of the points 1 
to 7 of the design (see in Figure 1), so it is necessary to check and correct the 
individual steps. 

After the successful simulation in the environment considered as linear conditions, 
was consider it necessary to investigate the nonlinear effects caused by the finite 
number representation. This also requires running the MATLAB ® time domain 
simulation [5]. Two types of tests should be performed with a test signal that 
matches the typical conditions of use of the algorithm. 

The first aspect of the study is the overflow analysis. Here, it must be determined 
whether there are points in the implementation (FPGA or microcontroller) that the 
algorithm contains overflow-prone nodes for the available number representation 
(case of given bit number and representation mode). Based on the results of the 
discovery of such nodes, the control of these points can be reduced by so-called 
scaling [10]. During scaling, the risk of overflow can be eliminated or reduced by 
replacing some network component with a linear equivalent [10]. This 
intervention ultimately improves the dynamic range of the algorithm. 

The second nonlinearity test assumes a more accurate knowledge of the actual 
algorithm implementation. Now we need to know exactly the quantization points 
that are forced to be used in the algorithm during implementation. These typically 
occur at the output of multipliers, since in the case of a fixed-point representation, 
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the result swells to 2 times "n" bits by multiplying the "n-bits" represented 
numbers with each other. Bit count truncation (rounding, truncation) occurs as a 
noise generating generator. In addition to signal-to-noise degradation, excess 
signal energy appears in the algorithm, compromising the passivity criterion. 

2 Pilot Signal Remover Filter 

After the theoretical introduction, the design and feasibility are presented through 
a specific task. In formulating the requirement, the goal is to remove a pilot carrier 
signal mixed to an audio frequency signal [1]. A band-stop filter with a sufficient 
slope is suitable for this. The stop band of the band should be as narrow as 
possible in terms of the speech signal, but the unpleasant effect of the components 
resulting from the frequency inaccuracy of the pilot signal and possible switch-off 
�S�K�H�Q�R�P�H�Q�D���L�V���F�R�Q�W�U�D�U�\���W�R���W�K�L�V���U�H�T�X�L�U�H�P�H�Q�W�����,�W���L�V���L�P�S�R�U�W�D�Q�W���W�R���P�D�L�Q�W�D�L�Q���D���³�E�D�O�D�Q�F�H�´��
in the requirement. The LWDF structure was chosen to solve this problem. [10]. 

2.1 Structure of Lattice Wave Digital Filter []  

The LWDF filter consists of two branches, a lower branch and an upper branch.  
A Figure 10, in the illustrated structure, S’ �D�Q�G�� �6�´ are called the “all-pass 
components� .́ 

S’

S’’
-1

a1

b1

b2

1/2

1/2

 

Figure 10 

Applied LWDF structure 

The absolute value of the transmission function of the all-pass component is a 
constant one regardless of the complex frequency. This means that these terms do 
not change their gain as a function of frequency, but do phase shift only. At the 
frequencies at which the phase shifts of S' and S�  ́are the same and the two signals 
are summed, a passband is obtained. At frequencies where the phase difference 
between the phase rotations of the two all-pass parts outputs is 180 °, a closing 
�E�D�Q�G���L�V�� �R�E�W�D�L�Q�H�G���G�X�H�� �W�R�� �V�L�J�Q�D�O���T�X�H�Q�F�K�L�Q�J���� �2�X�W�S�X�W�� �³�E���´�� �J�L�Y�H�V�� �W�K�H�� �G�X�D�O���S�D�L�U�� �R�I�� �W�K�H��
�U�H�V�X�O�W���R�I���³�E���´�� 

For example, a first-order all-pass function can be formed with a circulator and a 
capacitive element: 
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Figure 11 

First order all-pass component �D�W���³���´���G�R�P�D�L�Q��with circulator and capacitor 

In practice, an all-pass component can be made by connecting a two-gate adaptor 
and a reactant component. These components were described in the previous 
chapter. 

 

Figure 12 

First order all-pass component at “t�L�P�H�´���G�R�P�D�L�Q���Z�L�W�K���W�Z�R���S�R�U�W��adaptors 

The input of the first-order all-pass section is now the input of the forward wave 
(a1) of gate number 1, while the output is the reflected wave point (b1) of the 
same gate. The �J0 multiplication factor of adaptor is now not calculated from the 
indicated gate resistances, but is defined by the following relation (12): 

0

0
0 B1

B1
��
��

� �J
 (12) 

Figure 13 illustrates the nth degree LWDF structure built from all-pass 
components. 

2.2 Pilot Remover LWDF 

According to UIC Code 751-3, 4th edition of 2005 [1], the audio frequency speech 
signal broadcast on the radio sits on a 2800 Hz harmonic pilot carrier. The pilot 
carrier is in the audible range during reception, so it is absolutely necessary to 
remove it, in order to understand the transmitted speech. 

Samples are available from the analog signal at intervals of 125 �Ps, i.e., the 
sampling frequency is 8000 Hz. 
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Figure 13 

nth order LWDF structure 

At the frequency of 2800 Hz, the minimum requirement is 30 dB attenuation, 
therefore a starting demand of 40 dB is assumed for the approximation (This 
means an attenuation margin of 10 dB.). The approximation tasks are solved with 
the MATLAB ® program. Using the MATLAB  toolbox [11], the specified 
parameters are as follows without explaining the execution steps: 

- �I�V� �����������+�] 

- �&�H�Q�W�H�U���I�U�H�T�X�H�Q�F�\��� ���������������U�H�O�D�W�L�Y�H���I�U�R�P���I�V�� 

- Bandwidth � ���������������U�H�O�D�W�L�Y�H���I�U�R�P���I�V�� 

- Filter type: band stop 

The approximation method is Butterworth. 

The reflection factors of the individual adapters are given the following numerical 
values: 

�J1 � ��-0.88701 

�J2 � ��-0.58779 (13) 

The above filter coefficients can be directly applied to the all-pass components 
shown in Figure 12 and Figure 14. 
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Figure 14 

UIC pilot signal remover LWDF structure, designed with MATLAB ®  [11] 

Under linear conditions, this would give a satisfactory result, but due to the 
quantization and overflow problems caused by the finite number of bits, the 
scaling of the structure [10] becomes necessary. 

2.3 Scaling of the Pilot Remover LWDF 

When scaling WDFs, we use the linear equivalents of each building block. In 
linear conditions, this has no effect. In a finite-bit implementation environment, 
the linear equivalents [8], on the other hand, behave differently. 

High-frequency theoretical foundations [14] are often used in LWDF design. 

After scaling, the filter coefficients were changed (14): 

�J��� �����������J����� ��0.11299 

�J��� �����������J����� ���������������� (14) 

Af ter scaling the filter, we should check that it is working properly. 

The detailed signal flow diagram of the scaled DSP algorithm is illustrated in 
Figure 15. 

For verification, a time-domain simulation was performed on the MATLAB ® 
platform. 

A lot of literature deals with the description and simulation of time series [12], 
[13]. The planned algorithm is also now expediently simulated in the time domain. 

In Figure 15, the nodes calculated in the time-domain simulation are marked with 
capital letters A - G. 
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Figure 15 

Detailed algorithm of UIC pilot signal remover - optimized 

The order of the time-domain simulation fits well with the implementation with 
the signal processing processor; therefore the "m" source code has also been 
published. It can be downloaded from this link: https://bit.ly/UIC_filter1 

After running the code, one of the results is shown in Figure 16. 

Based on Figure 16, it can be seen that the response (weight function) to the 
Kronecker delta excitation signal has a stable decay. This result confirms the 
stability of the filter. Algorithm stability is also highly significant in the field of 
sound and 2D image processing [17]. The Fourier transform of the Kronecker 
�G�H�O�W�D���L�V���D���F�R�Q�V�W�D�Q�W���³�R�Q�H�´�����7�K�L�V�� �P�H�D�Q�V���W�K�D�W���G�X�U�L�Q�J���R�Q�H���V�D�P�S�O�L�Qg time unit (ideally 
�³�G�W�´������ �D�O�O�� �V�S�H�F�W�U�D�O�� �F�R�P�S�R�Q�H�Q�W�V�� �D�U�H�� �S�U�H�V�H�Q�W�� �L�Q�� �W�K�H�� �H�[�F�L�W�D�W�L�R�Q�� �V�L�J�Q�D�O�� �Z�L�W�K�� �X�Q�L�W��
amplitude. For this reason, it is also advisable to examine the spectral image of the 
response function, which in this case is the transfer function of the filter circuit. 
See Figure 17. 

It can be seen from the transfer function that the filter has significant attenuation 
at a frequency of 2800 Hz. According to the result, the 2800 Hz harmonic pilot 
signal will be attenuated by approximately 80 dB. This value is much better than 
expected in the requirement. 
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Figure 16 

UIC pilot signal remover filter simulation result in time-domain 
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Figure 17 

UIC pilot signal remover filter simulation result in frequency domain (Transfer function) 

2.4 Questions of Realization 

We kept the passivity in some steps of the design, thereby ensuring zero input 
signal stability of the DSP algorithm. The algorithm was also scaled. In this step, 
the absolute value of the constant multiplier value of the multiplier elements is 
kept below 0.5. The use of linear equivalents in the algorithm does not endanger 
its stability, but gives better dynamic range. 
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For better dynamics, the output 0.5 multiplier is also moved in front of the adding 
element (compare Figure 14 with Figure 15): 

 
Figure 18 

Output node conversion of UIC pilot signal remover 

The linear equivalence in Figure 18 can also be seen mathematically. 

When implementing DSP algorithms, numbers are represented using a finite 
number of bits. The effect of the finite number of bits becomes apparent when the 
algorithm is implemented cost-effectively, that is, by incorporating the actually 
necessary hardware components. For real-time DSP solutions, we often use fixed-
point number representation, for example according to the IEEE1.15 or IEEE1.31 
format. In the case of such solutions, the loss of even a few bits from the useful 
operation results in a low-quality solution. The finite number of bits means a 
perceptible quantization error and this error affects the operation of the algorithm 
in a non-linear manner. In addition to the appearing quantization noise, a bigger 
problem is that the value of the sample at certain nodes of the algorithm is either 
increased or decreased by the quantization effect. With this DSP algorithm, the 
pseudo energy of the signal represented by the patterns generated in each node can 
also increase. An increase in energy threatens passivity. In case of loss of 
passivity, we lose the guarantee of zero input stability. 

An example of this is presented, in which mathematical rounding is applied to the 
output of the multiplier components of the scaled UIC filter based on the 
IEEE1.15 representation in the simulation. After multiplication, the number 
represented by IEEE1.31 is converted to IEEE1.15 format by mathematical 
rounding. Rounding in the simulation is done with the following MATLAB® 
code: 

function [q]=q1(x,n)  

q=(round(x*2^n))/2^n   ( 15) 

The "n" represents the number of bits between the radix point and the LSB, "x" is 
the number to be rounded, which must be entered in decimal form. The function 
�U�H�W�X�U�Q�V���W�K�H���Y�D�O�X�H���³�T�´�� We can see the impulse response in Figure 19. 

The weight function of the algorithm containing mathematical rounding goes into 
an infinite limit cycle from the 100th beat, marked with red line in the Fig 19. 
With the mathematical rounding, we violated the passivation conservation rule, so 
we lost the zero-input signal stability guarantee. 
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Figure 19 

Infinite limit cycle in weight function 

Of course, this phenomenon is also present in the case of floating-point number 
representation using a high number of bits, but the hardware, which is 
significantly oversized for the task, masks the errors. The existence of the error 
carries a source of danger, since nothing guarantees when a small-amplitude limit 
cycle will degenerate into an uncontrolled, high-amplitude excitation. 

The passivity can also be maintained in the implementation of the DSP algorithm, 
if the quantization is performed with absolute value truncation. In this case, the 
samples representing the signal are pushed towards the zero point at each 
quantization point, that is, the signal energy is reduced in each case. 

Conclusions 

This paper illustrates the process efficiently designing an effective DSP algorithm 
and how to guarantee its’ stable operation. The UIC pilot filter presented herein, 
can be successfully implemented, with minimal hardware requirements. 
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Abstract: Historically, vehicle safety reflects the current state of the art and new 
innovations will  continue to make our cars even safer in the future. Since its invention, the 
car has enjoyed a unique, triumphal procession. Safety plays a central role in the 
development of a car model today. The number of accidents has also risen, in line with the 
growth in traffic. In addition to carelessness or distraction at the wheel, the most common 
causes of accidents are excessive speed, risky maneuvers and disregard of traffic rules.  
The introduction of the speed limit on rural roads and the obligation to wear seat belts, 
were particularly important positive milestones. Two different methods are also used to 
check the effect of the individual technical options and safety, in the event of accidents. 
First are the crash tests. Here, an accident situation is simulated in practice, under 
realistic conditions. The other solution is the simulation. The Finite Element Method, 
behind this term, lies the virtual calculation of various consequences of an accident, on the 
basis of mathematical differential equations. The degree of deformation of various 
components or the entire car, as a whole, is examined by calculation. 

Keywords: crash test; occupant safety; finite element method; electric vehicles; 
autonomous driving 

1 Introduction  

Safety technology played almost no role in the first automobiles that rolled down 
our streets at the beginning of the 20th Century. However, the increase in the 
power of engines with higher speeds and the increase in traffic have gradually led 
to the fact that cars are becoming more and more extensively equipped in this 
area. From the beginning to the present day, vehicle safety also reflects the current 
state of the art. New innovations should continue to make our cars even safer in 
the future. Since its invention, the car has enjoyed a unique triumphal procession. 
Not only the vehicles themselves, but also the necessary infrastructure, has been 
consistently developed. Safety plays a central role in the development of a car 
model today. 
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Today, the number of accidents is declining in many places, despite the steadily 
increasing volume of traffic. In addition to restrictions due to legal regulations, the 
modern safety equipment of the vehicles is also responsible for this. While the 
vehicles did not have a proper body at the beginning, this aspect became more 
important from around 1920. In addition to greater comfort and a wide range of 
options for shaping the appearance of the car, the body was also used specifically 
to improve stability. Above all, the protection of the occupants was initially in the 
foreground. Different systems emerged. From floor plates or frames on which the 
body is built, to lattice frames and the “space frame”, from AUDI to the self-
supporting body (monocoque), these are still used today, depending on the vehicle 
type. In the post-war period, the bodies were increasingly produced by the car 
manufacturers themselves and the principle of the self-supporting body gradually 
prevailed in passenger cars. The chassis and body form a single unit and the 
overall structure offers great stability to various loads (shearing or torsional 
loads). A body with a crumple zone was used for the first time in 1959 on the 
Mercedes Benz W111. It ensured that the impact energy in the event of an 
accident was initially absorbed by the body, so that the forces on the occupants 
were less. Today, the crumple zone in a vehicle has different tasks. First of all, the 
bumpers, for example, ensure that the energy can be absorbed in very small 
collisions and other vehicle parts are spared damage. In addition, the front part of 
the vehicle in particular is designed in such a way that the impact energy is 
reduced at medium speeds and the rear of the car remains as intact as possible. 
The latter in particular is designed to be particularly stable in order to minimize 
the risk of injury. 

The number of accidents has also risen for a long time in line with the growth in 
traffic. In addition to carelessness or distraction at the wheel, the most common 
causes of accidents are excessive speed, risky maneuvers and disregard of traffic 
rules. Technical defects are also a reason. Due to the consistent upgrading of 
vehicles with the appropriate safety technology, the number of accidents has been 
declining since around 1970, despite the further increase in traffic. In addition, 
new rules and regulations gradually began to have an effect. The introduction of 
the speed limit on rural roads and the obligation to wear seat belts were 
particularly important milestones. 

Two different methods are also used to check the effect of the individual technical 
options and safety in the event of accidents. First are the crash tests. Here, an 
accident situation is simulated in practice under realistic conditions. The vehicles 
are equipped with extensive sensor technology and the crash is documented on 
video from a wide variety of perspectives. “Crash Dummies” are used as the 
vehicle occupants. They are equipped with sensors and can provide information 
about the degree of an injury. In 1996, the testing company Euro NCAP 
(European New Car Assessment Program) was founded by the British Department 
for Transport and other European organizations quickly followed suit.  
The increasing publication of results from crash tests to inform consumers has led 
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to vehicle safety becoming a greater focus in the development of new vehicles. 
Every year there are innovations in the assessment, so that the results are only 
really comparable within a year. The other solution is simulation. Finite Element 
Method (FEM), behind this term, lies the virtual calculation of various 
consequences of an accident, on the basis of differential equations. The degree of 
deformation of various components or the entire car as a whole, is examined by 
these calculations. 

The possibilities of improving safety through driver assistance systems are 
becoming more and more extensive. By monitoring the traffic area around the 
vehicle with the help of a wide variety of sensors, they can be used to prevent 
accidents and driving errors caused by fatigue or carelessness. The more extensive 
the technology becomes, the more the vehicle approaches autonomous driving. As 
more and more modern technology is installed in vehicles, they have become 
heavier in recent years. To counteract this, innovative materials are increasingly 
being used for construction. Aluminum, magnesium, but also fiber composite 
materials help to reduce the weight. Depending on the intended use and type of 
component, the best possible material can be selected and, in the case of hybrid 
construction, assembled into a body. The modular design that is predominantly 
common today ensures that each individual part offers maximum safety thanks to 
its specific design and contributes to the overall stability of the body. 

The progressive developments in the field of artificial intelligence and the first 
practical projects are currently testing the use of self-driving vehicles in road 
traffic. The current state of technology already makes this possible, but completely 
different questions arise here. In various emergency situations, the vehicle system 
may have to make decisions that affect people's lives. The example here is a 
situation in which the vehicle is moving towards two people and only one of them 
could be saved, by an evasive maneuver. In order to take the various security 
aspects into account, there are also ethical criteria that are difficult to implement 
with the automatic control of artificial intelligence. The question of liability in the 
event of a simple accident has also not yet been clarified. Self-learning systems 
and increasingly sophisticated mathematical calculation models should ensure 
maximum security here. Before autonomous driving can be integrated into 
everyday life, however, a number of open questions must first be clarified. 
Adequate protection against unauthorized access to the systems from outside is 
also not yet fully developed. 

2 Vehicle Occupant Safety 

Vehicle occupant safety refers to the combination of active and passive vehicle 
safety. While active vehicle safety helps to avoid accidents, passive vehicle safety 
deals with measures to minimize the consequences of an accident. 
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Active safety systems record driving conditions using sensors and intervene to 
support driving operations. A distance cruise control (Adaptive Cruise Control) 
recognizes the vehicle in front and simultaneously determines its driving speed. 
This allows it to maintain a desired distance through targeted braking and engine 
interventions. The active safety systems also include emergency braking 
assistants. These detect imminent collisions via integrated cameras and 
environment sensors and, depending on the configuration, initiate partial or full 
braking. Another driver assistance system is the Electronic Stability Program 
(ESP), which recognizes imminently dangerous situations such as yawing of the 
vehicle and then brakes individual wheels in a targeted manner to counteract this 
rotation. Under certain circumstances, this will prevent the vehicle from swerving. 

In addition to comfort and performance criteria, as well as environmental 
friendliness, passive safety is of great importance in the development of modern 
and innovative automobile concepts. In particular, crash simulations in the area of 
occupant protection and partner protection (pedestrians, cyclists or occupants of 
other vehicles) are essential in an early development phase for the design of the 
vehicle structure. In doing so, it is important to meet both legal requirements and 
country-specific consumer protection requirements. This consideration leads to a 
large spectrum of different calculations and tests. With the help of passive safety 
systems, the occupants of a vehicle in particular are to be protected from serious 
or even fatal injuries in the event of an accident. Intelligent systems, consisting of 
seat belts and airbags, are an important part of passive safety. 

In principle, the seat belt is the restraint system that acts first, in the event of an 
accident. The belt ensures that the occupants are in the intended seating position 
while driving and that they are restrained in the event of an accident. This prevents 
vehicle occupants from coming into contact with hard interior parts of the vehicle. 
If an impact can no longer be avoided in a more severe accident, the seat belt 
system ensures that the impact speed is reduced. This principle becomes clear in 
Figure 1���� �,�W�� �L�V�� �Q�R�W�L�F�H�D�E�O�H�� �K�H�U�H�� �W�K�D�W�� �Z�K�H�Q�� �W�K�H�� �V�H�D�W�� �E�H�O�W�� �L�V�� �Z�R�U�Q���� �W�K�H�� �D�Q�J�O�H�� �.�� �L�V��
significantly smaller than is the case without a seat belt. This means that the 
occupant is braked much more gently by the seat belt and is already being adapted 
to the vehicle acceleration at time t1, at the start of the locking effect of the belt. 
This can possibly prevent an impact with parts of the interior and reduce the stress 
on the occupants. In the case of an unbelted case, the occupant continues to move 
due to his inertia from the point in time of the crash t0 at a constant speed v until 
he hits the steering wheel or dashboard at point in time t2 and is severely 
decelerated. 

In order to brake the occupants even more gently, the seat belt must be 
coordinated with other systems. For example, the seat belt is often designed to be 
very soft in order to keep chest compression below the critical value, and contact 
between the body and vehicle parts is then prevented by an airbag. In addition to 
the seat belt, airbags thus help to avoid impacts with interior parts. 
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Figure 1 

Comparison of the vehicle and occupant accelerations a) without seatbelt and b) with seatbelt [1] 

In the event of an accident, the airbag is automatically opened and the occupant is 
specifically picked up. The idea of this type of restraint arose back in the 1960s. 
However, airbags were considered problematic and unreliable because of the short 
inflation time required for the air cushion, the high weight and the large 
construction volume due to the high-pressure gas cylinders used. The necessary 
filling time could only be achieved with the development of solid gas generators 
in the 1970s. Initially, airbags were offered at extra cost in luxury vehicles, 
whereas nowadays airbags are standard equipment in almost all vehicles. 

A large number of sensors detect acceleration and forward these signals to the 
control unit for processing. When dangerous situations are detected, the gas 
generator is activated. The ignition pulse, which is generated by the trigger 
electronics, ignites a pyrotechnic propellant charge. A gas mixture is released and 
unfolds the airbag. The time required for this is between 30 ms and 40 ms on the 
driver's side and between 40 ms and 60 ms on the passenger's side. A schematic 
structure of an airbag system is shown in Figure 2. The airbag is in a folded state 
here. 

The energy dissipation of the airbag is determined by the dimensioning of the 
outflow openings, so-called "vents", and the air permeability of the membrane 
fabric. The specially designed "vents" ensure that the gas mixture flows out 
precisely and regulates the pressure in the airbag. This prevents the occupant from 
being thrown back into the seat backrest. In addition, the pressure regulation 
serves to ensure that the vehicle occupant gently immerses into the airbag and thus 
the targeted energy absorption of the occupant kinematics. The outflow openings 
are always integrated on the back of the air cushion and thus face away from the 
vehicle occupants. When the relative speed of the vehicle occupants to the body is 
reduced, the air bags collapse. This happens about 120 ms after the impact. 

Due to the larger installation space on the passenger side and the lack of a steering 
wheel, the passenger airbag has to fill a significantly larger volume than the 
driver's airbag. 
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Figure 2 

Structure of an airbag module [2] 

In addition, the volumes differ due to the different legal situation in the European 
countries and the United States. Furthermore, the pressures when the occupant 
enters the airbag are designed differently. The immersion pressure on the driver's 
�V�L�G�H� � �L�V� � �X�V�X�D�O�O�\� � �S� � �  � � � �� �� �� � �E�D�U� � �D�Q�G�� �R�Q�� �W�K�H� � �S�D�V�V�H�Q�J�H�U� � �V�L�G�H� � �E�H�W�Z�H�H�Q�� �S� � �  � � � �� �� �� � � í� � � �� �� �� � �E�D�U.  
A significant difference can also be observed regarding the size of the airbags, the 
typical size of the driver airbags is 45-60 liters, while the passenger airbags are 
much larger, between 80-130 liters. [3] 

Not only the size of the airbag, but also the shape of the air cushion is important. 
The driver's airbag is rotationally symmetrical and circular. It is usually integrated 
in the steering wheel. This shape enables the driver airbag to behave in the same 
way at every possible steering angle. In contrast, prismatic, rectangular shapes are 
preferred for a passenger airbag. Coordination of the head is an important aspect 
of the design of the airbags on the passenger side. To this end, the “butterfly”, 
shaped passenger airbags, have appeared in recent years, which thanks to their 
design, are able to direct the head towards the center of the airbag and reducing 
the loads on the head in case of oblique collisions. Driver airbags and front 
passenger airbags, alongside the seat belt, are now state-of-the-art technology 
from restraint system. Basically, airbags can be designed as single-chamber or 
multi-chamber systems and also offer a great deal of leeway in the overall design 
of the passive safety systems. 
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3 Description of the EuroNCAP Side Crash Load 
Cases 

In order to be able to evaluate the safety of the occupants equally for different 
scenarios, both frontal and side impacts are taken into account in the EuroNCAP 
crash tests. There are two frontal load cases, one with a deformable barrier and 
one with a rigid wall. In the side load cases, a pole and a deformable barrier are 
used as crash partners for the vehicle. Various loads on the structure and the 
dummy used are measured. The greatest challenge of all side load cases is that, 
compared to frontal load cases, there is almost no vehicle structure between the 
crash partner and the occupant that can already take a lot of energy out of the 
system through deformation before the impulse reaches the occupant. 
Consequently, severe injuries often occur in these crash situations. In order to be 
able to estimate the risk of injury, key figures were introduced over time. [4] 

For example, a very important value for assessing the severity of a head injury is 
the Head Injury Criterion (HIC). The acceleration a(t) is measured here in the 
center of gravity of the head and is included in the criterion as a multiple of the 
gravitational acceleration g. The time interval considered [t1, t2] is either 15 ms or 
36 ms long, which is why HIC15 and HIC36 are often also written for a more 
precise distinction. Furthermore, there are also several values for this, since the 
time intervals considered are usually longer than 15 ms or 36 ms. In this case, the 
maximum occurring value must be taken. The importance of this criterion can be 
seen in Figure 3, for example an HIC value of 1000 means that there is a 50% 
probability of irreversible injuries occurring in the occupant's head area. 

The Maximum Abbreviated Injury Scale has a scale from 1 to 6, where level 1 is 
minor (superficial laceration), level 2 is moderate (fractured sternum), level 3 is 
serious (open fracture of humerus), level 4 is severe (perforated trachea), level 5 is 
critical (ruptured liver with tissue loss) and level 6 is maximum (total severance of 
aorta) injurys means. 

 

Figure 3 

Maximum Abbreviated Injury Scale [5] 
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Other measurement points in the dummy, such as the compression of the chest or 
the force on the hips, are also used for the evaluation. Points are then distributed 
according to a prescribed point system, which then go into an evaluation scheme 
for the Adult Occupant Protection section of EuroNCAP. This section describes 
the test execution and evaluation for test cases with adult occupants. Overall, the 
ratings from this sub-area and other sub-areas, such as test cases for underage 
inmates, are combined in a star rating. These overall ratings are then published by 
EuroNCAP. 

3.1 Pole Test 

The idea behind the pole impact is to simulate a load case in which a vehicle 
crashes sideways into a tree at low speed. In the test setup, this is a rigid pole with 
a diameter of 254 mm and a height that is greater than the entire vehicle. The test 
vehicle is crashed onto this pole at a speed of 32 ± 0.5 km/h under 75° to the 
longitudinal axis of the vehicle (see Figure 4). The target line runs exactly through 
the center of gravity of the dummy head. For the crash test, the vehicle is 
positioned on a platform, but in the simulation, this problem can be solved simply 
by applying the appropriate boundary conditions. 

 

Figure 4 

Point of impact of the pole test [6] 

In order to be able to estimate the loads and the behavior of the system, numerous 
simulations are already carried out before the first tests. This is particularly useful 
because this test setup depicts a situation that is as critical as possible. This is 
because the accelerations here are lower than in the case of a barrier impact, but 
the deformation or intrusion is significantly higher. Since the head is close to the 
action here, this is always more threatening to the occupant. 



Acta Polytechnica Hungarica Vol. 20, No. 7, 2023 

 – 71 – 

3.2 Mobile Deformable Barrier Test 

Most real side impacts can be classified as being either a wide or a narrow crash 
partner. The narrow crash partner is to be represented by the pole load case, 
whereas the wide crash partner is represented by the mobile deformable barrier. 
The Advanced European Mobile Deformable Barrier used by EuroNCAP is a 
further development of the original mobile deformable barrier. It consists of a car 
with four tires and a deformable honeycomb structure at the front. This structure 
shown in Figure 5 serves to absorb energy and is intended to represent the front of 
a larger car. The external dimensions of this structure are around 1700 × 560 mm. 

 

Figure 5 

Exploded view of the Advanced European Mobile Deformable Barrier front honeycomb structure [7] 

Overall, the barrier should have a mass of 1400 kg. The barrier then hits the 
vehicle in the area of the two doors at a speed of 60 ± 1 km/h after it has been 
accelerated to the corresponding speed. The vehicle stands still in this load case. 
Due to the greater width, less deformation or intrusion occurs in this load case 
compared to the pole load case, whereas the acceleration is greater due to the 
greater difference in speed. 

In this research, I examined the pole test because this means more stress for the 
passengers. Car body protection is minimal and deformations are large. During the 
examination of the side crash, I used the experience and knowledge gained during 
the examination of the frontal crash. 
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4 Description of the Simulation System 

4.1 Finite Element Method in General 

With the help of the FEM (finite element method), complex assemblies can be 
examined with regard to their static and dynamic behavior. FEM is used in 
particular in the areas of structural mechanics, heat transfer and fluid mechanics. 
The basic idea is to divide the structure to be examined into finite elements, which 
are coupled to each other via nodes. For each of these elements, equations are 
defined that describe the physical problem. Taking into account the boundary and 
initial conditions, these can be solved with suitable algorithms. The exact 
procedure of such a numerical calculation is divided into the three areas of pre-
processing, solving and post-processing (see Figure 6). 

 

Figure 6 

Simulation steps [8] 

The model for the respective solver is set up in pre-processing. First, geometry 
data is imported or generated directly from the preprocessor. Furthermore, 
components with a finite number of finite elements and their nodes are discretized. 
The material properties are also defined in this process step and assigned to the 
respective components. In addition, contacts, boundary conditions and initial 
conditions must be defined in order to be able to subsequently carry out a model 
check and transfer the model to the solver. The solver serves as an equation solver 
and, taking the boundary conditions into account, determines the displacements of 
the individual nodes, whereupon other variables such as stresses and strains can be 
calculated for each element with this information. During post-processing, the 
focus is on evaluating the respective finite element calculation. Here the results 
are checked with the previously defined evaluation criteria using suitable post-
processing tools and presented visually. The results are then documented and the 
model improved if necessary. 

In order to carry out this activity and to model the necessary adjustments, the 
ANSA preprocessor from BETA CAE Systems used in this work. After the 
boundary conditions and the model have been transferred, the solver is able to 
determine and solve the differential equations and save them in an output file for 
each time step. The LS-Dyna solver from Livermore Software Technology 
Corporation is used for the simulations set up to calculate the FE model. By using 
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the postprocessor Animator 4 from GNS mbH and in combination with ANSA 
META, the results in this work are evaluated and made available graphically. 
ANSA META is a postprocessor developed explicitly for ANSA. Analysis results 
include deformations and movements over time, as well as stresses and natural 
frequencies can be displayed. [9] 

4.2 Basics of Occupant Protection Simulation 

In principle, solvers can solve systems of equations implicitly or explicitly. With 
the implicit time integration, the following equation of motion becomes 

t+t+t+t+ K + C + 
�'

� �˜�˜�˜ �'
�˜

�'
��̃˜

�' t

ext
ttt FuuuM  

evaluated at the unknown point in time t+ �'t . M represents the mass matrix, C  

the damping matrix, K the stiffness matrix, 
��̃˜

u the acceleration vector, 
�˜

u the 

velocity vector, u the displacement vector and extF the acting external forces. 

With linear relationships of the gradient matrices ),,( KCM , a solution can be 

determined by solving the differential equation system once. The calculation of 
non-linear systems, on the other hand, is carried out incrementally with successive 
equilibrium iterations. Strongly non-linear structures can lead to convergence 
problems with implicit time integration, which is why no solution can be found. 
Therefore, the method of implicit time integration is suitable for linear dynamic or 
static tasks. [10] 

In the case of explicit time integration, on the other hand, the equation of motion 
is evaluated at the known point in time t: 

t
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Assuming a diagonalized mass matrix and thus the simplification that the masses 
at the nodes are understood as point masses, the system of equations can be 
converted into Newton's second axiom and decoupled: 
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This means that each equation can be evaluated independently, which is why an 
overall faster solution is found compared to the implicit method. Since stresses are 
generated as pressure waves (sound waves) in the material at the speed of sound c: 

�U
E

c �|  

propagate, it is essential to select the calculation time step in such a way that it is 
always smaller than the greatest possible information propagation (sound 
propagation in the component) over the smallest element length. If this stability 
criterion is met, each discretization point can be calculated separately. Otherwise, 
there is a loss of information, which means that the solver cannot find a suitable 
solution using the explicit method. 

The critical time step t�' can then be: 

E
t

�U
minl<�'  

to calculate. As a result of plastic deformation, it is possible for some elements to 
become very small. As a result, these very small elements are used to determine 
the critical time step. This would increase the computing time extremely and lead 
to calculations that could not be carried out. Therefore, during the explicit 
calculation, these elements are deleted or the density of these small elements is 
increased. This artificial scaling of the mass is called "mass scaling" and allows 
the time step to be increased. [11] 

Compared to the implicit calculation, non-linear influences mean only a small 
additional effort. However, a dynamic calculation must be carried out for static 
problems. The explicit calculation method is therefore suitable for very short-
lasting dynamic processes such as crash, explosion, impact and puncture 
simulations. Furthermore, explicit solvers can be used for contact problems as 
well as for calculations of highly discontinuous structures in which no 
corresponding result can be found with implicit methods. 

4.3 Seat Position Definition 

In the earlier stage of my research, we examined injuries that occur in frontal 
crashes. In the event of a frontal crash, we examined a total of five rotated 
positions, these were 30°, 60°, 90°, 135°, 180° and, of course, the normal non-
rotated state. It is absolutely necessary to narrow down the seating positions to be 
analyzed when examining the effect of swivel seats on passive safety systems.  
The process of rotating the seat is completely identical to the method used in 
frontal crashes. Rotating the driver's seat is impossible without modifying the 
interior of the vehicle, so I took all previous modifications from the frontal crash. 
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In the case of a frontal crash, it was observed that the maximum value of HIC15 is 
reached in the simulation model already at a rotation angle of 30°. There was a 
risk of serious head injuries due to the changed impact point of the head, which is 
no longer in the center of the airbag, the protective effect of the airbag is 
significantly reduced. The test head does not optimally reach the center of the 
airbag for all angle variations. In the 60° version, the steering wheel is hit directly. 
The seat with an angle of 60° is the worst for the airbag and the highest damage 
values occur here, so we will examine this case in the case of a side impact. 

 
Figure 7 

Representation of the examined angles of rotation (Source: Author’s plot) 

The frontal crash investigation showed that, as a result of the modified seating 
positions, the driver's movement kinematics changes radically in the event of an 
accident. We found that the effectiveness of the passive protection systems is 
greatly reduced and the risk of fatal injuries is greatly increased in the case of 
inverted seating positions. This is especially true for head and neck injuries, but 
the value of chest compression and the extent of leg injuries also become more 
severe. In this research, we examine the effect of this on side crashes. 

5 Results of the Simulations 

In the following chapter, an overview of the results of all examined angles of 
rotation during a side pole crash test is presented. Only the driver side position 
was examined during the simulations. On the basis of this preliminary 
investigation, certain trends can be established for certain properties of the angle 
of rotation. 

In general, all necessary side crash restraint systems are deployed for the 0° 
variants. This includes the side airbag and the head airbag. The airbags used here 
are head or curtain airbags, which are primarily intended to protect the head area 
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of the occupants of the first and second row of seats. It is installed under the 
interior from the A-pillar to behind the second row of seats along the entire side 
and, when it is triggered, unfolds like a protective curtain between the heads of the 
occupants and the vehicle structure. The side airbag is also intended to prevent the 
occupant from coming into direct contact with the vehicle structure, but in its 
position it prevents contact between the trunk area and the door panel or the 
paneling of the B-pillar. Due to its location in the first row of seats, this airbag is 
often referred to as a front-side airbag (see Figure 8). 

 

         Non-deployed curtain airbag                             Deployed curtain airbag 

 

          Non-deployed side airbag                                   Deployed side airbag 

Figure 8 

Relevant airbags in side impact (Source: Author’s plot) 

A conflict between the created headrest and the head airbag arises from a rotation 
angle of 60° or greater, since the effective range of these two restraint system 
overlaps. From a rotation angle of 60°, the head airbag can no longer unfold 
correctly and completely and thus loses its protective effect. By rotating the seat, 
the proportion of the side crash changes with increasing angle in the direction of a 
rear-end crash during the impact. Since the most important restraint system for a 
rear-end collision is the headrest, the head airbag is not used for the 60° rotation 
angle. Therefore, for good comparability, not used the head airbag in the 0° 
version either. Table 1 shows the values determined for the angles of rotation 0° 
and 60°. 

It should be noted that there is no center console due to the geometric adjustments 
to the vehicle model. In a conventional vehicle, the seat is supported by the center 
console, among other things, in the event of a side impact. This restraint does not 
exist in the fitted simulation model. The trend of falling head values can be clearly 
explained with the impact point of the pole in the side structure of the vehicle. 
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Table 1 

Results overview 

 

 

 

 

 

 

 
 
The orientation of the pole is adjusted to the 0° seating position and no 
realignment takes place for the selected seating position for the purpose of 
comparability. According to this, the point of impact changes from the head with 
increasing angle degrees. For the THOR dummy in the side crash, the head values 
in the 60° position are significantly reduced compared to the upright and straight-
ahead sitting position. In particular, the HIC values are reduced by almost 80% to 
141. In addition to the changed point of impact, the seat has a damping effect.  
It should also be added that the position of the seat has been pushed further into 
the interior with a translation. As a result, the distance between the head and the 
post is too great, so that no serious consequences can be seen. 

The turning angle of 60° changes the character of the side crash to a rear crash. 
This can be seen from the slight hyperextension of the neck, which is evidenced 
by the increase in the Nij value. There is also an increase in chest indentations 
with decreasing HIC values, because the protective effect of the seat back does not 
provide sufficient stability to respond to the intrusions from the pole. It should be 
added that due to the rotation of the seat, the side airbag integrated into it does not 
provide sufficient protection for the selected rotating seat scenarios due to the lack 
of support. For illustration, the maximum intrusions of the pile at the rotation 
angles of 0° and 60° for the THOR dummy are shown in Figure 9. 

 

Figure 9 

Pole impact on the THOR dummy 0°(left) and 60°(right) (Source: Author’s plot) 

Criteria  Limit 
value 

Unit  Simulation 
0° 

Simulation 
60° 

Head (HIC15) 700 [-] 592 141 
Head (a3ms) 80 [g] 77.6 41.7 
Head (BrIC) 1.05 [-] 1.01 0.89 
Neck (Nij) 0.85 [-] 0.41 0.69 

Chest 
(Compression) 

60 [mm] 27.4 37.1 

Abdomen 
(Compression) 

88 [mm] 53.7 61.2 
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6 Validation of the Simulations 

It is absolutely necessary to use a real test to validate the simulations.  
The simulations were based on the 2008 model of Honda Accord, therefore 
requisite to use the real test of this model as a basis for validation. However, 
before validation a first way of checking the plausibility of the calculations is to 
look at the crash simulation visually. This can be found for the pole side crash for 
selected points in time in Figure 10. This visual inspection should be done 
together with an inspection of the energy flows. 

 

                         Simulation at 0ms                                   Simulation at 30ms 

 

                         Simulation at 60ms                                 Simulation at 110ms 

Figure 10 

Selected points in time during a side pole crash (Source: Author’s plot) 

During an inspection of the energy flows a distinction is made between three 
different types of energy. The kinetic energy of the system, the internal energy and 
third the hourglass energy. One can see very well that at the beginning the total 
energy consists purely of the kinetic energy. After that, the kinetic energy drops to 
a plateau and the internal energy also increases to an almost constant value up to 
about 10 ms. This is the case because the engine block is very heavy and deflects 
laterally, which is also the reason for the fluctuations in the total energy at the 
beginning. The initial contact with the stake happens just before 10 ms. From this 
point on, the kinetic energy of the vehicle is gradually converted into internal 
energy through plastic deformation until the vehicle is almost stationary after 
around 110 ms. Since under-integrated elements are used here, the hourglass 
energy with which the elements are provided increases over time in order to 
prevent the hourglassing effect (see Figure 11). 
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Figure 11 

Course of the energy at the pole side crash (Source: Author’s plot) 

The tested model of the Honda Accord introduced in 2008 was released in 
Australia. It also included dual front airbags, side airbags and head protection 
airbags as part of the standard equipment. In terms of active safety, anti-lock 
brakes system (ABS), electronic brake distribution (EBD) and electronic stability 
control (ESC) were also standard equipment. In addition to all of this, an 
intelligent seat belt reminder is installed on every seat. In the front row, the seat 
belt buckles are mounted on the seats and the upper anchorage points are 
adjustable. These features greatly improve the effectiveness of the seat belt, 
thereby increasing safety. Belt tensioners were installed on the seat belts in the 
first row of seats, so that in the event of a collision, they are able to reduce the 
slack in the belt. The middle rear seat is equipped with a three-point seat belt. This 
can provide better protection than a conventional two-point seat belt. [12] 

The Accord scored the maximum 8 out of 8 in the side pole crash test (5 Stars). 
The passenger compartment held its shape well. Airbags and seatbelts tailor the 
timing and the degree of restraint to suit the size of the occupant and the severity 
of the impact. In this case, both the driver and passenger were well protected.  
The Honda Accord scored maximum points in the car side impact test. In the pole 
side impact, the chest was adequately protected and there was good protection of 
all other body regions. The head restraint provided good protection against 
whiplash injuries. 

The car includes a passenger airbag deactivation function so that the rear-facing 
child seat can be used safely in this position. However, the driver does not have 
enough information about the current state of the airbag. In any case, a warning 
label clearly warns of the danger of using a rear-facing child seat in the passenger 
seat without first deactivating the airbag. Unfortunately, this information is not 
available in all European languages. The existence and exact location of the 
ISOFIX points on the rear outer seats is not clearly marked, which can also cause 
confusion. 
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Figure 12 
Honda accord 2008 EUNCAP side pole crash test [12] 

Table 2 
Results of the base model and the modified model in comparison with the crash test 

Table 2 shows the results of the basic model, the version without modifications, 
and the modified model compared to the results of the crash test. The basic model 
is validated, it can be seen that all deviations in the simulation results remain 
within the appropriate limits. The situation is similar with the modified model, 
because the modifications mainly affect the frontal collision only. The only major 
difference is in the values of the neck, the main reason for this being the 
replacement of the seat belt attachment point. The modified model must be used 
for comparison with the rotated seat versions, as these modifications allow the 
driver's seat to be rotated. [13] 

Conclusions 

The aim of this research was to investigate a pole side crash, in the case of a fully 
self-driving vehicle. In order to do this, we used as a basis the computer 
simulation model used in the frontal collision investigation. We have created the 
necessary definitions of side impact from the point of view of passive passenger 
safety. We validated the completed computer model with a real crash test and then 
transformed it so that it is suitable for testing the rotated seating positions. In the 
case of a side impact, We examined the most critical rotation angle in the case of a 
frontal impact. We examined to what extent the seating position of the passengers 
affects their injuries in the event of a side pole collision. During the simulations 
and the evaluation, we compared the results of the injuries that occurred in the 

Criteria  Unit  Limit 
value 

Crash 
test 

Simulation 0° 
Base model without 
any modifications 

Simulation 0° 
Fitted model with 
all modifications 

Head (HIC15) [-] 700 541 575 (+6%) 592 (+9%) 
Head (a3ms) [g] 80 71.4 72.9 (+2%) 77.6 (+8%) 
Head (BrIC) [-] 1.05 0.86 0.93 (+8%) 1.01 (+17%) 
Neck (Nij) [-] 0.85 0.62 0.44 (-29%) 0.41 (-34%) 

Chest 
(Compression) 

[mm] 60 25.8  27.0(+5%) 27.4 (+6%) 

Abdomen  
(Compression) 

[mm] 88 58.9 55.2 (-6%) 53.7 (-9%) 
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case of seat positions turned by 60° with the case of the driver's seat in the normal 
basic position. As a result, we received that although the kinematics of the driver's 
movement changes radically during an accident due to the modified seating 
positions, the degree of injuries is still greatly reduced. Exceptions to this are 
injuries to the chest and abdomen area. This decrease in injuries can be explained 
primarily by the damping effect of the driver's seat, because in the case of the 
driver's seat turned by 60°, the driver's seat protects the passenger from the direct 
load and deformation coming from that side. Based on the results, although the 
damage values only partially increase in the case of side crash, it is still necessary 
to expand the passive safety system. Next goal of the research is the creation of a 
protection system capable of providing protection even in a seat position rotated at 
any angle. This system must be able to provide sufficient protection in both frontal 
and side collisions. In order to achieve this goal, the possibilities of further 
developments for the driver's seat need examination. The seat must be able to 
coordinate the movement of passengers in the event of any accident and must 
participate in the prevention of serious injuries and the absorption of large 
deformations a model to test and verify this will be built. In addition to the 
possibilities for further development of the driver's seat, examination is needed for 
future new possibilities of the use of airbags, in self-driving vehicles. The future 
development of the airbags as known today, will be inevitable, in a vehicle 
without a steering wheel. The aim of the research will be to define the challenges 
that affect airbags and to define any possible solutions. It will certainly be 
necessary to examine the new position, shape and size of the airbags known today, 
in order to achieve the desired goal. 
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Abstract: Currently, numerous studies are conducted on diagnostic devices for the 
digestive system. To correctly design such a device, it is necessary to fully specify the 
parameters of the environment in which the device is supposed to operate. Most of the 
research conducted on the intestines focuses on mechanical and tribological parameters 
connected to work with diagnostic capsules. Yet, to simulate the work of the robot moving 
with a snake-like motion it is necessary to estimate the level of energy dissipated by the 
intestine deformation as it serves as a main driving factor, which is proven in the paper. 

Keywords: intestine mechanical parameters; energy dissipation; robot propulsion 

1 �,�Q�W�U�R�G�X�F�W�L�R�Q 

The development in the field of mobile robotics is determined by the knowledge 
of the work environment. The same goes for robots prepared to move inside the 
human body. One good example of such a case is in the field of robotics focused 
on the diagnosis and treatment of the human digestive system. This field is 
extremely important, as it aids doctors in the treatment of digestive system 
disease, including intestinal cancer, therefore, many studies are being conducted 
on developing the most universal tool. The most commonly used method is the 
capsule endoscopy [1], which utilises a small-volume capsule that travels through 
the digestive system, taking photos or picking tissue samples in the process. Yet, 
there is hardly any control over such capsule motion. An interesting example of a 
different solution is a robot able to move inside the intestines using a snake-like 
motion [2]. In Figure 1 an actual model of a named robot is presented. The given 
picture shows the robot’s motion capabilities. It is worth mentioning that because 
of its construction, it is able to generate sine motion, which is necessary to make 
its motion possible in any given position or configuration of the body.  
The dimensions of the presented model currently are: 15 mm of diameter and ca. 
1.5 m of length. The remaining question is: will it be able to move inside the 
human body according to the assumptions? 
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Figure 1 

Actual model of the robot moving with snake-like motion 

This type of motion is difficult in this environment, as it acts like a visco-elastic 
body [3]. Assume that a robot moving using a snake-like motion (close to sine) 
would deform the intestines in a direction perpendicular to its own body (Fig. 2). 

 
Figure 2 

Deformation of the intestine by the robot: a) before deformation, b) after deformation 

In this case, a 2D static model of the robot–intestine system shows reaction forces 
between the robot and the intestines, without internal forces analysis, will take the 
form shown in Fig. 3. The additional assumption made was that the robot’s 
deformation will take a shape close to a circle. 

 
Figure 3 

Reaction forces between the robot and the intestines 

For this assumption, the work needed to be done to deform the intestines can be 
given by the following equation: 
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        (1) 

Where W – work done to deform the intestines, – potential energy accumulated 
�L�Q�� �W�K�H�� �G�H�I�R�U�P�H�G�� �L�Q�W�H�V�W�L�Q�H�V���� �¨�(��– energy that was dissipated in the intestines and 
cannot be reclaimed. 

With the assumption that the intestines are being deformed perpendicularly to the 
robot’s surface, the deformation energy of the intestines can be given as: 

        (2) 

Where: Fi is the force with which the robot deformed the intestines in the i-th 

contact point,  – the intestine deformation in a direction normal to the robot’s 
surface. 

Equation (2) is true for symmetrical deformation, i.e., for the robot moving 
perpendicularly to the intestinal wall. In the case of the robot generating a 
propulsion wave along its body, the part of the intestines in front of the wave is 
being deformed while the part located after the deformation wave reacts to the 
robot with the force generated by its elasticity. In this case, the geometry of the 
system can be presented as in Fig. 4. 

 
Figure 4 

The distribution of deformation geometry for the robot moving with a snake-like motion 

The equations of deformation energy can be defined as: 

       (3) 
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       (4) 

Where: WL, is the work that need to be done to deform the intestines, WR is the 
work done by the intestines regaining their original shape, F�.�L – is the i-th force 
acting on the left side of the robot, F���L – is the j-th force acting on the right side of 

the robot, ,  – are the i-th and j-th deformation of the intestines done by 

the robot at the left and right side.  and  
are the energies dissipated during the deformation during the elongation and shape 
regaining phases of the intestines. 

In case of respectively small increases of  and  equations (3, 4) take the 
following form: 

     (5) 

     (6) 

For symmetrical deformations (case of the robot moving perpendicularly to 
intestines wall) and for perf�H�F�W�O�\���H�O�D�V�W�L�F���G�H�I�R�U�P�D�W�L�R�Q�V�����¨�(L=0 and �¨�(R=0), it can 
be stated that WL = WR. Yet, in the case when the robot moves with a snake-like 
motion, the work done by the intestines regaining their shape is equal to the 
potential energy accumulated in the intestines and can be given with equation: 

       (7) 

By including equations (5), (6) in (7) the following is obtained: 

   (8) 

It must be stated that the total deformations on the left and right sides of equation 
(8) must be equal. Otherwise, the intestines would remain permanently deformed, 
which is unacceptable. Therefore, the following equation is true: 

       (9) 

By comparing equations (8) and (9), it can be seen that energy loss is bound with 
the reaction forces that caused the deformation. By assuming that the system 
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shown in Fig. 2 is static and by projecting all the forces onto the direction of the 
wave, the following is obtained: 

                  (10) 

                  (11) 

and from (7) and (8) it is known that FL>FR 

It can be stated that: 

                  (12) 

Where: Fc is the total force of intestinal reaction on the robot in the direction of 
wave propagation, T – is the friction force, FL, FR are the forces respectively 
before and after the deformation wave. 

Equations (12) and (8) show that the forces needed to be used to deform the 
intestines are greater than forces generated by the intestines regaining their 
original shape, therefore by generating the snake-like motion force Fc is 
generated. It is directed along with the robot and reverses to the direction of the 
wave of displacements. Equation (8) clearly shows that propulsion forces will 
increase proportionally to the volume of Energy dissipated during intestine 
deformation. It shows the necessity of checking how much of the energy is 
dissipated during intestine deformation. The proposed research will provide data 
necessary to estimate the volume of force possible to be generated by a robot 
moving with a snake-like motion. 

Increasing understanding of the mechanical characteristics of the intestines took 
on particular importance in the context of the development of new medical 
instruments (e.g., capsule robot, intellectualized endoscopy). A significant element 
of this understanding is gaining information about the mechanical influence 
between the intestinal tissue and the instrument. 

To obtain information about the stresses and strains (and their relations) which 
accompany the biomechanical changes during functional loading and unloading of 
the human gastrointestinal (GI) tract, a reference was made to Hans Gregersen’s 
research [4]. As a basis for 3D anatomical models, digital images gained through 
ultrasound, using computer tomography (CT) or magnetic resonance (MRI) were 
used. Models were analyzed using different mathematical algorithms - the finite 
elements method (in this particular example of the mucosal folded three-layered 
esophagus) and assuming that it is a thin-walled isotropic structure (e.g. stomach 
antrum wall surface model). The finite element method provides the possibility to 
overcome the major shortcoming connected with the thin wall assumption. 
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The research, focused on gaining information about the mechanical characteristics 
of the intestines, included two aspects of influence between the medical 
instrument and the intestinal tissue: the "frictional force" and the biomechanics of 
GI tract tissue. 

The rest of the paper is organised as follows: Sections 2 and 3 focus on state-of-
the-art clarification, while Sections 4-6 describe tests done on actual tissues 
including a description of a tests stand, used methods and drawn conclusions. 

2 �)�U�L�F�W�L�R�Q�D�O���)�R�U�F�H 

The frictional resistance force includes the nominal frictional force [5] and the 
visco-adhesive force and it depends on the size, material, mass, shape, contact 
surface contour, and the velocity of the potential instrument (e.g. capsule robot) 
[6] [7]. The nominal frictional force is related to the elastic restoring force, the 
real frictional force, and the contact angle; the cohesive force is determined by the 
contact area and the contact angle [7]. Ex-vivo experiments were carried out in the 
porcine small intestine with fifteen capsule robots (capsule endoscope) with 
different shapes and dimensions [8]. The friction increased accordingly with the 
speed and capsule dimensions, especially by the dimensions perpendicular to the 
moving direction. To predict the behavior of the capsule robot in clinical tests, the 
analytical friction model of the capsule robot in the small intestine has been 
researched [9]. In addition, the results of a similar experimental investigation 
proved that the Coefficient of Friction (COF) did not change significantly 
concerning the apparent area of contact between the capsule and the intestine.  
The COF decreased with an increase in the normal load and varied from 0.08 to 
0.2 [10]. In the case of capsule robots with their locomotive mechanism, the stroke 
of the capsule also influences the friction force [11]. During consideration of the 
self-propelled robotic endoscope concept, it is extremely important to keep in 
mind that locomotion in the small intestine is further complicated by the fact that 
the intestine is not a rigid pipe and is susceptible to damage [12]. The presented 
analysis states that the friction coefficient between the intestines and the 
endoscope capsule or robot takes an important role in moving the device inside the 
intestine, but the research has been conducted only on the motion of the 
endoscope capsule. In the case of the drive of a device moving with snake-like 
motion, the key will be the mechanical parameters of the intestines in addition to 
friction forces. 
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3 Intestines �0�H�F�K�D�Q�L�F�D�O���(�[�D�P�L�Q�D�W�L�R�Q 

An example of mechanical tests of research on the viscoelasticity of intestines was 
obtained by the use of a Dynamical Mechanical Analyzer (DMA) [ 4]. In this 
work, it was proven that the dynamic mechanical parameters of the intestinal 
tissues are not always steady, especially when forced oscillation happens.  
In practice, this means that the movement of the medical instrument would work 
in a changing environment, and during the modeling of the intestine, the variation 
should be taken into account. Based on the sheer measurement of the DMA and 
the stress relaxation measurement, a five-element model describing the 
viscoelasticity of intestines was obtained. Additionally, the DMA tests indicate 
that the storage modulus descends with the increasing shear strain, which means 
the hyper-elasticity of the small intestine can be measured numerically. As a 
consequence, the obtained data could be the basis for numerical calculations and 
the relaxation modulus could be also calculated [13]. 

Similar experimental investigations of stress relaxation and the stress-strain 
relations have also proven that the small intestine shows the typical behavior of a 
viscoelastic material [14]. Dynamic testing results show that the storage modulus 
of the intestine decreases first and then increases when the frequency is raised 
within the range of 1-20 Hz [14]. 

Results of an experimental study of the in vivo and ex vivo compression of goat 
large intestine revealed a significant difference between the results at the lower 
and higher rates in in-vivo tests (at the lower rates, the tissue appeared softer) [6]. 
What is also important, there was a difference between the results of the in vivo 
and in vitro tests. In vitro results showed less dependence on the compression 
rates, when the in vivo results were strongly dependent on the compression rates. 
There is a risk of using only in vitro data in numerical simulations of modeling 
tissue [6]. An analogous experimental study of the in vitro compression of dog 
intestine presents very comparable results. The shape and parameters of the curves 
obtained were very close to the analysis of goat tissues. The incremental elastic 
modulus of the duodenum of the dog was larger than that of the jejunum under 
particular pressure [15]. 

The tensile properties of the human GI tract tissues (including the small and large 
intestine) generated for cadaveric and surgically removed specimens have been 
also examined in several experimental investigations. The values of maximal 
stress and destructive strain were the following: for small intestine transversal 
specimens - 0.9 MPa and 140% and for large intestine transversal specimens - 0.9 
MPa and 180%. [16] The submucosa and muscular layers condition the 
mechanical strength of the intestine wall; serosa and mucosa showed no 
significant strength. 

As shown, tests on the intestines’ mechanical parameters are nothing new. Most of 
the research has been conducted focusing on selected device types, mainly a 
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Capsule Robot (CR). Yet, to date, no research had been done to test the intestines 
with a snake-like motion. It will be crucial to test viscoelasticity [4] and damping 
[13] factors, friction forces and to estimate the energy dissipated in the intestines. 
The parameters mentioned at the end are definitive for the use of the phenomena 
that while deforming the intestines the force applied to deform them is greater 
than the force generated by intestines returning to their original shape.  
The difference in forces can be used to propel the device moving inside the 
digestive tract. The interaction between selected parts of the intestines will be 
important along with the energy dissipated during the intestine elongation. 
Another important task connected to the determination of the intestines’ 
mechanical parameters is the possibility to implement them into simulation 
software. The more accurate the parameters are, the more accurate the obtained 
simulation results will be. 

4 Materials and Methods 

Tests on the dynamic parameters of the intestines were made using the custom-
made test stand presented in Figure 5. It consists of a linear drive with a 
positioning accuracy of 0.01 mm and regulated feed in the range from 0 to 100 
mm/s. On the carrier of the drive, a 6-axis force sensor has been placed along with 
a diagnostic probe. 

 
Figure 5 

A test stand 

The stand has been used to perform numerous tests the purpose of which was to 
estimate the intestines’ elasticity curve and to estimate the volume of the energy 
dissipated during their deformation. The intestines were taken from pigs just after 
being slaughtered. During transport, they were kept at a temperature of 3o C, next 
they were initially cleaned and placed in saline. Before the experiment, the 
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samples were heated to the ambient temperature of ca. 23o C. The time between 
taking the sample and the test ranged from 40 minutes for the first sample up to 90 
minutes for the last one. The tests were made with forces not causing damage to 
the samples. During the preliminary test phase, ten repeats were done to specify 
minimal breaking force, which was estimated at ca. 20 N. Therefore, the tests 
were made keeping the forces under 15 N. 

 
Figure 6 

A fixed intestines sample 

The sample was placed in holders (the distance between them was 87.3 mm) on 
the stand presented in Figure 6. The intestines were initially stretched with a force 
of ca. 3 N magnitude. Next, the diagnostic probe was moved toward the intestines 
while keeping the force sensor level of 0 N. After that, the test probe was moved 
in a direction perpendicular to the intestinal axis stretching them, and then it was 
moved back to the initial position. The displacements and forces generated were 
recalculated into displacements in a longitudinal direction. Such displacements 
were made five times for five simples with three different elongations each time. 
The results of the sample tests can be seen in Figure 7. It shows that the forces of 
stretching the intestines (right direction) are greater than the forces of the intestine 
acting on the sensor during the release motion (left direction). The volume of 
force dissipated in this system is the difference of the surface areas under the 
diagram of stretching and releasing, therefore it can be expressed with the 
following equation: 

               (13) 
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where: f(l), f'(l) are the stretching and release force curves, l – the maximum 
length of the intestine in maximum elongation for which motion direction change 
occurred, l0 - preliminary elongation of the sample. 

 

Figure 7 

Force curve for longitudal elongation of the intestines by 9 mm (10%) and return to the preliminary 

position 

5 Results 

To check how much energy is dissipated in intestines deformations. There were 18 
intestines samples tested. The samples were elongated with different values: 7; 10; 
13% of their length. Three other samples were tested with different elongation 
with changing elongation speed from 3.3 to 83.3 mm/s. 

The calculation results are summarized in Tables 1 and 2. Table 1 shows the 
results of five samples and five elongations of the intestines and Table 2 shows the 
average values of five elongations for each of the five samples. In addition, three 
different test series with variating elongation values are shown in this table. 

Table 1 

Value of dissipated energy and maximum forces in intestines elongation by 9mm (10%) 

 �6�W�U�H�W�F�K�L�Q�J  

1 2 3 4 5 Average 
�6�D�P�S�O�H��
1 

�0�D�[���I�R�U�F�H [N]  7.3 6.8 6.5 6.3 6.1 6.6 

 [J] 16.8 8.3 8.4 7.0 6.6 9.4 

�6�D�P�S�O�H��
2 

�0�D�[���I�R�U�F�H [N]  7.1 6.6 6.3 6.1 6.0 6.4 

 [J] 16.2 7.7 6.8 7.3 5.7 8.7 
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�6�D�P�S�O�H��
3 

�0�D�[���I�R�U�F�H [N]  7.9 7.2 6.9 6.6 6.5 7.0 

 [J] 17.5 8.9 8.0 7.6 6.0 9.6 

�6�D�P�S�O�H��
4 

�0�D�[���I�R�U�F�H [N]  7.8 7.1 6.8 6.6 6.4 7.0 

 [J] 17.2 9.0 6.1 6.0 6.9 9.0 

�6�D�P�S�O�H��
5 

�0�D�[���I�R�U�F�H [N]  7.6 7.0 6.7 6.5 6.3 6.8 

 [J] 16.6 6.8 7.3 5.8 5.3 8.3 

Average �0�D�[���I�R�U�F�H [N]  7.6 7.0 6.6 6.4 6.3 6.8 

 [J] 16.8 8.1 7.3 6.7 6.1 9.0 

Table 2 

Mean values of energy dissipation and maximum force for varying intestine elongation 

3 
7 mm elongation (7%) 

�V�W�U�H�W�F�K�L�Q�J 
  1 2 3 4 5 average 

�0�D�[���I�R�U�F�H [N]  4.8 4.5 4.3 4.2 4.1 4.4 

 [J] 10.1 6.0 5.0 4.8 4.4 6.1 

 9 mm elongation (10%) 
  1 2 3 4 5 average 

�0�D�[���I�R�U�F�H [N]  7.6 7.0 6.6 6.4 6.3 6.8 

 [J] 16.9 8.1 7.3 6.75 6.1 9.0 

 11 mm elongation (13%) 
  1 2 3 4 5 average 

�0�D�[���I�R�U�F�H [N]  10.9 10.0 9.5 9.1 8.9 9.7 

 [J] 28.2 11.5 10.1 9.6 8.8 13.6 

Table 3 shows the percentage decrease of maximum forces and energy dissipated 
for the first and last stretching of the intestine. Figure 7 shows a sample diagram 
of forces and elongation percentage for the first and fifth longitude elongation. 

The next phase of the research focused on intestines’ behavior under the greater 
velocity of stretching and releasing. To do so, the sample was stretched at various 
velocities. The test started with a stretching (and releasing) velocity of 3.3 mm/s 
and then it was increased by 8.3 mm/s until it reached a value of 83.3 mm/s. 
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Figure 8 

Diagram of intestine elongation by 10%: a) for elongation no. 1 and 5 with 3.3 mm/s velocity; b) with 

8.3 mm/s and 83.3 mm/s velocity 

Table 3 

Mean values of energy dissipation and maximum force for varying intestine elongation 

 7 mm elongation (7%) 
Elongation no. �'�L�I�I�H�U�H�Q�F�H 
1 5 [%]  

�0�D�[���I�R�U�F�H [N]  4.8 4.1 14.6 

 [J] 10.1 4.4 56.4 

 9 mm elongation (10%) 
Elongation no. �'�L�I�I�H�U�H�Q�F�H 
1 5 [%]  

�0�D�[���I�R�U�F�H [N]  7.6 6.3 17.1 

 [J] 16.9 6.1 63.9 

 11 mm elongation (13%) 
Elongation no. �'�L�I�I�H�U�H�Q�F�H 
1 5 [%]  

�0�D�[���I�R�U�F�H [N]  10.9 8.9 18.3 

 [J] 28.2 8.8 68.8 
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6 �'�L�V�F�X�V�V�L�R�Q 

The obtained results clearly show that the maximum forces of intestinal stretching 
are greatest during the first stretching and get lower with successive elongations – 
the lowest values are measured during the fifth elongation. Similar results were 
obtained for the total energy dissipated in the intestines - the greatest energy value 
is being lost during the first stretching of each sample and for the longest 
elongation. 

Table 3 and Figure 8a show that for a series of elongations, stretching forces and 
dissipated energy get smaller. In addition, the results in Table 3 show that for 
longer elongation, the decrease of dissipation and maximum forces get larger.  
The presented results indicate that for dynamic interactions, damping properties of 
the intestines will cause a decrease in the force necessary for another elongation. 
This can be explained by the decreasing elasticity of samples taken post-mortem, 
yet this needs to be confirmed during in-vivo experiments. 

The next phase of the research focused on intestines’ behavior under the greater 
velocity of stretching and releasing. To do so, the sample was stretched at various 
velocities. For each velocity, two elongations of the intestines were made and 
�P�H�D�V�X�U�H�G�� �Y�D�O�X�H�V�� ���P�D�[�� �I�R�U�F�H�� �D�Q�G�� �¨�(���� �Z�H�U�H�� �D�Y�H�U�D�J�H�G���� �(�D�F�K�� �W�L�P�H�� �E�H�W�Z�H�H�Q�� �W�K�H��
velocity change there was a break lasting ca. 10 s, the purpose of which was to let 
the intestines regain their original shape. This interval was selected based on 
research presented in [14], in which the forces in the intestines stabilized after 
ca. 10 s (after the elongation). The results of this experiment are presented in 
Figure 9. 

An example diagram for various velocities is presented in Figure 9b. It shows that 
for increasing velocity, the maximum force drops. The decrease of force in the 
subsequent repeats of elongations was analogical as in previous tests (Tables 1-3 
and Figure 9a). 

This phenomenon can be explained by the low ability of samples taken post-
mortem to regain their natural shape. This comes with permanent deformation of 
the samples without causing any actual damage to them. Yet, as a result of energy 
dissipation increasing with the increase in velocity, it can be stated that these 
permanent deformations are made at a minimal scale. These are hypothetical 
theses that need to be confirmed during in-vivo tests. Additionally, the tests show 
that energy dissipation is greater for faster intestine elongation. This phenomenon 
can be used to increase the effectiveness of device motion. In summary, the 
dissipated energy is greater for bigger intestinal elongation and for faster 
elongation, which is presented in Figure 10. 
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Figure 9 

The results of intestine elongation for variety of velocities: a) maximum forces, b) value of dissipated 

energy 

 
Figure 10 

Energy dissipated in the intestines in function of elongation and elongation velocity 

�&�R�Q�F�O�X�V�L�R�Q�V 

The performed experiments show that a series of intestines elongations cause the 
decrease of forces necessary for subsequent elongations and the decrease of 
dissipated energy. Tests show that this phenomenon is repeatable, yet it is 
impossible to state what causes these changes without performing in-vivo tests. 
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Nevertheless, results show that it is possible to use dissipated energy as the snake-
like robot propulsion method. 

Another important conclusion is that during the intestine stretching and release, 
part of the energy is dissipated. Tests show that its value ranges from 4 to 21 J 
depending on the length and velocity of elongation. It is still necessary to check if 
the intestines can regain their natural shape during tests with a high velocity 
between the series. If so, it will result in a lack of energy dissipation. This feature 
can be used to propel a device that could move inside the intestines using a snake-
like motion. The phenomenon of energy dissipation by the intestines during their 
elongation can hypothetically be a drive for a device moving inside them. 

Future works will be focused on creation of the next versions of the robot. It is 
planned to further increase its length and while decreasing the diameter. Obtained 
tissues deformation results are to be used as an entry point to perform additional 
simulations of robot motion inside the intestines. The obtained results of named 
actions will be the content of future publications. 
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Abstract: The aim of the study is to define and mathematically describe the universal IDM. 
An important result of this research is that the model uses a single system of differential 
equations. It is able to simultaneously describe the dynamic operations of the IDM systems 
for all different vehicle sequences. The aim of the study is to support the driving of 
autonomous vehicles by taking into account the dynamic variations in the state 
characteristics of traffic processes. The approach used is motivated by important issues in 
current modelling techniques that address significant economic problems in the application 
of large-scale ITS network models. This also points to a new opportunity in the key area of 
vehicle traffic management, in the related targeted fundamental research, particularly in 
the analysis of traffic processes in large-scale dynamic networks. 
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1 Introduction  

The Intelligent Driver Model (IDM) belongs to the family of adaptive cruise 
control (ACC) system models. It was developed in 2000 by Treiber, Hennecke 
and Helbing at the Transport Laboratory of the Technical University of Dresden 
and used by the car manufacturer BMW. For the multi-model open source road 
traffic simulator, Treiber and Helbing [10] use the IDM to simulate the 
longitudinal motion of the vehicle and this simulator also presents a lane change 
strategy with a software solution. The inhomogeneity of model-based single-lane 
traffic was investigated by Treiber et al. [13]. Treiber et al. [14], examines the 
stability of vehicle traffic and the parameter sensitivity of the IDM. Kesting et al. 
[16] propose the extension of the driver parameters of the IDM model.  
The authors investigate the impact of IDM-equipped vehicles on traffic flow and 
travel time. Jerath [4] also uses the IDM and studies the effect of adaptive cruise 
control on traffic processes. The results of the above works show that increasing 
the proportion of ACC-equipped vehicles leads to an increase in traffic efficiency 
by reducing travel time. Treiber and Kesting [5, 15] investigated the instability of 
congested traffic using IDM. The classic IDM is a chain model-like microscopic 
model consisting of n vehicles that describes the longitudinal dynamics of the 
vehicles, Figure 1 and Figure 2. Each driver looks only forward and tries to 
maintain an appropriate following distance. There is no overtaking in the model, 
i.e. the vehicles maintain their order. The first vehicle in the group and slow 
moving vehicles also play a key role in the model. The longitudinal dynamics of 
the vehicle traffic system are determined by the parameters and relationship 
functions of the system, and this allows the vehicles to adapt their speed to the 
environment (1). 

l 1,k l 2,k-1 

sk 

xk xk-1 

    sk =(xk-1 - l 2,k-1) - (xk + l 1,k) = (xk-1 - xk) - (l 2,k-1+ l 1,k ) = (xk-1 - xk) - l k 

 

Figure 1 

The distance sk between successive vehicles 
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Regarding the longitudinal dynamics, we followed the classic dynamic principle 
for all vehicles when creating the model. The coordinates xk (k=1,2, …, n) 
describe the longitudinal movement of the vehicle's centers of gravity. In the 
model defined by us, the length of each k-th vehicle can be obtained from the sum 
of l1,k and l2,k, (Lk = l1,k + l2,k). If we use the simplifying condition - that the center 
of gravity is at the geometric center of the length of each vehicle, then in this case 
0.5 Lk =l1,k (k=1,2, …, n)  and sk = (xk-1 -  xk) - 0.5( Lk-1+ Lk). 

 

    

(1) 

For each vehicle, the motions according to their position are determined by the 
following system of differential equations (2) for vehicle groups 1, 2, ..., n. 
Derbel, O.; Peter, T.; Zebiri, H.; Mourllion, B.; Basset, M. [1, 2]. The following 
Derbel, O.; Peter, T.; Zebiri, H.; Mourllion, B.; For the Basset, M. [1, 2] model, 
we have already taken into account the more precise correlation using s*. 

; (k=1,2,…,n). 

This can be found in the material of Treiber, M and Kesting, A [17], which 
discusses the various research areas of transport processes in great detail. 

 

 

 

    

 

 

 

 

 

 

 

 

(2) 

Where meaning of the parameters: 

ak is the maximum acceleration of the k-th vehicle, 

xk is the position of the k-th vehicle, 

 is the speed of the k-th vehicle, 
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  is the acceleration of the k-th vehicle, 

  is the desired speed of the k-th vehicle, 

  is the distance between the centre of gravity of the (k-1)-th and k-th 
vehicles, 

sk is the distance between the (k-1)-th and k-th vehicles (the vehicle length, in the 
case of our article, varies by vehicle, Figure 1. 

= -     is the difference between the speed of (k-1)-th and k-th 

T Safe time headway 

a the Maximum acceleration 

b Comfortable deceleration 

�/ Acceleration exponent 

s0 Minimum distance 

Modeling and research work covers a complex field and includes both 
microscopic and macroscopic modeling approaches, Treiber et al. [11, 12], as well 
as, e.g., the Generalized Velocity–Density Model based on microscopic traffic 
simulation, Derbel, O., Peter, T., Mourllion B., and Basset M. [3], Regarding the 
complex macroscopic traffic environment, the generation of the large-scale 
network model is the important task, for example, Péter T. and Bokor J. [7, 8, 9]. 

In these studies [1, 2, 3, 6], we already applied one (3) generalized, structural 
method to the IDM. At the same time, this is only an IDM in which the vehicle 
positions and vehicle numbers are the same (in the first position is vehicle 1, in the 
second position is vehicle 2 and in the nth position is the nth vehicle ). 

In our article, the procedure presented below is, how to write down and store all 
possible sequential IDMs in a single matrix-difference system? 

1))(())(()( 21

11

� ����
����

txfStxfVtxA ������
 

    

(3) 

Where: 
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),( 1 iiii xxss ���� ���   (i=1,2, …, n).  

 

�»
�»
�»
�»
�»

�¼

�º

�«
�«
�«
�«
�«

�¬

�ª

� 

4

4
2

4
1

1 ...
))((

nx

x

x

txf

��

��

��

��

 
 

 

 

 

�»
�»
�»
�»

�¼

�º

�«
�«
�«
�«

�¬

�ª

� 

1

...

1

1

1

 

 

2 The Universal IDM 

The model presented in this article, a mathematically, it is a complex model 
containing n different vehicles in every possible order. In the model, the parameter 
structure can be fixed, but the parameters can also be stochastic if this is necessary 
in connection with further investigations. 

This allows for a very efficient, automatic model generation in connection with a 
large number of differential equation systems belonging to different IDMs. 

The Universal IDM will be, a generalization of classic IDM, which still requires 
certain further research. 

In this case, this generalization means that in a single complex mathematical 
model, vehicle elements i = 1,2, ..., n can freely implement overtaking strategies, 
on a network sector. 

In our case, since we used a mathematical construction, it is advisable to continue 
further mathematical investigations based on this. 

3 Relationship between the IDM Model and the 
Network Domain 

For a given vehicle, the speed and the tracking distance are determined by the 
driver. Your decision depends on both your own perceptions and the signals sent 
by your vehicle from the physical environment. All of this has a crucial impact on 
network traffic. Accordingly, the quality of the road and the physical effects of 
meteorological and visual conditions determine the selectable speed range for a 
given vehicle density. The IDM can be used to describe the effect of dynamic 
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relationships between successive vehicles in a given section. At the same time, the 
dynamics of the motion of the IDM group is not only self-regulating, but is also 
determined by the control speeds of the large-scale network and network sectors 
[18, 19, 20, 21, 22, 23, 24, 28]. 

 

Figure 2 

n elements, n! possible orders, the control function x0(t) 

The vehicles slow down when congestion occurs, stop when the traffic light turns 
red, but accelerate to the maximum speed limit after a reaction time delay if the 
road section ahead is clear. This is indicated in Fig. 2 by the control function x0(t), 
which is determined by the large-scale macroscopic network processes of each 
trajectory. 

Based on the above, the IDM groups of all sectors are also continuously being 
reorganized. On this basis, it is important to emphasize that in each sector, 
according to reality: 

1) The number of vehicles changes dynamically. 

2) The order of the vehicles changes dynamically. 

3) The composition of vehicles changes dynamically. 

4) Overtaking manoeuvres are carried out in accordance with the parameters of 
the vehicles in the system taking into account the actual conditions. 

5) These processes can be controlled according to the needs of the different 
vehicles and the traffic situation. 

The usage of the model: 

1) Each sector independently controls the addition and deletion of continuous 
input and output flows to and from the IDM operating on it. 

2) Each sector independently controls and manages the input and output flows of 
the IDM system operating on it, and also takes into account the regulations and 
prohibitions resulting from the management of network traffic. 
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4 Mathematical Approach and Modelling Procedure 

In the model, a fixed initial state is described by the vector p, where, for example, 
for n = 3, the default state is the following: p[1] = 1, p[2] = 2, p[3] = 3. 

As we move forward, of course, positions may change and the value of the vector 
coordinate pi will be, for example, k. 

The meaning of pi = k is that the k-th vehicle is in the i-th position in the queue at 
the given time (i = 1, 2, …, n; k = 1,2, …, n;). 

In the model, the existence of a direct relationship between two vehicles is 
determined by the values of the elements of matrix U defined by us. The existence 
of a relationship is represented by the value 1, while the fact that there is no 
relationship between them is defined by the value 0. 

Consequently, these relationships are contained in the matrix u[i, k], (i =1,2, …, n; 
k =1,2, …, n), in which in each i-th row, only u[i, p[i]] = 1, thus u[i, k] = 1 and the 
other elements of the i-th row are zero (i = 1,2, …, n). 

In the system of differential equations of the universal IDM, the elements of the 
matrix u[i, k] are used by the matrices A and B. Matrix A takes into account the 
maximum acceleration ai of the i-th vehicle, while matrix B takes into account the 
desired speed vi of the i-th vehicle. 

In the case of the system of differential equations the 3-dimensional matrix k[j, p, 
i] is used in the vector f. The vector f determines the relations for the quotients of 
the squared distances between the two vehicles or determines the non-existence of 
these relations. 

Let us consider first the first equation of the system of differential equations. Then 
the value of the matrix k[j, p, i] will be 1 only in the case (4) when: 

k[0, p[1],1]=1 (4) 

Namely, it is the value of p[1] that determines which k-th vehicle is at the front of 
the queue and follows the control signal x0(t). 

Accordingly, the value of the other elements in the sum is zero. 

Next, let us examine the values of the elements of the matrix k[j, p, i] in the 
second equation of the system of differential equations. 

Here, a value of 1 only applies to vehicles with serial numbers at positions p1 and 
p2, according to the following conditions: 

if ((p[1] < p[2])) then k[p[1], p[2], 2] =1 

if ((p[1] > p[2])) then k[p[2], p[1], 2] =1 

(5) 

the other elements in the sum are zero, and so on. 
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In the last line of the system of differential equations, 1 value also occurs in only 
two cases. Exactly, only for vehicles with serial numbers at positions pn-1 and pn, 
under the following conditions: 

if ((p[n-1]<p[n])) then k[p[n-1],p[n],n] =1; 

if ((p[n-1]>p[n])) then k[p[n],p[n-1],n] =1 

(6) 

the other elements in the sum are zero. 

One result of this method is that the IDM for all permutations of the n-element 
vehicle group can be summarized in a single model. Based on this, the IDM for 
any vehicle sequence can be written by appropriately setting the elements of the 
matrices u[i, k] and k[j, p, i]. This model definition thus allows for complex 
modeling of definitively formed sequences based on a single model. 

Another important result of the method is that it integrated all possible n-element 
IDMs into a single complex model. 

In this way, it also prepares the possibility of a mathematical analysis of structural 
changes occurring during system transitions. 

5 The System of Differential Equations of the 
Universal IDM for n Vehicles 

The requirements are described by the following system of matrix differential 
equations: 

)()(4 texfxBxA � ���˜���˜ ������  
(7) 

���,�Q���W�K�H���I�R�U�P�X�O�D�V�����W�K�H���Y�D�O�X�H���R�I���W�K�H���D�F�F�H�O�H�U�D�W�L�R�Q���H�[�S�R�Q�H�Q�W���/���Z�D�V���V�H�W���W�R���������1�D�W�X�U�D�O�O�\��������
�F�D�Q���E�H���U�H�S�O�D�F�H�G���Z�L�W�K���/���D�Q�G���W�K�H���D�F�F�H�O�H�U�D�W�L�R�Q���H�[�S�R�Q�H�Q�W���F�D�Q���E�H���X�V�H�G���L�Q���J�H�Q�H�U�D�O���� 

Where, on the left side of the above system of matrix differential equations, the 
products, are column vectors.  The elements of the matrices A and B comprise the 
matrix elements ui,j discussed above, as follows: 

A= [ui,j1/aj]; B= [ui,j 1/vj
4] 

In mathematics, this is the Hadamard product, also known as the Schur 
product, which is the product of the elements in the same place in two matrices, 
resulting in a matrix of the same dimension as the two matrices. It is named after 
the French mathematician Jacques Hadamard and the German mathematician Issai 
Schur. The vector f contains the matrix elements kj, p, i. 

Where: 



Acta Polytechnica Hungarica Vol. 20, No. 7, 2023 

 – 107 – 

111 12

1 2

1 2

1 2

...

... ... ... ...

... ... ...

...

n

n

ij

j

n n nn

n

uu u
a a a

uA

a

u u u
a a a

� ª � º
� « � »
� « � »
� « � »
� « � »

� � « � »
� « � »
� « � »
� « � »
� « � »
� ¬ � ¼;

111 12
4 4 4

1 2

4

1 2
4 4 4

1 2

...

... ... ... ...

... ... ...

...

n

n

ij

j

n n nn

n

uu u
v v v

uB

v

u u u
v v v

� ª � º
� « � »
� « � »
� « � »
� « � »

� � « � »
� « � »
� « � »
� « � »
� « � »
� ¬ � ¼; 

2
0, ,1 0,

2
1 0

21
, , ,

2
1 1

21
, , ,

2
1 1

( )

...

( )

( )

n
p p

p p p

n n
j p i j p

j p j j p p

n n
j p n j p

j p j j p p

k s

x x l

k sf

x x l

k s

x x l

� 

��

� � ��

��

� � ��

� ª � º�˜
� « � »

� � � �� « � »
� « � »
� « � »
� « � »�˜� 
� « � »

� � � �� « � »
� « � »�˜� « � »
� « � »� � � �� ¬ � ¼

�¦

� ¦ � ¦

� ¦ � ¦
 

x�•�ƒ n is the state characteristic vector of the vehicle positions, where n is the 
number of vehicles, 

nx �ƒ�•�� , 
nx �ƒ�•����  are the vectors of vehicle speeds and accelerations 

A, B�•�ƒ nxn   f,e�•�ƒ n 

In a more concise notation, the matrices and vectors in the system of equations can 
be summarized as follows: 
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(i=1, 2, …, n; j=1, 2, …, n) 
for i=1:  

2
0, ,1 0,

2
1 0( l )

n
p p

p p p

k s

x x� 

�˜

� � � ��¦
 

Where: 

; (p=1,2,…,n); 
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for i>1:  

 

 

 

Where: 

; (j=1,2,…,n-1;p=j+1,…,n); 

The total number of all IDM is n! Let us consider, as an example, the collective 
system of differential equations containing all sequences for n = 3: 

 

  

 

 

 

 

 

 

 

 

(8) 

In total, six sequences can be generated for each initial case. All the cases that can 
be automatically generated by computer algebra are described below. 

Case No.1: where the order of the vehicles is 1, 2, 3, contained in the vector p: 

p
1
=1, p

2
=2, p

3
=3 

 

In this case, the calculated values of ui,j are as follows for u[i,p[i]]:=1; (i = 1,2,3): 

u
1,1

=1, u
2,2

=1, u
3,3

=1 
 

The following algorithm is used to calculate the values of k[j,p,i], for 
k[0,p[1],1]:=1: 

21
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1 1( l )

n n
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if ((p[1] <p[2])) then k[p[1],p[2],2]:=1; end; if ((p[1]>p[2])) then 
k[p[2],p[1],2]:=1; end if; 

if ((p[2] <p[3])) then k[p[2],p[3],3]:=1; end; if ((p[2]>p[3])) then 
k[p[3],p[2],3]:=1; end if; 

 

(9) 

The values of ki,j,l calculated using the algorithm are as follows: 

k
0,1,1

=1, k
1,2,2

=1, k
2,3,3

=1 
 

Based on the above, the following final system of differential equations was 
determined in case No. 1 (10): 

 

 

 

 

 

=e(t) 

 

 

 

 

 

(10) 

Following the above algorithm, the computer algebraic method automatically 
provides the further results. 

Case No. 2: the order of the vehicles is 1, 3, 2. The calculated values of ui,j and ki,j,l 
are: 

p
1
=1, p

2
=3, p

3
=2 

 

u
1,1

=1, u
2,3

=1, u
3,2

=1 
 

k
0,1,1

=1, k
1,3,2

=1, k
2,3,3

=1 
 

In case No. 2, the final system of differential equations is as follows: 

 

 

 

 

 

= e(t) 

 

 

 

 

 

(11) 
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Case No. 3: the order of the vehicles is 2, 1, 3. The calculated values of ui,j and ki,j,l 
are: 

p
1
=2 p

2
=1, p

3
=3 

 

u
1,2

=1, u
2,1

=1, u
3,3

=1 
 

k
0,2,1

=1, k
1,2,2

=1, k
1,3,3

=1 
 

In case No. 3, the final system of differential equations is as follows: 

 

 

 

 

 

= e(t) 

 

 

 

 

 

(12) 

Case No. 4: the order of the vehicles is 2, 3, 1. The calculated values of ui,j and ki,j,l 
are: 

p
1
=2, p

2
=3, p

3
=1 

 

u
1,2

=1, u
2,3

=1, u
3,1

=1 
 

k
0,2,1

=1, k
2,3,2

=1, k
1,3,3

=1 
 

In case No. 4, the final system of differential equations is as follows: 

 

 

 

 

 

= e(t)  

 

 

 

 

 

 

(13) 

Case No. 5: the order of the vehicles is 3, 1, 2. The calculated values of ui,j and ki,j,l 
are: 

p
1
=3, p

2
=1, p

3
=2 
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u
1,3

=1, u
2,1

=1, u
3,2

=1 
 

k
0,3,1

=1, k
1,3,2

=1, k
1,2,3

=1 
 

In case No. 5, the final system of differential equations is as follows: 

 

 

 

 

= e(t) 

 

 

 

 

(14) 

Case No. 6: the order of the vehicles is 3, 2, 1. The calculated values of ui,j and ki,j,l 
are: 

p
1
=3, p

2
=2, p

3
=1 

 

u
1,3

=1, u
2,2

=1, u
3,1

=1 
 

k
0,3,1

=1, k
2,3,2

=1, k
1,2,3

=1 
 

In case No. 6, the final system of differential equations is as follows: 

 

 

 

 

= e(t) 

 

 

 

 

(15) 

The above system of equations therefore describes an already formed and constant 
series over a certain period of time. 

Conclusions 

It can be concluded that the application of IDM chain models in itself has 
provided and is currently providing opportunities for many useful investigations 
related to traffic processes. In this regard, the automatic generation of a large 
number of these models provides a very useful additional contribution to these 
studies, model studies have been carried out, e.g., [30], [34]. The specified model, 
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mathematically, it is a complex model containing n different vehicles in every 
possible order. In the model, the parameter structure can be fixed, but the 
parameters can also be stochastic, if this is necessary in connection with further 
investigations. The (7) is suitable for generating IDMs for different n-element 
vehicle lines since the entire connection system is located and stored in a single 
complex system of differential equations. This allows for a very efficient, 
automatic model generation in connection with a large number of differential 
equation systems belonging to different IDMs. 

Based on the formulation of the principles, it is important to determine which 
objectives should be applied under the given traffic conditions. These can be: 
optimal proceeding through intersections, optimal energy consumption in traffic 
processes and the related optimal CO2 emissions, optimal environmental impact, 
and rapid transfer of vehicle convoys through the network domain [25, 26, 27, 29, 
31, 32, 33]. In a more general approach, the parameters of the IDM system are 
transport system parameters. The vehicle dynamics parameters of the IDM can be 
investigated by an appropriately chosen rewriting of the mathematical model.  
The chosen model structure is also suitable for the analysis of the multi-mass 
vibrational dynamics model, using purely vibration theory concepts [6]. 

In the field of algorithms and programming related to overtaking and lane 
changes, there are indeed many excellent procedures. In our case, since we used a 
mathematical construction, it is advisable to continue further mathematical 
investigations based on this. The change in structure during system transitions is a 
very interesting problem and it really requires further important research, e.g. [35]. 
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Abstract: Operations research is now in the renaissance because organizations are 
optimizing their processes using analytical methods and different research approaches to 
improve the managing of processes/tasks/problems. Operations research, requiring 
analytical, systems thinking, the ability of abstract thinking, so it is considered by its 
complexity and the scope of required knowledge to be a subject that is a challenge to 
master for students of higher technical education. The objective of the paper is to analyze 
and compare the situation in the teaching of operations research, identify the prerequisites 
for the development of analytical thinking of future graduates, and predict the possibilities 
for improving the education of operations research during distance learning. Part of the 
paper deals with the description and comparison of areas and methods of operations 
research taught at technical higher education institutions (HEIs) and universities in 
Slovakia and the Czech Republic, including the use of software support for calculating and 
learning the curriculum. The analysis considers results about teaching subjects related to 
the operations research, comparison of the form, methods, research areas, and software 
used for teaching at Slovak and Czech HEIs and universities, and semi-structured 
interviews/surveys among students about the quality of education process identified areas 
where there is potential for improvement. At the same time, the results of distance 
education were analyzed the degree of student satisfaction, awareness, comprehensiveness 
to conduct the new possibilities and threats of distance education. The statistical evaluation 
of data indicates strong relationship between the two variables: satisfaction of students and 
awareness of students about online education. 

Keywords: operations research; quantitative methods; higher technical education; 
education process; awareness; online learning 
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1 Introduction  

The precision of operations research methods brings to the decision-making 
certainty and substantiation of the decisions by measuring, analyzing, and 
interpreting the data. Graduates of technical disciplines need to master analytical 
systems thinking, and mastering methods of operations research (further OR) can 
help them. The acquired knowledge and competencies are used by engineers and 
managers in decision-making tasks [1]. 

Nevertheless, according to research findings, there are several issues in the form 
of teaching method, using software and content of teaching OR and related 
subjects, and therefore the role of the paper is to examine the situation in the field 
of technical higher education. Identification of possibilities in the mentioned area 
enables prediction of the future challenges in improving education in OR. 

Several authors, including [2, 3, 4, 5, 6] claim that the use of ICT in teaching 
subjects including OR, significantly helps students to understand concepts, basic 
principles, and procedures for solving assigned tasks/defined problems. 

Information and communication technology (ICT) means an important source of 
innovations and improvements for many sectors around the world. We can say 
that in the field of technical education, ICT applications are a strategic component 
of the success and enhancement of the education process of higher education 
institutions and universities [7, 8]. Therefore, government and stakeholders have 
invested over the last two decades in the ICT adoption in the education system, as 
stated by the authors [4, 5]. Most universities that have fully adopted ICT have 
made significant progress in the application of ICT to improve learning methods, 
education, research and development [4]. 

Education has been one of the major areas disrupted by the COVID-19 pandemic. 
[9] The rapid transition of courses to an emergency remote teaching and learning 
format at the onset of the COVID-19 pandemic in early 2020 created challenges 
across the university landscape for faculty and students and, inevitably, affects the 
future of higher education. [10, 11] Studies from the pre-Covid period and also 
studies conducted during the pandemic [12, 13, 14, 15, 16] approve the wide 
application of ICT as support tools for teaching in higher education. Another study 
[17] provides evidence that students prefer ICT-based learning and (they?) believe 
that knowledge and general learning skills acquired through use of ICT would not 
be achieved by traditional teaching. 

Today's learners expect educators to effectively use information technologies in 
the classroom. [18, 19] Educators and students had to adapt in short time to the 
new reality and learn to work with new digital tools and technologies including 
Blackboard, Moodle, Canvas, Adobe Connect, Zoom, MS Teams and Panopto. 
Teaching and learning activities used in new virtual environment included online 
lectures and teamwork, the use of a virtual whiteboard, providing feedback to 
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students in real-time, also recording the lecture, adding comments to the 
presentation for many academics. [20, 21, 22] 

2 Theoretical Background - Operation Research 

As early as 1968, OR was defined by Jakff and Sasienio as follows: "Operations 
research can be considered the application of a scientific method by 
interdisciplinary teams to problems involving the control of organized (man-
machine) systems to provide solutions that best serve the purpose of the 
organization as a whole." [23] 

At present, OR is a discipline focused on solving management problems using 
mathematical models and methods, while ICT is used to solve "problems". In the 
United States, it is often referred to directly as "management science." In the 
article, the term OR will be understood as a scientific discipline, the subject of 
which is the study and analysis of operations and processes that take place or are 
planned in a particular organizational unit (enterprise, plant, workshop), the study 
and analysis of these operations are most often carried out using mathematical 
modelling." [24] 

According to [25], Operations Research (OR) is a branch of applied mathematics 
and, thanks to its interdisciplinary nature, OR finds application in several areas, 
such as logistics, production and equipment planning, marketing and finance. We 
also agree with the authors that: “OR can show the possible connections between 
mathematics and the real world, which can support the students’ learning process, 
helping them to reason and develop problem-solving and analytical skills. 
Moreover, a positive attitude towards mathematics could foster students to pursue 
a career in scientific disciplines or to continue the study at the university level”. 

OR has a broader scope, using methods and techniques from other mathematical 
sciences, such as statistical analysis, mathematical modelling, predictive analysis, 
and mathematical optimization, makes it possible to indicate optimal solutions to 
complex decision problems. Due to its comprehensive and practical focus on 
practical application, OR has overlapped with other disciplines, such as industrial 
engineering, logistics, and operations management. 

3 Methodology 

The research aimed to find out the specifics of teaching OR at an institution of 
higher technical education, to describe the issues and situation in this field with a 
focus on OR as a key subject of the master study, to evaluate the relationship 
between satisfaction, awareness, and fullness during online teaching. 
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The contribution of this paper is to identify opportunities for improvement and the 
challenges/potential risks of online education in the field of OR. The article aims 
to analyze the specifics of online teaching with a focus on OR at higher technical 
education institutions, including technical universities. 
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Figure 1 

Analytical framework – methodology (drawn by authors) 
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The theoretical background has been introduced by a review of the available 
literature regarding OR, online teaching, and competencies. Subsequently, after 
identifying the gap, the research questions were claimed as follows (Fig. 1): 

�� Which are the key methods and key areas in OR? 

�� What kind of software is used to teach OR? 

�� What is the quality of education and the satisfaction of the students who 
are enrolled in subject OR? 

�� Can be expected the same value in online teaching as face-to-face 
teaching? 

�� What affects students' learning satisfaction in online teaching most? 

First, we focused specifically on OR as a key subject of study at the Faculty of 
Materials Science and Technology in Trnava, the Slovak University of 
Technology in Bratislava, Slovakia (further MTF STU). The findings from online 
surveys (years 2015-2019) about the quality of the educational process at MTF 
STU with a focus on OR were revised. 

Another important source of research was secondary data for comparing OR areas 
of OR and the use of software in teaching OR at other universities in the Czech 
and Slovak Republic. Therefore, several online questionnaire surveys and also a 
semi-structured interview were used in the data collection. 

The third source was focused on the education of students during the crisis in 
2020-2022 (COVID), with a sample of bachelor's and master students studying at 
the two biggest and most important institutions of higher technical education in 
Slovakia – the Slovak University of Technology in Bratislava (STU) and the 
Technical University in Košice (TUKE). 

4 Teaching Operation Research at Universities in 
Slovakia and the Czech Republic 

The results of surveys considering the subject OR at universities in Slovakia and 
in Czech were analyzed, and the interconnections using both primary and 
secondary data. Not only the Slovak but also the Czech Republic has been chosen 
due to the common history of education in the years 1918-1991, linguistic 
proximity, and continuing current scientific and pedagogical co-operation. 

4.1 Operation Research at Universities in Slovakia 

Analysis of current state in teaching of the subject Operational Research in tertiary 
education at Slovak universities was carried out using the questionnaire method in 
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year 2015. As a supporting tool of the analysis university websites was carried out 
to determine the level of teaching of the subject OR (or related subjects) at 
universities in Slovakia (mentioned method was implemented also in year 2019). 
The survey focused on economic and technical higher education institutions, 
therefore higher education institutions with an artistic, medical, social focus were 
excluded from the sample, and foreign higher education institutions were not 
approached either. Using introduced pattern 12 public universities, 2 state HEIs 
and 4 private universities were addressed by the questionnaire. 14 completed 
questionnaires were returned, which represents a 77% return of questionnaires.  
To compare teaching issues, 50 OR areas were selected for the questionnaire, 
covering the areas of linear, nonlinear, and dynamic programming, decision 
theory, game theory, stochastic and simulation models, graph theory and project 
management methods, inventory models, collective service, recovery, and some 
other associated areas. Based on the questionnaire and information on university 
websites, we find out the number of subjects related to the monitored area, if 
subjects are compulsory for bachelor or master studies, and especially the 
educational content of subjects. The scope of teaching OR at some universities 
may be larger than indicated in the survey, as some areas of OR extend into other 
disciplines (mathematics, statistics, logistics, project management, etc.). Next, 
results from the questionnaire survey relevant to the focus of the article are 
presented. 

The results stated that OR is taught at a doctoral, master and bachelor degree as 
follows: 64% of the respondents answered that it is taught at a master's degree, 
36% at a bachelor’s degree and 21% at third (doctoral) degree. 

The key areas taught from OR are linear programming (LP) (79%); then the 
formulation of models and the graphical solution of LP problems (64%); problem-
solving using software is mentioned by 57% of respondents and 50% of 
respondents mentioned numerical solution of LP problems, the duality of LP 
tasks, traffic problem and assignment problem. The least taught are the following 
areas: parametric and quadratic programming, Markov chains, neural networks, 
multicriteria and target programming, group decision making, and production 
planning (Fig. 2). We assume that areas that are less represented in the subject of 
OR are taught at universities in other subjects, such as logistics, production 
management, project management, statistical methods, and others. 

In another question, 14% of respondents confirmed the interconnection of the OR 
issues with other subjects such as game theory, logistics, project management, 
systems to support mathematical modeling, quantitative methods in economics, 
methods, and models of efficiency evaluation, optimization. The key areas of OR 
taught in other subjects at universities are network analysis methods and LP tasks. 

As software used in OR, 64% of respondents reported Microsoft Excel. 
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Figure 2 

Areas taught within Operation research subject (drawn by the authors) 

Online resources have been identified as the main study material for OR. It is 
positive for students, mainly because the study material is available 24 hours a day 
7 days a week, and in every place where there is the Internet. 

4.2 Operation Research at Universities in Czechia 

In the Czech Republic, a survey was conducted in the previous period (2008, 
2010) to compare the teaching of the OR subject and subsequently a comparison 
of the teaching at universities in the Czech Republic using methods of 
multicriteria evaluation of variants [26, 27] (The conducted results of the survey 
were revised and confirmed  in years 2015, 2018 and 2019 using surveys in the 
final theses under the supervision of Kuncová [28, 29, 30], who was also involved 
in the realization of previous survey in 2008 and 2010). The survey was conducted 
on a selected sample of 18 public universities and was carried out based on data 
presented on the websites of individual universities. According to research 81 
topics were gradually selected for comparison of teaching (covering the areas of 
linear, nonlinear, integer, quadratic and dynamic programming, decision theory, 
game theory, etc.) At the end of the comparison, it was found that 11 areas (out of 
81 monitored) are taught at all compared universities: 

introduction - practical use of models, formulation of models, LP problems - 
mathematical models, solution options, graphic design, duality, numerical solution 
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- simplex, software solution, post-optimization analysis, traffic problems (tasks), 
models of collective service, simulation - Monte Carlo method. 

Based on the results of the questionnaire survey at universities in Slovakia and the 
results of the survey in the Czech Republic, we concluded that 11 areas (out of 81 
monitored in the Czech Republic and out of 50 monitored in the Slovak Republic) 
are taught at all compared universities. 

Also, software support for teaching the subject OR is comparatively provided at 
universities in the Slovak Republic and in the Czech Republic, the most frequently 
used are Microsoft Excel, Microsoft Project, LINDO, LINGO, WITNESS. 
Surveys also show that OR methods are taught in both economics and technical 
fields and most often are used for online learning e-scripts, e-learning platforms, 
PowerPoint presentations, e-consultations, etc. 

5 Comparison of Teaching OR Before and During 
Covid Crisis 

The authors compared the teaching of the OR subject before and during the 
Covid-19 crisis. The subject OR is taught at 2nd year of Master study at MTF STU 
in the winter term for following study programs: industrial engineering and 
management; personal policy, production technologies and production 
management; process automation and informatization in industry. In the standard 
(contact) way of teaching, students had lectures and exercises in the range of four 
hours per week, while they could have an appointment for face-to-face or via 
email consultations. In the standard situation, students can borrow literature for 
free (textbooks, lecture books, and books) in the academic library and/or study it 
in study room of the MTF STU during its opening hours or use the online 
textbook “Operation research” by authors H. H. Chovanová, P. Sakál, A. Štrpka 
and others. Students have three textbooks with lectures (scripts), two of them are 
available as well as e-scripts, and three scripts with instructions for practicing 
calculations, which are also available as e-scripts. 

The survey about the quality of the educational process used for identification of 
the needs of students was analyzed from time period 2015-2019. The average 
number of students studying OR is about 319 students. Participation in the survey 
varies between 2% and 16% of the enrolled students. 

Recommendations for improvement were as follows: 

�x Need to calculate more examples within key areas of OR; 

�x The time intensity of the curriculum (cannot be adapted to the 
individuality of the student); 
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�x Dislike of the manual calculation in OR; 

�x “L ack” or not enough possibilities of calculation using software (SW: 
POM QM for Windows is used within the subject, and it is also possible 
to use MS Excel adds Solver). 

During the Covid-19 pandemic, teaching conditions changed significantly, 
changing toward distance learning through GSuite and/or Microsoft Teams. 
Lectures and calculations are conducted only online using an interactive 
whiteboard - eBeams Edge, while lecture is recorded, and recordings are freely 
provided to students as mp4 files. 

Students using GSuite and/or Microsoft Teams can be active and respond to the 
teacher's questions or ask questions to the teacher. Among the identified 
shortcomings of online teaching, students included technical problems in using 
online application (audio, video dropouts and connection difficulties). According 
to semi structured interviews with students the following positives were found 
during the online teaching as follows: the possibility to view the lesson more than 
once from the recording (the student can adapt the speed of the downloaded 
curriculum to his / her individual needs), the teacher has the opportunity to record 
more comprehensive videos and thus explain more in detail. Some students have 
stated as an advantage that they can now to follow the lesson for longer and 
without interruption; thus understanding is better. 

If we summarize what contact and distance education also have similarities, 
because all lectures are provided as ppt files via the Academic Information System 
at MTF STU (AIS), students have access to the "e-library", where they have e-
scripts available 7 days a week and 24 hours a day, subject-relevant online files 
that help to master the curriculum are uploaded to AIS as well as in clouds 
(MSTEAMS). It is possible to consult with teacher online using TEAMS or Gsuite 
platform or via e-mail. 

6 Teaching During Crisis -Survey at STU and TUKE 

The Student Council of Higher Education and the Slovak Accreditation Agency 
for Higher Education conducted a comprehensive analysis of education during the 
pandemic situation in 2020 through a joint questionnaire survey [31]. 

The joint questionnaire survey of the Student Council of Universities and the 
Slovak Accreditation Agency for Higbriher Education took place from 10th to 22nd 
June, 2020. The online questionnaire was placed on the websites of both analyzed 
institutions and was disseminated using social networks and official 
communication with individual universities. In total, 3490 respondents from 23 
universities, representing 105 different faculties, answered the questions.  
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The analyzed data about education of students during the crisis in 2020 (COVID), 
include a sample of bachelor's and master students studying at the two largest and 
most important institutions of higher technical education in Slovakia – the Slovak 
University of Technology in Bratislava (STU) and the Technical University in 
Košice (TUKE). The article will only focus on the results of the two already 
mentioned universities with a technical focus - Slovak University of Technology 
in Bratislava (STU) and Technical University in Košice (TUKE). From the 
respondents participating in the survey studied 892 at STU and 612 at TUKE.  
The sample obtained, which represents both genders, each faculty and several 
study programs, correspond to the population. 

When comparing the satisfaction, awareness and comprehension of online 
education at technical universities STU and TUKE, we can state that there exist 
many similarities in exanimated areas. Within used five - point Likert scale 
(strongly agree, mostly agree, not sure, mostly agree and strongly disagree) 
students confirm that they are satisfied with online education in the study program 
with 61.92% at STU (strongly agree 26.91% and mostly agree 28.8%) and with 
57.58% at TUKE (from them 32.68% strongly agree). Only 8.9% of students 
strongly disagree with online education satisfaction at STU, and 13.06% strongly 
disagree at TUKE. Mostly disagree with this online form 14.69% at STU, 12.42% 
mostly disagree at TUKE. Regarding awareness, most of students agreed strongly 
or mostly to be informed enough to handle distance (online) learning namely 
almost 62% of STU students and 63.57% of TUKE students. The results of 
comprehensiveness of online lessons compared to face-to-face teaching show that 
16.48% fully agree and 31.17% partially agree with STU, while 14.22% strongly 
agree with TUKE and 19.12% partially agree. Dissatisfaction with the 
comprehensiveness of online teaching compared to face-to-face teaching was 
indicated by 15.47% completely and mostly 24.44% at STU, this is also confirmed 
by the results at TUKE where 25.65% mostly disagree and 30.23% of survey 
respondents strongly disagree. 

Important finding in area of technical higher education is that online education is 
regarding respondents not comprehensive 15.47%, mostly not comprehensive with 
24.44% from STU and confirmed by respondents from TUKE strongly not 
comprehensive 32.97% and mostly not comprehensive 24.33% (Fig. 3, Fig. 4). 

In second part of the survey was analyzed which methods of online teaching were 
used the most at STU and TUKE, (online lectures, video conferences, e-learning, 
shared presentations, work on seminar papers and self-study of scripts and study 
literature). The most preferred were the presentation shared by the teacher (STU 
23.65%, TUKE 27.94%), the study of literature (STU 23.21%, TUKE 37.75%) 
and least used were claimed from archive (not in real time) 8.30% at STU and the 
lectures online 8.72% at TUKE. 
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Figure 3 
The data visualization - comparing satisfaction, awareness and comprehensiveness of online education 

at STU (drawn by authors) 

Third, after visualization and comparing satisfaction, awareness and 
comprehensiveness in radar chart for both analyzed institutions (Fig. 3, Fig. 4), it 
indicates the relationship between awareness and their satisfaction with online 
teaching. Therefore, it is very important to inform and make familiar students with 
new possibilities in education process and their specifics, and so to increase their 
awareness and interest to be satisfied. 

 

Figure 4 
The data visualization - comparing satisfaction, awareness and comprehensiveness of online education 

at TUKE (drawn by authors) 
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Conclusions 

Following the results and materials that the readiness of universities for the 
distance form of teaching we can conclude that teaching at the beginning of the 
pandemic was chaotic and new challenge for both students and teachers, but in a 
short time most of them were able to adapt to the situation so that the quality of 
the teaching process for students was secured. Education is a process during which 
new knowledge, skills and attitudes are acquired and developed. [32] The need for 
better technical support for teachers and education also emerged. E-learning 
proved to be a powerful tool for education, it made it possible to continue the 
educational process. Digital transformation of education is required in tertiary 
education to make the learning more attractive and easier for students. [33] 

This also confirmed that information communication technology is among the 
latest innovations that have revolutionized various operations in the world [6, 34], 
including education and enables the enhancement of learning in the online 
environment [35]. 

On the other hand, based on survey results, it is confirmed from the students' point 
of view that E-learning methods cannot fully replace proper face to face education 
process, and to bring advantages of both it is best to use combination of both 
methods to achieve optimal results and improvement. In our opinion, the new 
crisis experience will help in the modernization of teaching and learning at 
universities especially in technical education. We agree with [4] that it is 
particularly important ICT in the field of education since it has recently created 
such platforms and opportunities that have facilitated to some extent the 
acquisition of knowledge. 

An interesting trend is emerging as the possibility of switching to a combined 
teaching method with the use of online methods and modern information 
technologies. 

During the first wave of the pandemic (March 2020), the new research project 
KEGA “The implementation of innovative educational methods and MM guide for 
decision making area and application of analytical methods in the teaching 
process of selected subjects in the field of Industrial engineering” under the 
Slovak ministry of education was submitted by Institute of Industrial Engineering 
and Management at MTF STU. The project was approved in January 2021.  
The main goal of the project is the creation of a portal for e-learning, a pilot for 
the three core subjects OR, Statistical methods and Business logistics, while the 
portal will contain, among other things, presentations of the core subjects of the 
subjects, solved examples (also with video support), electronic scripts, etc. As part 
of research project results, a survey is planned for students to specify, how the 
content and e-learning portal structure helped to acquire new knowledge and skills 
in mentioned areas. The new study will comprise and analyze the results of 
students before, during, and after the end of the pandemic including the academic 
years 2022/2023 and 2023/2024. In the future, the portal will represent support for 
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students' self-study and also an opportunity for professional and lay faithful to 
learn about the methods, procedures and models that the given subjects offer.  
In the future, it is planned that other subjects taught will be gradually added to the 
portal. The recent past and current situation confirms the trend that universities 
will have to be prepared for similar circumstances, as was and still is the Covid-19 
pandemic. Therefore, further research will analyze the possibility of creating 
virtual laboratories and supporting education using the tools of virtual 
/augmented/mixed reality. The main aim of further research will be to analyze the 
effectiveness of implementing innovative methods o in higher education, 
including: Using virtual reality technology, Blended learning, Project-based 
learning, Cloud computing teaching, Flipped Classroom. 
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Abstract: The paper proposes the design of an enhanced cruise control system for automated
vehicles. The control strategy has three components, such as a predictive optimal control, a
robust Linear Parameter-Varying (LPV) control and an optimization-based supervisor. In the
design process of the control, primary performances (safety and speed limitation requirements)
and secondary performances (economy and traveling time criteria) are considered. These
performances are guaranteed through the different control components. The enhanced cruise
control is able to provide solution to complex cruise control scenarios with a guaranteed
performance level. The effectiveness of the method is illustrated through various simulation
examples, in which the loss of the performance level is avoided by the proposed control.

Keywords: automated vehicle cruise control; LPV control design; performance speci�cations

1 Introduction and Motivation

Various safety, economy and comfort requirements against automated vehicles pose
complex decision and control challenges for research teams in the �eld of vehicle
control design. A possible solution to the adaptation to the environment of the vehicle
is to use increased number of information on the road and traf�c through vehicle to
vehicle (V2V) and vehicle to infrastructure (V2I) communication. The information
is used in different layers of the longitudinal control in automated vehicles, such as
perception, navigation, design of the route and the speed pro�le [1].

In the recent years several design methodologies in the �eld of enhanced energy
ef�cient driving systems on several vehicle control tasks have been developed. An
overview about the principles of the energy ef�cient cruise control has been proposed
in [2]. The consideration of forthcoming terrain characteristics has been handled
by using a receding horizon control in real experiments in [3]. The work of [4] has
presented a deep learning-based eco-driving solution to electric vehicles, in which
information about the surrounding vehicles has also been incorporated. Eco-cruise
control system for automated vehicles in intersection scenarios has been implemented
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in [5]. Systematic design and analysis methods for predictive cruise control systems
with the consideration of road and traf�c information have been presented in [6].

Due to various external information sources the achieved performance level of the of
automated vehicle control can depend on the quality of the communicated data [8].
The source of the information might be static datasets, e.g., terrain characteristics
or speed limit rules on the road. Nevertheless, some important information can
vary dynamically, such as variable speed limits on high-speed roads, traf�c �ow
information and actual motion information of the surrounding vehicles [7]. Although
these information can be important to provide energy-ef�cient and comfortable
motion for automated vehicles, the degradations in the communicated data, and
thus, a challenge is to build reliable architectures, which are less dependent on the
degradation of the communicated data and thus, the prede�ned performances can be
guaranteed.

The performances of enhanced cruise control systems can be classi�ed based on their
priorities. There are primary performance requirements in safety-critical systems,
especially in cruise control systems, which must be guaranteed by the control during
the entire operation of the closed-loop system. Primary performances are related to
keeping safe distance, i.e. from the preceding vehicle and from the follower vehicle
in the case of a lane change maneuver. Moreover, a primary performance is to keep
vehicle speed in a bounded range of the speed limit, with which the violation of
the speed regulations or the dangerously slow motion of the vehicle in a high-speed
road can be avoided. Moreover, the performances of the cruise control systems may
have another group, the secondary performances, which are requested to consider
by the control system, e.g. comfort criteria, energy consumption minimization or
traveling time requirements. These performances are requested to maintain due to
the expectations of the users, but they can be violated in critical situations, e.g. if
a collision is predicted. The presented various performance requirements demand
increased number of information sources, especially communicated data.

The goal of the paper is to propose a design framework for enhanced cruise control
systems, with which guarantees on the primary performances are provided. In the
framework two controllers are designed. It is designed a controller based on the
robust Linear Parameter-Varying (LPV) control theory, which uses on-board sensor
information and limited number of external information. The controller is able
to provide guaranteed primary performances together with a supervisory strategy.
The minimum performance level of the enhanced cruise control on the primary
performances is equivalent to the performance level of the robust LPV control on
the primary performances. Furthermore, a predictive optimal cruise control is also
designed, in which several external information is incorporated. The proposed
predictive control system is able to maintain primary and secondary performances
effectively, but the primary performances cannot be guaranteed for all scenarios. The
design of the predictive cruise control is based on the method, which is presented
in [6]. During the cruising of the automated vehicle both controllers compute their
control signal parallel. The control intervention based on the two signals is computed
by a supervisory strategy.

The enhanced cruise control for automated vehicles is composed of the robust LPV
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control, the nonlinear predictive optimal control and the supervisor. Interconnection
between them is created by scheduling variables and known uncertainties, which are
taken part of the robust LPV control design. The motivation behind the robust LPV
formalism is �exibility, which can be achieved by the adaptation capability of the
controller through the selection of the scheduling variable.

The contribution of the paper is an enhanced cruise control system, which is able
to solve the complex cruising problem with several performances for automated
vehicles. The novelties of the proposed method are summarized as follows. First,
the proposed method provides theoretical guarantees on the performance level of
the primary performances. Second, the guaranteed performance level of the system
is less dependent on the degradation of the communicated data from the external
information sources, which can provide an improved level of safety for automated
vehicles.

The paper is organized as follows. The strategy of the nonlinear predictive optimal
control, which considers various information sources is presented in Section 2. The
robust LPV-based framework for modeling and control design is proposed in Section
3. Section 4 proposes the supervisory strategy, and than, the design of the robust LPV
controller in an iterative framework is presented in Section 5. Section 6 illustrates
the effectiveness of the proposed method. Finally, the consequences of the design
method are summarized in Conclusions.

2 Design of Predictive Cruise Control for Automated
Vehicles

The role of the section is to present the design method of the predictive cruise control
brie�y. The aim of the description is to provide an overview about the formulation of
the performances and the incorporation of the external information in the predictive
control problem. A thorough discussion of the method is found in [6].

The predictive cruise control can use various information sources, i.e., in this paper
four different information sources are considered to be available. First, the automated
vehicle has information from topography database, which provides altitude and
road curvature information. The road section ahead of the vehicle is divided inton
number of segments, where the lengths of the segments are selected to have constant
inclinations. Second, the vehicle has information about speed limitations on the road
segments. Since speed limitations can also depend on the actual road construction
works and variable speed limit signs in high-speed roads, it can require information
from static road map and V2I communication. Third, information about the average
traf�c speed on the forthcoming road section and the state of the traf�c lights expect
communication with the traf�c control system. Fourth, information about the actual
speed and the positions of the surrounding vehicles can require V2V communication
and on-board sensors, e.g. radar measurements.

The performances of the predictive cruise control are formed as follows. A primary
performance of the vehicle is to keep safe distance from the preceding vehicles in the
own lane and from the follower vehicles in the case of a lane change maneuver on
the entire horizon. As an assumption, it is considered that the vehicles move in the
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same directions on the road. Moreover, motion information about the surrounding
vehicles are considered in a prede�ned region of interest, which leads toNp number
of preceding vehicles andNf number of follower vehicles. Formally, it leads to the
conditions

ekp+
j

å
i= 1

�
h kp

i � xi

�
� dsa f e; 8 j 2 f 1; :::;ng; 8kp 2 f 1; :::;Npg (1a)

ekf +
j

å
i= 1

�
xi � h

kf
i

�
� dsa f e; 8 j 2 f 1; :::;ng; 8kf 2 f 1; :::;Nf g (1b)

wherekp;kf represent the indexes of the preceding and follower vehicles,ekp;ekf are
the actual distance between vehiclekp;kf and the automated vehicle anddsa f e is the

requested safe distance. Indexj represents the road segment and
j

å
i= 1

xi is the predicted

longitudinal displacement of the automated vehicle until stepj and
j

å
i= 1

h kp
i ;

j
å

i= 1
h

kf
i

are the predicted displacements of vehiclekp andkf . Relations in(1) represent that
the predicted distance between the automated vehicle and a surrounding vehicle until
horizon j cannot be smaller then the prede�ned safe distance. If the relations are
guaranteed, the safe distances from all surrounding vehicles on the entire horizon are
kept.

Further primary performance of the control is keeping vehicle speed in a limited
range around reference speedvre f;i in segmenti. vre f;i is selected based on the speed
limitation, road curvature, average traf�c speed [6, 9]. The performance is formed as

�xi 2
�
vmin;i ;vmax;i

�
; 8i 2 f 1; :::;ng; (2)

where �x is the speed of the automated vehicle andvmin;i ;vmax;i values are the limits
(minimum and maximum) of the speed range, in which the vehicle speed can vary.
Performance(2) guarantees keeping speed limitations. Furthermore, it guarantees the
avoidance of the dangerously slow motion of the automated vehicle. The values of
vmin;i ;vmax;i are derived from the value of the speed referencevre f;i on each segment,
e.g.� 20%;+ 5% related tovre f;i .

One of the most important secondary performance in the cruise control problem is to
achieve minimum control intervention on the road horizon ahead of the automated
vehicle, which leads to the criterion

n

å
i= 1

jFl ;i j ! min; (3)

whereFl ;i represents traction/braking force on segmenti of the horizon.

Another secondary performance is to minimize traveling time of the vehicle. Since
the shortest traveling time is equivalent with the maximum speed motion of the
vehicle, it can be transformed to the speed objective as

jvmax;i � �xi j ! min; 8i 2 f 1; :::;ng: (4)
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The motions of the automated vehicles can have impact on the characteristics of the
traf�c �ow, because the speed pro�les of the automated vehicles can differ from the
speed pro�les of the human-driven vehicles. This impact has increasing importance
through the increase of the traf�c density and the ratio of the automated vehicles in
the traf�c �ow. A further secondary performance of the control is that motion of the
automated vehicles must have advantageous impact on the traf�c �ow. It means that
the output �ow of the traf�c networkqout must be maximized, such as

qout ! max: (5)

The relationship betweenqout, the speed selection strategy of the automated vehicles,
the ratio of the automated vehicles and the traf�c density is characterized in [6].

Formulation of the Optimization Process

The computation of the actual control inputFl ;1 is based on a predictive optimal
control strategy, which considers the previously de�ned performance speci�cations
[6]. It leads to a hierarchical optimization structure. In the low level of the structure
a solution to the secondary performance problem is found, while in the high level
the priority performance criteria are incorporated. The interconnection between the
levels is provided by a parameterR, which is interpreted below.

In the low level of the optimization, weightsQ;gi , i 2 f 1; ::;ng are de�ned to all the
segments on the horizon. Their role is to de�ne the importance of each segments in
the design of the current speed. WeightQ determines the tracking requirement of the
prede�ned actual reference speedvre f;0, which is related to the current segment of
the vehicle. The road inclinationsa i and the reference speeds on the segments of the
horizon ahead of the vehicle are considered through the weightsgi . The result of the
predictive control is a reference speedl for the vehicle, which is characterized by
the weightsQ;gi , such as

l =
q

J � 2s1(1� Q)( ẍ0 + gsina ); (6)

whereẍ0 is the longitudinal acceleration,s1 is the length of �rst road segment andJ
incorporates force and reference speed components of the forthcoming road sections:

J = Qv2
re f;0 +

n

å
i= 1

giv2
re f;i +

2
m

n

å
i= 1

siFdi;r

n

å
j= i

gj ; (7)

where the known longitudinal force resistanceFdi;r contains the road inclination in
segmenti.

The selection ofQ;gi values are based on the secondary performance criteria. Actual
control force can be expressed in a form, which depends onQ andgi . Through the
transformation of(3) to a quadratic criterionF2

l ;1 ! min, the following optimization
problem is yielded

�
b0(Q̄)+ b1(Q̄)ḡ1 + : : : + bn(Q̄)ḡn

� 2 ! min (8)
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with the constrains0 � Q̄; ḡi � 1 andQ̄+ å ḡi = 1. Q̄; ḡi are the solutions of(8)
andb0(Q̄);bi(Q̄) are matrices. Objective(8) is nonlinear inQ, but for a �xed Q
value it leads to a quadratic optimization problem ingi with constraints. Secondary
performance(4) is transformed to the minimization of the difference between the
current speed and the reference speed, such as

jvre f;0 � �x0j ! min: (9)

The solution of(9) is achieved by selecting the weights�Q = 1 and �gi = 0; i 2 [1;n],
because in this case the automated vehicle tracks the actual reference speed value.
The balance between the secondary performances is created through the selection of
parameter 0� R� Rmax � 1, such as

Q = RQ̄+ ( 1� R) �Q = 1� R(1� Q̄) (10a)

gi = Rḡi + ( 1� R) �gi = Rḡi ; i 2 f 1; ::;ng: (10b)

If Ris selected for a high value, the minimization of the control force of the automated
vehicle is preferred. It can lead to a reduced speed for the vehicle, which considers
the forthcoming road and traf�c information in the computation ofFl1. But, if R has
a low value, the speed of the vehicle is close tovre f;0, which means that minimum
traveling time is preferred. Thus, the selection ofR has a high impact on the balance
between the performances traveling time and control force, and consequently, on
the speed pro�le of the automated vehicle. The value ofRmax is determined by
performance(5), which is related to the maximization of the traf�c �ow. The actual
value ofRmax, whose selection can result in highqout, depends on the actual traf�c
density and the ratio of the automated vehicles in the traf�c. The relationship is
characterized by a nonlinear function, which is based on scenario-based studies [6].

In the high level of the optimization architecture the goal is to calculateR, with
which the primary performances can be considered. The purpose of the optimization
is to maximizeR, which leads to an energy-ef�cient motion with advantageous
impact on the traf�c �ow. Nevertheless, in the high level optimization the primary
performances(1)-(2) are handled as constraints of the optimization process. Thus,R
must be selected as high as possible, but the resulted speed pro�le must guarantee
primary performances. The resulted high-level optimization problem is

max
[0;Rmax]

R (11)

such that the constraints(1)-(2) are guaranteed. The result of the optimization on
the high-level isR, which is used in the computation ofQ;gi , see(10). Furthermore,
Q;gi are applied in(6), which induces a speed tracking problem, whose result is the
actual control forceFl ;1. Through the values ofxi and �xi in the constraints(1)-(2),
the result of the low-level optimization has an impact on the high-level. Thus, the
maximization ofR is an iterative process, until the appropriate value is achieved.

The presented optimization process can provide excellent control force for the vehicle,
which considers several performance requirements. However, it is dif�cult to verify
the result of the optimization through in theory due to the following limitations of
the method.
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• The control strategy requires several communicated data, whose safety and
security challenges have been presented in Section 1.

• The maintenance of several performances requires complex control structure,
which contains a hierarchical nonlinear optimization process. Moreover, the
optimization problem depends on the actual traf�c scenario, e.g., the number
of constraints depends on the actual number of vehicles. Thus, it is dif�cult
to �nd a compact, of�ine solution of the optimization process, which can
be examined, e.g., from the aspect of the parameter sensitivity. Instead, the
method can be veri�ed through simulations and experimental scenarios.

• Constraints(1)-(2) depend on the prediction of the preceding/follower vehicle
motion. It presupposes a vehicle motion model for the vehicles in the local
surroundings, whose difference from the real vehicle motion can degrade the
primary performance.

Therefore, the resulted nonlinear predictive optimal control strategy cannot be used
alone in the automated vehicle cruise control system. It is requested to �nd a
control strategy, with which the primary performances can be guaranteed, while the
advantages of the predictive cruise control can be preserved in most of the vehicle
cruising. It leads to the concept of the enhanced cruise control, as proposed in the
rest of the paper.

3 Architecture of the Enhanced Cruise Control System

The basic idea of the control strategy is to design a robust LPV controller and a
supervisory strategy, which can modify the control input of the predictive cruise
control if the primary performances are violated.

The output of the predictive cruise control is represented as

uP = F (yP) (12)

whereuP = Fl1 denotes the control input of the predictive cruise control,yP vector
contains the inputs of the controller withmP elements andF represents the predictive
cruise controller itself. Moreover, the control signaluK is the output of a robust LPV
controller, such as

uK = K (r P;yK) (13)

whereK represents the robust LPV controller andyK is the vector of the measured
signals withmK elements. In(13) r P 2 r P vector contains the scheduling variable of
the controller, which is derived from the following control rule.

The most important assumption of the proposed method is that the actual value of the
control signalu can be expressed in a linear form ofuK . If the primary performances
are not violated byuP, thenu = uP is selected. Thus, under the consideration that the
primary performances are not violated, the relationship betweenuK anduP with the
conditions is formed as

uP = r �
PuK + D�

P; if r �
P 2 r P; D�

P 2 L P; (14)
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wherer �
P andD�

P are time-dependent weighting signals.r �
P = [ r P;min; r P;max], L �

P =
[DP;min;DP;max] represent domains in(14), wherer P;min, r P;max, DP;min, DP;max are
scalars. The sets of the domains are denoted byr P, L P. In (14) the conditions are
guaranteed, if the primary performances are not violated. Thus, it can be �ndr �

P, D�
P

pair andu = uP. But, if r �
P 62r P or D�

P 62L P, the variablesr �
P, D�

P are limited with
the boundaries ofr P andL P during the computation of the control signalu. In this
caseu can signi�cantly differ fromuP. The previous cases lead to a control strategy,
which contains all scenarios as

u = r PuK + DP; (15)

where

r P = min
�

max
�
r �

P; r P;max
�
; r P;min

�
; (16a)

DP = min
�

max
�
D�

P;DP;min
�
;DP;max

�
: (16b)

Thus, the concept of providing guaranteed primary performances is based on the
bounding ofr P;DP, the relations in(16) result inr P 2 r P andDP 2 L P. Therefore,
if it is possible to design a robust LPV control with the scheduling variabler P;DP
and the uncertaintyDP 2 L P, the primary performances can be guaranteed through
the appropriate selection ofr P;DP values. In the control architecture the supervisor
is responsible for the selection ofr P;DP values.

The architecture of the proposed enhanced cruise control strategy is shown in Figure
1. In the control processuP anduK are computed simultaneously. The role of the
supervisor is to selectr P, DP and to generateu based on the rule (15).

vehicle and traf�c

robust LPV

predictive
yP

yK

uP

uK

u

cruise control

controller

environment

supervisor

� P

nonlinear

Figure 1
Scheme of the enhanced cruise control strategy

In the proposed enhanced cruise control architecture the selections ofr P;DP and
r P;L P have high in�uence on the operation of the system. If the ranges of the
domains are selected small,uP is often saturated due to the limitations of domain
boundaries(16). But, if the rangesr P;L P have insuf�ciently high values, the resulted
robust LPV controller can be conservative because of the increased robustness
requirements. The objective ofr P;DP, r P;L P selections is to provideu, with which
uP is approximated, while the primary performances are guaranteed. The objective
results in the maintenance of the secondary performances, whenu approximatesuP.
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It might be suggested to �nd a joint control design and supervisor design algorithm,
whose result is the selection ofr P;DP and r P;L P simultaneously and thus, the
optimization problem

min
r P;DP;r P;L P

(u� uP)2 (17)

is performed. However, the design of the robust LPV control is an of�ine process,
which requires the preliminary selection ofr P;L P, while the selection ofr P;DP is
in�uenced by the actual control interventions. Instead of the joint design(17) an
approximation of the optimization is presented, in which the design of the robust LPV
controller with the selection ofr P;L P is divided from the design of the supervisor
with the selection ofr P;DP. The objectives of both design processes are the same, i.e.
the minimization of the difference betweenu anduP. Although the design processes
are separated, both of them in�uence the achieved performance level of the enhanced
cruise control.

4 Design of the Supervisory Strategy

The purpose of the supervisor is to provide control force actuationu through the
selection ofr P;DP, with which the primary performances during the cruising of the
vehicle are guaranteed. The selection is based on the signalsuP;uK , which are the
inputs of the supervisor. The output of the supervisoru is constructed through(15),
and moreover, the resultedr P is used in the operation of the robust LPV control.

The design of the supervisor is based on the simpli�ed longitudinal model of the
vehicle:

mẍ = Fl � Fd; (18)

wherem is the mass of the vehicle. The state vector isx =
� �x x

� T
, wherex

represents the longitudinal motion of the vehicle,w = Fd contains the longitudinal
disturbances andu = Fl involves the longitudinal control force. The state-space
representation of the system is formed as

�x = Ax+ B̂1w+ B̂2u; (19)

wherex represents the state vector andA;B̂1; B̂2 are matrices in the representation of
the system.

The state-space representation of the system is reformulated using the prede�ned
control strategy(15), the control input of the robust LPV controlleruK is used in the
expressionu = r PuK + DP. Therefore, the state-space representation of the system
(19) is reformulated through the relationship betweenu anduK as

�x = Ax+ B1wK + B2(r P)uK ; (20)

where the disturbance vectorwK in the state-space representation(20) is composed
aswK =

�
w DP

� T and the matrices areB1 =
�
B̂1 B2

�
andB2(r P) = B̂2r P. Thus,

the system is transformed into a robust LPV representation.
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Speci�cation of Conditions to Provide Guarantees on Primary
Performances

The conditions to provide primary performances through the supervisor are speci�ed
based on the derived system formulation (20).

Performance(1) in the supervisor design process is focused on keeping safe distance
from the closest preceding vehicle and from the closest follower vehicle of another
lane, which leads toNp = 1;Nf = 1. The goal of this simpli�cation is to use less
communicated data in the computation ofr P;DP. The selection of the closest vehicles
is performed continuously during the operation of the supervisor based on on-board
sensor measurements. If a vehicle in the region of interest of the sensors is not
found (e.g., the lane of the automated is empty ahead or behind), a virtual vehicle is
considered to be on the bound of the region.

The prediction of the forthcoming distancedkp between the preceding vehicle and the
automated vehicle is formulated based on their accelerations. The time-dependent
function ofd̈kp is based on (18) as

d̈kp(t) = ḧ kp(t) � ẍ (t) = ḧ kp(t) �
Fl (t)

m
+

Fd(t)
m

: (21)

Through the integration of(21) the forthcoming speed difference in timeT can be
derived as

�dkp(T) =

TZ

0

d̈kp(t)dt =

TZ

0

�
ḧ kp(t) �

Fl (t)
m

+
Fd(t)

m

�
dt (22)

The integration requires knowledge about the functionsḧ kp(t) andFd(t). But, it
can be dif�cult to predict the forthcoming acceleration command of the preceding
vehicle and the forthcoming road disturbances. In case of a safe control strategy,
these functions are substituted by constant values, which are resulted by worst-case
scenarios. It is considered thatamin � ḧ kp(t)+ Fd(t)

m , whereamin represents the worst
case scenario, when the preceding vehicle has maximum deceleration and the road
disturbance has minimum value. The value ofamin is a design parameter, which can
be selected based on preliminary experimental results. Usingamin, (22) is computed
as

�dkp(T) = aminT �
Fl

m
T + �dkp(0) = aminT �

Fl

m
T + �h kp(0) � �x (0); (23)

where �dkp(0) = �h (0) � �x (0) is the speed difference at timet = 0 andFl (t) is assumed
to be constant between0 andT. The predicted distance between the vehicles is
resulted by the integration of (23), such as

dkp(T) =
aminT2

2
�

Fl T2

2m
+ �h kp(0)T � �x (0)T + ekp; (24)

whereekp is the measured distance between the preceding vehicle and the automated
vehicle in timeT = 0. The prediction in(24) requires measurement of the actual
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distanceekp and the relative speed between the automated vehicle and the preceding
vehicle �h kp(0) � �x (0), which can be performed through on-board sensors, e.g., radar.

Similarly, the predicted distance between the automated vehicle and the follower
vehiclekf can be derived from the second derivative of the distance between them as
d̈kf (t) = ẍ (t) � ḧ kf (t). The worst-case scenario is characterized by the acceleration
amax through the expression̈h kf (t) + Fd(t)

m � amax, which leads to the predicted
distance

dkf (T) =
Fl T2

2m
�

amaxT2

2
+ �x (0)T � �h kf (0)T + efp: (25)

The formulation of the primary performances, which means that safe distances from
the preceding vehicle and the follower vehicle must be kept, are written as inequalities

aminT2

2
�

Fl T2

2m
+ �h kp(0)T � �x (0)T + ekp � dsa f e; (26a)

Fl T2

2m
�

amaxT2

2
+ �x (0)T � �h kf (0)T + efp � dsa f e: (26b)

Sinceu = Fl andu = r PuK + DP (15), the inequalities (26) are rewritten as

aminT2

2
�

(r PuK + DP)T2

2m
+ �h kp(0)T � �x (0)T + ekp � dsa f e; (27a)

�
amaxT2

2
+

(r PuK + DP)T2

2m
+ �x(0)T � �h kf (0)T + efp � dsa f e: (27b)

Thus, it is necessary to selectr P;DP for givenuK to guarantee the inequalities(27),
with which the primary performance of keeping safe distance is guaranteed.

Performance of keeping vehicle speed in a given speed range(2) is also based on the
simpli�ed motion model of the vehicle(18). The predicted speed of the vehicle inT
is resulted through the integration of the accelerationẍ as

�x (T) =

TZ

0

�
Fl

m
�

Fd

m

�
dt: (28)

Similarly to the derived conditions of keeping safe distance, the worst-case scenario
is considered asjFdj � Fd;max, whereFd;max is considered to be the upper bound of the
unknown disturbance. IfFd > 0, which means that the disturbance has accelerating
effect,(28) is transformed asFl T

m +
Fd;maxT

m + �x (0), where �x (0) is the actual speed of
the automated vehicle andFl is considered to be constant. IfFd < 0, (28) results in
Fl T
m �

Fd;maxT
m + �x (0), which means thatFd decelerates the vehicle. The condition for

keeping vehicle speed in the given range
�
vmin;0;vmax;0

�
is formed as

(r PuK + DP)T
m

+
Fd;maxT

m
+ �x(0) � vmax;0; (29a)

(r PuK + DP)T
m

�
Fd;maxT

m
+ �x(0) � vmin;0; (29b)

in which relationsu = Fl is transformed tor PuK + DP (15). Thus, it is necessary to
selectr P;DP, with which conditions in (29) together with (27) are guaranteed.
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Optimization in the Supervisor Strategy

The selection strategy ofr P andDP is based on the optimization, which is presented
in (17). In the supervisory processr P;DP are selected during the operation of the
enhanced cruise control system.

The objective of the supervisor is to provide a control inputu, which is as close as
possible touP:

�
u� uP

� 2 ! min: (30)

Through(30) the control force intervention of the enhanced cruise control system
approximates the output signal of the predictive cruise control. Moreover, during the
selection ofr P;DP the criteria of(27)and(29)must be guaranteed and the constraints
r P 2 r P, DP 2 L P must also be satis�ed.

The objective (30) using (15) is rearranged to a quadratic form as

(u� uP)2 =
�

r P
DP

� T �
u2

K uK
uK 1

� �
r P
DP

�
+

�
� 2uPuK
� 2uP

� T �
r P
DP

�
+ u2

P

=
�

r P
DP

� T

b
�

r P
DP

�
+ wT

�
r P
DP

�
+ u2

P; (31)

in which u2
P is independent fromr P;DP and thus, it can be eliminated during the

minimization process (30).

The strategy of the supervisor is to computer P;DP during the operation of the cruise
control. In each step the following constrained optimization problem must be solved,
which is yielded from(31)and the constraints(27), (29) together with the bounds on
r P;DP:

min
r L;DL

�
r P
DP

� T

b
�

r P
DP

�
+ wT

�
r P
DP

�
; subject to (32a)

�
(r PuK + DP)T2

2m
+

aminT2

2
+ �h kp(0)T � �x (0)T + ekp � dsa f e; (32b)

(r PuK + DP)T2

2m
�

amaxT2

2
+ �x (0)T � �h kf (0)T + efp � dsa f e; (32c)

(r PuK + DP)T
m

+
Fd;maxT

m
+ �x(0) � vmax;0 + S; (32d)

(r PuK + DP)T
m

�
Fd;maxT

m
+ �x(0) � vmin;0 � S; (32e)

r P 2 r P; DP 2 L P: (32f)

In (32d)-(32e)Sis a slack variable. The role ofSis to set a hierarchy in the constraints
and to ensure that the optimization problem returns a feasible solution [10]. For
example, if the automated vehicle must be stopped to avoid the collision with a
preceding vehicle andvmin;0 > 0, the constraint(32e)cannot be guaranteed. It leads
to the infeasibility of the optimization problem of(32). It must be avoided by setting
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S to a high value. Since the avoidance of the collision has higher priority than
keeping the speed is the prede�ned range, the following process must be performed
for the selection ofS. S= 0 is selected as a default value. If(32) has feasible
solutionsr P;DP, control inputu = r PuK + DP is computed. If(32) is not feasible
with S= 0, Sis selected for a high value to guarantee the feasibility. Then,(32) with
the new value ofSis solved. The resultedr P;DP are applied to provide control input
u = r PuK + DP.

5 Design of the Robust LPV-based Cruise Control
System

The aim of the robust LPV control is to provideuK control input signal for the
supervisor. The robust LPV control has importance in the situations, when the output
of the predictive cruise control can violate the primary performances. Nevertheless,
in most of the operation of the enhanced cruise control,uP might be acceptable.
Therefore,uK has importance mainly in critical situations, and in these scenarios
the maintenance of the secondary performances has low priority. Consequently,
it is enough to use the simpli�ed control-oriented model(18) for the robust LPV
control design, with which the objective of the main functionality in cruise control,
such as speed tracking can be speci�ed asz1 = vre f;0 � �x ; jz1j ! min: Moreover,
the minimization of the control inputuK must be considered as an objective of the
robust control design:z2 = uK ; jz2j ! min: The consideration ofuK has the role
to guarantee the quanti�cation ofz1 through the balance between the objectives.
Furthermore, throughz2 the insuf�ciently high longitudinal control force is avoided.
The objectivesz1;z2 are composed in a vector of objectives, such aszK =

�
z1 z2

� T .
Using the state-space formulation of the system(20), zK is formed aszK = C1x+
D11wK + D12uK , wherewK is extended aswK =

�
Fd DP vre f;0

� T , C1;D11;D12 are
matrices.

The measurement equation for the robust LPV control design is formed asyK =
vre f;0 � �x = C2x+ D21wK , whereC2;D21 are matrices. IfNp = 0, vre f;0 is get from
static map database of speed limits and the camera-based traf�c sign recognition
system of the vehicle. IfNp > 0, the speed information of database and the speed
information of the recognition system are limited by radar measurement about�h p.
Thus, in the robust LPV control low number of external information is incorporated
and most of the information is based on own sensors.

Finally, the plant for the robust LPV control design is formed as follows:

�x = Ax+ B1wK + B2(r P)uK ; (33a)

zK = C1x+ D11wK + D12uK ; (33b)

yK = C2x+ D21wK ; (33c)

in which r P is the scheduling variable of the system.

The control design is based on the resulted control-oriented model(33). Scaling of
wK and providing a balance between the elements ofzK require a weighting strategy
in the control design method. The closed-loop interconnection structure is presented
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in Figure(2). The interconnection structure contains several weighting functions. The

G(� P )

K (� P )

Wz;1

Wz;2

Wn

Wref; 0

Wd

z1

z2

n

Fd

uK

_�

vref; 0

W� P

� P

� P

Figure 2
Closed-loop interconnection structure for robust LPV control design

weightWn is related to the sensor characteristics on the velocity error measurement,
wheren represent sensor noise.Wd scales the longitudinal disturbance forceFd.
The bound ofFd has also role in the supervisor design. WeightWd is characterized
asWd =

Fd;max
Tds+ 1, whereTd is a tuning parameter, which represents the dynamics of

Fd variation. Similarly,WDP scales the uncertaintyDP. This weight is selected in

the form ofWDP = max(jDP;minj;jDP;maxj)
TD2s2+ TD1s+ 1 , whereTD2;TD1 are design parameters, which

represent the dynamics of the signal. The role of weightWre f;0 is to scale the
reference signalvre f;0. It is considered as a constant parameter with the supreme of
vmax;0.

Wz;1;Wz;2 are the weights on the control performances, which provide a balance
between them. WeightWz;1 has important role from the aspect of the minimum
performance level of the cruise control, because it scales the tracking errorvre f;0 � �x .
The form of the weight isWz;1 = ev

Tzs+ 1, whereTz is a design parameter andev is the
expected maximum tracking error. The selected form guarantees that the tracking
error isev in steady state. The selection ofev must guarantee thatev � vmax;0 � vre f;0
andev � vre f;0 � vmin;0 to avoid the degradation of performance(2). WeightWz;2
scales the control inputuK . Its value is selected as a constant parameter, which
represents the supreme ofjuK j.

The quadratic robust LPV problem is to choose the parameter-varying controller
K (r P;yK) in such a way that the resulting closed-loop system is quadratically stable
and the inducedL 2 norm from the disturbancewK to the objectiveszK is less than
the valueg [11, 12]. The minimization task is the following:

inf
K (r P;yK )

sup
r P2r P

sup
kwKk2 6= 0;
wK 2 L 2

kzKk2

kwKk2
: (34)

The existence of a controller that solves the quadratic robust LPV problem can be
expressed as the feasibility of a set of LMIs, which can be solved numerically. Finally,
the state-space representation of the robust LPV controlK (r P;yK) is constructed
[11, 13], which leads to the control inputuK . The input signaluK is incorporated in
the computation ofu together with the selection ofr P, DP. The control strategy results
in that the minimum performance level of the closed-loop system is determined by
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K (r P;yK). The computation of the robust LPV controller through the Matlab tool
of [17] can be ef�ciently performed. Moreover, in the application-oriented papers
[18, 19] further details on the computation and implementation of the robust LPV
control can be found.

The optimization problem(34) shows that the resulting controller depends on the
domainsr P;L P, which demonstrates that the selection process ofr P;L P and the
robust LPV design are not independent from each other. During the control design it
is necessary to �nd a balance in the selection of the domain, which is based on an
iteration process.

The goal of the iteration is to �nd domainsr P;L P, with whichu approximatesuP
(17). It provides that the enhanced cruise control system operates withuP as most as
possible, without the violation of primary performances. The following optimization
is based on scenarios, which are performed in each steps of the iterations:

min
r P;min; r P;max
DP;min;DP;max

N

å
j= 1

�
u( j) � uP( j)

� 2 = min
r P;min; r P;max
DP;min;DP;max

N

å
j= 1

�
r P( j)uK( j) + DP( j) � uP( j)

� 2;

(35)

where j expresses the time step andN is the length of a given scenario.

The solution of the optimization problem(35)begins with domains with high ranges,
which are reduced through the following iteration process.

1. The domain of the scheduling variabler P = [ r P;min; r P;max] and the domain of
the uncertaintyL P = [ DP;min;DP;max] are selected high in the �rst step, which
can result in a conservative robust LPV controller.

2. The robust LPV control with the selected domains is designed using (34).

3. The closed-loop system with the incorporation of the designedK (r P;yK) and
the domainsr P, L P are analyzed through various scenarios. It yields in the
signalsl and �x , from which the cost in (35) for the scenario is calculated.

4. Due to the results of the scenarios the boundaries are modi�ed to reduce the
cost function of the optimization problem(35). The setting of the variables in
the optimization can be performed through e.g., simplex search or trust region
re�ective methods, see [14, 15].

5. The robust LPV design, the scenarios and the evaluation (see steps 2-4) are
performed until the cost(35) is higher thane, wheree > 0 is a previously
selected parameter.

The results of the entire iteration process are the robust LPV controllerK (r P;yK)
and the domainsr P, L P.

6 Illustration of the Enhanced Cruise Control Strategy

The effectiveness of the enhanced cruise control method is demonstrated in simulation
examples. Two simulations are presented, which focus on the avoidance of primary
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Baĺazs Ńemeth Providing Guaranteed Performances for an Enhanced Cruise Control Using Robust LPV Method

performance degradation in various scenarios.

6.1 Cruising on a Congested Highway

In the �rst simulation example the automated vehicle travels on a section of the hilly
Hungarian M1 highway, which interconnects the capital cities Budapest and Vienna.
In the example there is an accident on the highway (see5000m segment point in
Figure 3(a)), which results in a congestion. The traf�c control system provides
information about the reduction of the traf�c speed between3500m� 5000m, see
Figure 3(a).

The automated vehicle incorporates the traf�c speed information in its enhanced
cruise control strategy throughvre f;i (see Section 2). Since the automated vehicle has
1000mprediction horizon in the example, the information about the reduced traf�c
speed is considered from2500m. It results in the reduction of the vehicle speed (see
Figure 3(b)), with which an energy-ef�cient motion can be achieved through the
approaching to the accident [7]. Moreover, there is a preceding vehicle ahead of the
automated vehicle, which stops at3800m, when the congestion is reached, see its
speed pro�le in Figure 3(b). The goal of the enhanced cruise control is to provide
minimum control force in the cruising, while the safe distancedsa f e= 20m from the
preceding vehicle is guaranteed, especially at the stop of the preceding vehicle. The
distance between the vehicles is illustrated in Figure 3(c). It can be seen that the
safety distance20m is guaranteed in the given example. The control signalu and
the values ofr P;DP are illustrated in Figure 3(d)-(f). At the end of the simulation,
when the distance is reduced,r P is set to zero andDP is also reduced. It results in
the tracking of the preceding vehicle speed (close to zero) through the control input
of the robust LPV control.
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Figure 3
Simulations of lane change scenario
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6.2 Overtaking Scenario with Degradation
in the Communication

The second simulation example presents a lane change scenario, in which the vehicle
in the inner lane of a two-lane road overtakes a slower vehicle. There is also
a preceding vehicle in the inner lane, which has higher speed, compared to the
automated vehicle. In this situation the automated vehicle cannot change lane due to
the overtaken vehicle, which is in the outer lane. Moreover, the vehicles in the inner
lane also cannot be forced to reduce their speed, which means that the automated
vehicle must be accelerated. The goal of the cruise control is to minimize the control
force of the automated vehicle, while the safe distance between the vehicles is
guaranteed.
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Simulations in overtaking scenario

In the example three scenarios are illustrated. In all scenarios the automated vehicle
has information about the longitudinal acceleration, the speed and the position of
the preceding vehicle through V2V communication, which is used in the predicted
cruise control system to computeR, see(11). In ScenarioA the time delay related to
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Baĺazs Ńemeth Providing Guaranteed Performances for an Enhanced Cruise Control Using Robust LPV Method

the communication is0:05s, which is considered to be the nominal time delay value,
while in ScenarioB and inScenarioC the V2V communication has a degradation
in the time delay, which is increased to0:5s. In ScenarioA and inScenarioB the
automated vehicle uses the presented predictive cruise control(u � uP), while in
ScenarioC the enhanced cruise control structure is in the loop, which also uses
onboard distance measurement about the distance between the vehicles. The purpose
of the simulation examples is to illustrate that the proposed enhanced cruise control
method is able to guarantee the safe distance, even if the V2V communication delay
is degraded.

Figure 4(a) shows vehicle speed and Figure 4(b) illustrates the distance between
the vehicles in each scenarios. InScenarioA the predictive cruise control is able to
guarantee the safe distance20m, which is resulted by the increase of its speed to
100km=h. The increase of the speed is resulted by the reduction ofR (Figure 4(c)),
which is computed based on the reduction of the predicted distances, see e.g., section
0: : :200m of ScenarioA in Figure 4(d). It induces sharp increase inuP, see Figure
4(e). Thus, the predicted cruise control is able to guarantee the safe distance, if the
signals in the communication have low time delay value.

If time delay is increased, the predictions of the distances inScenarioB signi�cantly
differ from the predictions inScenarioA, see Figure 4(d). Due to the increased time
delay the preceding vehicle is predicted to have signi�cantly smaller acceleration,
which means that the automated vehicle focuses on the minimization of the control
force. The increasedR (Figure 4(c)) leads to reduceduP (Figure 4(e)), which results
in reduced speed pro�le (Figure 4(a)). Consequently, the safe distance between the
vehicles is not kept (Figure 4(b)), which can force the preceding vehicle to unwanted
braking intervention.

The resulted speed pro�le inScenarioC is illustrated in Figure 4(a). Since the
supervisor uses the onboard measurement about the distance between the vehicles,
the reduction inx0 � h0 is perceived. It leads to the reduction ofr P andDP, with
which the tracking ofvre f;0 is highlighted. The resulted control signalu of ScenarioC
(Figure 4(f)) is close to theuP of ScenarioA, which results in keeping safe distance
(Figure 4(b)). Thus, the enhanced cruise control system is able to guarantee safe
distance, even if the time delay in the communication is signi�cantly increased.

Conclusions
The proposed enhanced cruise control strategy is able to provide guarantees on the
speci�ed primary performances for automated vehicles. The consequence of the
proposed method is that in most of the cruise control operation, requirements against
the secondary performances (e.g., energy-ef�cient motion of the automated vehicle)
can be maintained, while the primary performances are guaranteed in the entire
operation of the control. The effectiveness of the control strategy is illustrated by
simulation scenarios.

The proposed enhanced cruise control strategy is independent from the internal
structure of the predictive optimal cruise control. Therefore, the future challenge
of the method is its application to provide guarantees for further cruise control
algorithms, e.g., learning-based cruise control methods.
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Analyzing Narratives of Patient Experiences: 
A BERT Topic Modeling Approach 

Mátyás Osváth1, Zijian �*�\���]�����<�D�Q�J2,3, Karolina Kósa1 
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Abstract: Due to healthcare systems increased focus on healthcare quality and patient-
centered care, the patients’ perspective of delivered healthcare, has become an important 
part of healthcare service evaluations. Patient experiences can be used to improve the quality 
of care, as they reveal important information about health care encounters. An increasing 
number of organizations systematically collect and analyze patient experience data. The aim 
of our study was to identify major topics in narratives of patients’ healthcare related 
experiences and analyze the reactions of readers of patient experiences. 1663 blogs and 
298806 textual comments were extracted on non-solicited patient experiences from a 
Hungarian online forum during a 10-year period. Topic modeling with state-of-the-art BERT 
embeddings were used to analyze the data and extract meaningful patterns and concepts. 
Sentiment analysis was utilized to categorize the emotional valence of the narrative writings. 
The huBERT and HIL-SBERT models identified 326 and 200 topics in terms of patient 
experiences and 508 and 728 topics regarding the reactions to these experiences without 
human supervision. Conceptually similar topics were integrated into major categories with 
manual analysis. 94.4% of the experiences and 77.5% of comments were classified as 
negative, reflecting the same annual tendency over the decade. Our study uses a data-driven 
approach for extracting patterns of healthcare related patient opinions, in Hungary. Topic 
modeling, based on BERT embeddings, could provide useful information on patient 
perceptions and perspectives, that could improve healthcare quality and safety. 

Keywords: NLP; topic modeling; sentiment analysis; patient experience; health care quality 
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1 Introduction  
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�T�X�D�O�L�W�\���R�I���F�D�U�H���>���@�����2�Q�H���R�I���W�K�H��matrices���H�V�V�H�Q�W�L�D�O���G�L�P�H�Q�V�L�R�Q���L�V���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H����
�Z�K�L�F�K�� �L�Q�F�O�X�G�H�V�� �H�Y�H�U�\�� �L�Q�W�H�U�D�F�W�L�R�Q�� �E�H�W�Z�H�H�Q�� �S�D�W�L�H�Q�W�� �D�Q�G�� �W�K�H�� �V�\�V�W�H�P���K�H�D�O�W�K�F�D�U�H����
�L�Q�I�O�X�H�Q�F�L�Q�J�� �W�K�H�� �S�D�W�L�H�Q�W�V�¶�� �R�S�L�Q�L�R�Q�� �D�E�R�X�W�� �K�H�D�O�W�K�F�D�U�H���� �$�P�R�Q�J�V�W�� �R�W�K�H�U�V���� �S�D�W�L�H�Q�W��
experience,���F�R�P�S�U�L�V�H�V���W�K�H���F�R�P�P�X�Q�L�F�D�W�L�R�Q���E�H�W�Z�H�H�Q���S�D�W�L�H�Q�W���D�Q�G���K�H�D�O�W�K�F�D�U�H���S�H�U�V�R�Q�D�O����
�D�F�F�H�V�V���W�R���F�D�U�H���D�Q�G���Z�D�L�W�L�Q�J���W�L�P�H�����,�W���L�V���L�P�S�R�U�W�D�Q�W���W�R���G�L�V�W�L�Q�J�X�L�V�K���³�S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�´��
�I�U�R�P�� �D�� �G�L�I�I�H�U�H�Q�W�� �L�Q�G�L�F�D�W�R�U�� �F�D�O�O�H�G�� �³�S�D�W�L�H�Q�W�� �V�D�W�L�V�I�D�F�W�L�R�Q�´���� �Z�K�L�F�K�� �U�H�I�H�U�V�� �W�R�� �S�D�W�L�H�Q�W�V�¶��
�H�Y�D�O�X�D�W�L�R�Q���R�I���W�K�H�L�U���F�D�U�H���F�R�P�S�D�U�H�G���W�R���Z�K�D�W���W�K�H�\���S�U�H�Y�L�R�X�V�O�\���H�[�S�H�F�W�H�G���>3�@����

�$�O�R�Q�J���Z�L�W�K���W�K�H���S�U�R�O�L�I�H�U�D�W�L�R�Q���R�I��the���,�Q�W�H�U�Q�H�W�����V�K�D�U�L�Q�J���H�[�S�H�U�L�H�Q�F�H�V���R�I���D�Q�G���R�S�L�Q�L�R�Q�V���R�Q��
�K�H�D�O�W�K�� �V�H�U�Y�L�F�H�V�� �K�D�Y�H�� �³�V�N�\�U�R�F�N�H�W�H�G�´�� �L�Q�� �W�K�H�� �I�R�U�P�� �R�I�� �U�H�Y�L�H�Z�V���� �E�O�R�J�V�� �D�Q�G�� �F�R�P�P�H�Q�W�V����
�3�D�W�L�H�Q�W�� �R�Q�O�L�Q�H�� �U�H�S�R�U�W�V�� ���3�2�5���� �D�Q�G�� �S�D�W�L�H�Q�W�� �U�H�S�R�U�W�� �Z�H�E�V�L�W�H�V�� ���3�5�:���� �D�O�O�R�Z�� �X�V�H�U�V�� �W�R��
�U�H�Y�L�H�Z���W�K�H�L�U���R�U���R�W�K�H�U�V���K�H�D�O�W�K���F�D�U�H���H�Q�F�R�X�Q�W�H�U�V���I�U�H�H�O�\���D�Q�G���D�Q�R�Q�\�P�R�X�V�O�\���L�Q���W�K�H���I�R�U�P���R�I��
�T�X�D�Q�W�L�W�D�W�L�Y�H�� �U�D�W�L�Q�J�V�� �D�Q�G���R�U�� �W�H�[�W�X�D�O���I�H�H�G�E�D�F�N�V�� �>5�@���� �$�Q�D�O�\�V�L�V�� �R�I�� �Q�R�Q-�V�W�U�X�F�W�X�U�H�G���W�H�[�W�V��
�D�Q�G���U�H�Y�L�H�Z�V���F�D�Q���F�R�Q�W�U�L�E�X�W�H���W�R���W�K�H���L�P�S�U�R�Y�H�P�H�Q�W���R�I���K�H�D�O�W�K�F�D�U�H���T�X�D�O�L�W�\���D�Q�G���D�G�Y�D�Q�F�H��
�L�Q�� �S�H�U�V�R�Q-cente�U�H�G�� �P�H�D�V�X�U�H�V�� �>6�@���� �2�Q�O�L�Q�H�� �U�H�Y�L�H�Z�V�� �D�Q�G�� �F�R�P�P�H�Q�W�V�� �F�R�X�O�G�� �D�I�I�H�F�W�� �W�K�H��
�D�W�W�L�W�X�G�H�V�� �D�Q�G�� �S�H�U�F�H�S�W�L�R�Q�V�� �R�I�� �R�W�K�H�U�� �X�V�H�U�V�� �D�Q�G�� �L�Q�I�O�X�H�Q�F�H�� �W�K�H�� �G�H�F�L�V�L�R�Q�� �P�D�N�L�Q�J�� �R�I��
�S�D�W�L�H�Q�W�V�� �>7�@�� �Z�K�H�Q�� �V�H�O�H�F�W�L�Q�J�� �S�K�\�V�L�F�L�D�Q�� �D�Q�G�� �K�H�D�O�W�K�F�D�U�H�� �V�H�U�Y�L�F�H�V���� �$�F�F�R�U�G�L�Q�J�� �W�R�� �D��
�+�X�Q�J�D�U�L�D�Q���V�W�X�G�\�����D�W���O�H�D�V�W�����������R�I���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V���F�K�R�V�H�Q���D���S�K�\�V�L�F�L�D�Q���E�D�V�H�G���R�Q���R�Q�O�L�Q�H��
�L�Q�I�R�U�P�D�W�L�R�Q���D�Q�G�����������R�I���W�K�H�P���U�H�J�X�O�D�U�O�\���V�H�H�N���P�H�G�L�F�D�O���L�Q�I�R�U�P�D�W�L�R�Q���R�Q�O�L�Q�H���>���@�����Z�K�L�F�K��
�Q�X�P�E�H�U���L�V���L�Q�F�U�H�D�V�L�Q�J����

�2�U�J�D�Q�L�]�D�W�L�R�Q�V���L�Q�F�U�H�D�V�L�Q�J�O�\���F�R�O�O�H�F�W���D�Q�G���D�Q�D�O�\�]�H���R�Q�O�L�Q�H���G�D�W�D���D�Q�R�Q�\�P�R�X�V�O�\���Z�L�W�K���$�3�,�V��
�D�Q�G�� �Z�H�E�� �V�F�U�D�S�L�Q�J�� �W�H�F�K�Q�L�T�X�H�V���� �,�Q�� �W�K�H�� �8�6�$���� �V�H�Y�H�U�D�O�� �R�U�J�D�Q�L�]�D�W�L�R�Q�V���R�S�H�U�D�W�H�� �Z�H�E��
�D�S�S�O�L�F�D�W�L�R�Q�V�� ���5�D�W�H�0�'���� �+�H�D�O�W�K�J�U�D�G�H�V���� �<�H�O�S���� �W�R�� �F�R�O�O�H�F�W�� �D�Q�G�� �D�Q�D�O�\�]�H�� �S�D�W�L�H�Q�W�V�¶��
�T�X�D�Q�W�L�W�D�W�L�Y�H���U�D�W�L�Q�J�V���D�Q�G���T�X�D�O�L�W�D�W�L�Y�H���W�H�[�W�X�D�O���I�H�H�G�E�D�F�N�V���G�H�V�F�U�L�E�L�Q�J���W�K�H���U�H�F�H�L�Y�H�G���F�D�U�H��
�L�Q���D���F�H�U�W�D�L�Q���K�R�V�S�L�W�D�O���D�Q�G���G�H�S�D�U�W�P�H�Q�W�����7�K�H���%�U�L�W�L�V�K���1�D�W�L�R�Q�D�O���+�H�D�O�W�K�� �&�K�R�L�F�H�V�����1�+�6����
�P�D�L�Q�W�D�L�Q�V���D�Q���R�Q�O�L�Q�H���S�R�U�W�D�O���I�R�U���Z�U�L�W�L�Q�J���Q�D�U�U�D�W�L�Y�H���I�H�H�G�E�D�F�N�V���>���@�����,�Q���+�X�Q�J�D�U�\�����V�W�X�G�L�H�V��
�P�R�V�W�O�\�� �X�V�H�G�� �V�X�F�K�� �V�X�U�Y�H�\�� �P�H�W�K�R�G�V�� �W�R�� �D�V�V�H�V�V���S�D�W�L�H�Q�W�V�¶���H�[�S�H�U�L�H�Q�F�H�V�� �>4�@�����6�W�X�G�L�H�V��
�V�X�J�J�H�V�W�V���D�Q���D�V�V�R�F�L�D�W�L�R�Q���E�H�W�Z�H�H�Q���S�R�V�L�W�L�Y�H���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���Z�L�W�K���O�H�V�V���I�U�H�T�X�H�Q�W���X�V�H��
�R�I�� �V�H�F�R�Q�G�D�U�\�� �D�Q�G�� �W�H�U�W�L�D�U�\�� �F�D�U�H�� ���H���J������ �K�R�V�S�L�W�D�O�� �D�G�P�L�V�V�L�R�Q�� �D�Q�G�� �U�H�D�G�P�L�V�V�L�R�Q����
�F�R�Q�V�X�O�W�D�W�L�R�Q�V�����>��0�@�����,�P�S�U�R�Y�H�G���D�G�K�H�U�H�Q�F�H�����O�R�Z�H�U���P�R�U�W�D�O�L�W�\�����O�R�Z�H�U���U�H�D�G�P�L�V�V�L�R�Q���U�D�W�H�V��
�D�Q�G���V�K�R�U�W�H�U�� �L�Q�S�D�W�L�H�Q�W���V�W�D�\�V�� �F�K�D�U�D�F�W�H�U�L�]�H�V�� �K�R�V�S�L�W�D�O�V�� �Z�L�W�K�� �K�L�J�K�H�U���S�D�W�L�H�Q�W�� �V�D�W�L�V�I�D�F�W�L�R�Q��
�V�F�R�U�H�V���>6�@����
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�$�O�W�K�R�X�J�K���W�K�H���D�S�S�O�L�F�D�W�L�R�Q���R�I���T�X�D�Q�W�L�W�D�W�L�Y�H���P�H�W�K�R�G�V���L�V���G�R�P�L�Q�D�Q�W���L�Q���P�H�D�V�X�U�L�Q�J���S�D�W�L�H�Q�W��
�V�D�W�L�V�I�D�F�W�L�R�Q�� �D�Q�G�� �H�[�S�H�U�L�H�Q�F�H�V���� �W�K�H�V�H�� �P�H�W�K�R�G�V�� �D�U�H�� �Q�H�F�H�V�V�D�U�L�O�\�� �O�L�P�L�W�H�G�� �G�X�H�� �W�R��
�L�Q�I�R�U�P�D�W�L�R�Q���O�R�V�V���D�Q�G���O�H�V�V���L�Q�W�H�O�O�L�J�L�E�O�H���D�Q�G���S�U�D�F�W�L�F�D�O���W�R���K�H�D�O�W�K�F�D�U�H���S�H�U�V�R�Q�D�O�����*�D�O�O�D�Q���H�W��
�D�O�������������������F�R�Q�F�O�X�G�H�G���G�L�V�F�U�H�S�D�Q�F�\���E�H�W�Z�H�H�Q���U�D�W�L�Q�J�V���D�Q�G���F�R�P�P�H�Q�W�V�����L���H�������K�L�J�K�O�L�J�K�W�L�Q�J��
�W�K�H�� �S�R�V�V�L�E�O�H�� �F�R�Q�W�U�D�V�W�� �E�H�W�Z�H�H�Q�� �V�X�U�Y�H�\�� �V�F�R�U�H�V�� �D�Q�G�� �W�H�[�W�X�D�O�� �I�H�H�G�E�D�F�N�V���>��1�@���� �7�H�[�W��
�D�Q�D�O�\�V�L�V�� �D�O�O�R�Z�� �D�� �P�R�U�H�� �G�H�W�D�L�O�H�G�� �D�Q�G�� �I�L�Q�H-�J�U�D�L�Q�H�G�� �S�U�R�F�H�V�V�L�Q�J�� �E�X�W�� �U�H�T�X�L�U�H�V�� �P�R�U�H��
�F�R�P�S�O�L�F�D�W�H�G�� �W�H�F�K�Q�L�T�X�H�V���� �0�D�Q�X�D�O�� �F�R�Q�W�H�Q�W�� �D�Q�D�O�\�V�L�V�� �D�Q�G�� �D�Q�Q�R�W�D�W�L�R�Q�� �K�D�V�� �E�H�H�Q�� �W�K�H��
�V�W�D�Q�G�D�U�G�� �Z�D�\�� �W�R���D�Q�D�O�\�]�H���Q�D�U�U�D�W�L�Y�H�V�� �L�Q�� �D�Q�\�� �G�R�P�D�L�Q���>���@�� �>12�@�� �>13�@���� �E�X�W�� �S�U�D�F�W�L�F�D�O�O�\��
�L�P�S�R�V�V�L�E�O�H���W�R���H�[�W�U�D�F�W���L�Q�I�R�U�P�D�W�L�R�Q���I�U�R�P���O�D�U�J�H���T�X�D�Q�W�L�W�L�H�V���R�I���W�H�[�W�����,�Q���W�K�H���S�D�V�W���G�H�F�D�G�H�V����
�S�U�R�J�U�H�V�V�L�R�Q�� �L�Q�� �1�D�W�X�U�D�O�� �/�D�Q�J�X�D�J�H�� �3�U�R�F�H�V�V�L�Q�J�� ���1�/�3���� �P�D�G�H�� �W�K�H�� �D�Q�D�O�\�V�L�V�� �R�I�� �O�D�U�J�H��
�Y�R�O�X�P�H�V���R�I���W�H�[�W���Q�R�W���R�Q�O�\���S�R�V�V�L�E�O�H���E�X�W���V�F�D�O�D�E�O�H���D�Q�G���S�U�R�Y�H�G���W�R���E�H���D�Q���D�O�W�H�U�Q�D�W�L�Y�H���W�R���E�H��
�X�V�H�G�� �I�R�U�� �L�Q�I�R�U�P�D�W�L�R�Q�� �H�[�W�U�D�F�W�L�R�Q�� �D�Q�G�� �L�G�H�Q�W�L�I�\�L�Q�J�� �Y�D�O�X�D�E�O�H�� �S�D�W�W�H�U�Q�V�� �I�U�R�P�� �Q�R�Q-
�V�W�U�X�F�W�X�U�H�G���W�H�[�W�V����

1.1 Related Work 

�$�S�S�O�L�F�D�W�L�R�Q�V���R�I���0�D�F�K�L�Q�H���/�H�D�U�Q�L�Q�J�����0�/�����D�Q�G���1�D�W�X�U�D�O���/�D�Q�J�X�D�J�H���3�U�R�F�H�V�V�L�Q�J�����1�/�3����
�W�R���G�D�W�D���U�H�O�D�W�H�G���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���I�D�F�H���V�H�Y�H�U�D�O���F�K�D�O�O�H�Q�J�H�V�����I�R�U���L�Q�V�W�D�Q�F�H���W�K�H���Y�R�O�X�P�H����
�W�\�S�H���R�I���F�R�U�S�X�V�����F�O�D�V�V�L�I�L�F�D�W�L�R�Q���P�R�G�H�O�V���X�V�H�G���D�Q�G���R�Y�H�U�I�L�W�W�L�Q�J���>14�@�����*�U�H�D�Y�H�V���H�W���D�O�����>15�@��
�X�W�L�O�L�]�H�G�� �V�H�Q�W�L�P�H�Q�W�� �D�Q�D�O�\�V�L�V�� �D�Q�G�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J�� �W�R�� �F�O�D�V�V�L�I�\�� �S�D�W�L�H�Q�W�V�¶�� �F�R�P�P�H�Q�W�V����
�D�Q�G�� �0�/�� �D�O�J�R�U�L�W�K�P�V�� �W�R�� �S�U�H�G�L�F�W�� �G�L�I�I�H�U�H�Q�W�� �F�D�W�H�J�R�U�L�H�V���� �V�X�F�K�� �D�V�� �K�R�V�S�L�W�D�O�� �F�O�H�D�Q�O�L�Q�H�V�V����
�Z�K�H�W�K�H�U���S�D�W�L�H�Q�W�V�� �Z�H�U�H���W�U�H�D�W�H�G���Z�L�W�K���U�H�V�S�H�F�W�����D�Q�G���K�R�V�S�L�W�D�O���U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�����'�R�L�Q�J-
�+�D�U�U�L�V�� �H�W�� �D�O���� �>16�@�� �H�[�W�U�D�F�W�H�G�� �O�D�W�H�Q�W�� �W�R�S�L�F�V�� �L�Q�� �S�D�W�L�H�Q�W�� �F�R�P�P�H�Q�W�V�� �D�E�R�X�W�� �K�H�D�O�W�K�� �F�D�U�H��
�V�H�U�Y�L�F�H�V�� �X�V�L�Q�J�� �D�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J�� �E�D�V�H�G�� �D�S�S�U�R�D�F�K���� �$�P�R�Q�J�� �R�W�K�H�U�V�����W�K�H�L�U�� �P�R�V�W��
�I�U�H�T�X�H�Q�W���F�D�W�H�J�R�U�L�H�V���Z�H�U�H���U�H�O�D�W�H�G���W�R���D�S�S�R�L�Q�W�P�H�Q�W���D�F�F�H�V�V�����H�P�S�D�W�K�\�����D�Q�G���H�[�S�O�D�Q�D�W�L�R�Q����
� /� L� � � H� W� � � D� O� �� � � >5�@�� �G�H�Y�H�O�R�S�H�G�� �D�� �W�D�[�R�Q�R�P�\�� �I�R�U���S�K�\�V�L�F�L�D�Q�� �U�H�Y�L�H�Z�V���L�Q�F�O�X�G�L�Q�J�� ���� �G�R�P�D�L�Q�V��
�U�H�O�D�W�H�G�� �W�R�� �S�K�\�V�L�F�L�D�Q�V���� �S�D�W�L�H�Q�W�V�� �D�Q�G�� �V�\�V�W�H�P�V�� �D�V�� �Z�H�O�O�� �D�V�� ���� �V�X�E�F�D�W�H�J�R�U�L�H�V���� �$�� �P�L�[�H�G-
�P�H�W�K�R�G���D�S�S�U�R�D�F�K���Z�D�V���X�V�H�G���L�Q�F�O�X�G�L�Q�J���O�L�W�H�U�D�W�X�U�H���U�H�Y�L�H�Z�����K�X�P�D�Q���D�Q�Q�R�W�D�W�L�R�Q�����D�Q�G���W�R�S�L�F��
�P�R�G�H�O�L�Q�J����

�,�Q���������������D���V�\�V�W�H�P�D�W�L�F���U�H�Y�L�H�Z���V�X�P�P�D�U�L�]�H�G���V�W�X�G�L�H�V���W�K�D�W���D�S�S�O�L�H�G���0�/���D�Q�G���1�/�3���P�R�G�H�O�V��
�W�R�� �S�D�W�L�H�Q�W�� �H�[�S�H�U�L�H�Q�F�H�� �W�R�� �L�G�H�Q�W�L�I�\�� �S�D�W�W�H�U�Q�V�� �I�U�R�P�� �Q�R�Q-�V�W�U�X�F�W�X�U�H�G�� �W�H�[�W�V�� �>��2�@���� �6�W�X�G�L�H�V��
�Z�H�U�H�� �F�D�W�H�J�R�U�L�]�H�G�� �E�D�V�H�G���R�Q�� �V�X�S�H�U�Y�L�V�H�G���� �X�Q�V�X�S�H�U�Y�L�V�H�G���� �V�H�P�L-�V�X�S�H�U�Y�L�V�H�G���� �U�X�O�H-�E�D�V�H�G��
�R�U�� �G�L�F�W�L�R�Q�D�U�\-�E�D�V�H�G�� �D�S�S�U�R�D�F�K�H�V���� �$�V�� �W�K�H�� �V�W�X�G�\�� �K�L�J�K�O�L�J�K�W�H�G���� �D�� �F�R�P�P�R�Q�� �P�H�W�K�R�G��
�X�W�L�O�L�]�H�G���L�V���V�H�Q�W�L�P�H�Q�W���D�Q�D�O�\�V�L�V�����Z�K�L�F�K���L�V���X�V�H�G���W�R���G�H�W�H�F�W���H�P�R�W�L�R�Q�D�O���Y�D�O�H�Q�F�H���H�[�S�U�H�V�V�H�G��
�E�\���W�K�H���Z�U�L�W�H�U���L�Q���W�K�H���W�H�[�W�����F�O�D�V�V�L�I�\�L�Q�J���W�H�[�W�V���L�Q�W�R���Q�H�J�D�W�L�Y�H�����S�R�V�L�W�L�Y�H���R�U���Q�H�X�W�U�D�O���F�D�W�H�J�R�U�\����
�$�O�O�� �V�W�X�G�L�H�V�� �Z�L�W�K�� �X�Q�V�X�S�H�U�Y�L�V�H�G�� �D�S�S�U�R�D�F�K�H�V�� ���Q� ������ �X�V�H�G�� �W�R�S�L�F�� �P�R�G�H�O�L�Q�J���� �L���H������ �W�R��
�G�L�V�F�R�Y�H�U���O�D�W�H�Q�W���V�H�P�D�Q�W�L�F���V�W�U�X�F�W�X�U�H���D�Q�G���D�X�W�R�P�D�W�L�F�D�O�O�\���L�G�H�Q�W�L�I�\���W�R�S�L�F�V���L�Q���D���F�R�O�O�H�F�W�L�R�Q��
�R�I���G�R�F�X�P�H�Q�W�V���D�Q�G���W�H�[�W�V�����'�L�I�I�H�U�H�Q�W���D�O�J�R�U�L�W�K�P�V���F�D�Q���E�H���X�V�H�G���W�R���U�H�F�R�J�Q�L�]�H���S�D�W�W�H�U�Q�V���D�Q�G��
�J�L�Y�H�� �Q�H�Z�� �L�Q�V�L�J�K�W�V�� �Z�L�W�K�L�Q�� �G�D�W�D���� �+�R�Z�H�Y�H�U���� �P�R�V�W�� �V�W�X�G�L�H�V�� �U�H�O�L�H�G�� �R�Q�� �/�D�W�H�Q�W�� �'�L�U�L�F�K�O�H�W��
�$�O�O�R�F�D�W�L�R�Q�����/�'�$�����D�O�J�R�U�L�W�K�P���I�R�U���W�R�S�L�F���P�R�G�H�O�L�Q�J�����Z�K�L�F�K��–���D�F�F�R�U�G�L�Q�J���W�R���$�Q�J�H�O�R�Y���>17�@��
�Å���K�D�V�� �V�H�Y�H�U�D�O�� �G�L�V�D�G�Y�D�Q�W�D�J�H�V�� �L�Q�F�O�X�G�L�Q�J�� �W�K�H�� �Q�H�H�G�� �W�R�� �G�H�I�L�Q�H�� �W�K�H�� �Q�X�P�E�H�U�� �R�I�� �W�R�S�L�F�V�� �D��
�S�U�L�R�U�L�� �D�Q�G�� �G�L�V�U�H�J�D�U�G�L�Q�J�� �Z�R�U�G�� �V�H�P�D�Q�W�L�F�V���� �:�H�� �I�L�Q�G�� �R�Q�H�� �V�W�X�G�\���� �Z�K�H�U�H�� �F�R�Q�W�H�[�W�X�D�O��
�L�Q�I�R�U�P�D�W�L�R�Q���I�U�R�P���F�O�L�Q�L�F�D�O���W�H�[�W�V���R�I���S�D�W�L�H�Q�W�V���Å���V�X�F�K���D�V���G�L�V�H�D�V�H���V�H�Y�H�U�L�W�\�����W�L�P�H���D�Q�G���R�Q�V�H�W��
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�Å���Z�H�U�H���H�[�W�U�D�F�W�H�G���E�\���X�V�L�Q�J�� �V�W�D�W�H-�R�I-the-�D�U�W���%�(�5�7���H�P�E�H�G�G�L�Q�J�V�����7�K�H�L�U���H�[�S�H�U�L�P�H�Q�W�D�O��
�U�H�V�X�O�W���D�F�K�L�H�Y�H�G���K�L�J�K�H�U���D�F�F�X�U�D�F�\���U�D�W�H���W�K�D�Q���Z�L�W�K���:�R�U�G���Y�H�F���P�R�G�H�O���>�����@����

� $� F� F� R� U� G� L� Q� J� � � W� R� � � R� X� U� � � N� Q� R� Z� O� H� G� J� H� �� � � W� K� L� V� � � L� V� � � W� K� H� � � I� L� U� V� W� � � V� W� X� G� \� � � L� Q� � � +� X�Q�J�D�U�\�� �W�K�D�W�� �I�R�F�X�V�H�V�� �R�Q��
�D�Q�D�O�\�]�L�Q�J���Q�D�U�U�D�W�L�Y�H���S�D�W�L�H�Q�W�V�¶���H�[�S�H�U�L�H�Q�F�H�V���D�V���Z�H�O�O���D�V���U�H�D�F�W�L�R�Q�V���W�R���W�K�H�V�H���H�[�S�H�U�L�H�Q�F�H�V��
�E�\���R�W�K�H�U���U�H�D�G�H�U�V����

1.2 Objective 

�:�H���K�\�S�R�W�K�H�V�L�]�H�G���W�K�D�W���Q�R�Q-�V�W�U�X�F�W�X�U�H�G���E�O�R�J�V���D�Q�G���X�V�H�U�V�¶���U�H�V�S�R�Q�V�H�V���W�R���W�K�H�P���L�Q���W�K�H���I�R�U�P��
�R�I���F�R�P�P�H�Q�W�V���S�U�R�Y�L�G�H���P�H�D�Q�L�Q�J�I�X�O���L�Q�I�R�U�P�D�W�L�R�Q���R�Q���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V�����Z�K�L�F�K���F�D�Q���E�H��
�H�[�W�U�D�F�W�H�G�� �E�\�� �1�/�3�� �W�H�F�K�Q�L�T�X�H�V���� �J�H�W�W�L�Q�J�� �L�Q�V�L�J�K�W�� �I�U�R�P�� �S�D�W�L�H�Q�W�V�¶�� �D�Q�G�� �X�V�H�U�V�¶�� �W�H�[�W�V������
�7�K�H�� �D�L�P�� �R�I�� �W�K�H�� �V�W�X�G�\�� �Z�D�V�� �W�R�� �L�G�H�Q�W�L�I�\�� �S�D�W�W�H�U�Q�V�� �D�Q�G�� �W�R�S�L�F�V���L�Q�� �Q�R�Q-�V�R�O�L�F�L�W�H�G�� �S�D�W�L�H�Q�W��
�H�[�S�H�U�L�H�Q�F�H�V�� �D�E�R�X�W�� �+�X�Q�J�D�U�L�D�Q�� �K�H�D�O�W�K�F�D�U�H�� �V�\�V�W�H�P�� �S�R�V�W�H�G�� �W�R�� �D�Q�� �R�Q�O�L�Q�H�� �I�R�U�X�P����
�)�X�U�W�K�H�U�P�R�U�H���� �U�H�D�G�H�U�V�¶�� �F�R�P�P�H�Q�W�V�� �R�Q�� �W�K�H�� �V�S�R�Q�W�D�Q�H�R�X�V�� �Q�D�U�U�D�W�L�Y�H�� �H�[�S�H�U�L�H�Q�F�H�V�� �Z�H�U�H��
�H�[�D�P�L�Q�H�G���W�R���X�Q�G�H�U�V�W�D�Q�G���W�K�H���L�Q�W�H�U�D�F�W�L�R�Q�V���L�Q���W�K�H���F�R�P�P�H�Q�W���V�H�F�W�L�R�Q�����7�R���H�Q�F�R�G�H���W�K�H���W�H�[�W��
�R�I���W�K�H���F�R�P�P�H�Q�W�V�����W�Z�R���V�W�D�W�H-�R�I-the-�D�U�W���F�R�Q�W�H�[�W�X�D�O�L�]�H�G���%�(�5�7���P�R�G�H�O�V�� �Z�H�U�H���D�S�S�O�L�H�G����
�D�Q�G���X�Q�V�X�S�H�U�Y�L�V�H�G�� �P�D�F�K�L�Q�H�� �O�H�D�U�Q�L�Q�J�� �D�O�J�R�U�L�W�K�P�� �Z�H�U�H�� �X�W�L�O�L�]�H�G�� �W�R�� �F�O�X�V�W�H�U�� �W�K�H�� �U�H�V�X�O�W�V����
�$�G�G�L�W�L�R�Q�D�O�O�\���� �V�H�Q�W�L�P�H�Q�W�� �D�Q�D�O�\�V�L�V�����Z�L�W�K���D���I�L�Q�H-�W�X�Q�H�G�� �%�(�5�7�� �P�R�G�H�O�����Z�D�V�� �X�V�H�G�� �W�R��
�F�D�W�H�J�R�U�L�]�H���W�K�H���Y�D�O�H�Q�F�H�����S�R�V�L�W�L�Y�H�����Q�H�J�D�W�L�Y�H�����D�Q�G���Q�H�X�W�U�D�O�����R�I���Q�R�Q-�V�W�U�X�F�W�X�U�H�G���W�H�[�W�V����

2 Methods 

2.1 Data Source 

�'�D�W�D�� �Z�H�U�H�� �H�[�W�U�D�F�W�H�G�� �I�U�R�P�� �D�Q�� �R�Q�O�L�Q�H�� �I�R�U�X�P�� ���K�W�W�S�V�������S�U�D�[�L�V���E�O�R�J���K�X������ �G�H�G�L�F�D�W�H�G�� �W�R��
�V�K�D�U�L�Q�J���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���L�Q���+�X�Q�J�D�U�L�D�Q���K�H�D�O�W�K���F�D�U�H�����7�K�H���Q�R�Q-�L�Q�V�W�L�W�X�W�L�R�Q�D�O���Z�H�E�V�L�W�H��
�Z�D�V���H�V�W�D�E�O�L�V�K�H�G���L�Q���������������D�Q�G���W�K�H���G�D�L�O�\���Q�X�P�E�H�U���R�I���Y�L�V�L�W�R�U�V���U�D�Q�J�H�V���I�U�R�P�������������W�R��������������
�6�S�R�Q�W�D�Q�H�R�X�V���G�H�V�F�U�L�S�W�L�R�Q�V���R�I���K�H�D�O�W�K���F�D�U�H���H�Q�F�R�X�Q�W�H�U�V���H�P�D�L�O�H�G���W�R���W�K�H���V�W�D�I�I���E�\���S�D�W�L�H�Q�W�V����
�R�U�� �W�K�H�L�U�� �U�H�O�D�W�L�Y�H�V�� �D�U�H�� �S�R�V�W�H�G�� �Z�L�W�K�R�X�W�� �H�G�L�W�L�Q�J�� �D�Q�R�Q�\�P�R�X�V�O�\�� �L�Q�� �W�K�H�� �I�R�U�P�� �R�I�� �E�O�R�J�V����
�&�R�Q�W�H�Q�W�V�� �R�Q�� �W�K�H�� �Z�H�E�V�L�W�H�� �D�U�H�� �R�U�J�D�Q�L�]�H�G�� �E�\�� �Z�H�H�N�� �D�Q�G�� �\�H�D�U���� �$�Q�\�R�Q�H���F�D�Q�� �F�R�P�P�H�Q�W��
�X�Q�G�H�U���H�D�F�K���S�R�V�W���D�Q�G���D�Q�V�Z�H�U���W�R���D���F�R�P�P�H�Q�W�����%�O�R�J�V���D�Q�G���F�R�P�P�H�Q�W�V���G�R���Q�R�W���K�D�Y�H���Z�R�U�G��
�O�L�P�L�W�V�����%�O�R�J�V���D�U�H���X�S�O�R�D�G�H�G���Y�R�O�X�Q�W�D�U�L�O�\���D�Q�G���D�Q�R�Q�\�P�R�X�V�O�\���V�R���W�K�D�W���W�K�H���L�G�H�Q�W�L�W�\���R�I���W�K�H��
�Z�U�L�W�H�U���R�U���S�H�U�V�R�Q�V���G�H�S�L�F�W�H�G���L�Q���W�K�H���E�O�R�J���F�D�Q�Q�R�W���E�H���H�V�W�D�E�O�L�V�K�H�G�����$�S�S�U�R�Y�D�O���D�Q�G���L�Q�I�R�U�P�H�G��
�F�R�Q�V�H�Q�W���Z�H�U�H���Q�R�W���Q�H�F�H�V�V�D�U�\���D�V��t�K�H�� �Z�H�E�V�L�W�H���I�U�R�P�� �Z�K�L�F�K���E�O�R�J�V�� �Z�H�U�H���G�R�Z�Q�O�R�D�G�H�G���L�V��
�D�F�F�H�V�V�L�E�O�H�� �W�R�� �D�Q�\�R�Q�H�� �D�Q�G�� �F�D�Q�� �E�H�� �I�U�H�H�O�\�� �X�V�H�G�� �I�R�U�� �Q�R�Q-�F�R�P�P�H�U�F�L�D�O�� �S�X�U�S�R�V�H�V�� �E�\��
�U�H�I�H�U�H�Q�F�L�Q�J���W�K�H���V�R�X�U�F�H���D�F�F�R�U�G�L�Q�J���W�R���W�K�H���&�U�H�D�W�L�Y�H���&�R�P�P�R�Q�V��License���R�I���+�X�Q�J�D�U�\�����&�&��
�%�<-�1�&-�1�'�����������+�8�����>�����@����

�2�X�U�� �U�H�V�H�D�U�F�K�� �I�R�F�X�V�H�V�� �R�Q�� �W�K�H�� �E�O�R�J�V�� �D�Q�G���F�R�P�P�H�Q�W�V���� �Z�L�W�K�� �D�� �W�R�W�D�O���R�I�� ���������� �E�O�R�J�V�� �D�Q�G��
���������������� �F�R�P�P�H�Q�W�V�� �R�Q�� �S�D�W�L�H�Q�W�� �H�[�S�H�U�L�H�Q�F�H�V�� �S�R�V�W�H�G�� �E�H�W�Z�H�H�Q�� ���������� �D�Q�G�� ������������ �'�D�W�D��
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�Z�H�U�H�� �H�[�W�U�D�F�W�H�G�� �E�\�� �D�� �:�H�E�� �F�U�D�Z�O�H�U���� �D�Q�G�� �Z�H�� �G�H�O�H�W�H�G�� �D�Q�\�� �L�Q�I�R�U�P�D�W�L�R�Q�� �R�Q���S�H�U�V�R�Q�D�O��
�L�G�H�Q�W�L�W�\�� �R�U�� �V�H�Q�V�L�W�L�Y�H�� �G�D�W�D���� �7�K�H�� �I�L�Q�D�O�� �F�O�H�D�Q�H�G�� �G�D�W�D�V�H�W�� �F�R�P�S�U�L�V�H�V�� ���������� �E�O�R�J�V�� �D�Q�G��
���������������F�R�P�P�H�Q�W�V����

2.2 Data Analysis 

�:�R�U�G���H�P�E�H�G�G�L�Q�J�V���Z�H�U�H���X�V�H�G���W�R���F�R�Q�Y�H�U�W���F�R�P�P�H�Q�W�V���L�Q�W�R���Q�X�P�H�U�L�F�D�O���G�D�W�D�����7�K�H�V�H���D�U�H��
�Y�H�F�W�R�U���U�H�S�U�H�V�H�Q�W�D�W�L�R�Q���R�I���Z�R�U�G�V���L�Q���D���W�H�[�W�����F�D�S�W�X�U�L�Q�J���F�R�Q�W�H�[�W�X�D�O���K�L�H�U�D�U�F�K�\�����)�U�R�P���W�K�D�W����
�V�L�P�L�O�D�U�L�W�\���P�H�W�U�L�F�V���F�D�Q���E�H���F�D�O�F�X�O�D�W�H�G���X�V�L�Q�J���G�L�V�W�D�Q�F�H���P�H�D�V�X�U�H�V�����H���J�������F�R�V�L�Q�H���G�L�V�W�D�Q�F�H������
�'�H�H�S���O�H�D�U�Q�L�Q�J���P�R�G�H�O�V�����V�X�F�K���D�V���:�R�U�G���9�H�F���D�U�H���R�I�W�H�Q���X�V�H�G���I�R�U���H�[�W�U�D�F�W�L�Q�J���I�H�D�W�X�U�H�V���D�Q�G��
�F�D�S�W�X�U�L�Q�J���F�R�Q�W�H�[�W���I�U�R�P���F�R�U�S�X�V�����E�X�W���S�U�R�E�O�H�P�V���P�D�\���D�U�L�V�H���L�Q���D���K�L�J�K�O�\���V�S�H�F�L�I�L�F���F�R�Q�W�H�[�W����
�%�L�G�L�U�H�F�W�L�R�Q�D�O���(�Q�F�R�G�H�U���5�H�S�U�H�V�H�Q�W�D�W�L�R�Q�V���I�U�R�P���7�U�D�Q�V�I�R�U�P�H�U�����%�(�5�7�����>�����@���U�H�V�R�O�Y�H�V���W�K�L�V��
�L�V�V�X�H�� �E�\�� �O�H�D�U�Q�L�Q�J�� �W�K�H�� �F�R�Q�W�H�[�W�X�D�O�� �I�H�D�W�X�U�H�V�� �E�H�W�Z�H�H�Q�� �Z�R�U�G�V���� �H�P�E�H�G�G�L�Q�J�� �L�Q�W�R�� �D��
�F�R�Q�W�L�Q�X�R�X�V���Y�H�F�W�R�U���V�S�D�F�H�����U�H�D�G�L�Q�J���L�Q�S�X�W���W�H�[�W���V�H�T�X�H�Q�W�L�D�O�O�\���I�U�R�P���U�L�J�K�W-�W�R-�O�H�I�W���D�Q�G���O�H�I�W-
�W�R-�U�L�J�K�W�����%�(�5�7���P�R�G�H�O�V���F�D�Q���E�H���Sre-�W�U�D�L�Q�H�G���R�Q���O�D�U�J�H���F�R�U�S�R�U�D���R�I���W�H�[�W���D�Q�G���I�L�Q�H-�W�X�Q�H�G���W�R��
�E�H���X�V�H�G���L�Q���G�L�I�I�H�U�H�Q�W���F�R�Q�W�H�[�W�V����

�2�X�U���V�W�X�G�\���E�X�L�O�G�V���R�Q���W�K�H���S�U�L�R�U���Z�R�U�N���R�I���$�Q�J�H�O�R�Y���>17�@���Z�K�L�F�K���D�S�S�O�L�H�V���V�W�D�W�H-�R�I-the-�D�U�W��
�7�U�D�Q�V�I�R�U�P�H�U�� �E�D�V�H�G�� �Z�R�U�G�� �H�P�E�H�G�G�L�Q�J�V�� �I�R�U�� �W�R�S�L�F�� �P�R�G�H�O�L�Q�J���� �:�H�� �X�V�H�G�� �W�Z�R��
�F�R�Q�W�H�[�W�X�D�O�L�]�H�G���%�(�5�7���H�P�E�H�G�G�L�Q�J�V���W�R���H�Q�F�R�G�H���W�K�H���W�H�[�W���R�I���W�K�H���F�R�P�P�H�Q�W�V�����)�R�U���W�K�H���I�L�U�V�W��
�%�(�5�7���P�R�G�H�O�����Q�D�P�H�O�\���K�X�%�(�5�7�����S�U�H�S�U�R�F�H�V�V�L�Q�J���R�I���W�K�H���L�Q�S�X�W���W�H�[�W���Z�H�U�H���Q�R�W���Q�H�F�H�V�V�D�U�\����
�H�[�F�H�S�W�� �I�R�U�� �W�R�N�H�Q�L�]�D�W�L�R�Q���� �D�V�� �W�K�H�� �P�R�G�H�O�� �Z�D�V�� �W�U�D�L�Q�H�G�� �V�L�P�L�O�D�U�O�\�� �R�Q���D�� ��-�E�L�O�O�L�R�Q-�W�R�N�H�Q��
�+�X�Q�J�D�U�L�D�Q���:�H�E�F�R�U�S�X�V�����������>��0�@�����R�X�W�S�H�U�I�R�U�P�L�Q�J���R�W�K�H�U���%�(�5�7���P�R�G�H�O�V���L�Q���Y�D�U�L�R�X�V���1�/�3��
�W�D�V�N�V���>21�@�����7�K�H���D�U�F�K�L�W�H�F�W�X�U�H���R�I���K�X�%�(�5�7���L�V���W�K�H���V�D�P�H���D�V���%�(�5�7���E�D�V�H���P�R�G�H�O���Z�L�W�K��������
�7�U�D�Q�V�I�R�U�P�H�U���O�D�\�H�U�V���Z�L�W�K���������K�H�D�G�V���D�Q�G�����������K�L�G�G�H�Q���G�L�P�H�Q�V�L�R�Qs���>22�@�����$�G�G�L�W�L�R�Q�D�O�O�\�����D��
�I�L�Q�H-�W�X�Q�H�G���+�,�/-�6�%�(�5�7���P�R�G�H�O���>23�@���Z�D�V���D�O�V�R���D�S�S�O�L�H�G���I�R�U���I�H�D�W�X�U�H���H�[�W�U�D�F�W�L�R�Q���Z�K�L�F�K���L�V��
�E�D�V�H�G���R�Q���6�H�Q�W�H�Q�F�H-�%�(�5�7���>24�@�����D���P�R�G�L�I�L�F�D�W�L�R�Q���R�I���%�(�5�7���P�R�G�H�O���D�L�P�L�Q�J���W�R���D�F�K�L�H�Y�H��
high-�T�X�D�O�L�W�\���V�H�Q�W�H�Q�F�H���H�P�E�H�G�G�L�Q�J�V����

�7�R�� �L�P�S�U�R�Y�H�� �W�K�H�� �U�H�V�X�O�W�V�� �R�I�� �X�Q�V�X�S�H�U�Y�L�V�H�G�� �F�O�X�V�W�H�U�L�Q�J�� �D�O�J�R�U�L�W�K�P�� �X�V�H�G�� �I�R�U�� �W�R�S�L�F��
�L�G�H�Q�W�L�I�L�F�D�W�L�R�Q���� �G�L�P�H�Q�V�L�R�Q�� �R�I�� �W�K�H�� �G�D�W�D�� �Z�D�V���U�H�G�X�F�H�G�� �X�V�L�Q�J�� �W�K�H�� �8�Q�L�I�R�U�P�� �0�D�Q�L�I�R�O�G��
�$�S�S�U�R�[�L�P�D�W�L�R�Q���D�Q�G���3�U�R�M�H�F�W�L�R�Q���I�R�U���'�L�P�H�Q�V�L�R�Q���5�H�G�X�F�W�L�R�Q�����8�0�$�3�����D�O�J�R�U�L�W�K�P���>25�@����
�1�H�[�W�����W�K�H���+�L�H�U�D�U�F�K�L�F�D�O���'�H�Q�V�L�W�\-�%�D�V�H�G���6�S�D�W�L�D�O���&�O�X�V�W�H�U�L�Q�J���R�I���$�S�S�O�L�F�D�W�L�R�Q�V���Z�L�W�K���1�R�L�V�H��
���+�'�%�6�&�$�1���� �D�O�J�R�U�L�W�K�P�� �>26�@���Z�D�V�� �D�S�S�O�L�H�G�� �W�R�� �W�K�H�� �H�Q�F�R�G�H�G�� �O�R�Z�� �G�L�P�H�Q�V�L�R�Q�D�O�� �Y�H�F�W�R�U��
�U�H�S�U�H�V�H�Q�W�D�W�L�R�Q�� �W�R�� �F�D�S�W�X�U�H�� �W�K�H�� �V�W�U�X�F�W�X�U�H�� �R�I�� �W�K�H�� �G�D�W�D�� �D�X�W�R�P�D�W�L�F�D�O�O�\�� �Z�L�W�K�� �W�K�H�� �D�L�P�� �R�I��
�J�U�R�X�S�L�Q�J�� �Z�R�U�G�V�� �W�R�� �I�R�U�P�� �W�R�S�L�F�V���� �+�'�%�6�&�$�1�� �L�V�� �D�� �G�H�Q�V�L�W�\-�E�D�V�H�G�� �K�L�H�U�D�U�F�K�L�F�D�O��
�F�O�X�V�W�H�U�L�Q�J���D�O�J�R�U�L�W�K�P���W�K�D�W���G�R�H�V���Q�R�W���U�H�T�X�L�U�H���S�U�H-�G�H�I�L�Q�H�G���Q�X�P�E�H�U���R�I���F�O�X�V�W�H�U�V���S�U�R�Y�L�G�L�Q�J��
�R�S�W�L�P�D�O���V�R�O�X�W�L�R�Q���I�R�U���W�K�H���U�H�G�X�F�W�L�R�Q���R�I���S�U�R�E�O�H�P�V���Z�L�W�K���Y�H�F�W�R�U���V�S�D�U�V�L�W�\���D�Q�G���F�R�P�S�X�W�D�W�L�R�Q��
�F�R�V�W�V�����0�R�G�H�O�V�� �Z�H�U�H���I�L�Q�H-�W�X�Q�H�G���W�R���K�D�Y�H�������� �Z�R�U�G�V���S�H�U���W�R�S�L�F�����&�O�X�V�W�H�U�H�G���U�H�V�X�O�W�V�� �Z�H�U�H��
�O�H�P�P�D�W�L�]�H�G���� �D�Q�G���V�W�R�S�� �Z�R�U�G�V��and���S�X�Q�F�W�X�D�W�L�R�Q�� �P�D�U�N�V���Z�H�U�H�� �U�H�P�R�Y�H�G�� �I�R�U�� �H�D�V�L�H�U��
�L�Q�W�H�U�S�U�H�W�D�W�L�R�Q�����7�R�S�L�F�V���Z�L�W�K���Q�X�O�O���Z�H�L�J�K�W�V���D�Q�G���G�X�S�O�L�F�D�W�H�G���W�R�S�L�F�V���Z�H�U�H���U�H�P�R�Y�H�G���I�U�R�P��
�W�K�H�� �R�X�W�S�X�W���� �)�R�U�� �L�Q�W�H�U�S�U�H�W�L�Q�J�� �W�K�H�� �F�O�X�V�W�H�U�H�G�� �U�H�V�X�O�W�V���� �F-�7�)-�,�'�)�� ���F�O�D�V�V-�E�D�V�H�G�� �7�)-�,�'�)����
�>27�@���Z�H�U�H���X�V�H�G���I�R�U���D�X�W�R�P�D�W�L�F���W�R�S�L�F���L�G�H�Q�W�L�I�L�F�D�W�L�R�Q�����7�K�H���I�L�Q�D�O���R�X�W�S�X�W���R�I���W�K�H���S�L�S�H�O�L�Q�H�V��
�Z�H�U�H���F�O�X�V�W�H�U�V�����F�R�Q�V�L�V�W�L�Q�J���R�I���������Z�R�U�G�V���S�H�U���F�O�X�V�W�H�U����and���K�X�P�D�Q���L�Q�W�H�U�S�U�H�W�D�W�L�R�Q���Z�D�V���X�V�H�G��
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�W�R�� �D�V�V�L�J�Q�� �O�D�E�H�O�V�� �I�R�U�� �W�K�H�� �W�R�S�L�F�V�� �D�Q�G�� �P�H�U�J�H�G�� �V�R�P�H�� �R�I�� �W�K�H�� �W�R�S�L�F�V���W�R�� �I�R�U�P�� �P�R�U�H��
�L�Q�W�H�U�S�U�H�W�D�E�O�H���F�D�W�H�J�R�U�L�H�V����

�6�H�Q�W�L�P�H�Q�W���D�Q�D�O�\�V�L�V���Z�D�V���X�W�L�O�L�]�H�G���W�R���L�G�H�Q�W�L�I�\���W�K�H���H�P�R�W�L�R�Q�D�O���F�R�Q�W�H�Q�W���R�I���W�K�H���F�R�P�P�H�Q�W�V����
�7�R���I�L�Q�H-�W�X�Q�H���W�K�H���S�Ue-�W�U�D�L�Q�H�G���K�X�%�(�5�7���P�R�G�H�O�����W�K�H���+�X�Q�J�D�U�L�D�Q���7�Z�L�W�W�H�U���G�D�W�D�V�H�W���>�����@��–��
�F�U�H�D�W�H�G���E�\���3�U�H�&�R�J�Q�R�[���>�����@���Å���Z�D�V���X�V�H�G�����7�Z�R���V�X�E�F�R�U�S�R�U�D���Z�H�U�H���F�U�H�D�W�H�G���D�V���G�H�I�L�Q�H�G���L�Q��
�W�K�H���L�Q�W�H�U�Q�D�W�L�R�Q�D�O���E�H�Q�F�K�P�D�U�N���>��0�@���D�Q�G���D�S�S�O�L�H�G���W�R���S�U�H�G�L�F�W���W�K�H���F�O�D�V�V���O�D�E�H�O���R�I���F�R�P�P�H�Q�W�V����

2-class:�����&�O�D�V�V�� �O�D�E�H�O������ �D�Q�G�� ���� �Z�H�U�H�� �F�R�Q�Y�H�U�W�H�G�� �W�R�� �Q�H�J�D�W�L�Y�H���� �F�O�D�V�V������ �D�Q�G�� ���� �W�R��
�S�R�V�L�W�L�Y�H�����L�J�Q�R�U�L�Q�J�������I�R�U���D�P�E�L�J�X�L�W�L�H�V�����7�U�D�L�Q�L�Q�J���F�R�U�S�X�V���������������V�H�J�P�H�Q�W�V����
�7�H�V�W���F�R�U�S�X�V�������������V�H�J�P�H�Q�W�V����

3-class:�����&�O�D�V�V�� �O�D�E�H�O������ �D�Q�G�� ���� �Z�H�U�H�� �F�R�Q�Y�H�U�W�H�G�� �W�R�� �Q�H�J�D�W�L�Y�H���� �F�O�D�V�V������ �D�Q�G�� ���� �W�R��
�S�R�V�L�W�L�Y�H���D�Q�G���F�O�D�V�V�������W�R���Q�H�X�W�U�D�O�����7�U�D�L�Q�L�Q�J���F�R�U�S�X�V�������������V�H�J�P�H�Q�W�V�����7�H�V�W��
�F�R�U�S�X�V�������������V�H�J�P�H�Q�W�V����

5-class: ���&�O�D�V�V�H�V���Z�H�U�H�� �O�D�E�H�O�O�H�G�� �D�V�� �L�Q�� �W�K�H�� �R�U�L�J�L�Q�D�O�� �/�L�N�H�U�W�� �V�F�D�O�H�� �Z�L�W�K�� ���� ���Y�H�U�\��
�Q�H�J�D�W�L�Y�H�����W�R���������Y�H�U�\���S�R�V�L�W�L�Y�H������

�)�L�Q�H-�W�X�Q�L�Q�J���Z�D�V���S�H�U�I�R�U�P�H�G���Z�L�W�K���W�K�H���I�R�O�O�R�Z�L�Q�J���K�\�S�H�U�S�D�U�D�P�H�W�H�U�V�����E�D�W�F�K���V�L�]�H�����������*�3�8��
�������*�H�)�R�U�F�H���*�7�;�����������7�L�������O�H�D�U�Q�L�Q�J���U�D�W�H�������H-�������V�H�T�X�H�Q�F�H���O�H�Q�J�W�K���R�I�����������D�Q�G���������H�S�R�F�K�V��
���P�R�G�H�O�V�� �Z�L�W�K�� �E�H�V�W�� �S�H�U�I�R�U�P�D�Q�F�H�� �Z�H�U�H�� �X�V�H�G������ �7�K�H�� �P�R�G�H�O�� �D�F�K�L�H�Y�H�G�� �D�Q�� �D�F�F�X�U�D�F�\�� �R�I��
���������������I�R�U���W�K�H���E�L�Q�D�U�\�������������������I�R�U���W�K�H����-�F�O�D�V�V���F�R�U�S�X�V���D�Q�G�����������������I�R�U���W�K�H���I�L�Y�H-�F�O�D�V�V��
�Y�D�U�L�D�Q�W����

3 Results 

3.1 Topics Modeling using Patient Experiences 

�$�Q�D�O�\�V�L�V�� �U�H�Y�H�D�O�H�G�� �W�K�D�W�� �W�K�H�� �U�H�V�X�O�W�L�Q�J�� �F�O�X�V�W�H�U�V�� �Z�L�W�K�� �I�L�Q�H-�W�X�Q�H�G�� �%�(�5�7�� �P�R�G�H�O�V�� �I�R�U�P��
�V�H�P�D�Q�W�L�F�D�O�O�\�� �D�G�H�T�X�D�W�H�� �W�R�S�L�F�V���� �7�K�H�� �H�Q�F�R�G�H�G�� �S�D�W�L�H�Q�W�� �H�[�S�H�U�L�H�Q�F�H�V�� �D�Q�D�O�\�]�H�G���E�\�� �W�K�H��
�K�X�%�(�5�7���D�Q�G���+�,�/-�6�%�(�5�7���P�R�G�H�O�V���U�H�V�X�O�W�H�G���L�Q�����������D�Q�G�����������W�R�S�L�F�V�����U�H�V�S�H�F�W�L�Y�H�O�\�����%�R�W�K��
�P�R�G�H�O�V���R�Q�O�\���X�V�H���S�D�U�W���R�I���W�K�H���F�R�U�S�X�V�����������������V�H�Q�W�H�Q�F�H�V���E�\���W�K�H���K�X�%�(�5�7�����D�Q�G���������������E�\��
�+�,�/-�6�%�(�5�7�� �P�R�G�H�O���� �F�O�X�V�W�H�U�L�Q�J�� �W�K�H�� �U�H�V�W�� �D�V�� �Q�R�L�V�H�� ���K�X�%�(�5�7���� �������������� �+�,�/-�6�%�(�5�7����
�����������������'�L�P�H�Q�V�L�R�Q�D�O�L�W�\���U�H�G�X�F�W�L�R�Q���Z�D�V���D�S�S�O�L�H�G���W�R���Y�L�V�X�D�O�L�]�H���W�K�H���F�O�X�V�W�H�U�H�G���U�H�V�X�O�W�V���D�Q�G��
�V�K�R�Z���W�K�H���U�H�S�U�H�V�H�Q�W�D�W�L�R�Q���R�I���F�R�P�P�H�Q�W�V���L�Q���F�R�Q�W�L�Q�X�R�X�V���Y�H�F�W�R�U���V�S�D�F�H����

�1�R���T�X�D�Q�W�L�W�D�W�L�Y�H���P�H�W�U�L�F�V���Z�H�U�H���I�R�X�Q�G���W�R���H�Y�D�O�X�D�W�H���W�K�H���X�Q�V�X�S�H�U�Y�L�V�H�G���P�R�G�H�O�V�����W�K�H�U�H�I�R�U�H����
�U�H�V�X�O�W�V�� �Z�H�U�H�� �L�Q�W�H�U�S�U�H�W�H�G�� �P�D�Q�X�D�O�O�\�����7�K�H�� �R�X�W�F�R�P�H�� �R�I�� �K�X�%�(�5�7�� �P�R�G�H�O�� �K�D�G�� �H�D�V�L�H�U��
�L�Q�W�H�U�S�U�H�W�D�W�L�R�Q�����L���H������ �U�H�V�X�O�W�H�G�� �L�Q�� �P�R�U�H�� �L�Q�W�H�U�S�U�H�W�D�E�O�H�� �D�Q�G�� �V�H�P�D�Q�W�L�F�D�O�O�\�� �P�H�D�Q�L�Q�J�I�X�O��
�F�D�W�H�J�R�U�L�H�V���� �Z�K�L�O�H�� �+�,�/-�6�%�(�5�7�� �P�R�G�H�O�� �K�D�G�� �P�R�U�H�� �Q�R�L�V�H�� �L�Q�� �W�K�H�� �U�H�V�X�O�W�V���� �7�K�H�U�H�I�R�U�H����
�G�X�U�L�Q�J���W�K�H���U�H�V�W���R�I���W�K�H���D�Q�D�O�\�V�L�V���Z�H���X�V�H�G���W�R���W�R�S�L�F�V���L�G�H�Q�W�L�I�L�H�G���E�\���W�K�H���K�X�%�(�5�7���P�R�G�H�O����
�,�U�U�H�O�H�Y�D�Q�W���W�R�S�L�F�V���Z�H�U�H���G�L�V�F�D�U�G�H�G���I�U�R�P���W�K�H�����������W�R�S�L�F�V�����+�X�P�D�Q���L�Q�W�H�U�S�U�H�W�D�W�L�R�Q�V���Z�H�U�H��
�D�S�S�O�L�H�G�� �W�R�� �P�H�U�J�H�� �W�R�S�L�F�V�� �L�Q�W�R�� �K�L�J�K�H�U�� �O�H�Y�H�O�� �F�D�W�H�J�R�U�L�H�V���� �7�R�� �U�H�G�X�F�H�� �E�L�D�V���� �D�X�W�K�R�U�V��
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�Å��159 �Å��

�G�L�V�F�X�V�V�H�G���W�R�S�L�F�V���L�W�H�U�D�W�L�Y�H�O�\�����6�H�Q�W�H�Q�F�H�V���L�Q���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���D�U�H���K�L�J�K�O�\���G�H�S�H�Q�G�H�Q�W��
�W�R�� �W�K�H�� �V�S�H�F�L�I�L�F�� �V�L�W�X�D�W�L�R�Q�� �L�Q�� �K�H�D�O�W�K�F�D�U�H�� �D�Q�G�� �W�R�� �D�G�G�L�W�L�R�Q�D�O�� �W�R�S�L�F�V���L�Q�� �W�K�H�� �S�D�W�L�H�Q�W��
�H�[�S�H�U�L�H�Q�F�H���� �D�V�� �D�� �Q�D�U�U�D�W�L�Y�H�� �F�R�X�O�G�� �F�R�Q�V�L�V�W�� �R�I�� �P�D�Q�\�� �W�R�S�L�F�V���� �&�R�Q�V�L�G�H�U�L�Q�J�� �W�K�H�L�U�� �O�D�U�J�H��
�Q�X�P�E�H�U�����R�Q�O�\���W�K�H���I�L�Y�H���P�R�V�W���Q�R�W�D�E�O�H���F�D�W�H�J�R�U�L�H�V���Z�L�O�O���E�H���G�H�V�F�U�L�E�H�G���E�H�O�R�Z�����D�O�R�Q�J���Z�L�W�K��
�������W�R�S�L�F�V���P�D�U�N�H�G���L�P�S�R�U�W�D�Q�W���E�\���W�K�H���P�R�G�H�O�����V�H�H���7�D�E�O�Hs�������D�Q�G����������

Diagnosis, Symptoms and Illnesses 

�7�K�L�V���F�D�W�H�J�R�U�\���F�R�P�S�U�L�V�H�V���S�D�W�L�H�Q�W�V�¶���R�U���W�K�H�L�U���U�H�O�D�W�L�Y�H�V�¶���S�H�U�F�H�L�Y�H�G���V�\�P�S�W�R�P�V�����L�O�O�Q�H�V�V�H�V��
�D�O�R�Q�J�� �Z�L�W�K�� �W�K�H�L�U�� �G�L�D�J�Q�R�V�L�V���� �6�\�P�S�W�R�P�V�� �Z�H�U�H�� �U�H�O�D�W�H�G���W�R�� �D�F�X�W�H���D�Q�G���F�K�U�R�Q�L�F�� �G�L�V�H�D�V�H�V��
�U�D�Q�J�L�Q�J���I�U�R�P���L�Q�I�O�X�H�Q�]�D���W�R���F�D�Q�F�H�U�����0�X�O�W�L�S�O�H���W�R�S�L�F�V���Z�H�U�H���L�Q�F�O�X�G�H�G���L�Q���W�K�L�V���F�D�W�H�J�R�U�\�����D�V��
�W�K�H�� �P�R�G�H�O�� �U�H�F�R�J�Q�L�]�H�G�� �P�X�O�W�L�S�O�H�� �F�O�D�V�V�L�I�L�F�D�W�L�R�Q�� �R�I�� �G�L�V�H�D�V�H�V���� �7�K�L�V�� �F�D�W�H�J�R�U�\�� �F�D�S�W�X�U�H�G��
�G�H�Q�W�D�O���� �V�S�L�Q�H�� �D�Q�G�� �R�S�K�W�K�D�O�P�L�F�� �S�U�R�E�O�H�P�V���� �V�H�[�X�D�O�O�\�� �W�U�D�Q�V�P�L�W�W�H�G�� �G�L�V�H�D�V�H�V�� �D�Q�G�� �S�O�D�V�W�L�F��
�V�X�U�J�H�U�\�����(�[�S�U�H�V�V�L�R�Q�V���U�H�O�D�W�H�G���W�R���S�D�L�Q�� �P�D�\���L�Q�G�L�F�D�W�H���W�K�H���G�L�I�I�L�F�X�O�W�\���R�I���W�K�H�L�U���F�R�Q�G�L�W�L�R�Q��
�D�Q�G���F�R�S�L�Q�J���Z�L�W�K���S�D�L�Q�����2�Q�H���S�D�W�L�H�Q�W���Z�U�R�W�H���W�K�D�W�����³�«�����S�D�L�Q���Z�D�V���X�Q�E�H�D�U�D�E�O�H�����D�V���W�K�H�\���G�L�G��
�Q�R�W���D�Q�H�V�W�K�H�W�L�]�H���P�H�«�³�����D�Q�R�W�K�H�U���S�D�W�L�H�Q�W���P�H�Q�W�L�R�Q�H�G�����³�7�K�H���G�L�D�J�Q�R�V�L�V���Z�D�V���D���V�X�V�S�L�F�L�R�Q��
�R�I���S�X�U�X�O�H�Q�W���P�H�Q�L�Q�J�L�W�L�V�����S�U�R�E�D�E�O�\���F�R�U�U�H�F�W�O�\�«�´��

Birth and Gynecology 

�(�[�S�H�U�L�H�Q�F�H�V���U�H�O�D�W�H�G���W�R���J�\�Q�H�F�R�O�R�J�\�����F�K�L�O�G�E�L�U�W�K�V���D�Q�G���E�L�U�W�K���Z�H�U�H���Z�H�O�O���G�L�I�I�H�U�H�Q�W�L�D�W�H�G���E�\��
�W�K�H�� �%�(�5�7�� �P�R�G�H�O���� �5�H�F�X�U�U�L�Q�J�� �R�F�F�X�U�U�H�Q�F�H�V�� �R�I�� �W�R�S�L�F�V�� �K�D�V�� �J�U�R�X�Q�G�H�G���W�K�H�� �J�U�R�X�S�L�Q�J�� �R�I��
�W�R�S�L�F�V�� �L�Q�W�R�� �R�Q�H�� �F�D�W�H�J�R�U�\���� �&�D�W�H�J�R�U�\�� �L�Q�F�O�X�G�H�G�� �W�K�H�� �I�R�O�O�R�Z�L�Q�J�� �W�R�S�L�F�V�����J�\�Q�H�F�R�O�R�J�L�F�D�O��
�H�[�D�P�L�Q�D�W�L�R�Q�V���� �F�K�L�O�G�E�L�U�W�K���� �S�U�H�J�Q�D�Q�F�\���� �D�E�R�U�W�L�R�Q���� �L�Q�I�D�Q�W���� �Q�H�Z-�E�R�U�Q���� �Y�D�F�F�L�Q�D�W�L�R�Q�� �D�Q�G��
�S�U�R�W�H�F�W�L�R�Q�����7�K�H�� �P�R�G�H�O�� �D�O�V�R�� �L�G�H�Q�W�L�I�L�H�G�� �W�R�S�L�F�� �U�H�O�D�W�H�G�� �W�R�� �S�R�V�W�S�D�U�W�X�P�� �G�H�S�U�H�V�V�L�R�Q����
�(�[�S�U�H�V�V�L�R�Q�V�� �L�Q�� �W�K�L�V�� �F�D�W�H�J�R�U�\�� �L�Q�F�O�X�G�H�G�� �V�H�Q�W�H�Q�F�H�V�� �O�L�N�H�� ���3�D�U�D�G�R�[�L�F�D�O�O�\���� �S�R�V�W�S�D�U�W�X�P��
�S�H�U�L�R�G���G�R�H�V�Q�
�W���E�U�L�Q�J���K�D�S�S�L�Q�H�V�V���L�Q�W�R���P�R�W�K�H�U�V�
���O�L�Y�H�V�������D�Q�G�����7�K�H���F�K�L�O�G-�E�L�U�W�K���L�W�V�H�O�I���Z�H�Q�W��
�V�P�R�R�W�K�O�\�����W�K�H���G�R�F�W�R�U���Z�D�V���I�D�L�U������

Family and Children  

�7�K�L�V�� �F�D�W�H�J�R�U�\�� �U�H�I�H�U�U�H�G�� �W�R�� �W�K�H�� �W�R�S�L�F�V���� �Z�K�L�F�K�� �Z�H�U�H�� �O�L�N�H�O�\�� �W�R�� �D�S�S�H�D�U�� �L�Q���W�K�H�� �O�L�Y�H�V�� �R�I��
�I�D�P�L�O�L�H�V�� �L�Q�F�O�X�G�L�Q�J�� �K�R�V�S�L�W�D�O�L�]�D�W�L�R�Q�� �R�I�� �W�K�H�� �F�K�L�O�G���� �F�D�U�L�Q�J�� �I�R�U�� �W�K�H�� �F�K�L�O�G���� �I�D�P�L�O�\�� �D�Q�G��
�S�D�U�H�Q�W�L�Q�J�� �U�R�O�H�V���� �Y�D�F�F�L�Q�D�W�L�R�Q���� �D�Q�G�� �W�K�H�� �F�R�Q�G�L�W�L�R�Q�� �R�I�� �R�W�K�H�U�� �U�H�O�D�W�L�Y�H�V���� �,�W�� �V�K�R�X�O�G�� �E�H��
�K�L�J�K�O�L�J�K�W�H�G���W�K�D�W���V�H�Y�H�U�D�O���E�O�R�J���S�R�V�W�V���D�O�V�R���U�H�S�R�U�W�H�G���H�Y�H�Q�W�V���D�W���W�K�H���V�F�K�R�R�O���D�Q�G���Z�L�W�K���W�K�H��
�V�F�K�R�R�O�¶�V���S�K�\�V�L�F�L�D�Q�����7�K�H���U�H�D�V�R�Q���I�R�U���V�H�S�D�U�D�W�L�Q�J���W�K�L�V���F�D�W�H�J�R�U�\���I�U�R�P���W�K�H���I�R�U�P�H�U���L�V���W�K�D�W��
�W�K�H���I�R�U�P�H�U���I�R�F�X�V�H�V���R�Q���W�K�H���P�R�W�K�H�U�����Z�K�L�O�H���Z�R�U�G�V���U�H�O�D�W�H�G���W�R���R�W�K�H�U���U�H�O�D�W�L�Y�H�V���D�Q�G���F�K�L�O�G�U�H�Q��
�D�S�S�H�D�U���P�R�U�H���I�U�H�T�X�H�Q�W�O�\���L�Q���W�K�H���O�D�W�W�H�U���W�R�S�L�F�V�����2�Q�H���U�H�O�D�W�L�Y�H���H�[�S�U�H�V�V�H�G�����³�$���F�K�L�O�G���P�X�V�W��
�E�H���W�U�H�D�W�H�G���Z�L�W�K���S�D�W�L�H�Q�F�H���D�Q�G���D�W�W�H�Q�W�L�R�Q�����H�V�S�H�F�L�D�O�O�\���L�I���K�H���L�V���L�O�O���´��

Structure 

�3�D�W�L�H�Q�W�V�� �G�L�V�F�X�V�V�H�G�� �P�X�O�W�L�S�O�H�� �W�R�S�L�F�V�� �Z�K�L�F�K�� �F�D�Q���E�H�� �F�O�D�V�V�L�I�L�H�G���L�Q�W�R���V�W�U�X�F�W�X�U�H�� �F�D�W�H�J�R�U�\��
�I�R�U�P�L�Q�J�� �W�K�H�� �E�D�V�L�V�� �R�I�� �W�K�H�� �K�H�D�O�W�K�F�D�U�H�� �V�\�V�W�H�P�� �D�Q�G�� �L�V�� �F�R�Q�V�R�Q�D�Q�W�� �Z�L�W�K�� �'�R�Q�D�E�H�G�L�D�Q�¶�V��
�G�L�P�H�Q�V�L�R�Q�� �R�I�� �V�W�U�X�F�W�X�U�H���� �7�R�S�L�F�V�� �L�G�H�Q�W�L�I�L�H�G�� �E�\�� �W�K�H�� �P�R�G�H�O�� �L�Q�F�O�X�G�H�� �S�U�R�E�O�H�P�V�� �Z�L�W�K��
�S�U�R�I�H�V�V�L�R�Q�D�O�L�W�\���� �O�D�F�N�� �R�I�� �K�X�P�D�Q�� �U�H�V�R�X�U�F�H�V���� �U�H�O�D�W�L�R�Q�V�K�L�S�� �E�H�W�Z�H�H�Q�� �K�H�D�O�W�K�F�D�U�H�� �D�Q�G��
�S�R�O�L�W�L�F�V���� �D�Q�G�� �W�K�H�� �P�D�O�I�X�Q�F�W�L�R�Q�L�Q�J�� �R�I�� �K�H�D�O�W�K�F�D�U�H�� �V�\�V�W�H�P���� �0�X�O�W�L�S�O�H�� �U�H�I�H�U�H�Q�F�H�V�� �Z�H�U�H��
�P�D�G�H�� �U�H�J�D�U�G�L�Q�J�� �W�K�H�� �L�Q�D�G�H�T�X�D�W�H�� �K�\�J�L�H�Q�H���F�L�U�F�X�P�V�W�D�Q�F�H�V�� �L�Q�� �W�K�H�� �K�R�V�S�L�W�D�O�V�� �D�Q�G��
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�Å��160 �Å��

�G�H�S�D�U�W�P�H�Q�W�V�����2�Q�H���S�D�W�L�H�Q�W���D�U�W�L�F�X�O�D�W�H�G���D�V���I�R�O�O�R�Z�V�����³�,���Z�D�V���W�K�L�Q�N�L�Q�J���R�I���V�K�D�U�L�Q�J���W�K�L�V���Z�L�W�K��
�\�R�X���E�H�F�D�X�V�H���Q�R�Z���W�K�H�U�H���L�V���F�K�D�R�V�����E�D�Q�N�U�X�S�W�F�\�����O�D�F�N���R�I���S�K�\�V�L�F�L�D�Q�V���H�Y�H�U�\�Z�K�H�U�H���´��

Outcomes 

�%�R�W�K���I�D�Y�R�U�D�E�O�H���D�Q�G���X�Q�I�D�Y�R�U�D�E�O�H���H�[�S�U�H�V�V�L�R�Q�� �U�H�O�D�W�H�G�� �W�R�� �R�X�W�F�R�P�H�V�� �Z�H�U�H�� �L�Q�F�O�X�G�H�G�� �L�Q��
�W�K�L�V�� �F�D�W�H�J�R�U�\���� �6�H�Q�W�H�Q�F�H�V�� �L�Q���X�Q�I�D�Y�R�U�D�E�O�H���R�X�W�F�R�P�H�V���F�R�P�S�U�L�V�H���G�\�L�Q�J���� �G�H�D�W�K�� �D�Q�G��
�P�R�X�U�Q�L�Q�J�� �D�Q�G�� �W�K�H�� �X�Q�F�H�U�W�D�L�Q�W�\�� �R�I�� �U�H�F�R�Y�H�U�\���� �7�K�H�� �P�R�G�H�O�� �L�G�H�Q�W�L�I�L�H�G�� �V�H�Y�H�U�D�O��
�L�Q�D�X�V�S�L�F�L�R�X�V���R�X�W�F�R�P�H�V���R�I���K�H�D�O�W�K�F�D�U�H�����2�Q�H���U�H�O�D�W�L�Y�H���Z�U�R�W�H���W�K�H���I�R�O�O�R�Z�L�Q�J�������7�K�H���I�D�P�L�O�\��
�E�H�O�L�H�Y�H�V���W�K�H�U�H���Z�D�V���D�Q���R�P�L�V�V�L�R�Q���L�Q���W�K�H���K�R�V�S�L�W�D�O���D�Q�G���W�K�H���R�Y�H�U�G�R�V�H���R�I���P�H�G�L�F�D�W�L�R�Q���O�H�G��
�W�R���W�K�H���G�H�D�W�K���R�I���R�X�U���O�R�Y�H�G���R�Q�H�������)�D�Y�R�U�D�E�O�H���R�X�W�F�R�P�H�V���L�Q�F�O�X�G�H�G���H�[�S�U�H�V�V�L�R�Q���U�H�O�D�W�H�G���W�R��
�W�R�S�L�F�V�� �O�L�N�H�� �K�H�D�O�L�Q�J�� �D�Q�G�� �J�U�D�W�L�W�X�G�H���� �R�U�� �U�H�I�H�U�H�Q�F�H�V�� �W�R�� �T�X�D�O�L�W�\�� �F�D�U�H�� �S�U�R�Y�L�G�H�G�� �E�\�� �W�K�H��
�K�H�D�O�W�K�F�D�U�H���S�H�U�V�R�Q�Q�H�O�����2�Q�H���S�D�W�L�H�Q�W���H�[�S�U�H�V�V�H�G�����³�$���W�K�R�X�V�D�Q�G���W�K�D�Q�N�V���W�R���W�K�R�V�H���Z�K�R���D�U�H��
�K�X�P�D�Q���G�H�V�S�L�W�H���D�O�O���W�K�H���G�L�I�I�L�F�X�O�W�L�H�V���´��

�7�D�E�O�H������
�0�H�D�Q�L�Q�J�I�X�O���F�D�W�H�J�R�U�L�H�V���R�I���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V��

# Category Keywords 
1�� �'�L�D�J�Q�R�V�L�V���� �V�\�P�S�W�R�P�V�� �D�Q�G��

diseases��
�V�S�L�Q�H���� �Z�D�L�V�W���� �W�R�R�W�K�D�F�K�H���� �K�H�U�S�H�V�����S�D�L�Q���� �G�L�V�F�� �K�H�U�Q�L�D�W�L�R�Q����
�L�Q�I�X�V�L�R�Q�����F�R�P�S�O�D�L�Q�W�����V�F�O�H�U�R�V�L�V�����Q�X�P�E�Q�H�V�V�����G�R�X�E�O�H���Y�L�V�L�R�Q����
�P�X�V�F�O�H���S�D�L�Q��

2�� �6�W�U�X�F�W�X�U�H�� �O�D�F�N���R�I���Q�X�U�V�H�V�����G�L�V�R�U�J�D�Q�L�]�D�W�L�R�Q�����O�D�F�N���R�I���G�R�F�W�R�U�V�����U�H�P�R�U�V�H����
�F�D�U�H�� �V�\�V�W�H�P���� �X�Q�I�D�L�U���� �S�U�R�I�H�V�V�L�R�Q�D�O���� �K�H�H�G�O�H�V�V�Q�H�V�V���� �K�L�J�K��
degree,��

3�� �2�X�W�F�R�P�H�� �Z�R�U�N�����F�O�D�V�V�����J�U�D�W�H�I�X�O�����O�R�Y�H�����Q�X�U�V�H�����Z�R�U�N�L�Q�J�����E�R�Q�G�����K�H�D�U�W����
�P�R�X�U�Q�L�Q�J�����P�D�Q�����P�R�X�U�Q�L�Q�J�����G�H�D�W�K�����G�H�D�G�����S�U�R�F�H�V�V��

4�� �%�L�U�W�K���D�Q�G���J�\�Q�H�F�R�O�R�J�\�� �P�R�P�����J�\�Q�H�F�R�O�R�J�L�V�W���� �F�U�L�E���� �F�K�L�O�G�E�L�U�W�K���� �F�K�L�O�G�E�L�U�W�K����
�D�E�R�U�W�L�R�Q�����V�O�X�W�����Y�D�F�F�L�Q�D�W�L�R�Q�����S�U�R�W�H�F�W�L�R�Q��

5�� �)�D�P�L�O�\���D�Q�G���F�K�L�O�G�U�H�Q�� �W�R�G�G�O�H�U���� �E�H�G���� �L�Q�W�H�O�O�L�J�H�Q�F�H���� �Q�H�H�G���� �G�H�Y�H�O�R�S�P�H�Q�W���� �F�K�L�O�G����
�I�D�W�K�H�U�����U�R�O�H�����P�R�W�K�H�U�����W�R�Q�J�X�H�����S�D�U�H�Q�W�����F�D�U�U�L�H�U��

�7�D�E�O�H������
�.�H�\�Z�R�U�G�V���D�Q�G���W�K�H�L�U���F�O�D�V�V�L�I�L�F�D�W�L�R�Q��

# Topic Keywords 
1�� �0�H�G�L�F�D�O���2�D�W�K�� �2�D�W�K�����+�L�S�S�R�F�U�D�W�L�F�����L�I�����P�H�G�L�F�D�O�����Z�R�U�W�K�\�����L�Q�V�L�J�K�W�����S�D�U�W����

�U�H�F�R�J�Q�L�W�L�R�Q�����I�X�O�I�L�O��
2�� �0�H�G�L�F�L�Q�H���D�Q�G���'�U�X�J�V�� �)�U�R�Q�W�L�Q�����K�R�U�P�R�Q�H�����H�V�F�L�W�L�O�����L�Q�J�U�H�G�L�H�Q�W�����D�F�H�W�\�O�����V�R�U�H���W�K�U�R�D�W����

�L�E�X�S�U�R�I�����W�D�E�O�H�W�����S�D�U�D�F�H�W�D�P�R�O�����D�J�H�Q�W�����W�D�E�O�H�W��
3�� �9�D�F�F�L�Q�D�W�L�R�Q�� �9�D�F�F�L�Q�D�W�L�R�Q�����Y�D�F�F�L�Q�D�W�L�R�Q�����D�J�D�L�Q�V�W�����L�Q�I�O�X�H�Q�]�D�����S�U�R�W�H�F�W�L�R�Q����

�Y�D�F�F�L�Q�D�W�L�R�Q�����S�K�D�U�P�D�F�\�����D�G�P�L�Q�L�V�W�U�D�W�L�R�Q��
4�� �%�O�R�R�G�� �%�O�R�R�G�����E�O�R�R�G���G�R�Q�D�W�L�R�Q�����E�O�R�R�G���G�R�Q�D�W�L�R�Q�����F�D�O�O�����S�R�W�H�Q�W�L�D�O����

�E�O�R�R�G���S�U�H�V�V�X�U�H��
5�� �$�O�W�H�U�Q�D�W�L�Y�H���P�H�G�L�F�L�Q�H�� �0�D�J�Q�H�W�H�U�����O�R�Q�J�����H�I�I�H�F�W�����L�Q�L�W�L�D�O�����D�O�W�H�U�Q�D�W�L�Y�H�����G�H�W�H�U�L�R�U�D�W�L�R�Q����

�F�X�U�H�����Y�D�U�L�R�X�V�����X�Q�H�[�S�H�F�W�H�G�����L�P�S�U�R�Y�H�P�H�Q�W��
6�� �*�R�G���D�Q�G���V�F�L�H�Q�F�H�� �*�R�G�����H�V�R�����V�F�L�H�Q�F�H�����H�[�W�U�H�P�H�����P�H�G�L�F�L�Q�H�����H�V�R�W�H�U�L�F�����S�H�G�H�V�W�D�O����
7�� �3�O�D�V�W�L�F���L�Q�W�H�U�Y�H�Q�W�L�R�Q�� �3�O�D�V�W�L�F�����K�R�U�U�L�E�O�H�����V�X�U�J�H�U�\�����F�K�H�V�W�����G�H�W�D�L�O�����Z�H�H�N�����R�U�G�H�U�����W�X�E�H����

�F�P�����S�D�L�U�����V�X�U�J�H�R�Q�����E�U�H�D�V�W���D�X�J�P�H�Q�W�D�W�L�R�Q��
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���� �2�W�K�H�U���K�H�D�O�W�K�F�D�U�H��
services��

�6�R�R�W�K�L�Q�J�����G�L�V�S�D�W�F�K�H�U�����D�P�E�X�O�D�Q�F�H�����V�P�L�O�H�����S�D�W�L�H�Q�F�H�����V�L�F�N����
�F�D�U�����V�R�R�W�K�H�����Q�X�U�V�H�����S�U�R�I�H�V�V�L�R�Q�D�O��

���� �+�R�O�L�G�D�\�V���D�Q�G���U�H�O�L�J�L�R�Q�� �:�U�H�D�W�K�����D�G�Y�H�Q�W�����F�D�Q�G�O�H�����V�W�R�Y�H�����&�K�U�L�V�W�L�D�Q�����P�R�R�G����
�P�\�W�K�R�O�R�J�\�����G�H�F�R�U�D�W�H�����S�L�Q�H���W�U�H�H��

10�� �+�H�D�O�W�K�\���O�L�I�H�V�W�\�O�H�� �'�L�H�W�����I�R�R�G�����G�L�H�W�D�U�\�����Y�D�U�L�H�G�����V�H�Y�H�Q�����Q�X�W�U�L�W�L�R�Q�D�O����
�P�D�J�Q�H�V�L�X�P�����V�W�U�H�V�V�����Z�R�U�N�S�O�D�F�H�����E�R�G�\�����P�D�J�Q�H�V�L�X�P��
�G�H�I�L�F�L�H�Q�F�\�����E�������V�W�U�H�V�V�I�X�O��

11�� �:�R�U�N�R�X�W�� �:�R�U�N�R�X�W�����P�R�Y�H�P�H�Q�W�����D�P�S�O�L�I�L�W�Q�H�V�V�����S�U�R�S�H�U�����W�U�D�L�Q�L�Q�J���S�O�D�Q����
�I�L�W�Q�H�V�V���U�R�R�P�����P�X�V�F�O�H���J�U�R�X�S�����E�R�G�\���D�Z�D�N�H�Q�L�Q�J�����G�H�Y�L�F�H��

12�� �6�L�G�H���H�I�I�H�F�W���V���� �6�L�G�H���H�I�I�H�F�W�V�����W�U�X�[�D�O�����J�H�Q�H�U�D�O�L�]�H�G�����U�X�O�L�G�����S�V�\�F�K�R�W�L�F����
�S�D�U�D�Q�R�L�G�����D�Q�[�L�R�X�V��

13�� �6�P�R�N�L�Q�J�� �6�P�R�N�L�Q�J�����D�F�W�����H�[�S�H�U�L�H�Q�F�H�����D�Q�\�R�Q�H�����G�R�F�W�R�U�����P�D�Q�\�����J�H�W��
�X�V�H�G���W�R�����D�G�G�L�F�W�L�R�Q��

14�� �&�R�P�P�X�Q�L�F�D�W�L�R�Q���D�E�R�X�W��
�K�H�D�O�W�K���F�R�Q�G�L�W�L�R�Q��

�'�R�F�W�R�U�����F�R�Q�G�L�W�L�R�Q�����F�R�P�P�X�Q�L�F�D�W�H�����F�W�����E�U�R�W�K�H�U�����K�R�Z���P�D�Q�\����
�G�D�\��

15�� �5�H�I�H�U�U�D�O�� �'�D�W�H�����H�[�D�P�L�Q�D�W�L�R�Q�����U�H�T�X�H�V�W�����V�K�H�H�W�����U�H�I�H�U�U�D�O�����J�L�Y�H�����N�Q�R�Z����
�G�R�F�W�R�U��

16�� �6�K�D�U�L�Q�J���H�[�S�H�U�L�H�Q�F�H�� �6�W�R�U�\�����O�R�Y�H�����V�K�D�U�H�����H�[�S�H�U�L�H�Q�F�H�����W�H�O�O�����E�O�R�J�����K�R�V�S�L�W�D�O�����Z�U�L�W�H����
describe��

17�� �0�R�Q�H�\�� �7�E�����S�D�\�����I�W�����W�D�[�����G�L�V�D�E�L�O�L�W�\���E�H�Q�H�I�L�W�����D�L�G�����V�D�O�D�U�\�����V�X�S�S�R�U�W����
�P�R�Q�H�\��

������ �:�D�L�W�L�Q�J���W�L�P�H�V���D�Q�G��
�D�S�S�R�L�Q�W�P�H�Q�W��

�7�K�U�H�H�����V�H�Y�H�Q�����G�D�\�V�����D�I�W�H�U�����K�R�X�U�����G�D�W�H�����J�H�W�����\�H�D�U�����V�X�U�J�H�U�\����
�W�H�V�W�����D�O�V�R�����W�D�N�H�V�����Z�D�L�W�L�Q�J�����O�L�Q�H�����D�I�W�H�U�����K�D�O�I�����\�H�D�U�����Z�D�L�W�L�Q�J��

�$�G�G�L�W�L�R�Q�D�O���W�R�S�L�F�V���D�U�H���V�K�R�Z�Q���L�Q���7�D�E�O�H���������3�D�W�L�H�Q�W�V���D�Q�G���W�K�H�L�U���U�H�O�D�W�L�Y�H�V���G�L�V�F�X�V�V�H�G���P�D�Q�\��
�W�R�S�L�F�V���L�Q���U�H�O�D�W�L�R�Q���W�R���K�H�D�O�W�K���D�Q�G���K�H�D�O�W�K���F�D�U�H���V�X�F�K���D�V���E�O�R�R�G�����Y�D�F�F�L�Q�D�W�L�R�Q�����P�H�G�L�F�L�Q�H���D�Q�G��
�W�K�H�L�U�� �V�L�G�H�� �H�I�I�H�F�W�V���� �D�O�W�H�U�Q�D�W�L�Y�H�� �F�X�U�H�V���� �U�H�O�L�J�L�R�Q�� �D�Q�G�� �V�F�L�H�Q�F�H���� �V�P�R�N�L�Q�J���� �O�L�I�H�V�W�\�O�H�� �D�Q�G��
�Z�R�U�N�R�X�W�����)�X�U�W�K�H�U���U�H�V�H�D�U�F�K���L�V���Q�H�H�G�H�G���W�R���D�Q�V�Z�H�U���W�K�H���Y�D�U�L�R�X�V���T�X�H�V�W�L�R�Q�V���D�U�L�V�H�Q���E�H�F�D�X�V�H��
�R�I���W�K�H���X�Q�L�T�X�H�Q�H�V�V���R�I���W�K�H�V�H���W�R�S�L�F�V���V�X�F�K���D�V���W�K�H���U�R�O�H�V���R�I���D�O�W�H�U�Q�D�W�L�Y�H���F�X�U�H�V�����O�L�I�H�V�W�\�O�H�����D�Q�G��
�W�K�H���F�R�Q�Q�H�F�W�L�R�Q���U�H�J�D�U�G�L�Q�J���W�K�H���U�R�O�H���R�I���U�H�O�L�J�L�R�Q���L�Q���V�F�L�H�Q�F�H����

3.2 Topics Related to Users’ Reaction (comments) 

�,�Q���F�R�Q�W�U�D�V�W���W�R���W�K�H���E�O�R�J���S�R�V�W���W�R�S�L�F�V���E�D�V�H�G���R�Q���W�K�H���H�[�S�H�U�L�H�Q�F�H�V���R�I���S�D�W�L�H�Q�W�V���R�U���U�H�O�D�W�L�Y�H�V����
�X�V�H�U�V�¶�� �U�H�D�F�W�L�R�Q���W�R�� �H�[�S�H�U�L�H�Q�F�H�V�� �R�I�� �S�D�W�L�H�Q�W�V�� �P�D�L�Q�O�\���U�H�O�L�H�V���R�Q�� �W�K�H�� �F�R�Q�W�H�[�W���� �/�L�Q�J�X�L�V�W�L�F��
�F�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� �U�H�I�O�H�F�W�H�G�� �L�Q�� �F�R�P�P�H�Q�W�V�� �F�R�Q�W�D�L�Q�V�� �P�H�D�Q�L�Q�J�I�X�O�� �L�Q�I�R�U�P�D�W�L�R�Q�� �I�R�U��
�G�H�W�H�U�P�L�Q�L�Q�J���W�K�H���W�R�S�L�F���R�I���I�H�H�G�E�D�F�N���D�Q�G���W�K�H���R�Y�H�U�D�O�O���U�H�D�F�W�L�R�Q�V���W�R���E�O�R�J���S�R�V�W�V�����6�L�P�L�O�D�U�O�\����
�W�K�H���V�D�P�H���W�R�S�L�F���P�R�G�H�O�L�Q�J���S�L�S�H�O�L�Q�H���Z�H�U�H���D�S�S�O�L�H�G���I�R�U���W�K�H���F�R�P�P�H�Q�W�V���Z�L�W�K���F-�7�)-�,�'�)���I�R�U��
�D�X�W�R�P�D�W�L�F���W�R�S�L�F���L�G�H�Q�W�L�I�L�F�D�W�L�R�Q���D�Q�G���K�X�P�D�Q���L�Q�W�H�U�S�U�H�W�D�W�L�R�Q���I�R�U���I�X�U�W�K�H�U���S�U�R�F�H�V�V�L�Q�J����

�7�K�H�� �W�R�S�L�F�V�� �R�I�� �F�R�P�P�H�Q�W�V�� �U�H�V�X�O�W�H�G�� �L�Q�� �I�R�X�U�� �P�D�L�Q�� �F�D�W�H�J�R�U�L�H�V���� �L�Q�F�O�X�G�L�Q�J�� �V�\�P�S�W�R�P�V����
�H�W�K�L�F�D�O���L�V�V�X�H�V�����D�G�G�U�H�V�V�L�Q�J���I�H�H�O�L�Q�J�V���D�Q�G���F�R�Q�V�R�O�D�W�L�R�Q�����7�D�E�O�H�����������6�\�P�S�W�R�P�V�����G�L�V�H�D�V�H�V��
�D�Q�G���G�L�D�J�Q�R�V�L�V���F�D�W�H�J�R�U�\���Z�H�U�H���P�D�L�Q�O�\���V�L�P�L�O�D�U���W�R���W�K�H���D�I�R�U�H�P�H�Q�W�L�R�Q�H�G���F�D�W�H�J�R�U�\���Z�L�W�K���W�K�H��
�V�D�P�H�� �Q�D�P�H���� �U�H�I�H�U�U�L�Q�J�� �W�R���F�R�P�P�H�Q�W�V�� �D�F�N�Q�R�Z�O�H�G�J�L�Q�J�� �W�K�H�� �V�L�J�Q�L�I�L�F�D�Q�F�H�� �R�I�� �V�S�H�F�L�I�L�F��
�V�\�P�S�W�R�P�V�� �R�I�� �E�O�R�J�J�H�U�V�� �D�Q�G�� �F�R�P�P�H�Q�W�H�U�V���� �7�K�H�� �H�W�K�L�F�D�O�� �L�V�V�X�H�V�� �F�D�W�H�J�R�U�\�� �F�R�Q�V�L�V�W�V�� �R�I��
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�V�H�Y�H�U�D�O���V�X�E�M�H�F�W�V���R�I���H�W�K�L�F�D�O���U�H�O�H�Y�D�Q�F�H���L�Q�F�O�X�G�L�Q�J���S�R�O�L�F�H�����D�F�F�X�V�D�W�L�R�Q���D�Q�G���O�D�Z�\�H�U���U�H�Y�H�D�O�V��
�D�� �J�U�R�Z�L�Q�J�� �L�Q�W�H�U�H�V�W���L�Q�� �W�K�H�� �F�R�Q�V�H�T�X�H�Q�F�H�V�� �R�I�� �L�Q�D�S�S�U�R�S�U�L�D�W�H���K�H�D�O�W�K�F�D�U�H�����U�H�I�O�H�F�W�L�Q�J�� �W�K�H��
�D�Y�D�L�O�D�E�O�H���D�F�W�L�R�Q�V���D�I�W�H�U���D�Q���X�Q�I�D�Y�R�U�D�E�O�H���R�X�W�F�R�P�H�����7�K�H���F�D�W�H�J�R�U�\���R�I���D�G�G�U�H�V�V�L�Q�J���I�H�H�O�L�Q�J�V��
�F�D�S�W�X�U�H�V�� �F�R�P�P�H�Q�W�H�U�V�� �I�H�H�O�L�Q�J�V�� �D�Q�G�� �H�P�R�W�L�R�Q�V�� �W�R�� �R�W�K�H�U�� �S�D�W�L�H�Q�W�V�¶�� �H�[�S�H�U�L�H�Q�F�H�V�� �L�Q��
�K�H�D�O�W�K�F�D�U�H�����$�V���G�L�I�I�H�U�H�Q�W���V�F�H�Q�D�U�L�R�V���P�D�\���W�U�L�J�J�H�U���G�L�I�I�H�U�H�Q�W���I�H�H�O�L�Q�J�V���L�Q���W�K�H���F�R�P�P�H�Q�W�H�U�V����
�W�K�H�\���P�D�\���U�H�S�O�\���Z�L�W�K���D�Q�J�H�U���W�R���W�K�H���F�D�X�V�D�W�L�Y�H���I�D�F�W�R�U���R�U���S�H�U�V�R�Q���D�Q�G���I�H�H�O���H�P�S�D�W�K�\���W�R�Z�D�U�G��
�W�K�H�� �S�D�W�L�H�Q�W�� �U�H�F�H�L�Y�L�Q�J�� �L�Q�D�S�S�U�R�S�U�L�D�W�H�� �V�H�U�Y�L�F�H���� �(�[�S�U�H�V�V�L�R�Q�V�� �L�Q�� �F�R�Q�V�R�O�D�W�L�R�Q�� �F�D�W�H�J�R�U�\��
�P�D�L�Q�O�\���F�R�Q�W�D�L�Q�L�Q�J���X�Q�G�H�U�V�W�D�Q�G�L�Q�J���D�Q�G���J�H�W-�Z�H�O�O���P�H�V�V�D�J�H�V��signa�O�L�Q�J���F�R�Q�V�R�O�D�W�L�R�Q���D�Q�G��
�F�R�Q�G�R�O�H�Q�F�H�V���� �8�V�H�U�V�� �P�D�\�� �V�K�R�Z�� �H�P�S�D�W�K�\�� �D�Q�G�� �V�\�P�S�D�W�K�\�� �W�R�Z�D�U�G�V�� �D�� �S�D�W�L�H�Q�W�� �Z�K�R�V�H��
�H�Q�F�R�X�Q�W�H�U���F�R�X�O�G���H�Q�G���L�Q���X�Q�V�D�W�L�V�I�D�F�W�R�U�\���R�X�W�F�R�P�H����

�7�D�E�O�H������

�0�H�D�Q�L�Q�J�I�X�O���F�D�W�H�J�R�U�L�H�V���R�I���F�R�P�P�H�Q�W�V���W�R���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V

3.3 Sentiment Analysis 

Patient Experiences 

�&�D�W�H�J�R�U�L�]�D�W�L�R�Q���R�I���S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���E�\���W�K�H���I�L�Q�H-�W�X�Q�H�G���K�X�%�(�5�7���P�R�G�H�O���I�R�U���W�K�H������-
�\�H�D�U�� �S�H�U�L�R�G�� �U�H�Y�H�D�O�H�G�� �W�K�D�W�� �W�K�H�� �Y�D�O�H�Q�F�H�� �R�I�� �V�H�Q�W�L�P�H�Q�W�V�� �Z�D�V�� �G�R�P�L�Q�D�Q�W�O�\�� �Q�H�J�D�W�L�Y�H��
���������������� �L�Q�� �W�K�H�� �I�L�Y�H-�F�O�D�V�V�� �Y�D�U�L�D�Q�W���� �6�L�P�L�O�D�U�� �S�D�W�W�H�U�Q�V�� �Z�H�U�H�� �V�K�R�Z�H�G�� �L�Q�� �W�K�H�� �R�W�K�H�U�� �W�Z�R��
�Y�D�U�L�D�Q�W�V���� �,�Q�� �W�K�H�� �I�L�Y�H-�F�O�D�V�V�� �P�R�G�H�O���� �W�K�H�� �V�F�R�U�H�� ���� ���Q�H�X�W�U�D�O�� �V�F�R�U�H���� �Z�H�U�H�� �X�V�H�G���D�V�� �F�X�W-�R�I�I��
�S�R�L�Q�W�� �I�R�U�� �G�H�F�L�G�L�Q�J�� �W�K�H�� �S�R�O�D�U�L�W�\�� �R�I�� �F�R�P�P�H�Q�W�� ���S�R�V�L�W�L�Y�H���� �Q�H�J�D�W�L�Y�H������ �2�Q�H�� �S�D�W�L�H�Q�W��
�H�[�S�H�U�L�H�Q�F�H���F�R�X�O�G���F�R�Q�W�D�L�Q���P�X�O�W�L�S�O�H���H�P�R�W�L�R�Q�D�O���H�[�S�U�H�V�V�L�R�Q�V�����Z�K�H�U�H�D�V���G�L�I�I�H�U�H�Q�W���D�V�S�H�F�W�V��
�D�Q�G���S�U�R�F�H�V�V�H�V���R�I���F�D�U�H�� �P�D�\���O�H�D�G���W�R���G�L�I�I�H�U�H�Q�W���S�D�W�L�H�Q�W���S�H�U�F�H�S�W�L�R�Q�V�����D�Q�G���L�W���L�V���S�R�V�V�L�E�O�H��
�W�K�D�W���W�K�H���V�D�P�H���K�R�V�S�L�W�D�O���F�D�U�H���P�D�\���U�H�V�X�O�W���L�Q���D���S�R�V�L�W�L�Y�H���H�[�S�H�U�L�H�Q�F�H���I�R�U���R�Q�H���S�D�W�L�H�Q�W���D�Q�G���D��
�Q�H�J�D�W�L�Y�H���H�[�S�H�U�L�H�Q�F�H���I�R�U���D�Q�R�W�K�H�U�����7�K�H���V�D�P�H���W�H�Q�G�H�Q�F�\���V�K�R�Z�H�G���Z�K�H�Q���V�H�J�P�H�Q�W�H�G���W�K�H��
�D�Q�D�O�\�V�L�V���R�I���W�K�H���H�[�S�H�U�L�H�Q�F�H�V���E�\���H�D�F�K���\�H�D�U���L�Q���W�K�H������-�\�H�D�U���S�H�U�L�R�G�����W�K�D�W���L�V�����P�R�V�W���R�I���W�K�H��
�S�D�W�L�H�Q�W���H�[�S�H�U�L�H�Q�F�H�V���Z�H�U�H���Q�H�J�D�W�L�Y�H�����)�L�J������������

# Category Frequent words 
1�� �6�\�P�S�W�R�P�V�� �Y�L�V�L�R�Q�����P�H�Q�W�D�O�� �G�L�V�R�U�G�H�U�V���� �F�K�H�V�W�� �S�D�L�Q���� �L�Q�V�X�O�L�Q���� �S�D�L�Q���� �Y�L�U�X�V����

�E�D�F�W�H�U�L�D�����F�D�Q�F�H�U�����E�R�Q�H�����N�Q�H�H���L�Q�M�X�U�\��
2�� �(�W�K�L�F�D�O���L�V�V�X�H�V�� �L�P�S�U�L�V�R�Q�P�H�Q�W���� �S�R�O�L�F�H���� �D�F�F�X�V�D�W�L�R�Q���� �O�D�Z�\�H�U���� �W�K�H�I�W���� �U�X�O�H�V����

�S�U�R�W�R�F�R�O���� �S�D�W�L�H�Q�W�� �U�H�S�U�H�V�H�Q�W�D�W�L�Y�H���� �L�Q�I�R�U�P�H�G�� �F�R�Q�V�H�Q�W���� �F�X�V�W�R�G�L�D�O����
�S�K�\�V�L�F�D�O�����\�H�D�U�V�����S�X�E�O�L�F���L�Q�W�H�U�H�V�W�����L�Q�V�X�O�W�����G�D�Q�J�H�U�����F�U�L�P�H�����Y�L�R�O�H�Q�F�H����
�Q�H�J�O�L�J�H�Q�F�H���� �U�H�S�R�U�W���� �F�D�O�O���� �O�H�J�D�O���� �V�X�P�P�R�Q�H�G���� �Z�L�W�Q�H�V�V�� �H�Y�L�G�H�Q�F�H����
�F�U�L�W�L�F�L�]�H�� �R�Q�� �S�H�U�V�R�Q�D�O�� �J�U�R�X�Q�G�V���� �K�R�X�V�H�� �U�X�O�H���� �V�W�D�W�H���� �M�X�V�W�L�F�H����
�U�H�T�X�L�U�H�G�����O�D�Z��

3�� �$�G�G�U�H�V�V�L�Q�J���I�H�H�O�L�Q�J�V�� �O�R�Y�H���� �J�U�L�H�I���� �D�Q�J�H�U���� �V�D�G�Q�H�V�V���� �G�H�S�U�H�V�V�L�R�Q���� �U�R�X�J�K���� �D�U�J�X�P�H�Q�W����
�R�X�W�U�D�J�H�R�X�V���� �J�D�V���� �V�F�D�Q�G�D�O���� �X�Q�S�O�H�D�V�D�Q�W���� �I�X�K�K���� �E�O�R�R�G�W�K�L�U�V�W�\����
�D�Q�Q�R�\�L�Q�J�����R�I�I�H�Q�G�H�G�����E�D�F�N�����R�X�W�U�D�J�H�R�X�V���D�W�W�L�W�X�G�H�����I�X�F�N�L�Q�J���J�R�R�G����
�W�H�U�U�L�E�O�H�����E�D�G�����G�L�V�J�X�V�W�L�Q�J�����U�X�G�H��

5�� �&�R�Q�V�R�O�D�W�L�R�Q���� �6�\�P�S�D�W�K�\�����J�H�W���Z�H�O�O�����F�R�Q�G�R�O�H�Q�F�H�V�����D�S�R�O�R�J�L�H�V�����P�\���F�R�Q�G�R�O�H�Q�F�H�V����
�D�F�F�H�S�W�����I�H�H�O�����W�R�J�H�W�K�H�U�����G�R�Q�H���K�D�S�S�H�Q�H�G�����G�H�D�U�����J�H�W���Z�H�O�O�����F�D�O�P�����U�H�V�W��
�L�Q���S�H�D�F�H�����V�H�W�W�O�H���G�R�Z�Q�����P�H�G�L�W�D�W�L�R�Q�����H�U�U�R�U��
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Abstract: In the present research we deal with the questions of what responses, solutions, 
and practices Hungarian organisations used to mitigate the impact of the pandemic and the 
changes caused by it, with particular attention to the area of Human Resource 
Management. Do they typically view the current crisis as a problem or an opportunity? 
This study has been divided into two papers. In this article, the authors review the 
international and Hungarian literature to reveal the most important negative and positive 
effects and aspects of epidemics from the theoretical as well as the practical aspect.  
The findings support that the typical measures and solutions of previous crises in history 
are partially or fully recurring. However, the current crisis has a very peculiar 
characteristic: the application of lockdowns. After the description of the general 
international context based on literature, we develop empirical hypotheses and describe the 
methodology of the conducted countrywide questionnaire survey. The survey results and 
the conclusions of the analysis are presented in a second article. In our opinion, the 
pandemic has reminded us of the extraordinary degree of interconnectedness of the world. 
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Thus, studies from individual countries – such as Hungary – and regions can provide 
important local insights in finding global solutions 

Keywords: COVID-19; pandemic; crisis; human resource management; home office 

1 Introduction  

The COVID-19 pandemic had drastic consequences for the entire society. It can 
be generally stated that the poor and vulnerable people in the world [1, 2], as well 
as those who are more exposed (young people, migrants, and the elderly) have 
become even more so [3, 4]. For the purpose of stopping the spread of the virus, 
the governments of numerous countries in the world ordered unprecedented 
intervention, which in most cases resulted in the lockdowns of entire regions and 
countries [5, 6, 7]. The suspension of economic activities had serious 
consequences for employment [8, 9] and the income of employees as well as the 
revenue of companies. Drastic changes became necessary on every level of 
society to protect health and security [10]. Companies could not stay out of the 
pressure of this fast reaction either, they had to retain their most important 
resource, human capital. It represented a particularly great challenge how to assist 
their employees to adapt and overcome the changes that occurred in workplaces 
and social life. For example, how to create a home office without violating the 
interests of either the employer or the employee? How can the separation between 
work and private life be ensured [11, 12]? In the present research, we deal with the 
questions of what responses, solutions, and practices organisations used against 
the appearance of the pandemic and the changes caused by it, in general, and with 
particular attention to the area of Human Resource Management (HRM). Did they 
view the current crisis as a problem, challenge, or possibly as an opportunity?  
The results and conclusions of our work are contained in our second article. 
According to Budhwar and Cumming [13], the COVID-19 crisis has drawn 
attention to the importance of an international perspective. As we wrote earlier, in 
their opinion, the pandemic reminded us of the extraordinary degree of 
interconnectedness of the world. Thus, studies from individual countries and 
regions can provide important local insights, e.g. in relation to the organizational 
HRM management of the epidemic, they can also help us find global solutions 
[14]. 

As we presented in the abstract, the main contributions of the first part of our 
study are the empirical hypotheses derived from literature analysis, and the 
description of the methodology for testing these hypotheses. The results will be 
reported and the conclusions will be discussed in the second article. 
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2 Literat ure Review 

In human resource management, which was considered one of the most 
problematic areas of the management of East-Central-European companies in the 
first decade after the transition [15, 16, 17], “ by the beginning of the new 
millennium, considerable positive changes had occurred at Hungarian 
companies” [18]. In Hungary the total number of employees is 4.5 million, and 
13.33% [19] of them are employed by multinational companies that settled in the 
country, where the modern HRM principles and methods of parent companies 
were quickly adopted by Hungarian companies into their everyday work [20]. 
Because of rising market competition, an increasing number of Hungarian 
(domestically) owned organisations apply innovative HR knowledge and 
professionals with this type of knowledge [21]. Initially, the expert supporters of 
the development that commenced in the area of human resource management were 
large – also international – HR consultancy companies, which were later joined by 
more and more Hungarian consultancy companies [22]. Nowadays, in the Bologna 
system bachelor’s and master’s degree programmes, an increasing number of 
colleges and universities offer high-quality HRM programmes. Before the 
breakout of the coronavirus epidemic, in Hungary – similar to other Eastern-
European countries [23, 24, 25, 26] – substantial workforce shortage developed in 
certain sectors [27], which to a certain degree ‘was alleviated’ during the 
epidemic. But during the second wave, the first signs of the previous situation 
started to show. By today the rate of employment has reached and exceeded the 
70% level [28]. 

First wave: On March 11, 2020, the Hungarian government declared a state of 
emergency for the entire territory of the country. The repayment of principal and 
interest rate was suspended until the end of the year 2020. In the sectors with 
serious problems (tourism, hospitality, entertainment, gambling, film, performing 
arts, event management, and sports); by 30 June, employers were released from 
the obligation to pay public charges [29]. According to analysts, the first wave of 
the pandemic affected the Hungarian labour market more severely than it appears 
from official statistics [28, 30], partially, for instance because workhour 
reductions are not indicated in the data and partially because of ‘waiting it out’ 
and informal solutions that are characteristic of both sides [31]. 

Second wave: From September 2020, the reintroduction of emergency measures 
and more rigorous mask wearing obligations occurred. The government extended 
the credit moratorium for 6 months. Administrative burdens were further reduced, 
from the second half of 2020 the tax office prepared a draft VAT return for each 
company. Business support program for enterprises: up to half a million forints 
per job seeker was introduced. Employment is picking up again, and the wage 
support programs established in the economic protection action plan still protected 
for more than a quarter of the total number of 280,000 beneficiaries. From 
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November, the attendance regulations for mass events as well as the rules for 
wearing a mask were tightened again. 

The effect of the COVID-19 pandemic caused broad and great challenges to 
employees, organisations, communities, nations as well as the entire world [32]. 
During previous economic crises the lockdown mode had never been applied [33]. 
However, the world did know its effects in connection with the Nipah virus 
epidemic in Vietnam, which was more dangerous than COVID [34]. The currently 
applied methods, government intervention methods, and multilateral solutions 
greatly differ from the crisis management measures applied in 2008 [35]. Unlike 
previous crises [36, 37], coronavirus led to a recession, not because of 
overproduction or loss of confidence, it rather endangered human resources that 
represent the foundation for the growth of modern economies [38, 39, 40, 41, 42]. 
With this, the protection of human resources and an increase in their significance 
gained new momentum. The study by [43] points out that during an economic 
downturn, those who are still employed may experience workplace uncertainty 
caused by reductions in salary and work hours, deteriorating physical and mental 
health, long forced vacations, and challenging conditions. 

Worldwide COVID-19 has a yet unpredictable effect on social and economic 
actors, and here the questions of work organisation during the global crisis (and 
after it) can be identified as a serious research trend. Specifically, it is a shared 
interest of employers and employees to achieve undisturbed business processes 
during the pandemic, for the employers to continually employ the employees who 
thus receive their salary, to avoid mass layoffs and downsizing [44]. The legal-
political reactions [45, 46], restrictive measures, and limitations of mobility 
introduced as a consequence of the pandemic considerably transformed the HR 
practices generally applied in the labour market. The majority of organisations 
took the following important measures as a response: stopped business travel, 
company events, provided disinfectants and masks at workplaces, furthermore 
permitted or ordered work-from-home and flexible work performance [47]. 
During decision making processes management had to consider two important 
issues: 1) Which things are the most important to employees, and along with this 
2) What is important for HR? 

From the aspect of companies one of the greatest problems was retaining liquidity 
and within that particularly paying salaries. Despite this fact, more than half of all 
companies considered it extraordinarily important to retain their pre-pandemic 
headcount, either by work organisation or workhour and pay reductions, or by 
remote work, and in the worst-case scenario by forced unpaid vacations instead of 
layoffs [48]. Based on [49], the social distancing effect of the pandemic weighs 
more heavily on working women, the elderly, and immigrants. The loss of jobs 
and the reduction of income can have an effect, particularly on temporary workers 
and those with lower qualifications [50]. 
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From the aspect of employees, the most important factor is the loss of income or 
the fear of it. Financial troubles among the population of all member states 
worsened, and a loss of income was felt by over 30% of respondents in 21 
member states, in other countries people were more concerned about being forced 
to spend savings [51]. The crisis intensified inequalities (e.g. jobs, salaries, and 
workplace opportunities), especially in the case of young people and less qualified 
employees [37, 50]. 

The other challenge was creating a balance between work and private life. 
Researchers discovered a number of challenges in connection with this (e.g. 
increased stress, loneliness, increased overtime at home, merging of worktime and 
private life, etc.) [52, 53]. Although according to the latest forecasts, instead of the 
creation of a work-private life balance, integrated well-being design is emerging. 
According to the experts of [54], these two areas of life can only function well if 
they are integrated. During the pandemic, we have witnessed phenomena such as 
the development of social isolation, segregation, uncertainty, and sense of fear.  
In this situation, organisations must be more flexible and innovative in unexpected 
HR related issues that affect employees. The coronavirus has forced organisations 
to introduce new and radical methods in the area of work performance, these 
processes had started earlier, but the pandemic greatly accelerated them [55]. 
According to the above-mentioned research by [54], the future of work is 
influenced by three factors that are closely related to each other. The first is the 
type of work, as a result of increasing automation certain job positions are 
eliminated or transformed and in parallel with this new ones are created.  
The second is the issue of the workforce: who will perform the work? New 
combined talent models and diverse workforce-stocks are established. The third 
factor is the site of work performance, the experience of the past year and a half 
definitely established the basis for the long-term application of flexible work 
strategies. 

The COVID-19 pandemic moved millions of employees from offices to their 
homes worldwide, for the purpose of isolating themselves. During the quarantine a 
considerable number of articles were published in the press about the difficulties 
of remote work, and the suggestions of business consultants regarding how to 
organise work and cooperation [56, 57], through the recommendations of HR 
consultants regarding how to maintain the productivity of employees [58, 59], to 
comments by psychologist regarding the balance of work and private life in a 
situation where work and private life go on simultaneously without leaving home 
[60]. At the same time, it is important to emphasise that the pandemic-related 
advice and suggestions of experts and consultants were based on the knowledge 
that had been accumulated before the pandemic. 

Based on [61], employees are more concerned about their financial security, and 
personal and family health than the financial situation and possible instability of 
their employers, thus the HR strategy must consider the concerns of employees. 
According to Hungarian research experience [62], the greatest challenge to 
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employers is effective internal communication, informing, and maintaining 
contact. This is followed by the difficulty of workforce retention, the 
introduction/operation of a home office and remote work, as well as compliance 
with health protection and hygiene regulations. Critical points are maintaining 
motivation, wage management, panic management, and the development of digital 
processes. In the future, they must strive to develop strategies where practical 
application contributes to balancing the relationship between the workforce and 
the changed labour market conditions, and it is necessary to facilitate the 
development of effective learning methods by utilising the opportunities provided 
by digital transformation. The above train of thought was supplemented by [63]; 
the engine of organisational development and HR are creativity and innovation, 
which human resource possesses as human capital, thus its role is expected to 
grow exponentially in the near future. By [64], despite the current era of 
innovation and automation, the human factor is irreplaceable. 

As it can be seen from the above, the coronavirus epidemic also plays a significant 
role in the HR activities of organisations. According to [65], the biggest challenge 
for HR professionals is how to contribute to the survival of companies in this 
challenging situation. In order to adapt to rapidly changing market needs, they 
need to incorporate the tools of agile methods into their operations. Indeed, the 
restrictive measures and mobility restrictions implemented as a result of the 
pandemic have significantly transformed HR practices that have become 
commonplace in the labour market. 

The state supplements the role of HR with social and economic assistance 
measures – including fiscal incentives and the expansion of social safety nets – 
which are essential to prevent the further rippling of the effects of the pandemic 
[66]. Of course, money is required to solve the economic problems caused by the 
pandemic, but that should not be invested into production, it rather should be spent 
on the protection and development of human capital. It is not a coincidence that 
government-level measures primarily serve the protection of health and jobs [67, 
68]. On the company level, these same measures are in the range of tasks of HR. 
So far, Hungarian experts have processed the experiences of the pandemic’s first 
and second wave. Broad-ranging company-level surveys were conducted about 
the issue during the spring and autumn waves as well [69]. Based on the research 
reports it can be stated that on top of the usual measures new solutions also 
appeared, moreover were given central roles, which HR professionals expressly 
adapted to the pandemic as the root cause. 
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3 Hypotheses 

We would like to contribute to the above-introduced literature in the area of HR 
crisis management by testing the following two hypotheses empirically. The first 
one is derived from the findings of [70, 71]: 

H1: The typically occurring crisis management measures [70] in the area of HRM 
caused by the effects of the pandemic are primarily related to headcount 
management/workforce requirements (hiring freeze, downsizing, downsizing of 
temporary staff, reducing labour requirements by automation/technical solutions 
and the innovative handling of work hours like reduction of working hours, 
enabling/directing home offices, elaboration/re-planning of replacement plans) 
[71]. 

Our second hypothesis is built on the previous research by [72, 73, 74, 75, 76, 55]: 

H2: In the sample, the most frequently applied HR crisis management measures 
are correlated with the organisation’s revenue and headcount: Enabling/directing 
home offices [72], New occupational health and safety measures [73], hiring 
freeze and downsizing are considerably more frequent at larger companies than at 
smaller ones [75, 76]. We supplemented the hypothesis H2 with sub-hypotheses. 

H2a: In the sample, the most frequently applied HR crisis management 
measures are correlated with the organisation’s two main indicators: revenue 
and headcount. 

H2b: Enabling/directing home offices, new occupational health and safety 
measures, and reducing the risks of the pandemic HR crisis management 
measures [55] are correlated with the organisation’s two main indicators: 
revenue and headcount [74]. 

H2c: The “No task” attitude is mainly typical at organisations that are smaller 
according to revenue and headcount. 

4 Material and Methodology 

We tested our above-specified hypotheses on the databases of the first two phases 
of our Covid-19 HR research. The research team was established with the joint 
effort of the professors of 14 Hungarian universities and 1 Slovakian university. 
The nationwide online survey started at the beginning of May 2020, a few months 
after the first European infections caused by COVID-19. To examine the topic, we 
conducted benchmark-type research, which allows us to monitor and compare the 
changes in the selected indicators over time. Such studies are typically run 
regularly (monthly, quarterly, annually) and evaluate how the experiences with a 
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particular issue change over time [77, 78]. In the emergency caused by the 
pandemic, employers had to face daily changes, an uncertain, unpredictable 
situation. Benchmarking allows us to track the progress of the changes and 
revisions, therefore we conducted our research several times in a relatively short 
period, so that the changes in HR solutions during the coronavirus crisis could be 
monitored. 

1) The first phase of the data collection was conducted between 12 June and 
31 July 2020 with a questionnaire survey, where the number of 
respondent organisations was 508. 

2) The second phase of data collection was conducted between 1 August 
and 15 November 2020 by an online questionnaire survey, where we 
received 1,041 useful responses from various organisations. 

The survey is fundamentally ex-post [79] type, thus it examined the effect of the 
crisis caused by Covid-19 on the human resource management practices in the 
Hungarian company/institutional sector based on opinions and factual data related 
to the surveyed time period. Figure 1 describes the research model in connection 
with the hypothesis. 

 
} 

  Figure 1  

Research concept 

The results of the two phases of the research are not directly comparable, since the 
range of respondents did not remain unchanged, thus in the present study we 
analyse them separately. 

Figure 2 summarises the distribution of respondents according to the form of 
ownership. In the two phases, a considerable portion of the respondents were 
Hungarian private organisations (58.7% and 46.9%, respectively) and 
approximately one-quarter of them were in foreign or mixed ownership. 
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Figure 2 

Distribution of respondents according to form of ownership during the first and second phase 

We conducted the examination of organisation size based on two aspects, 
employee headcount and revenue (according to the practice of the [80], among 
others). For the interpretation of the below-presented data and results, we describe 
some Hungarian data as a basis for comparison. 

 

Figure 3 

Distribution of respondents according to headcount during the first and second phase 
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Based on the 2019 data of [19], regarding the number of enterprises, the 
overwhelming majority (91.4%) have an employee headcount of 1-10 people. 
3.8% of all enterprises have an employee headcount of 10-49 people. Employee 
headcount of 50-249 people is at 0.6% of companies, and over 250 people at 
0.1%, while at 4% of registered companies, there are no employees at all. In 2020, 
in Hungary, the number of budgetary organisations and organisations managed 
according to budgetary rules was around 12,800, which is 0.7% of registered 
business organisations [81]. Based on employee headcount, the highest percentage 
of respondents (in the first phase 72.1%, in the second phase 63.6%) were in the 
SME category (Figure 3). 

Another widely applied indicator in categorising organisation size (see [80]) 
describes samples according to revenue (Figure 4). Based on KSH data, in 2019 
the average revenue of business organisations was around HUF 141.6 million 
[19]. From among the respondents in the first phase, 37.4% fell in the category 
under this revenue, while in the second phase 32.4%, thus the proportion of 
respondents with lower-than-average revenue decreased by 5% in the sample.  
The proportion of respondents with higher than the national average revenue was 
45.5% at the first data collection, and it rose to 50.9% by the second phase (i.e. by 
5.4%). 

 

Figure 4 

Distribution of respondents according to revenue during the first and second phase 

* 1 EUR = 351.1 HUF [80] 

The same questionnaire was used during both phases of the survey (in original 
language: http://limesurvey.szie.hu/index.php/44678?lang=hu; the authors will 
provide the English translation electronically) and the questions highlighted for 
the present study (“Annual budget/revenue in 2019”, “ Average number of 
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employees in 2019”, “Please indicate if your firm practiced the following crisis 
management HR measures for your organisation”) were unchanged. The applied 
questionnaire were discussed with academic experts and then with practicing HR 
executives to ensure understanding and validity. The instrument was finalized 
after several rounds of tryout and correction. 

We have conducted the following statistical methods to test our hypotheses. 

We conduct the examination of the H1 hypothesis by the analysis of frequencies 
and relative frequencies of respones to questions about the use of 19 HR crisis 
management measures in both waves (separately). 

We inspect the H2 hypothesis through its sub-hypotheses. For the examination of 
the H2a, H2b, and H2c hypotheses – since revenue (I2), headcount (I3), and the 
question related to HR measures (I4) can be coded as sequential variables –, the 
analyses were performed with Spearman’s rank correlation (which does not 
require ratio-scale variables or normality). The examination tests if there is a 
correlation between size variables (headcount or revenue) and the use of the 19 
HR crisis management measures. The analyses were performed with pairwise 
method, thus the sample size differ by the tested variable-pairs. Samples from the 
two surveys are examined separately. 

In the first round we examine the correlations between the HR measure and the 
revenue variable as well as the headcount variable, then to examine H2a we 
checked if among the measures showing a significant correlation, there are some 
that were found to be the most typical at the examination of H1, for the 
examination of H2b we checked the significance of the “Enabling/directing home 
offices”, “New occupational health and safety measures”, and “Reducing the risks 
of the pandemic through training” questions, while for H2c we inspected if there 
is a correlation between the “No tasks” measure and the revenue variable as well 
as the headcount variable, and if yes, whether the coefficient is negative. 

We also analysed the H2c sub-hypotheses with the chi-square test (by calculating 
Cramér’s V). For this we transformed the four-value “No task” variable into three 
dummy variables: 

�í No task at all: its value is 1 if the respondent somewhat or more agreed 
that there is no task, otherwise 0. 

�í Medium level no task: if the respondent intermediately or more agreed 
that there is no task, otherwise 0. 

�í Very much no task: if the respondent strongly agreed that there is no task, 
otherwise 0. 

In this way, we can determine if we can find a significant divergence between 
each headcount and revenue category as well as combined categories (e.g. we can 
create two headcount categories of 0-49 people and over 50 people). The Results 
chapter – in the second part of our paper – describes the formation of categories 
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because that is based on the preceding survey results, thus it would be early to 
show them here. 

As it was mentioned above since the two samples are structured differently, and 
there may be overlaps between respondents, they are always analysed separately. 
This is otherwise also justified by the time that passed between the data collection 
and the different pandemic situations. 

5 Summary of the First Part  

In the presented part of our study, we have reviewd the literature background of 
the possible negative and positive effects and aspects of the COVID-19 pandemic 
on HRM practice. As the main output of this paper, based on this literture analysis 
we have drawn two empirical hypotheses and described the methodology to test 
them. 

The presentation and discussion of the empirical results are presented in the 
second part of this study, which is titled “Characteristics of Crisis Management 
Measures in the HR Area during the Pandemic in Hungary – Reflected in a 
Nationwide Empirical Research”. In that article, we report the results of testing 
the hypotheses, we draw our conclusions and discuss limitations of our research, 
as well as possible future research directions. 
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Abstract: The current paper is the second part of the study "Characteristics of Crisis 
Management Measures in the HR Area During the Pandemic in Hungary – Literature Review 
and Methodology". Based on two waves of a questionnaire survey conducted during the first 
and second waves of the COVID-19 pandemic, this article presents prevalent HRM reactions 
of Hungarian organisations (companies and institutions) and tests if these reactions are 
connected to the organisation's size (employee headcount and revenue), ownership and 
sector (main field of activity). The testing is conducted separately on two relatively large 
non-representative samples (N1 > 300, N2 > 900) employing statistical (rank-correlation, 
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rank-sum, and association) analyses. One of the characteristic changes the pandemic 
triggered in the companies and institutions is that the functions of HRM have been expanded 
with new activities (e.g. home office, health protection). The respondents indicated 
considerable new efforts, especially after the second wave, such as replacing plans, 
providing new employees, and addressing employees' social problems. Our research also 
highlighted that smaller SMEs regard it as less important to maintain and operate an active 
HRM function even during the pandemic. With the increase in organisational size (employee 
headcount and revenue) home office, the new workplace safety and occupational health 
measures, the hiring freeze and downsizing are substantially more frequent at larger 
companies as opposed to smaller ones. We are aware of the fact that the practices applied 
by a country of 10 million people during the pandemic have no substantial global influence; 
at the same time, the experiences gained and presented here can expand and diversify the 
methods and toolkits applied in this area. 

Keywords: COVID-19; pandemic; crisis; human resource management; home office, survey 

1 Introduction  
�7�K�H�� �F�X�U�U�H�Q�W�� �D�U�W�L�F�O�H�� �L�V�� �W�K�H�� �V�H�F�R�Q�G���� �H�P�S�L�U�L�F�D�O�� �S�D�U�W�� �R�I�� �W�K�H�� �V�W�X�G�\��"�&�K�D�U�D�F�W�H�U�L�V�W�L�F�V�� �R�I��
�&�U�L�V�L�V���0�D�Q�D�J�H�P�H�Q�W���0�H�D�V�X�U�H�V���L�Q���W�K�H���+�5���$�U�H�D���'�X�U�L�Q�J���W�K�H���3�D�Q�G�H�P�L�F���L�Q���+�X�Q�J�D�U�\��–��
�/�L�W�H�U�D�W�X�U�H���5�H�Y�L�H�Z���D�Q�G���0�H�W�K�R�G�R�O�R�J�\�������7�K�H���S�U�H�Y�L�R�X�V���S�D�S�H�U���F�R�Q�V�L�V�W�H�G���R�I���W�K�H���O�L�W�H�U�D�W�X�U�H��
�U�H�Y�L�H�Z�� �W�K�D�W�� �S�U�R�Y�L�G�H�G�� �D�� �E�D�F�N�J�U�R�X�Q�G�� �I�R�U�� �W�K�H�� �U�H�V�H�D�U�F�K�� �D�V�� �Z�H�O�O�� �D�V�� �W�K�H�� �K�\�S�R�W�K�H�V�H�V��
�G�H�U�L�Y�H�G���I�U�R�P�� �W�K�H�� �U�H�Y�L�H�Z�H�G��pap�H�U�V�� �D�Q�G�� �W�K�H�� �G�H�V�F�U�L�S�W�L�R�Q�� �R�I���W�K�H���P�H�W�K�R�G�R�O�R�J�\�� �R�I�� �W�K�H��
�V�X�U�Y�H�\�V�� �D�Q�G�� �W�K�H�� �K�\�S�R�W�K�H�V�L�V���W�H�V�W�L�Q�J�����7�K�H�U�H�I�R�U�H���� �Z�H�� �R�Q�O�\�� �S�U�R�Y�L�G�H�� �D�� �E�U�L�H�I�� �V�X�P�P�D�U�\��
�K�H�U�H����

�7�K�H���U�H�V�H�D�U�F�K���W�K�L�V���S�D�S�H�U���L�Q�Y�H�V�W�L�J�D�Wes���W�K�H���T�X�H�V�W�L�R�Q�V���R�I���Z�K�D�W���U�H�V�S�R�Q�V�H�V�����V�R�O�X�W�L�R�Q�V,���D�Q�G��
�S�U�D�F�W�L�F�H�V���R�U�J�D�Q�L�V�D�W�L�R�Q�V���X�V�H�G���D�J�D�L�Q�V�W���W�K�H���D�S�S�H�D�U�D�Q�F�H���R�I���W�K�H���&�2�9�,�'-�������S�D�Q�G�H�P�L�F���D�Q�G��
�Z�K�D�W���N�L�Q�G���R�I���F�K�D�Q�J�H�V���L�W���K�D�V���L�Q�G�X�F�W�H�G�����E�R�W�K���L�Q���J�H�Q�H�U�D�O���D�Q�G���L�Q���S�D�U�W�L�F�X�O�D�U�� �Z�L�W�K�L�Q���W�K�H��
�I�L�H�O�G���R�I���+�X�P�D�Q���5�H�V�R�X�U�F�H���0�D�Q�D�J�H�P�H�Q�W�����+�5�0������

�,�Q���W�K�H���I�L�U�V�W���S�D�U�W���R�I���R�X�U���V�W�X�G�\,���Z�H���S�U�H�V�H�Q�W�H�G���D���O�L�W�H�U�D�W�X�U�H���U�H�Y�L�H�Z���G�H�V�F�U�L�E�L�Q�J���W�K�H���P�D�L�Q��
� H� I� I� H� F� W� V� � � R� I� � � W� K� H� � � I� L� U� V� W� � � W� Z� R� � � S� D� Q� G� H� P� L� F� � � Z� D� Y� H� V� � � R� Q� � � H� F� R� Q� R� P� L� H� V� �� � � R� U� J� D� Q� Ls�D�W�L�R�Q�V,�� �D�Q�G��
parti�F�X�O�D�U�O�\�� �R�Q�� �+�5�0�� �F�R�Q�W�H�[�W�V�� �D�Q�G�� �S�U�D�F�W�L�F�H�V���� �7�K�H�� �H�P�S�L�U�L�F�D�O�� �U�H�V�H�D�U�F�K�� �K�\�S�R�W�K�H�V�H�V��
�S�U�H�V�H�Q�W�H�G���L�Q���W�K�H���I�L�U�V�W���S�D�U�W���R�I���W�K�H���V�W�X�G�\���D�U�H���E�D�V�H�G���R�Q���W�K�H���H�[�D�P�L�Q�D�W�L�R�Q�V���E�\���>���@���D�Q�G���>�����@����
�7�R���E�X�L�O�G���D���E�H�W�W�H�U���F�R�Q�Q�H�F�W�L�R�Q���E�H�W�Z�H�H�Q���W�K�H���I�L�U�V�W���D�Q�G���W�K�H���V�H�F�R�Q�G���S�D�U�W�V���R�I���R�X�U���V�W�X�G�\,���Z�H��
�U�H�S�H�D�W���W�K�H���K�\�S�R�W�K�H�V�H�V���E�H�O�R�Z�����V�H�H���W�K�H���G�H�W�D�L�O�H�G���F�R�Q�Q�H�F�W�L�R�Q�V���R�I���W�K�H���K�\�S�R�W�K�H�V�H�V���W�R���W�K�H��
�O�L�W�H�U�D�W�X�U�H���D�V���Z�H�O�O���D�V���W�K�H���G�H�V�F�U�L�S�W�L�R�Q���R�I���W�K�H���P�H�W�K�R�G�R�O�R�J�\���L�Q���W�K�H���I�L�U�V�W���S�D�U�W���R�I���W�K�H���V�W�X�G�\������

�+������T�K�H�� �W�\�S�L�F�D�O�O�\�� �R�F�F�X�U�U�L�Q�J���+�5�0���F�U�L�V�L�V�� �P�D�Q�D�J�H�P�H�Q�W�� �P�H�D�V�X�U�H�V�� �F�D�X�V�H�G�� �E�\�� �W�K�H��
�H�I�I�H�F�W�V�� �R�I�� �W�K�H���&�2�9�,�'-������ �S�D�Q�G�H�P�L�F�� �D�U�H�� �S�U�L�P�D�U�L�O�\�� �U�H�O�D�W�H�G�� �W�R�� �K�H�D�G�F�R�X�Q�W��
�P�D�Q�D�J�H�P�H�Q�W���Z�R�U�N�I�R�U�F�H�� �U�H�T�X�L�U�H�P�H�Q�W�V�� ���K�L�U�L�Q�J�� �I�U�H�H�]�H���� �G�R�Z�Q�V�L�]�L�Q�J���� �G�R�Z�Q�V�L�]�L�Q�J�� �R�I��
�W�H�P�S�R�U�D�U�\�� �V�W�D�I�I���� �U�H�G�X�F�L�Q�J�� �O�D�E�R�X�U�� �U�H�T�X�L�U�H�P�H�Q�W�V�� �E�\�� �D�X�W�R�P�D�W�L�R�Q���W�H�F�K�Q�L�F�D�O�� �V�R�O�X�W�L�R�Q�V��
�D�Q�G�� �W�K�H�� �L�Q�Q�R�Y�D�W�L�Y�H�� �K�D�Q�G�O�L�Q�J�� �R�I�� �Z�R�U�N�� �K�R�X�U�V�� ���U�H�G�X�F�W�L�R�Q�� �R�I�� �Z�R�U�N�L�Q�J�� �K�R�X�U�V����
e�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J���K�R�P�H���R�I�I�L�F�H�V����e�O�D�E�R�U�D�W�L�R�Q���U�H-�S�O�D�Q�Q�L�Q�J���R�I���U�H�S�O�D�F�H�P�H�Q�W���S�O�D�Q�V������
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�+�������$�P�R�Q�J�� �W�K�H�� �U�H�V�S�R�Q�G�L�Q�J�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V���W�K�H�� �P�R�V�W�� �I�U�H�T�X�H�Q�W�O�\�� �D�S�S�O�L�H�G�� �+�5�� �F�U�L�V�L�V��
�P�D�Q�D�J�H�P�H�Q�W�� �P�H�D�V�X�U�H�V�� �D�U�H�� �F�R�U�U�H�O�D�W�H�G�� �Z�L�W�K�� �W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�
�V���U�H�Y�H�Q�X�H�� �D�Q�G��
�K�H�D�G�F�R�X�Q�W���� �H�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J�� �K�R�P�H�� �R�I�I�L�F�H�V����n�H�Z�� �R�F�F�X�S�D�W�L�R�Q�D�O�� �K�H�D�O�W�K�� �D�Q�G�� �V�D�I�H�W�\��
�P�H�D�V�X�U�H�V�����K�L�U�L�Q�J�� �I�U�H�H�]�H�� �D�Q�G�� �G�R�Z�Q�V�L�]�L�Q�J�� �D�U�H���F�R�Q�V�L�G�H�U�D�E�O�\���P�R�U�H�� �I�U�H�T�X�H�Q�W�� �D�W�� �O�D�U�J�H�U��
�F�R�P�S�D�Q�L�H�V���W�K�D�Q���D�W���V�P�D�O�O�H�U���R�Q�H�V����

�7�K�H���+�����K�\�S�R�W�K�H�V�L�V���L�V���E�U�R�N�H�Q���G�R�Z�Q���L�Q�W�R���V�X�E-�K�\�S�R�W�K�H�V�H�V����

�+���D�����$�P�R�Q�J���W�K�H���U�H�V�S�R�Q�G�L�Q�J���R�U�J�D�Q�L�V�D�W�L�R�Q�V���W�K�H���P�R�V�W���I�U�H�T�X�H�Q�W�O�\���D�S�S�O�L�H�G���+�5���F�U�L�V�L�V��
�P�D�Q�D�J�H�P�H�Q�W�� �P�H�D�V�X�U�H�V�� �D�U�H�� �F�R�U�U�H�O�D�W�H�G�� �Z�L�W�K�� �W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�
�V���W�Z�R�� �P�D�L�Q���V�L�]�H��
�L�Q�G�L�F�D�W�R�U�V�����U�H�Y�H�Q�X�H���D�Q�G���K�H�D�G�F�R�X�Q�W����

�+���E���� �(�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J�� �K�R�P�H�� �R�I�I�L�F�H�V���� �Q�H�Z�� �R�F�F�X�S�D�W�L�R�Q�D�O�� �K�H�D�O�W�K�� �D�Q�G�� �V�D�I�H�W�\��
�P�H�D�V�X�U�H�V� �� � � D� Q� G� � � U�H�G�X�F�L�Q�J�� �W�K�H�� �U�L�V�N�V�� �R�I�� �W�K�H�� �S�D�Q�G�H�P�L�F�� �+�5�� �F�U�L�V�L�V�� �P�D�Q�D�J�H�P�H�Q�W��
�P�H�D�V�X�U�H�V�� �D�U�H�� �F�R�U�U�H�O�D�W�H�G�� �Z�L�W�K�� �W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�
�V���W�Z�R�� �P�D�L�Q���V�L�]�H�� �L�Q�G�L�F�D�W�R�U�V����
�U�H�Y�H�Q�X�H���D�Q�G���K�H�D�G�F�R�X�Q�W����

�+���F�����7�K�H��"N�R���W�D�V�N�����D�W�W�L�W�X�G�H���L�V���W�\�S�L�F�D�O���P�D�L�Q�O�\���D�W���R�U�J�D�Q�L�V�D�W�L�R�Q�V���W�K�D�W���D�U�H���V�P�D�O�O�H�U��
�D�F�F�R�U�G�L�Q�J���W�R���U�H�Y�H�Q�X�H���D�Q�G���K�H�D�G�F�R�X�Q�W����

�:�H���G�L�Y�L�G�H�G���W�K�H���U�H�S�R�U�W�L�Q�J���R�I���W�K�H���U�H�V�X�O�W���L�Q�W�R���W�Z�R���V�X�E-�V�H�F�W�L�R�Q�V���E�\���W�K�H���W�Z�R���K�\�S�R�W�K�H�V�H�V����
�,�Q���E�R�W�K���S�D�U�W�V���Z�H���I�R�O�O�R�Z���W�K�H���P�H�W�K�R�G�R�O�R�J�\���G�H�V�F�U�L�E�H�G���L�Q���W�K�H���S�D�S�H�U��"�&�K�D�U�D�F�W�H�U�L�V�W�L�F�V���R�I��
�&�U�L�V�L�V���0�D�Q�D�J�H�P�H�Q�W���0�H�D�V�X�U�H�V���L�Q���W�K�H���+�5���$�U�H�D���'�X�U�L�Q�J���W�K�H���3�D�Q�G�H�P�L�F���L�Q���+�X�Q�J�D�U�\��–��
�/�L�W�H�U�D�W�X�U�H�� �5�H�Y�L�H�Z�� �D�Q�G�� �0�H�W�K�R�G�R�O�R�J�\�������I�U�H�T�X�H�Q�F�\�� �D�Q�G�� �U�D�Q�N-�F�R�U�U�H�O�D�W�L�R�Q�� �D�Q�G��
�D�V�V�R�F�L�D�W�L�R�Q�D�O���D�Q�D�O�\�V�H�V�����D�Q�G���U�D�Q�N-�V�X�P��tests���D�U�H���F�R�Q�G�X�F�W�H�G����

�7�K�H���G�D�W�D���Z�H�U�H���F�R�O�O�H�F�W�H�G���L�Q���W�Z�R���S�K�D�V�H�V���R�I���D���T�X�H�V�W�L�R�Q�Q�D�L�U�H���V�X�U�Y�H�\���G�X�U�L�Q�J���W�K�H���I�L�U�V�W���W�Z�R��
�Z�D�Y�H�V���R�I���W�K�H���S�D�Q�G�H�P�L�F�����E�H�W�Z�H�H�Q���������-�X�Q�H���D�Q�G���������-�X�O�\�������������D�Q�G���E�H�W�Z�H�H�Q���������$�X�J�X�V�W��
�D�Q�G���������1�R�Y�H�P�E�H�U������������,���U�H�V�X�O�W�L�Q�J���L�Q�����������D�Q�G���������������U�H�V�S�R�Q�V�H�V,���U�H�V�S�H�F�W�L�Y�H�O�\�����6�L�Q�F�H��
�W�K�H���V�D�P�S�O�H�V���G�X�U�L�Q�J���W�K�H���W�Z�R���V�X�U�Y�H�\���S�K�D�V�H�V���G�R���Q�R�W���P�D�W�F�K�����W�K�H���U�H�V�X�O�W�V���D�U�H���Q�R�W���G�L�U�H�F�W�O�\��
�F�R�P�S�D�U�D�E�O�H���� �W�K�X�V���� �Z�H�� �D�Q�D�O�\�]�H�� �W�K�H�P�� �L�Q�� �W�K�H�� �S�U�H�V�H�Q�W�� �V�W�X�G�\�� �V�H�S�D�U�D�W�H�O�\������
�7�K�H�� �G�H�P�R�J�U�D�S�K�L�F�V�� �R�I�� �W�K�H�� �V�D�P�S�O�H�V�� �D�U�H�� �G�H�V�F�U�L�E�H�G�� �L�Q�� �W�K�H�� �I�L�U�V�W�� �S�D�U�W���R�I�� �R�X�U�� �D�U�W�L�F�O�H������
�7�K�H���V�D�P�H���T�X�H�V�W�L�R�Q�Q�D�L�U�H���Z�D�V���X�V�H�G���G�X�U�L�Q�J���E�R�W�K���V�X�U�Y�H�\���S�K�D�V�H�V�����L�Q���R�U�L�J�L�Q�D�O���O�D�Q�J�X�D�J�H����
�K�W�W�S�������O�L�P�H�V�X�U�Y�H�\���V�]�L�H���K�X���L�Q�G�H�[���S�K�S�������������"�O�D�Q�J� �K�X���� �W�K�H�� �D�X�W�K�R�U�V�� �Z�L�O�O�� �S�U�R�Y�L�G�H�� �W�K�H��
�(�Q�J�O�L�V�K���W�U�D�Q�V�O�D�W�L�R�Q���H�O�H�F�W�U�R�Q�L�F�D�O�O�\���R�Q���U�H�T�X�H�V�W������

�7�K�H���P�H�W�K�R�G�V���R�I���D�Q�D�O�\�V�L�V���D�U�H���N�H�S�W���V�L�P�S�O�H,���E�X�W���D�U�H���D�G�H�T�X�D�W�H���I�R�U���W�H�V�W�L�Q�J���R�X�U���K�\�S�R�W�K�H�V�H�V��
���I�R�U���W�K�H���G�H�W�D�L�O�H�G���G�H�V�F�U�L�S�W�L�R�Q,���V�H�H���W�K�H���0�D�W�H�U�L�D�O���D�Q�G���P�H�W�K�R�G�R�O�R�J�\���V�H�F�W�L�R�Q���R�I���W�K�H���I�L�U�V�W��
�S�D�U�W���R�I���R�X�U���D�U�W�L�F�O�H������

�&�R�Q�F�O�X�V�L�R�Q�V���D�Q�G���W�K�H���G�L�V�F�X�V�V�L�R�Q���R�I���W�K�H���V�W�X�G�\�
�V���O�L�P�L�W�D�W�L�R�Q�V���F�O�R�V�H���W�K�H���D�U�W�L�F�O�H����

2 Results from Two Questionnaire Survey Waves 
�,�Q���W�K�H���F�X�U�U�H�Q�W���V�H�F�W�L�R�Q,���Z�H���D�U�H���S�U�H�V�H�Q�W�L�Q�J���W�K�H���W�H�V�W�V���R�I���W�K�H���W�Z�R���P�D�L�Q�����D�Q�G���W�K�U�H�H���V�X�E-����
�K�\�S�R�W�K�H�V�H�V���L�Q���W�Z�R���F�R�Q�V�H�F�X�W�L�Y�H���V�X�E-�V�H�F�W�L�R�Q�V����
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2.1 Examination of the First Hypothesis 

�,�Q�� �W�K�H�� �I�L�U�V�W���S�K�D�V�H�� �R�I�� �R�X�U�� �U�H�V�H�D�U�F�K����–���Z�K�L�F�K�� �F�R�P�S�U�L�V�H�V�� �W�K�H�� �H�[�D�P�L�Q�D�W�L�R�Q���R�I�� �W�K�H�� �I�L�U�V�W��
�Z�D�Y�H���R�I���W�K�H���S�D�Q�G�H�P�L�F��–���Z�H���L�Q�Y�H�V�W�L�J�D�W�H�G���Z�K�D�W���+�5���F�U�L�V�L�V���P�D�Q�D�J�H�P�H�Q�W���P�H�D�V�X�U�H�V���Z�H�U�H��
�L�Q�W�U�R�G�X�F�H�G�� �E�\�� �W�K�H�� �U�H�V�S�R�Q�G�H�Q�W�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V�� �F�D�X�V�H�G�� �E�\�� �W�K�H�� �D�S�S�H�D�U�D�Q�F�H�� �R�I�� �W�K�H��
�F�R�U�R�Q�D�Y�L�U�X�V��pan�G�H�P�L�F�����)�L�J�X�U�H�������G�H�V�F�U�L�E�H�V���W�K�H���W�\�S�L�F�D�O���F�U�L�V�L�V���P�D�Q�D�J�H�P�H�Q�W���P�H�D�V�X�U�H�V��
�L�G�H�Q�W�L�I�L�H�G���E�\���W�K�H���U�H�V�H�D�U�F�K���U�H�V�X�O�W�V����

�$�Q���R�Y�H�U�Z�K�H�O�P�L�Q�J���P�D�M�R�U�L�W�\���R�I���W�K�H���U�H�V�S�R�Q�G�H�Q�W���R�U�J�D�Q�L�V�D�W�L�R�Q�V���������������F�R�Q�F�O�X�G�H�G���D�W���W�K�H��
�I�L�U�V�W�� �Z�D�Y�H�� �R�I�� �W�K�H�� �S�D�Q�G�H�P�L�F�� �W�K�D�W�� �V�R�P�H�� �P�H�D�V�X�U�H�V�� �Z�H�U�H�� �Q�H�F�H�V�V�D�U�\���I�R�U���W�K�H�� �+�5�� �D�U�H�D����
�Z�K�L�O�H���R�Q�O�\���������������L�Q�G�L�F�D�W�H�G���W�K�D�W���W�K�H�\���F�K�D�U�D�F�W�H�U�L�V�W�L�F�D�O�O�\���G�L�G���Q�R�W���K�D�Y�H���D�Q�\���+�5���W�D�V�N�V��
at���W�K�H���E�H�J�L�Q�Q�L�Q�J���R�I���W�K�H���F�U�L�V�L�V���V�L�W�X�D�W�L�R�Q����

�1�H�Z���R�F�F�X�S�D�W�L�R�Q�D�O���K�H�D�O�W�K���D�Q�G���Z�R�U�N���V�D�I�H�W�\�� �P�H�D�V�X�U�H�V�� �Z�H�U�H���L�Q�G�L�F�D�W�H�G���L�Q���W�K�H�� �K�L�J�K�H�V�W��
�S�U�R�S�R�U�W�L�R�Q���������������D�V���D���W�D�V�N���W�K�D�W���D�S�S�H�D�U�H�G���W�R���V�R�P�H���H�[�W�H�Q�W�����R�I���Z�K�L�F�K���D���F�R�Q�V�L�G�H�U�D�E�O�H��
�S�H�U�F�H�Q�W�D�J�H�� �R�I�� �U�H�V�S�R�Q�G�H�Q�W�V�� ������������ �L�Q�G�L�F�D�W�H�G�� �W�K�D�W�� �L�W�� �Z�D�V�� �K�L�J�K�O�\���F�K�D�U�D�F�W�H�U�L�V�W�L�F����
�(�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J���K�R�P�H���R�I�I�L�F�H�V���Z�D�V���S�U�H�V�H�Q�W���L�Q���D���V�L�P�L�O�D�U�O�\���K�L�J�K���S�H�U�F�H�Q�W�D�J�H��������������
�L�Q�� �W�K�H�� �S�U�D�F�W�L�F�H�� �R�I�� �W�K�H�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V���� �L�Q�� �V�X�F�K�� �D�� �Z�D�\�� �W�K�D�W�� �R�Y�H�U���K�D�O�I�� �R�I�� �W�K�H�P�� ������������
�V�H�O�H�F�W�H�G���W�K�H���K�L�J�K�O�\���F�K�D�U�D�F�W�H�U�L�V�W�L�F���F�D�W�H�J�R�U�\����

�,�Q�� �W�K�H�� �V�D�P�S�O�H�� �H�O�D�E�R�U�D�W�L�R�Q���U�H-�S�O�D�Q�Q�L�Q�J�� �R�I�� �U�H�S�O�D�F�H�P�H�Q�W�� �S�O�D�Q�V���� �D�Q�G�� �D�G�G�U�H�V�V�L�Q�J��
�H�P�S�O�R�\�H�H�V�
���V�R�F�L�D�O���S�U�R�E�O�H�P�V���D�S�S�H�D�U�H�G���W�K�H���W�K�L�U�G���D�Q�G���I�R�X�U�W�K���S�O�D�F�H���D�V���+�5���L�Q�W�H�U�Y�H�Q�W�L�R�Q�V��
�Z�L�W�K���V�L�P�L�O�D�U���S�H�U�F�H�Q�W�D�J�H�V��������-������������

�7�K�H���Q�H�[�W�� �W�Z�R�� �S�O�D�F�H�V�� �D�P�R�Q�J�� �V�R�P�H�Z�K�D�W�� �W�\�S�L�F�D�O�� �V�R�O�X�W�L�R�Q�V�� �D�U�H�� �V�X�S�S�R�U�W�L�Q�J�� �S�H�U�V�R�Q�D�O��
�G�H�Y�H�O�R�S�P�H�Q�W�� �������������D�Q�G�� �K�L�U�L�Q�J���I�U�H�H�]�H�� �������������� �$�W�� �W�K�H�� �I�R�U�P�H�U,���W�K�H�� �K�L�J�K�O�\�� �W�\�S�L�F�D�O��
�P�D�U�N�L�Q�J���L�V�������������Z�K�L�O�H���D�W���W�K�H���O�D�W�W�H�U���L�W���L�V���K�L�J�K�H�U��������������

�,�W���F�D�Q���E�H���H�V�W�D�E�O�L�V�K�H�G���W�K�D�W���D�P�R�Q�J���W�K�H���V�W�X�G�L�H�G���������+�5���P�H�D�V�X�U�H�V�����U�H�V�S�R�Q�G�H�Q�W�V���P�D�U�N�H�G��
�D�� �G�R�]�H�Q�� �D�V�� �Q�R�Q-�H�[�L�V�W�H�Q�W�� �L�Q�� �W�K�H�L�U�� �S�U�D�F�W�L�F�H���� �7�K�H�U�H�� �D�U�H�� ���L�Q�� �W�K�H�� �O�H�D�V�W�� �W�\�S�L�F�D�O�� �R�U�G�H�U������
�U�H�Y�L�V�L�Q�J�� �W�K�H�� �H�T�X�D�O�� �R�S�S�R�U�W�X�Q�L�W�L�H�V�� �V�W�U�D�W�H�J�L�F�� �S�O�D�Q�� �������������� �S�D�\�� �U�H�G�X�F�W�L�R�Q�� ��������������
�G�R�Z�Q�V�L�]�L�Q�J�� �R�I�� �W�H�P�S�R�U�D�U�\�� �V�W�D�I�I�� �������������� �U�H�G�X�F�L�Q�J�� �O�D�E�R�X�U�� �U�H�T�X�L�U�H�P�H�Q�W�V�� �E�\���W�U�D�L�Q�L�Q�J����
�G�H�Y�H�O�R�S�P�H�Q�W�����������������U�H�G�X�F�L�Q�J���O�D�E�R�X�U���U�H�T�X�L�U�H�P�H�Q�W�V���E�\���D�X�W�R�P�D�W�L�R�Q���W�H�F�K�Q�L�F�D�O���V�R�O�X�W�L�R�Q��
���������������U�H�G�X�F�L�Q�J���I�U�L�Q�J�H���E�H�Q�H�I�L�W�V�����������������U�H�Y�L�V�L�Q�J���W�K�H���S�H�U�I�R�U�P�D�Q�F�H���D�S�S�U�D�L�V�D�O���V�\�V�W�H�P��
���������������G�R�Z�Q�V�L�]�L�Q�J�����������������U�H�Y�L�V�L�Q�J���W�K�H���L�Q�F�H�Q�W�L�Y�H���V�F�K�H�P�H�����������������S�D�\���I�U�H�H�]�H����������������
�U�H�G�X�F�W�L�R�Q�� �R�I�� �Z�R�U�N�L�Q�J�� �K�R�X�U�V�� ������������ �U�H�G�X�F�L�Q�J�� �W�K�H�� �U�L�V�N�V�� �R�I�� �W�K�H�� �S�D�Q�G�H�P�L�F�� �W�K�U�R�X�J�K��
�W�U�D�L�Q�L�Q�J����������������

In the survey of the second wave of the pandemic,���Z�H���D�O�V�R���H�[�D�P�L�Q�H�G���Z�K�D�W���+�5���F�U�L�V�L�V��
�P�D�Q�D�J�H�P�H�Q�W���P�H�D�V�X�U�H�V���Z�H�U�H���L�Q�W�U�R�G�X�F�H�G���E�\���W�K�H���U�H�V�S�R�Q�G�H�Q�W���R�U�J�D�Q�L�V�D�W�L�R�Q�V���F�D�X�V�H�G���E�\��
�W�K�H���D�S�S�H�D�U�D�Q�F�H���R�I���W�K�H���F�R�U�R�Q�D�Y�L�U�X�V���S�D�Q�G�H�P�L�F����

�)�L�J�X�U�H�� ���� �V�X�P�P�D�U�L�V�H�V�� �W�K�H�� �G�D�W�D�� �R�I�� �W�K�H�� �V�H�F�R�Q�G�� �Z�D�Y�H�� �D�Q�G�� �S�U�H�V�H�Q�W�V�� �Z�K�D�W�� �+�5�� �F�U�L�V�L�V��
�P�D�Q�D�J�H�P�H�Q�W�� �P�H�D�V�X�U�H�V�� �F�K�D�U�D�F�W�H�U�L�V�H�G�� �W�K�H�� �U�H�V�S�R�Q�G�H�Q�W�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V���� �D�Q�G�� �W�R�� �Z�K�D�W��
�S�U�R�S�R�U�W�L�R�Q���R�I���W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�V���W�K�H���P�H�D�V�X�U�H�V���H�[�W�H�Q�G�H�G���W�R����

�$�� �V�X�E�V�W�D�Q�W�L�D�O�� �S�H�U�F�H�Q�W�D�J�H�� �R�I�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V�� ���������������� �F�R�Q�V�L�G�H�U�H�G�� �W�K�D�W�� �+�5�� �K�D�G�� �W�D�V�N�V��
�U�H�O�D�W�H�G���W�R���W�K�H���H�I�I�H�F�W�V���R�I���W�K�H���S�D�Q�G�H�P�L�F�����,���H�����O�H�V�V���W�K�D�Q���R�Q�H-�W�K�L�U�G���R�I���W�K�H�P���G�L�G���Q�R�W���V�H�H���D��
�U�H�D�V�R�Q���I�R�U���L�Q�W�H�U�Y�H�Q�W�L�R�Q���E�\���W�K�H���+�5���D�U�H�D���W�R���D���O�R�Z�����P�H�G�L�X�P�����R�U���K�L�J�K���H�[�W�H�Q�W�����2�I���W�K�H�V�H��
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�7�K�H���P�H�D�V�X�U�H�V���P�D�U�N�H�G���E�\���P�R�V�W���U�H�V�S�R�Q�G�H�Q�W�V���D�V���F�K�D�U�D�F�W�H�U�L�V�W�L�F���D�W���O�H�D�V�W���W�R���D���O�R�Z���H�[�W�H�Q�W����
"�1�H�Z���R�F�F�X�S�D�W�L�R�Q�D�O���K�H�D�O�W�K���D�Q�G���V�D�I�H�W�\���P�H�D�V�X�U�H�V������������������"�(�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J���K�R�P�H��
�R�I�I�L�F�H�V���� ��������������"�(�O�D�E�R�U�D�W�L�R�Q���U�H-�S�O�D�Q�Q�L�Q�J�� �R�I�� �U�H�S�O�D�F�H�P�H�Q�W�� �S�O�D�Q�V���� ������������ �D�Q�G��
"�$�G�G�U�H�V�V�L�Q�J���H�P�S�O�R�\�H�H�V�
���V�R�F�L�D�O�� �S�U�R�E�O�H�P�V���� �������������� �%�X�W�� �I�R�U�� �Q�H�D�U�O�\�� �������� �R�I��
�R�U�J�D�Q�L�V�D�W�L�R�Q�V�� ������-����������"�6�X�S�S�R�U�W�L�Q�J�� �S�H�U�V�R�Q�D�O�� �G�H�Y�H�O�R�S�P�H�Q�W������ ���+�L�U�L�Q�J�� �I�U�H�H�]�H�����D�Q�G��
"�5�H�G�X�F�L�Q�J���W�K�H���U�L�V�N�V���R�I���W�K�H���S�D�Q�G�H�P�L�F���W�K�U�R�X�J�K���W�U�D�L�Q�L�Q�J����was���D�O�V�R���W�\�S�L�F�D�O�����$�W������-��������
�R�I�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V��"�5�H�Y�L�V�L�Q�J�� �W�K�H�� �L�Q�F�H�Q�W�L�Y�H�� �V�F�K�H�P�H������“ �5�H�Y�L�V�L�Q�J�� �W�K�H�� �S�H�U�I�R�U�P�D�Q�F�H��
�D�S�S�U�D�L�V�D�O���V�\�V�W�H�P�´�����W�K�H���V�F�R�U�H���R�I���W�K�H�V�H���E�H�L�Q�J���F�O�R�V�H���W�R���H�D�F�K���R�W�K�H�U���L�V���D���J�R�R�G���V�L�J�Q���D�Q�G��
�P�D�\���V�X�J�J�H�V�W���D�Q���L�Q�W�H�J�U�D�W�H�G���D�S�S�U�R�D�F�K���W�R���W�K�H�V�H���W�Z�R���D�U�H�D�V��,���D�Q�G��“ �5�H�G�X�F�W�L�R�Q���R�I���Z�R�U�N�L�Q�J��
�K�R�X�U�V�´���W�R���V�R�P�H���H�[�W�H�Q�W�����/�H�V�V���W�K�D�Q�����������R�I���U�H�V�S�R�Q�G�H�Q�W�V���L�Q�G�L�F�D�W�H�G��“ �5�H�G�X�F�L�Q�J���O�D�E�R�X�U��
�U�H�T�X�L�U�H�P�H�Q�W�V���E�\���D�X�W�R�P�D�W�L�R�Q���W�H�F�K�Q�L�F�D�O���V�R�O�X�W�L�R�Q�´����“ �5�H�G�X�F�L�Q�J���O�D�E�R�X�U���U�H�T�X�L�U�H�P�H�Q�W�V���E�\��
�W�U�D�L�Q�L�Q�J�����G�H�Y�H�O�R�S�P�H�Q�W�´����“ �'�R�Z�Q�V�L�]�L�Q�J�´����“ �5�H�Y�L�V�L�Q�J���W�K�H���H�T�X�D�O���R�S�S�R�U�W�X�Q�L�W�L�H�V���V�W�U�D�W�H�J�L�F��
�S�O�D�Q�´����“ �'�R�Z�Q�V�L�]�L�Q�J���R�I���W�H�P�S�R�U�D�U�\�� �V�W�D�I�I�´���D�Q�G��“ �5�H�G�X�F�L�Q�J���I�U�L�Q�J�H���E�H�Q�H�I�L�W�V�´�����7�K�H���W�Z�R��
�O�D�V�W�� �S�O�D�F�H�V�� �Z�L�W�K�� �X�Q�G�H�U�� �������� �Z�H�U�H��“ �3�D�\�� �I�U�H�H�]�H�´�� �D�Q�G��“ �3�D�\�� �U�H�G�X�F�W�L�R�Q�´���� �7�K�H�V�H��
�S�H�U�F�H�Q�W�D�J�H�V���V�K�R�Z���W�K�D�W�����D�W���O�H�D�V�W���E�D�V�H�G���R�Q���W�K�H���D�Q�V�Z�H�U�V���R�I���W�K�H���U�H�V�S�R�Q�G�H�Q�W�V�����S�U�R�D�F�W�L�Y�H��
�D�Q�G���I�R�U�Z�D�U�G-�O�R�R�N�L�Q�J���V�R�O�X�W�L�R�Q�V�����W�K�R�V�H���V�H�H�L�Q�J���W�K�H���U�H�P�H�G�\���L�Q���G�H�Y�H�O�R�S�P�H�Q�W�����Z�H�U�H���P�R�U�H��
�I�U�H�T�X�H�Q�W�����,�W���P�D�\���E�H���V�H�S�D�U�D�W�H�O�\���K�L�J�K�O�L�J�K�W�H�G���W�K�D�W���I�U�R�P���W�K�H���U�D�Q�N�L�Q�J���W�K�H���H�I�I�R�U�W���L�V���H�Y�L�G�H�Q�W��
�W�R�� �S�U�R�Y�L�G�H�� �S�U�R�G�X�F�W�L�R�Q�� �F�D�S�D�F�L�W�\�� �E�\�� �S�K�\�V�L�F�D�O�� �R�U�� �K�X�P�D�Q�� �F�D�S�L�W�D�O�� �L�Q�Y�H�V�W�P�H�Q�W��
���W�H�F�K�Q�R�O�R�J�L�F�D�O�� �G�H�Y�H�O�R�S�P�H�Q�W���� �W�U�D�L�Q�L�Q�J������ �7�K�H�V�H�� �D�U�H���I�R�U�Z�D�U�G-�O�R�R�N�L�Q�J���V�R�O�X�W�L�R�Q�V�� �H�Y�H�Q��
�Z�L�W�K�R�X�W�� �W�K�H�� �S�D�Q�G�H�P�L�F�� �V�L�W�X�D�W�L�R�Q���� �E�X�W�� �W�K�H�� �F�X�U�U�H�Q�W�� �V�L�W�X�D�W�L�R�Q�� �P�D�\�� �K�D�Y�H�� �J�L�Y�H�Q�� �W�K�H�P��
�P�R�P�H�Q�W�X�P����

�,�I�� �Z�H�� �R�Q�O�\�� �F�R�Q�V�L�G�H�U�� �W�K�H�� �K�L�J�K�O�\�� �W�\�S�L�F�D�O�� �P�D�U�N�L�Q�J�V���� �W�K�H�Q�� �L�Q�� �W�K�H�� �V�H�F�R�Q�G�� �Z�D�Y�H�� �R�I�� �W�K�H��
�S�D�Q�G�H�P�L�F�� �W�K�H�� �P�R�V�W�� �I�U�H�T�X�H�Q�W�� �+�5�� �P�H�D�V�X�U�H�V�� �Z�H�U�H�� �Ä�1�H�Z�� �R�F�F�X�S�D�W�L�R�Q�D�O�� �K�H�D�O�W�K�� �D�Q�G��
�V�D�I�H�W�\�� �P�H�D�V�X�U�H�V�´�� ��������������“ �$�G�G�U�H�V�V�L�Q�J�� �H�P�S�O�R�\�H�H�V�¶�� �V�R�F�L�D�O�� �S�U�R�E�O�H�P�V�´�� ��������������
“ �(�O�D�E�R�U�D�W�L�R�Q���U�H-�S�O�D�Q�Q�L�Q�J�� �R�I�� �U�H�S�O�D�F�H�P�H�Q�W�� �S�O�D�Q�V�´�� �������������� �)�X�U�W�K�H�U�P�R�U�H,���P�D�U�N�H�G�� ����-
���������Z�H�U�H��“ �(�Q�D�E�O�L�Q�J���G�L�U�H�F�W�L�Q�J���K�R�P�H���R�I�I�L�F�H�V�´����“ �6�X�S�S�R�U�W�L�Q�J���S�H�U�V�R�Q�D�O���G�H�Y�H�O�R�S�P�H�Q�W�´����
“ �5�H�Y�L�V�L�Q�J�� �W�K�H�� �L�Q�F�H�Q�W�L�Y�H�� �V�F�K�H�P�H�´����“ �+�L�U�L�Q�J�� �I�U�H�H�]�H�´����“ �5�H�Y�L�V�L�Q�J�� �W�K�H�� �S�H�U�I�R�U�P�D�Q�F�H��
�D�S�S�U�D�L�V�D�O�� �V�\�V�W�H�P�´�� �D�Q�G��“ �5�H�G�X�F�L�Q�J�� �W�K�H�� �U�L�V�N�V�� �R�I�� �W�K�H�� �S�D�Q�G�H�P�L�F�� �W�K�U�R�X�J�K�� �W�U�D�L�Q�L�Q�J�´������
�$�W���W�K�L�V���O�H�Y�H�O���R�I���L�P�S�R�U�W�D�Q�F�H,���R�W�K�H�U���+�5���V�R�O�X�W�L�R�Q�V���Z�H�U�H���X�Q�G�H�U������������

2.2 Examination of the Second Hypothesis 

�$�F�F�R�U�G�L�Q�J���W�R���W�K�H���G�H�V�F�U�L�S�W�L�R�Q���L�Q���W�K�H���P�H�W�K�R�G�R�O�R�J�\���F�K�D�S�W�H�U�����Z�H���I�L�U�V�W���F�R�Q�G�X�F�W�H�G���U�D�Q�N��
�F�R�U�U�H�O�D�W�L�R�Q�� �V�W�X�G�L�H�V���� �V�S�H�F�L�I�L�F�D�O�O�\�� �R�Q�� �H�D�F�K�� �V�D�P�S�O�H�� �V�H�S�D�U�D�W�H�O�\�� �D�Q�G�� �L�Q�� �F�K�U�R�Q�R�O�R�J�L�F�D�O��
�R�U�G�H�U����

�7�K�H���U�D�Q�N���F�R�U�U�H�O�D�W�L�R�Q���Z�L�W�K���W�K�H���K�H�D�G�F�R�X�Q�W���Y�D�U�L�D�E�O�H���L�V���V�K�R�Z�Q���L�Q���G�L�P�L�Q�L�V�K�L�Q�J���R�U�G�H�U���R�I��
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�(�[�S�H�F�W�H�G�� ���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Yes�� �$�F�W�X�D�O�� ���� ������ ������ 7�� 4�� 4�� 4�� 76��
�(�[�S�H�F�W�H�G�� �������� ���������� ���������� ���������� �������� �������� �������� ����������

Very 
much 
no task 

�1�R�� �$�F�W�X�D�O�� ������ 77�� ������ ������ ������ ������ ������ ��������
�(�[�S�H�F�W�H�G�� ���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Yes�� �$�F�W�X�D�O�� ���� ������ ���� 4�� ���� 4�� ���� ������
�(�[�S�H�F�W�H�G�� �������� ���������� �������� �������� �������� �������� �������� ����������

�$�F�F�R�U�G�L�Q�J���W�R���W�K�H���7�D�E�O�H�¶�V���G�D�W�D�����L�Q���W�K�H���W�Z�R���O�R�Z�H�V�W���K�H�D�G�F�R�X�Q�W���F�D�W�H�J�R�U�L�H�V���������D�Q�G����-������
�W�K�H�� �U�H�F�H�L�Y�H�G�� �I�U�H�T�X�H�Q�F�L�H�V�� �D�U�H�� �D�O�Z�D�\�V�� �E�H�O�R�Z�� �W�K�H�� �H�[�S�H�F�W�H�G�� �Y�D�O�X�H���� �P�H�D�Q�L�Q�J���W�K�D�W�� �W�K�H��
�V�P�D�O�O�H�V�W�� �R�U�J�D�Q�L�V�D�W�L�R�Q�V���� �L�Q�� �F�R�P�S�D�U�L�V�R�Q�� �W�R�� �U�D�Q�G�R�P�� �G�L�V�W�U�L�E�X�W�L�R�Q���� �D�Q�V�Z�H�U�H�G�� �P�R�U�H��
�I�U�H�T�X�H�Q�W�O�\���W�K�D�Q���V�R�P�H���H�[�W�H�Q�W���W�K�H�\���D�J�U�H�H���W�K�D�W���W�K�H�\���K�D�Y�H���1�R���+�5���W�D�V�N�V�����,�Q���W�K�H���F�D�V�H���R�I��
�1�R���W�D�V�N���D�W���D�O�O���W�K�H���Y�D�O�X�H���R�I���&�U�D�P�p�U�
�V���9���L�V����������������p��� �������������������W�K�X�V���K�H�U�H���W�K�H���F�R�U�U�H�O�D�W�L�R�Q��
�L�V���V�L�J�Q�L�I�L�F�D�Q�W�����,�Q���W�K�H���F�D�V�H���R�I�� �0�H�G�L�X�P���O�H�Y�H�O���Q�R���W�D�V�N���������D�W���W�K�H���9�H�U�\�� �P�X�F�K���Q�R���W�D�V�N������
�H�[�S�H�F�W�H�G�� �F�H�O�O�� �Y�D�O�X�H�V�� �G�L�G���Q�R�W�� �U�H�D�F�K�� ������ �W�K�X�V�� �K�H�U�H�� �W�K�H�� �W�H�V�W�� �F�R�X�O�G�� �Q�R�W�� �E�H�� �S�H�U�I�R�U�P�H�G������
�7�R�� �U�H�P�H�G�\�� �W�K�L�V���� �Z�H�� �F�U�H�D�W�H�G�� �D�� �G�X�P�P�\�� �Y�D�U�L�D�E�O�H�� �E�D�V�H�G�� �R�Q�� �W�K�H�� �K�H�D�G�F�R�X�Q�W���� �Z�L�W�K�� �W�K�H��
�Y�D�O�X�H�������L�I���W�K�H���R�U�J�D�Q�L�V�D�W�L�R�Q�¶�V���K�H�D�G�F�R�X�Q�W���G�R�H�V���Q�R�W���H�[�F�H�H�G���������D�Q�G���Z�L�W�K���W�K�H���Y�D�O�X�H�������L�I���L�W��
�L�V�� �K�L�J�K�H�U���� �%�\�� �W�K�H�� �D�S�S�O�L�F�D�W�L�R�Q�� �R�I�� �W�K�L�V�� �Y�D�U�L�D�E�O�H�� �R�Q�� �D�� ���[���� �P�D�W�U�L�[���W�K�H�� �W�H�V�W�� �F�R�X�O�G�� �E�H��
�S�H�U�I�R�U�P�H�G���L�Q���W�K�H���F�D�V�H���R�I���0�H�G�L�X�P���O�H�Y�H�O���Q�R���W�D�V�N����V��� ����������������p���������������������D�Q�G���W�K�H���9�H�U�\��
�P�X�F�K���Q�R���W�D�V�N����V��� ����������������p�����������������������Z�L�W�K���D���V�L�J�Q�L�I�L�F�D�Q�W���U�H�V�X�O�W���L�Q���E�R�W�K���F�D�V�H�V�����W�R���D�Y�R�L�G��
�G�D�W�D���G�X�S�O�L�F�D�W�L�R�Q���Z�H���G�L�G���Q�R�W���S�X�E�O�L�V�K���W�K�H�V�H���7�D�E�O�H�V�����V�L�Q�F�H���W�K�H�\���D�U�H���F�O�H�D�U���I�U�R�P���W�K�H���D�E�R�Y�H��
�7�D�E�O�H������

�$�W�� �W�K�H�� �D�F�W�X�D�O�� �D�Q�G�� �U�D�Q�G�R�P�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �D�F�F�R�U�G�L�Q�J���W�R���W�K�H�� �U�H�Y�H�Q�X�H�� �F�D�W�H�J�R�U�L�H�V���� �W�K�H��
�H�[�S�H�F�W�H�G���I�U�H�T�X�H�Q�F�L�H�V���D�U�H���V�K�R�Z�Q���L�Q���7�D�E�O�H��������

�7�D�E�O�H������

�&�R�Q�V�L�G�H�U�L�Q�J���W�K�H���³�1�R���W�D�V�N�V�´���P�H�D�V�X�U�H���F�K�D�U�D�F�W�H�U�L�V�W�L�F���D�F�F�R�U�G�L�Q�J���W�R���U�H�Y�H�Q�X�H���F�D�W�H�J�R�U�L�H�V�����I�L�U�V�W���V�D�P�S�O�H����

How characteristic 
is the No task 
opinion? 

Annual budget/revenue in 2019 Total 
unde
r 50 
milli
on 
HUF 

51 - 
100 
millio
n 
HUF 

101 
- 
500 
milli
on 

501 
millio
n 
HUF - 
2.5 

2.51 
- 25 
billi
on 

25.1 
- 
120 
billi
on 

over 
100 
billion 
HUF  
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HU
F 

billion 
HUF 

HU
F 

HU
F 

No 
task 
at 
all 

N
o 

�$�F�W�X�D�O�� 40�� ������ ������ ������ 60�� ������ ������ ��������
�(�[�S�H�F
�W�H�G��

���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Ye
s 

�$�F�W�X�D�O�� ������ ������ ������ ������ ������ ���� 6�� ��������
�(�[�S�H�F
�W�H�G��

���������� ���������� ���������� ���������� ���������� �������� �������� ������������

Me
diu
m 
leve
l no 
task 

N
o 

�$�F�W�X�D�O�� ������ ������ ������ ������ 70�� ������ ������ ��������
�(�[�S�H�F
�W�H�G��

���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Ye
s 

�$�F�W�X�D�O�� ������ ������ ������ ���� 6�� ���� 4�� 76��
�(�[�S�H�F
�W�H�G��

���������� �������� ���������� �������� ���������� �������� �������� ����������

Ver
y 
muc
h no 
task 

N
o 

�$�F�W�X�D�O�� ������ ������ ������ ������ ������ ������ ������ ��������
�(�[�S�H�F
�W�H�G��

���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Ye
s 

�$�F�W�X�D�O�� ������ ���� 6�� 7�� ���� ���� 4�� ������
�(�[�S�H�F
�W�H�G��

���������� �������� �������� �������� ���������� �������� �������� ����������

Total �$�F�W�X�D�O�� ������ ������ ������ ������ 76�� ������ ������ ��������

�(�[�S�H�F
�W�H�G��

���������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

�
�������(�8�5��� ���������������+�8�)���>�����@��

�7�K�H�� �O�H�V�V�R�Q�V�� �R�I�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �D�F�F�R�U�G�L�Q�J���W�R���W�K�H�� �U�H�Y�H�Q�X�H�� �F�D�W�H�J�R�U�L�H�V�� �D�U�H�� �V�L�P�L�O�D�U�� �W�R�� �W�K�H��
�V�W�X�G�\���F�R�Q�G�X�F�W�H�G���E�D�V�H�G���R�Q���K�H�D�G�F�R�X�Q�W�����,�Q���W�K�H���F�D�V�H���R�I���W�K�H���D�W���O�H�D�V�W���O�R�Z���H�[�W�H�Q�W���D�J�U�H�H�P�H�Q�W��
�W�K�R�V�H���Z�L�W�K���U�H�Y�H�Q�X�H���X�Q�G�H�U���+�8�)�����������P�L�O�O�L�R�Q�����D�W���W�K�H���R�W�K�H�U���W�Z�R���G�X�P�P�\���Y�D�U�L�D�E�O�H�V,���W�K�R�V�H��
�Z�L�W�K���U�H�Y�H�Q�X�H���X�Q�G�H�U���+�8�)�����������P�L�O�O�L�R�Q���D�J�U�H�H�G���P�R�U�H���I�U�H�T�X�H�Q�W�O�\���W�K�D�Q���Z�K�D�W���Z�R�X�O�G���E�H��
�H�[�S�H�F�W�H�G�� �Z�L�W�K�R�X�W�� �F�R�U�U�H�O�D�W�L�R�Q���� �,�Q�� �W�K�H�� �I�L�U�V�W�� �F�D�V�H,���W�K�H�� �S�U�H�F�R�Q�G�L�W�L�R�Q�� �R�I�� �&�U�D�P�p�U�
�V�� �9��
�F�D�O�F�X�O�D�W�L�R�Q���L�V���P�H�W�����D�Q�G���D�F�F�R�U�G�L�Q�J���W�R���W�K�L�V,���W�K�H���F�R�U�U�H�O�D�W�L�R�Q���Z�D�V���V�L�J�Q�L�I�L�F�D�Q�W����V��� ����������������
p��� �������������������6�L�P�L�O�D�U�O�\���W�R���W�K�H���V�R�O�X�W�L�R�Q���D�S�S�O�L�H�G���L�Q���W�K�H���F�D�V�H���R�I���K�H�D�G�F�R�X�Q�W�����Z�H���P�D�G�H���D��
���[�����P�D�W�U�L�[���K�H�U�H���D�V���Z�H�O�O�����7�K�H���Y�D�O�X�H�V���R�I���W�K�H���Q�H�Z���U�H�Y�H�Q�X�H-�E�D�V�H�G���G�X�P�P�\��were���������L�I���W�K�H��
�L�Q�G�L�F�D�W�H�G���U�H�Y�H�Q�X�H�� �Z�D�V�� �X�Q�G�H�U�� �+�8�)�� �������� �P�L�O�O�L�R�Q���� �D�Q�G������ �L�I�� �L�W���Z�D�V�� �R�Y�H�U�� �W�K�D�W���D�P�R�X�Q�W����
�7�K�H�� �W�H�V�W���U�X�Q�V���L�Q�� �W�K�L�V�� �Z�D�\�� �K�D�G�� �D�� �V�L�J�Q�L�I�L�F�D�Q�W�� �U�H�V�X�O�W�� �L�Q�� �E�R�W�K�� �F�D�V�H�V�� ���L�Q�� �W�K�H�� �F�D�V�H�� �R�I��
�P�H�G�L�X�P-level���D�J�U�H�H�P�H�Q�W����V��� �� ��������������p������ �������������� �D�W���D���K�L�J�K-�O�H�Y�H�O����V��� �� ��������������p��� ��
����������������

Thus, in the first sample, we found evidence that H2c cannot be disregarded. 

�$�W�� �W�K�H�� �D�F�W�X�D�O�� �D�Q�G�� �U�D�Q�G�R�P�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �D�F�F�R�U�G�L�Q�J�� �W�R�� �W�K�H�� �K�H�D�G�F�R�X�Q�W�� �F�D�W�H�J�R�U�L�H�V���� �W�K�H��
�H�[�S�H�F�W�H�G���I�U�H�T�X�H�Q�F�L�H�V���D�U�H���V�K�R�Z�Q���L�Q���7�D�E�O�H��������

��

��
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�7�D�E�O�H������

�&�R�Q�V�L�G�H�U�L�Q�J���W�K�H���³�1�R���W�D�V�N�V�´���P�H�D�V�X�U�H���F�K�D�U�D�F�W�H�U�L�V�W�L�F���D�F�F�R�U�G�L�Q�J���W�R���K�H�D�G�F�R�X�Q�W���F�D�W�H�J�R�U�L�H�V�����V�H�F�R�Q�G���V�D�P�S�O�H����

How characteristic is the 
No task opinion?��

Headcount categories  (person) Total 
0 1-9 10-

49 
50-
250 

251-
500 

501-
2000 

over 
2000 

No task 
at all 

No �$�F�W�X�D�O�� ������ ������ �������� �������� ������ ������ ������ ��������
�(�[�S�H�F�W�H�G�� ���������� ������������ ������������ ������������ ���������� ���������� ���������� ������������

Yes �$�F�W�X�D�O�� 7�� ������ 66�� ������ ������ ������ ������ ��������
�(�[�S�H�F�W�H�G�� �������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Medium 
level no 
task 

No �$�F�W�X�D�O�� ������ �������� �������� �������� ������ �������� �������� 770��
�(�[�S�H�F�W�H�G�� ���������� ������������ ������������ ������������ ���������� ������������ ������������ ������������

Yes �$�F�W�X�D�O�� ���� ������ ������ ������ ������ ������ ������ ��������
�(�[�S�H�F�W�H�G�� �������� ���������� ���������� ���������� ���������� ���������� ���������� ������������

Very 
much 
no task 

No �$�F�W�X�D�O�� ������ �������� �������� �������� ������ �������� �������� ��������
�(�[�S�H�F�W�H�G�� ���������� ������������ ������������ ������������ ���������� ������������ ������������ ������������

Yes �$�F�W�X�D�O�� ���� ������ ������ ������ 6�� ���� ������ 76��
�(�[�S�H�F�W�H�G�� �������� ���������� ���������� ���������� �������� ���������� ���������� ����������

Total �$�F�W�X�D�O�� ������ �������� �������� �������� ������ �������� �������� ��������
�(�[�S�H�F�W�H�G�� ���������� ������������ ������������ ������������ ���������� ������������ ������������ ������������

�,�Q�� �F�R�P�S�D�U�L�V�R�Q�� �Z�L�W�K�� �W�K�H���I�L�U�V�W�� �V�D�P�S�O�H,���L�W�� �L�V�� �D�� �F�R�Q�V�S�L�F�X�R�X�V�� �G�L�I�I�H�U�H�Q�F�H�� �W�K�D�W�� �W�K�H��
�R�U�J�D�Q�L�V�D�W�L�R�Q�V�� �H�P�S�O�R�\�L�Q�J�� ���� �S�H�R�S�O�H���D�J�U�H�H�G�� �W�K�H�� �P�R�V�W�� �I�U�H�T�X�H�Q�W�O�\�� �W�K�D�W�� �+�5�� �W�D�V�N�V�� �D�U�H��
�X�Q�Q�H�F�H�V�V�D�U�\�� �W�K�D�Q�� �Z�K�D�W�� �Z�R�X�O�G�� �E�H�� �H�[�S�H�F�W�H�G�� �L�Q�� �W�K�H�� �F�D�V�H�� �R�I�� �U�D�Q�G�R�P�� �G�L�V�W�U�L�E�X�W�L�R�Q����
�P�R�U�H�R�Y�H�U�� �H�Y�H�Q�� �O�H�V�V�� �I�U�H�T�X�H�Q�W�O�\���� �+�R�Z�H�Y�H�U���� �R�U�J�D�Q�L�V�D�W�L�R�Q�V�� �H�P�S�O�R�\�L�Q�J�� ��-���� �S�H�R�S�O�H��
�V�K�R�Z�H�G���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���V�L�P�L�O�D�U���W�R���W�K�H���H�D�U�O�L�H�U�����D�Q�G���H�Y�H�Q���R�U�J�D�Q�L�V�D�W�L�R�Q�V���Z�L�W�K���O�H�V�V���W�K�D�Q��
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Abstract: This paper discusses the increasing significance of smart water management, 
within the context of the fourth industrial revolution and the associated cybersecurity risks, 
particularly in Hungary and Central Europe. By examining the current state of smart water 
management and analyzing the various cybersecurity threats, this study seeks to raise 
awareness around the need for enhanced security measures, in this critical sector.  
The research methodology is primarily based on a through literature review and secondarily, 
on related data analysis. The paper identifies several cybersecurity challenges and potential 
solutions for smart water management and finally suggests future research directions, to 
ensure the safe and sustainable development of this critical infrastructure. 
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1 Introduction  

�7�K�H���U�R�O�H���R�I���,�7���L�Q���H�Y�H�U�\�G�D�\���O�L�I�H���L�Q���W�K�H�������V�W���&�H�Q�W�X�U�\���L�V���X�Q�G�H�Q�L�D�E�O�H�����7�H�F�K�Q�R�O�R�J�\���P�D�N�H�V��
�R�X�U�� �O�L�Y�H�V�� �P�R�U�H�� �F�R�Q�Y�H�Q�L�H�Q�W�� �D�Q�G�� �H�I�I�L�F�L�H�Q�W�����Z�L�W�K�� �O�H�V�V�� �U�H�S�H�W�L�W�L�Y�H�� �Z�R�U�N���� �0�D�F�K�L�Q�H�V�� �F�D�Q��
�H�I�I�H�F�W�L�Y�H�O�\���D�X�W�R�P�D�W�H���S�U�R�F�H�V�V�H�V�����7�K�L�V���W�H�F�K�Q�R�O�R�J�L�F�D�O���V�K�L�I�W���O�H�D�G�V���W�R���K�L�J�K�H�U���G�H�S�H�Q�G�H�Q�F�H��
�R�Q���,�7���D�W���W�K�H���O�H�Y�H�O���R�I���W�K�H���L�Q�G�L�Y�L�G�X�D�O�����W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q���D�Q�G���V�R�F�L�H�W�\�����$�W���W�K�H���O�H�Y�H�O���R�I���W�K�H��
�L�Q�G�L�Y�L�G�X�D�O���� �W�K�H�� �Y�D�V�W�� �P�D�M�R�U�L�W�\�� �R�I�� �W�D�V�N�V�� �Q�R�Z���U�H�T�X�L�U�H�� �W�K�H�� �X�V�H�� �R�I���V�R�P�H�� �N�L�Q�G�� �R�I���D��
�F�R�P�S�X�W�H�U�����:�H���F�D�Q���G�R���R�X�U���Z�R�U�N���I�U�R�P���K�R�P�H�����F�R�Q�Q�H�F�W�H�G���W�R���W�K�H���F�R�U�S�R�U�D�W�H���Q�H�W�Z�R�U�N���Y�L�D��
�D���9�3�1���R�U���S�H�U�K�D�S�V�����R�Q���R�X�U���W�D�E�O�H�W�����Z�K�L�O�H���V�L�W�W�L�Q�J���R�Q���W�K�H���S�O�D�Q�H�����:�H���S�R�V�W���R�X�U���T�X�H�U�L�H�V���W�R��
�*�R�R�J�O�H�� �V�H�D�U�F�K�� �D�Q�G�� �H-�P�D�L�O�� �R�X�U�� �E�X�V�L�Q�H�V�V�� �S�D�U�W�Q�H�U�V���� �S�U�H�I�H�U�D�E�O�\�� �H�O�H�F�W�U�R�Q�L�F�D�O�O�\�� �V�L�J�Q�H�G��
�D�Q�G�� �H�Q�F�U�\�S�W�H�G���� �:�H�� �U�H�D�F�K�� �R�X�U�� �U�H�P�R�W�H�� �O�R�Y�H�G�� �R�Q�H�V�� �Y�L�D�� �W�H�O�H�F�R�Q�I�H�U�H�Q�F�L�Q�J�� �R�U�� �F�K�D�W��
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�D�S�S�O�L�F�D�W�L�R�Q�V�����:�H���X�V�H�G���W�K�H�V�H���I�D�F�L�O�L�W�L�H�V���L�Q���R�X�U���G�D�L�O�\���Z�R�U�N�����G�X�U�L�Q�J���W�K�H���S�H�D�N���Y�L�U�X�V���V�H�D�V�R�Q��
�H�[�W�H�Q�V�L�Y�H�O�\����

�:�K�H�Q�� �Z�H�� �W�K�L�Q�N�� �R�I�� �D�Q�� �R�U�J�D�Q�L�]�D�W�L�R�Q�¶�V�� �G�H�S�H�Q�G�H�Q�F�H�� �R�Q�� �,�7���� �Z�H�� �F�D�Q���D�V�V�R�F�L�D�W�H�� �L�W�� �Z�L�W�K��
�Y�L�U�W�X�D�O�O�\�� �D�Q�\�� �E�X�V�L�Q�H�V�V�� �U�H�F�R�U�G���� �)�R�U�� �H�[�D�P�S�O�H���� �F�X�V�W�R�P�H�U�� �U�H�F�R�U�G�V�� �D�U�H�� �Q�R�Z�� �N�H�S�W�� �L�Q��
�F�X�V�W�R�P�H�U�� �U�H�O�D�W�L�R�Q�V�K�L�S�� �P�D�Q�D�J�H�P�H�Q�W�� ���&�5�0���� �V�\�V�W�H�P�V���� �$�F�F�R�X�Q�W�L�Q�J�� �U�H�F�R�U�G�V�� �D�U�H�� �D�O�V�R��
�V�W�R�U�H�G���R�Q���F�R�P�S�X�W�H�U�V�����:�K�L�O�H���V�L�Q�J�O�H-�H�Q�W�U�\���D�F�F�R�X�Q�W�L�Q�J�����F�D�V�K���E�R�R�N�����F�D�Q���V�W�L�O�O���E�H���G�R�Q�H���R�Q��
�S�D�S�H�U�����I�R�U���G�R�X�E�O�H-�H�Q�W�U�\���D�F�F�R�X�Q�W�L�Q�J���W�K�L�V���Q�R�Z���V�H�H�P�V���F�R�P�S�O�H�W�H�O�\���D�Q�D�F�K�U�R�Q�L�V�W�L�F�����$�E�R�Y�H��
�P�H�G�L�X�P���V�L�]�H�����L�W���L�V���F�R�P�P�R�Q���I�R�U���R�U�J�D�Q�L�]�D�W�L�R�Q�V���W�R���L�Q�W�U�R�G�X�F�H���D�Q���L�Q�W�H�J�U�D�W�H�G���(�5�3���V�\�V�W�H�P����
�V�X�F�K���D�V���6�$�3���R�U���0�L�F�U�R�V�R�I�W���'�\�Q�D�P�L�F�V�����Z�K�L�F�K���L�V���X�V�H�G�����Q�R�W���R�Q�O�\���I�R�U���W�U�D�F�N�L�Q�J���F�R�V�W�V�����E�X�W��
�D�O�V�R���L�Q���W�K�H���S�U�R�G�X�F�W�L�R�Q���S�U�R�F�H�V�V����

1.1 Industrial Revolutions 

�7�K�H�� �W�H�U�P�� �µ�,�Q�G�X�V�W�U�L�D�O���5�H�Y�R�O�X�W�L�R�Q�¶�� �L�V�� �W�K�H�� �E�H�V�W�� �Z�D�\�� �W�R�� �G�H�V�F�U�L�E�H�� �W�K�H�� �D�X�W�R�P�D�W�L�R�Q�� �R�I��
�S�U�R�G�X�F�W�L�R�Q�� �D�Q�G�� �P�D�Q�X�I�D�F�W�X�U�L�Q�J���� �6�X�F�K�� �U�H�Y�R�O�X�W�L�R�Q�V�� �U�H�S�U�H�V�H�Q�W�H�G�� �P�D�M�R�U�� �D�G�Y�D�Q�F�H�V�� �L�Q��
�W�H�F�K�Q�R�O�R�J�\���D�Q�G���V�L�J�Q�L�I�L�F�D�Q�W�O�\���L�P�S�D�F�W�H�G���E�R�W�K���H�F�R�Q�R�P�\���D�Q�G���V�R�F�L�H�W�\����

��

�)�L�J�X�U�H������

�,�Q�G�X�V�W�U�L�D�O���U�H�Y�R�O�X�W�L�R�Q�V��[1]��

�:�H���F�R�X�Q�W���W�K�H���I�L�U�V�W���L�Q�G�X�V�W�U�L�D�O���U�H�Y�R�O�X�W�L�R�Q���I�U�R�P���W�K�H���D�G�Y�H�Q�W���R�I���W�K�H���V�W�H�D�P���H�Q�J�L�Q�H�����7�K�L�V��
�Z�D�V���V�W�U�R�Q�J�O�\���O�L�Q�N�H�G���W�R���W�K�H���E�R�X�U�J�H�R�L�V���U�H�Y�R�O�X�W�L�R�Q���D�Q�G���O�H�G���W�R���W�K�H���G�H�F�O�L�Q�H���R�I���W�K�H���I�H�X�G�D�O��
�V�\�V�W�H�P���W�K�U�R�X�J�K�R�X�W���(�X�U�R�S�H�����$�W���W�K�H���W�H�F�K�Q�R�O�R�J�L�F�D�O���O�H�Y�H�O�����L�W���Z�D�V���F�K�D�U�D�F�W�H�U�L�]�H�G���E�\���W�K�H��
�P�H�F�K�D�Q�L�]�D�W�L�R�Q���R�I���W�K�H���W�H�[�W�L�O�H���L�Q�G�X�V�W�U�\�����V�W�H�D�P-�S�R�Z�H�U�H�G���V�K�L�S�V�����V�W�H�D�P���U�D�L�O�Z�D�\�V�����D�Q�G���W�K�H��
�X�V�H���R�I���V�W�H�D�P���H�Q�J�L�Q�H�V���L�Q���P�D�Q�X�I�D�F�W�X�U�L�Q�J���>���@�����7�K�H���V�H�F�R�Q�G���L�Q�G�X�V�W�U�L�D�O���U�H�Y�R�O�X�W�L�R�Q���V�D�Z���W�K�H��
�H�P�H�U�J�H�Q�F�H���R�I���P�D�V�V���S�U�R�G�X�F�W�L�R�Q�����2�Q�H���H�[�D�P�S�O�H���R�I���W�K�L�V���Z�D�V���W�K�H���)�R�U�G���F�D�U���F�R�P�S�D�Q�\�¶�V��
�P�D�V�V���S�U�R�G�X�F�W�L�R�Q���R�I���P�R�W�R�U���Y�H�K�L�F�O�H�V�����+�R�Z�H�Y�H�U�����Z�L�W�K���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���R�I���W�K�H���L�U�R�Q���D�Q�G��
�V�W�H�H�O�� �L�Q�G�X�V�W�U�\���� �W�K�H�� �X�V�H�� �R�I�� �H�O�H�F�W�U�L�F�L�W�\���� �W�K�H�� �L�Q�Y�H�Q�W�L�R�Q�� �R�I�� �W�K�H���F�R�P�E�X�V�W�L�R�Q���H�Q�J�L�Q�H���� �W�K�H��
�F�K�H�P�L�F�D�O�� �L�Q�G�X�V�W�U�\���� �D�J�U�L�F�X�O�W�X�U�D�O�� �G�H�Y�H�O�R�S�P�H�Q�W�����D�Q�G�� �W�K�H�� �P�L�O�L�W�D�U�\�� �L�Q�G�X�V�W�U�\�� �D�O�V�R��
�X�Q�G�H�U�Z�H�Q�W���V�L�J�Q�L�I�L�F�D�Q�W���W�H�F�K�Q�L�F�D�O���G�H�Y�H�O�R�S�P�H�Q�W�V�����(�F�R�Q�R�P�L�F�D�O�O�\�����L�W���Z�D�V���F�K�D�U�D�F�W�H�U�L�]�H�G��
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�E�\���W�K�H���H�P�H�U�J�H�Q�F�H���R�I���P�R�Q�R�S�R�O�L�H�V���D�Q�G�����V�R�F�L�D�O�O�\�����E�\���W�K�H���H�P�H�U�J�H�Q�F�H���R�I���D���P�L�G�G�O�H���F�O�D�V�V��
�D�Q�G���W�K�H���G�L�I�I�H�U�H�Q�W�L�D�W�L�R�Q���R�I���W�K�H���Z�R�U�N�L�Q�J���F�O�D�V�V�����7�K�H���W�K�L�U�G���L�Q�G�X�V�W�U�L�D�O���U�H�Y�R�O�X�W�L�R�Q���Z�D�V���W�K�H��
�D�G�Y�H�Q�W���R�I���F�R�P�S�X�W�H�U���W�H�F�K�Q�R�O�R�J�\���D�Q�G���W�K�X�V���W�K�H���D�X�W�R�P�D�W�L�R�Q���R�I���S�U�R�F�H�V�V�H�V�����7�K�L�V���L�Q�Y�R�O�Y�H�G��
�D�X�W�R�Q�R�P�R�X�V���U�H�J�X�O�D�W�L�R�Q���D�Q�G���F�R�Q�W�U�R�O���D�Q�G���V�R�P�H���I�R�U�P���R�I���F�H�Q�W�U�D�O�L�]�H�G���F�R�R�U�G�L�Q�D�W�L�R�Q�����L���H������
�W�K�H�� �L�Q�G�X�V�W�U�L�D�O�� �F�R�Q�W�U�R�O�� �V�\�V�W�H�P�V�� ���,�&�6������ �2�Q�H�� �R�I�� �,�&�6�¶�V�� �E�D�V�L�F���F�R�P�S�R�Q�H�Q�W�V���L�V�� �W�K�H��
�S�U�R�J�U�D�P�P�D�E�O�H���O�R�J�L�F���F�R�Q�W�U�R�O�O�H�U�����3�/�&�������Z�K�L�F�K���L�V���L�Q���G�L�U�H�F�W���F�R�Q�W�D�F�W���Z�L�W�K���V�H�Q�V�R�U�V���D�Q�G��
�D�F�W�X�D�W�R�U�V�� �L�Q�W�H�J�U�D�W�H�G�� �L�Q�W�R�� �W�K�H�� �S�U�R�F�H�V�V�� �E�H�L�Q�J�� �F�R�Q�W�U�R�O�O�H�G���� �7�K�H�V�H�� �F�R�Q�W�U�R�O�O�H�U�V�� �F�D�Q�� �E�H��
�L�Q�W�H�U�F�R�Q�Q�H�F�W�H�G���R�Y�H�U���D���V�X�L�W�D�E�O�H���Q�H�W�Z�R�U�N�����I�R�U�P�H�U�O�\���5�6-�����������W�R�G�D�\���,�Q�G�X�V�W�U�L�D�O���(�W�K�H�U�Q�H�W����
�0�H�D�V�X�U�H�P�H�Q�W���G�D�W�D���F�D�Q���E�H���F�R�O�O�H�F�W�H�G�����I�R�U���H�[�D�P�S�O�H�����E�\���D���V�X�S�H�U�Y�L�V�R�U�\���F�R�Q�W�U�R�O���D�Q�G���G�D�W�D��
�D�F�T�X�L�V�L�W�L�R�Q�� ���6�&�$�'�$���� �V�\�V�W�H�P���� �R�U�� �G�L�V�W�U�L�E�X�W�H�G�� �F�R�Q�W�U�R�O�� �F�D�Q�� �E�H�� �L�P�S�O�H�P�H�Q�W�H�G�� �E�\��
�G�L�V�W�U�L�E�X�W�H�G���F�R�Q�W�U�R�O���V�\�V�W�H�P�V�����'�&�6������

�7�K�H�� �I�R�X�U�W�K�� �L�Q�G�X�V�W�U�L�D�O�� �U�H�Y�R�O�X�W�L�R�Q�����D�O�V�R�� �U�H�I�H�U�H�Q�F�H�G���D�V�� �,�Q�G�X�V�W�U�\�� ���������� �R�U���,�Q�G�X�V�W�U�L�D�O��
�,�Q�W�H�U�Q�H�W���R�I���7�K�L�Q�J�V�����,�,�R�7�������L�V���F�X�U�U�H�Q�W�O�\���X�Q�G�H�U�Z�D�\�����,�W���L�V���P�D�U�N�H�G���E�\���W�K�H���F�R�Q�Y�H�U�J�H�Q�F�H���R�I��
�G�L�J�L�W�D�O���� �S�K�\�V�L�F�D�O���� �D�Q�G�� �E�L�R�O�R�J�L�F�D�O�� �V�\�V�W�H�P�V���� �D�V�� �Z�H�O�O�� �D�V�� �W�K�H�� �H�P�H�U�J�H�Q�F�H�� �R�I�� �Q�H�Z��
�W�H�F�K�Q�R�O�R�J�L�H�V�� �V�X�F�K�� �D�V�� �W�K�H�� �,�Q�W�H�U�Q�H�W�� �R�I�� �7�K�L�Q�J�V�� ���,�R�7�������$�U�W�L�I�L�F�L�D�O���,�Q�W�H�O�O�L�J�H�Q�F�H�� ���$�,������
�U�R�E�R�W�L�F�V���� �D�Q�G�� �E�L�J�� �G�D�W�D�� �D�Q�D�O�\�W�L�F�V��[3]���� �7�K�L�V�� �L�Q�G�X�V�W�U�L�D�O�� �U�H�Y�R�O�X�W�L�R�Q�� �L�V�� �E�D�V�H�G�� �R�Q�� �W�K�H�V�H��
�W�H�F�K�Q�R�O�R�J�L�H�V�� �E�X�W�� �X�V�H�V�� �G�L�I�I�H�U�H�Q�W���� �P�R�G�H�U�Q�� �L�Q�I�R�U�P�D�W�L�R�Q�� �W�H�F�K�Q�R�O�R�J�\���S�U�L�Q�F�L�S�O�H�V�� �D�Q�G��
�P�H�W�K�R�G�V���D�Q�G���L�V���D���G�D�W�D-�G�U�L�Y�H�Q���D�Q�G���Q�H�W�Z�R�U�N�H�G���D�S�S�U�R�D�F�K���W�R���P�D�Q�X�I�D�F�W�X�U�L�Q�J��[4]�����7�K�H���,�7��
�W�R�R�O�V���R�I���W�K�H�������V�W���&�H�Q�W�X�U�\���F�D�Q���F�R�O�O�H�F�W���D�Q�G���D�Q�D�O�\�]�H���S�U�H�Y�L�R�X�V�O�\���X�Q�L�P�D�J�L�Q�D�E�O�H���D�P�R�X�Q�W�V��
�R�I�� �G�D�W�D���� �Z�K�L�F�K�� �L�V�� �Z�K�D�W�� �G�D�W�D�� �V�F�L�H�Q�F�H�� �R�U�� �G�D�W�D�� �V�F�L�H�Q�F�H�� �L�V�� �D�O�O�� �D�E�R�X�W���� �,�Q�� �D�G�G�L�W�L�R�Q���� �W�K�H��
�P�D�V�V�L�Y�H���X�V�H���R�I���W�K�H���Z�H�E���G�H�Y�H�O�R�S�H�G���L�Q���W�K�H�����������V���Å���P�D�N�L�Q�J���W�K�H���L�Q�W�H�U�Q�H�W���D���X�E�L�T�X�L�W�R�X�V��
a�Q�G���T�X�D�V�L-�X�E�L�T�X�L�W�R�X�V���W�R�R�O���I�R�U���D�O�O���R�X�U���O�L�Y�H�V���Å���L�V���D�O�V�R���V�S�L�O�O�L�Q�J���R�Y�H�U���L�Q�W�R���P�D�Q�X�I�D�F�W�X�U�L�Q�J��
�D�Q�G�� �S�U�R�F�H�V�V�� �P�D�Q�D�J�H�P�H�Q�W���� �7�K�L�V�� �Z�L�O�O�� �P�D�N�H�� �P�D�Q�X�I�D�F�W�X�U�L�Q�J�� �H�Y�H�Q�� �P�R�U�H���H�I�I�L�F�L�H�Q�W������
�$�W�� �D�Q�\�� �J�L�Y�H�Q�� �P�R�P�H�Q�W�� �Z�H�� �F�D�Q�� �R�S�W�L�P�L�]�H�� �W�K�H�� �S�U�R�F�H�V�V�� �L�Q�� �U�H�D�O-�W�L�P�H�� �E�\�� �D�Q�D�O�\�]�L�Q�J��
�P�L�O�O�L�R�Q�V�� �R�I�� �G�D�W�D�� �V�R�X�U�F�H�V���� �P�D�N�L�Q�J�� �P�R�U�H�� �H�I�I�L�F�L�H�Q�W�� �X�V�H�� �R�I�� �K�X�P�D�Q�� �U�H�V�R�X�U�F�H�V�� �D�Q�G��
�E�H�F�R�P�L�Q�J���P�R�U�H���H�I�I�H�F�W�L�Y�H���D�W���J�H�W�W�L�Q�J���W�K�H���M�R�E���G�R�Q�H�����:�K�H�W�K�H�U���W�K�L�V���U�H�D�O�O�\���L�V���D�Q���L�Q�G�X�V�W�U�L�D�O��
�U�H�Y�R�O�X�W�L�R�Q�����Z�L�W�K���H�F�R�Q�R�P�L�F���D�Q�G���V�R�F�L�D�O���L�P�S�D�F�W�����R�U���M�X�V�W���D���S�D�V�V�L�Q�J���I�D�G���W�K�D�W���H�[�L�V�W�V���R�Q�O�\��
�R�Q�� �V�D�O�H�V�S�H�U�V�R�Q�V�¶�� �G�H�V�N�V�� �F�D�Q�� �R�Q�O�\���E�H�� �G�H�W�H�U�P�L�Q�H�G�� �I�U�R�P�� �D�� �K�L�V�W�R�U�L�F�D�O�� �S�H�U�V�S�H�F�W�L�Y�H����
�+�R�Z�H�Y�H�U�����Z�K�D�W���L�V���F�H�U�W�D�L�Q���L�V���W�K�D�W���W�K�H���X�V�H���R�I���,�7���R�U�����P�R�U�H���S�H�M�R�U�D�W�L�Y�H�O�\�����G�H�S�H�Q�G�H�Q�F�H���R�Q��
�,�7�����L�V���D���V�H�H�P�L�Q�J�O�\���X�Q�V�W�R�S�S�D�E�O�H���S�U�R�F�H�V�V����

�+�R�Z�H�Y�H�U���� �V�R�P�H�� �S�D�S�H�U�V���P�H�Q�W�L�R�Q�� �W�K�H�� �H�[�L�V�W�H�Q�F�H�� �R�I�� �W�K�H�� �I�L�I�W�K�� �L�Q�G�X�V�W�U�L�D�O�� �U�H�Y�R�O�X�W�L�R�Q�� �R�U��
�,�Q�G�X�V�W�U�\�������������Z�K�L�F�K���L�V���D���F�R�Q�W�U�R�Y�H�U�V�L�D�O���W�R�S�L�F���D�Q�G���L�V���Q�R�W���H�[�D�P�L�Q�H�G���L�Q���W�K�L�V���S�D�S�H�U����

�6�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W���� �D�V�� �D�� �V�S�H�F�L�D�O�L�]�H�G�� �D�S�S�O�L�F�D�W�L�R�Q���R�I�� �,�Q�G�X�V�W�U�\�� ���������� �L�Q�Y�R�O�Y�H�V��
�X�V�L�Q�J�� �D�G�Y�D�Q�F�H�G�� �G�L�J�L�W�D�O�� �W�H�F�K�Q�R�O�R�J�L�H�V�� �D�Q�G�� �G�D�W�D-�G�U�L�Y�H�Q�� �D�S�S�U�R�D�F�K�H�V�� �W�R�� �R�S�W�L�P�L�]�H�� �W�K�H��
�S�O�D�Q�Q�L�Q�J���� �R�S�H�U�D�W�L�R�Q���� �D�Q�G�� �P�D�L�Q�W�H�Q�D�Q�F�H�� �R�I�� �Z�D�W�H�U�� �U�H�V�R�X�U�F�H�V�� �D�Q�G�� �L�Q�I�U�D�V�W�U�X�F�W�X�U�H�� �D�Q�G��
�L�P�S�U�R�Y�H���W�K�H���H�I�I�L�F�L�H�Q�F�\���� �V�X�V�W�D�L�Q�D�E�L�O�L�W�\���� �D�Q�G�� �U�H�V�L�O�L�H�Q�F�H�� �R�I�� �Z�D�W�H�U�� �V�H�U�Y�L�F�H�V�� �D�Q�G��
�H�F�R�V�\�V�W�H�P�V�����,�Q�� �U�H�F�H�Q�W�� �\�H�D�U�V���� �V�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �K�D�V�� �J�D�L�Q�H�G�� �L�Q�F�U�H�D�V�L�Q�J��
�D�W�W�H�Q�W�L�R�Q���D�Q�G���L�Q�Y�H�V�W�P�H�Q�W���I�U�R�P���P�R�U�H���J�R�Y�H�U�Q�P�H�Q�W�V�����P�R�V�W�O�\���L�Q���Z�H�O�O-�G�H�Y�H�O�R�S�H�G���V�W�D�W�H�V������
�X�W�L�O�L�W�L�H�V���� �L�Q�G�X�V�W�U�L�H�V���� �D�Q�G���V�R�P�H���U�H�V�H�D�U�F�K�� �L�Q�V�W�L�W�X�W�L�R�Q�V�� �Z�R�U�O�G�Z�L�G�H���� �G�U�L�Y�H�Q�� �E�\�� �W�K�H��
�J�U�R�Z�L�Q�J�� �F�K�D�O�O�H�Q�J�H�V�� �R�I�� �Z�D�W�H�U�� �V�F�D�U�F�L�W�\���� �S�R�O�O�X�W�L�R�Q���� �F�O�L�P�D�W�H�� �F�K�D�Q�J�H���� �D�Q�G�� �D�J�L�Q�J��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H�����D�V���Z�H�O�O���D�V���W�K�H���L�Q�F�U�H�D�V�L�Q�J���H�[�S�H�F�W�D�W�L�R�Q�V���R�I���F�R�Q�V�X�P�H�U�V�����U�H�J�X�O�D�W�R�U�V�����D�Q�G��
�V�W�D�N�H�K�R�O�G�H�U�V�� �I�R�U�� �E�H�W�W�H�U�� �T�X�D�O�L�W�\���� �D�I�I�R�U�G�D�E�L�O�L�W�\���� �D�Q�G�� �D�F�F�R�X�Q�W�D�E�L�O�L�W�\�� �L�Q�� �Z�D�W�H�U��
�P�D�Q�D�J�H�P�H�Q�W��[5]����
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�+�R�Z�H�Y�H�U���� �W�K�H�� �H�P�H�U�J�H�Q�W���U�H�O�L�D�Q�F�H�� �R�Q���W�K�R�V�H���G�L�J�L�W�D�O�� �W�H�F�K�Q�R�O�R�J�L�H�V���� �D�X�W�R�P�D�W�L�R�Q���� �D�Q�G��
�F�R�Q�Q�H�F�W�L�Y�L�W�\�� �L�Q�� �V�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �D�O�V�R�� �H�[�S�R�V�H�V�� �W�K�H�� �Z�D�W�H�U�� �V�H�F�W�R�U�� �W�R�� �Q�H�Z��
�F�\�E�H�U�V�H�F�X�U�L�W�\���W�K�U�H�D�W�V���� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�����D�Q�G���U�L�V�N�V�����Z�H�O�O���N�Q�R�Z�Q���L�Q���,�7���V�H�F�X�U�L�W�\�����Z�K�L�F�K��
�F�D�Q���K�D�Y�H���V�L�J�Q�L�I�L�F�D�Q�W���F�R�Q�V�H�T�X�H�Q�F�H�V���I�R�U���W�K�H���V�D�I�H�W�\�����V�H�F�X�U�L�W�\�����D�Q�G���U�H�O�L�D�E�L�O�L�W�\���R�I���F�U�L�W�L�F�D�O��
�Z�D�W�H�U���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���D�Q�G���V�H�U�Y�L�F�H�V�����D�V���Z�H�O�O���D�V���I�R�U���S�X�E�O�L�F���K�H�D�O�W�K�����W�K�H���H�Q�Y�L�U�R�Q�P�H�Q�W�����D�Q�G��
�W�K�H�� �H�F�R�Q�R�P�\���� �7�K�H�� �L�Q�F�U�H�D�V�L�Q�J�� �L�Q�W�H�U�G�H�S�H�Q�G�H�Q�F�H�� �D�Q�G�� �F�R�P�S�O�H�[�L�W�\�� �R�I�� �Z�D�W�H�U�� �V�\�V�W�H�P�V����
�F�R�P�E�L�Q�H�G�� �Z�L�W�K�� �W�K�H�� �U�D�S�L�G�� �S�D�F�H�� �R�I�� �W�H�F�K�Q�R�O�R�J�L�F�D�O�� �L�Q�Q�R�Y�D�W�L�R�Q���� �G�H�S�O�R�\�P�H�Q�W���D�Q�G�� �W�K�H��
�H�Y�R�O�Y�L�Q�J���Q�D�W�X�U�H���R�I���F�\�E�H�U���W�K�U�H�D�W�V�����P�D�N�H���L�W���H�V�V�H�Q�W�L�D�O���I�R�U���U�H�V�H�D�U�F�K�H�U�V�����S�U�D�F�W�L�W�L�R�Q�H�U�V�����D�Q�G��
p�R�O�L�F�\�P�D�N�H�U�V���W�R���X�Q�G�H�U�V�W�D�Q�G���E�H�W�W�H�U�����D�V�V�H�V�V�����D�Q�G���P�D�Q�D�J�H���W�K�H���H�P�H�U�J�L�Q�J���F�\�E�H�U�V�H�F�X�U�L�W�\��
�F�K�D�O�O�H�Q�J�H�V���D�Q�G���R�S�S�R�U�W�X�Q�L�W�L�H�V���L�Q���L�Q�W�H�O�O�L�J�H�Q�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W����

1.2 Objectives, Research and Methodology 

�7�Ke���S�D�S�H�U�� �D�L�P�V�� �W�R�� �F�R�Q�W�U�L�E�X�W�H�� �W�R�� �W�K�H�� �J�U�R�Z�L�Q�J�� �E�R�G�\�� �R�I�� �N�Q�R�Z�O�H�G�J�H�� �D�Q�G�� �G�H�E�D�W�H�� �R�Q��
�F�\�E�H�U�V�H�F�X�U�L�W�\���D�Q�G���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W���E�\���H�[�D�P�L�Q�L�Q�J���W�K�H���F�X�U�U�H�Q�W���V�W�D�W�H���R�I���V�P�D�U�W��
�Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �L�Q�� �+�X�Q�J�D�U�\�� �D�Q�G�� �&�H�Q�W�U�D�O�� �(�X�U�R�S�H�� �D�Q�G�� �E�\�� �D�Q�D�O�\�]�L�Q�J�� �Y�D�U�L�R�X�V��
�F�\�E�H�U�V�H�F�X�U�L�W�\���W�K�U�H�D�W�V�����Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�����D�Q�G���U�L�V�N�V���L�Q���W�K�L�V���F�U�L�W�L�F�D�O���V�H�F�W�R�U�����7�K�H���S�D�S�H�U���D�O�V�R��
�S�U�R�S�R�V�H�V�� �D���V�H�W�� �R�I�� �U�H�V�H�D�U�F�K�� �T�X�H�V�W�L�R�Q�V�� �D�Q�G�� �U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V�� �I�R�U�� �I�X�W�X�U�H�� �V�W�X�G�L�H�V�� �D�Q�G��
�D�F�W�L�R�Q�V���W�R���H�Q�K�D�Q�F�H���W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���D�Q�G���U�H�V�L�O�L�H�Q�F�H���R�I���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W���L�Q��
�W�K�H���U�H�J�L�R�Q����

�7�K�H���U�H�V�H�D�U�F�K���T�X�H�V�W�L�R�Q�V���D�G�G�U�H�V�V�H�G���L�Q���W�K�L�V���V�W�X�G�\���L�Q�F�O�X�G�H����

�x �:�K�D�W���D�U�H���W�K�H���G�U�L�Y�H�U�V���I�R�U���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���L�Q���W�K�H���Z�D�W�H�U���V�H�F�W�R�U�"��

�x �:�K�D�W���D�U�H���W�K�H���P�D�L�Q���F�\�E�H�U�V�H�F�X�U�L�W�\���Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���L�Q���W�K�H���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���R�I���Z�D�W�H�U��
�P�D�Q�D�J�H�P�H�Q�W���L�Q���+�X�Q�J�D�U�\�"��

�x �:�K�D�W�� �S�U�R�W�H�F�W�L�R�Q�� �V�R�O�X�W�L�R�Q�V�� �D�U�H�� �F�X�U�U�H�Q�W�O�\�� �L�Q�� �S�O�D�F�H�� �W�R�� �D�G�G�U�H�V�V�� �W�K�H�V�H��
�Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�"��

�x �:�K�D�W���I�X�W�X�U�H���U�H�V�H�D�U�F�K���G�L�U�H�F�W�L�R�Q�V���F�D�Q���E�H���L�G�H�Q�W�L�I�L�H�G���W�R���V�W�U�H�Q�J�W�K�H�Q���W�K�H���V�H�F�X�U�L�W�\��
�R�I���F�U�L�W�L�F�D�O���Z�D�W�H�U���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���L�Q���+�X�Q�J�D�U�\�"��

�7�K�H�� �U�H�V�H�D�U�F�K�� �P�H�W�K�R�G�V�� �L�Q�Y�R�O�Y�H�� �D�� �F�R�P�S�U�H�K�H�Q�V�L�Y�H�� �O�L�W�H�U�D�W�X�U�H�� �U�H�Y�L�H�Z�� �R�I���D�F�D�G�H�P�L�F��
�D�U�W�L�F�O�H�V�����E�R�R�N�V�����U�H�S�R�U�W�V�����D�Q�G���R�W�K�H�U���S�X�E�O�L�F�D�W�L�R�Q�V���U�H�O�D�W�H�G���W�R���W�K�H���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���R�I���Z�D�W�H�U��
�P�D�Q�D�J�H�P�H�Q�W�����F�\�E�H�U�V�H�F�X�U�L�W�\���L�V�V�X�H�V�����D�Q�G���W�K�H���+�X�Q�J�D�U�L�D�Q���F�R�Q�W�H�[�W����

�7�K�H�� �P�D�L�Q���R�E�M�H�F�W�L�Y�H���R�I���W�K�L�V���S�D�S�H�U���L�V���W�R���L�Q�Y�H�V�W�L�J�D�W�H���W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���L�V�V�X�H�V���D�U�L�V�L�Q�J��
�I�U�R�P���W�K�H���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���R�I���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W���L�Q���+�X�Q�J�D�U�\���D�Q�G���W�R���S�U�R�Y�L�G�H���L�Q�V�L�J�K�W�V���D�Q�G��
�U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V���W�K�D�W���P�D�\���D�S�S�O�\���W�R���R�W�K�H�U���&�H�Q�W�U�D�O���(�X�U�R�S�H�D�Q���F�R�X�Q�W�U�L�H�V���I�D�F�L�Q�J���V�L�P�L�O�D�U��
�F�K�D�O�O�H�Q�J�H�V����

�7�K�H���U�H�P�D�L�Q�G�H�U���R�I���W�K�H���S�D�S�H�U���L�V���R�U�J�D�Q�L�]�H�G���D�V���I�R�O�O�R�Z�V�����6�H�F�W�L�R�Q�������S�U�R�Y�L�G�H�V���D�Q���R�Y�H�U�Y�L�H�Z��
�R�I�� �W�K�H�� �G�L�J�L�W�D�O���W�U�D�Q�V�I�R�U�P�D�W�L�R�Q�� �R�I�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W���� �I�R�F�X�V�L�Q�J���R�Q�� �W�K�H�� �N�H�\�� �F�R�Q�F�H�S�W�V��
�D�Q�G�� �W�H�F�K�Q�R�O�R�J�L�H�V�� �D�V�V�R�F�L�D�W�H�G�� �Z�L�W�K�� �:�D�W�H�U�� ���������� �6�H�F�W�L�R�Q�� ���� �G�L�V�F�X�V�V�H�V���W�K�H�� �P�D�L�Q��
�F�\�E�H�U�V�H�F�X�U�L�W�\���L�V�V�X�H�V���D�Q�G���F�R�Q�F�H�U�Q�V���L�Q���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W�����6�H�F�W�L�R�Q�������L�V���D�E�R�X�W��
�W�K�H�� �N�Q�R�Z�Q�� �Ln�F�L�G�H�Q�W�V�� �L�Q�� �W�K�H�� �I�L�H�O�G�� �D�Q�G�� �S�R�V�V�L�E�O�H�� �F�R�X�Q�W�H�U�P�H�D�V�X�U�H�V���� �E�D�V�H�G�� �R�Q�� �W�K�H��
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�O�L�W�H�U�D�W�X�U�H���U�H�V�H�D�U�F�K���D�Q�G���D�Q�D�O�\�V�L�V�����,�Q���6�H�F�W�L�R�Q���������W�K�H���L�P�S�O�L�F�D�W�L�R�Q�V���D�Q�G���U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V��
�D�U�H���G�L�V�F�X�V�V�H�G�����Z�L�W�K���D���S�D�U�W�L�F�X�O�D�U���H�P�S�K�D�V�L�V���R�Q���W�K�H���+�X�Q�J�D�U�L�D�Q���F�R�Q�W�H�[�W���D�Q�G���W�K�H���I�L�Q�G�L�Q�J�V��
�R�I�� �W�K�H�� �U�H�V�H�D�U�F�K���� �)�L�Q�D�O�O�\�����6�H�F�W�L�R�Q�� �����R�I�I�H�U�V�� �F�R�Q�F�O�X�V�L�R�Q�V�� �D�Q�G�� �U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V�� �I�R�U��
�I�X�W�X�U�H���U�H�V�H�D�U�F�K����

2 Smart Water Management 

�:�K�H�Q���V�R�P�H�R�Q�H���W�K�L�Q�N�V���R�I���L�Q�G�X�V�W�U�\�������������W�K�H�\���P�L�J�K�W���I�L�U�V�W���D�V�V�R�F�L�D�W�H���L�W���Z�L�W�K���D���7�H�V�O�D���I�D�F�W�R�U�\��
�R�U���V�R�P�H���V�S�D�F�H���W�H�F�K�Q�R�O�R�J�\���F�H�Q�W�H�U�����+�R�Z�H�Y�H�U�����W�K�H���I�D�F�W���L�V���W�K�D�W���W�K�H���W�R�R�O�V���Q�H�H�G�H�G���W�R���P�D�N�H��
�L�W���K�D�S�S�H�Q���E�H�F�R�P�H���D�Y�D�L�O�D�E�O�H���W�R���D���Z�L�G�H���U�D�Q�J�H���R�I���S�H�R�S�O�H���L�Q���W�K�H���H�F�R�Q�R�P�\���D�Q�G���V�R�F�L�H�W�\���D�V��
�W�K�H�L�U���S�U�L�F�H�� �K�D�V�� �I�D�O�O�H�Q���G�U�D�P�D�W�L�F�D�O�O�\�����,�W���L�V���H�Q�R�X�J�K���W�R���W�K�L�Q�N�� �W�K�D�W���P�L�O�O�L�R�Q�V���R�I�� �X�V�H�U�V�� �K�D�Y�H��
�L�Q�V�W�D�O�O�H�G���V�P�D�U�W���K�R�P�H���V�R�O�X�W�L�R�Q�V�����)�R�U���D�Q���L�Q�Y�H�V�W�P�H�Q�W���R�I���D���I�H�Z���W�K�R�X�V�D�Q�G���G�R�O�O�D�U�V�����Z�H���F�D�Q��
�D�X�W�R�P�D�W�H���D�Q�G���Y�R�L�F�H-�F�R�Q�W�U�R�O���R�X�U���I�D�P�L�O�\���K�R�P�H���Z�L�W�K���D���G�R�]�H�Q���V�H�Q�V�R�U�V���D�Q�G���D���F�O�R�X�G-�E�D�V�H�G��
�S�H�U�V�R�Q�D�O�� �D�V�V�L�V�W�D�Q�W���� �)�X�U�W�K�H�U�P�R�U�H���� �E�D�V�H�G�� �R�Q�� �W�K�H�� �F�R�Q�F�H�S�W�� �R�I�� �W�K�H�� �6�P�D�U�W�� �&�L�W�\���� �S�X�E�O�L�F��
�V�H�U�Y�L�F�H�V�� �L�Q�� �W�K�H�� �P�X�Q�L�F�L�S�D�O�L�W�\�� �F�D�Q���E�H�� �R�S�W�L�P�L�]�H�G�� �D�Q�G���X�V�H�G�� �P�R�U�H�� �H�I�I�L�F�L�H�Q�W�O�\���� �2�Q�H�� �V�X�F�K��
�V�R�O�X�W�L�R�Q���F�R�X�O�G���E�H���W�K�H���L�Q�W�U�R�G�X�F�W�L�R�Q���R�I���V�P�D�U�W���S�D�U�N�L�Q�J�����Z�K�H�U�H���V�H�Q�V�R�U�V���H�P�E�H�G�G�H�G���L�Q���W�K�H��
�F�X�U�E�V�L�G�H� � �S�D�V�V� � �G�D�W�D� � �R�Q� � �W�R� � �W�K�H� � �G�U�L�Y�H�U�V�¶� � �Q�D�Y�L�J�D�W�L�R�Q� � �V� \�V�W�H�P� � �D�Q�G� � �D�O�O�R�Z� � �W�K�H�P� � �W�R� � �V�H�H� � �W�K�H� �
�D�Y�D�L�O�D�E�O�H�� �S�D�U�N�L�Q�J�� �V�S�D�F�H�V�� �F�O�R�V�H�V�W�� �W�R�� �W�K�H�L�U�� �G�H�V�W�L�Q�D�W�L�R�Q�� �Y�L�D�� �D�� �P�R�E�L�O�H�� �D�S�S�� �D�Q�G�� �W�K�X�V����
�P�L�Q�L�P�L�]�H���W�K�H���W�L�P�H���V�S�H�Q�W���V�H�D�U�F�K�L�Q�J���I�R�U���D���S�D�U�N�L�Q�J���V�S�D�F�H����

2.1 Digitalization Drivers of Water Management 

�,�Q�� �U�H�F�H�Q�W�� �\�H�D�U�V���� �P�R�U�H�� �F�R�X�Q�W�U�L�H�V�� �D�U�H�� �K�H�D�G�L�Q�J�� �W�R�Z�D�U�G�V�� �V�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W����
�Z�K�L�F�K���F�R�X�Q�W�U�L�H�V���I�D�F�H�� �Y�D�U�L�R�X�V�� �Z�D�W�H�U-�U�H�O�D�W�H�G�� �F�K�D�O�O�H�Q�J�H�V�� �D�Q�G�� �R�S�S�R�U�W�X�Q�L�W�L�H�V���� �V�X�F�K�� �D�V��
�Z�D�W�H�U�� �V�F�D�U�F�L�W�\���� �S�R�O�O�X�W�L�R�Q���� �F�O�L�P�D�W�H�� �F�K�D�Q�J�H���� �D�J�L�Q�J�� �L�Q�I�U�D�V�W�U�X�F�W�X�U�H�����D�Q�G�� �L�Q�F�U�H�D�V�L�Q�J��
�G�H�P�D�Q�G���I�R�U���K�L�J�K-�T�X�D�O�L�W�\�����D�I�I�R�U�G�D�E�O�H�����D�Q�G���V�X�V�W�D�L�Q�D�E�O�H���Z�D�W�H�U���V�H�U�Y�L�F�H�V�����7�K�H���D�G�R�S�W�L�R�Q��
�D�Q�G�� �L�P�S�O�H�P�H�Q�W�D�W�L�R�Q�� �R�I�� �V�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �L�Q�� �W�K�H���&�H�Q�W�U�D�O�� �(�X�U�R�S�H�D�Q�� �U�H�J�L�R�Q��
�K�D�Y�H�� �E�H�H�Q�� �L�Q�I�O�X�H�Q�F�H�G�� �D�Q�G�� �V�K�D�S�H�G�� �E�\�� �Y�D�U�L�R�X�V�� �I�D�F�W�R�U�V���� �L�Q�F�O�X�G�L�Q�J�� �Q�D�W�L�R�Q�D�O�� �D�Q�G��
�L�Q�W�H�U�Q�D�W�L�R�Q�D�O�� �S�R�O�L�F�L�H�V���� �U�H�J�X�O�D�W�L�R�Q�V���� �D�Q�G�� �L�Q�L�W�L�D�W�L�Y�H�V���� �D�V�� �Z�H�O�O�� �D�V�� �W�H�F�K�Q�R�O�R�J�L�F�D�O����
�R�U�J�D�Q�L�]�D�W�L�R�Q�D�O�����D�Q�G���P�D�U�N�H�W���G�H�Y�H�O�R�S�P�H�Q�W�V���D�Q�G���W�U�H�Q�G�V��[5]����

�)�R�U�� �Z�D�W�H�U���X�W�L�O�L�W�L�H�V�����W�K�L�V�� �P�D�\�� �V�R�X�Q�G���X�W�R�S�L�V�W�L�F���I�R�U���W�K�R�V�H�� �Z�K�R���D�U�H���D�Z�D�U�H���R�I���W�K�H���F�X�U�U�H�Q�W��
�W�H�F�K�Q�L�F�D�O���D�Q�G���I�X�Q�G�L�Q�J���V�L�W�X�D�W�L�R�Q���L�Q���&�H�Q�W�U�D�O���(�X�U�R�S�H�����(�Y�H�Q���D�F�F�R�U�G�L�Q�J���W�R���W�K�H���J�R�Y�H�U�Q�P�H�Q�W����
t�K�H���Z�D�W�H�U�Z�R�U�N�V���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���L�Q���+�X�Q�J�D�U�\���L�V���L�Q���D���K�L�J�K�O�\���G�H�S�U�H�F�L�D�W�H�G���V�W�D�W�H�����$�F�F�R�U�G�L�Q�J��
�W�R���D���S�U�H�V�H�Q�W�D�W�L�R�Q���E�\���W�K�H���'�H�S�X�W�\���6�H�F�U�H�W�D�U�\���R�I���6�W�D�W�H���I�R�U���6�X�V�W�D�L�Q�D�E�O�H���'�H�Y�H�O�R�S�P�H�Q�W���D�W���W�K�H��
�0�L�Q�L�V�W�U�\�� �R�I�� �,�Q�Q�R�Y�D�W�L�R�Q�� �D�Q�G�� �7�H�F�K�Q�R�O�R�J�\���� �+�X�Q�J�D�U�\��[6]���� �������� �R�I�� �G�R�P�H�V�W�L�F�� �G�U�L�Q�N�L�Q�J��
�Z�D�W�H�U���S�L�S�H�O�L�Q�H�V���D�U�H���F�O�D�V�V�L�I�L�H�G���D�V���D�W-�U�L�V�N���D�Q�G�����������D�V���S�U�H�G�R�P�L�Q�D�Q�W�O�\���D�W-�U�L�V�N�����Z�K�L�O�H��������
�R�I�� �Z�D�V�W�H�Z�D�W�H�U�� �S�L�S�H�O�L�Q�H�V�� �D�U�H�� �F�O�D�V�V�L�I�L�H�G�� �D�V�� �D�W-�U�L�V�N�� �D�Q�G�� ������ �D�V�� �S�U�H�G�R�P�L�Q�D�Q�W�O�\�� �D�W-�U�L�V�N����
�'�X�U�L�Q�J���W�K�H���U�H�V�H�D�U�F�K�����L�W���Z�D�V���Q�R�W���S�R�V�V�L�E�O�H���W�R���F�R�O�O�H�F�W���S�U�H�F�L�V�H���L�Q�I�R�U�P�D�W�L�R�Q���R�Q���W�K�H���G�H�J�U�H�H��
�R�I�� �D�X�W�R�P�D�W�L�R�Q���� �,�Q�� �D�� �F�D�V�H�� �V�W�X�G�\�� �D�Q�D�O�\�V�L�V����� Z� K� L� F� K� � � Z� D� V� � � G� R� Q� H� � � L� Q� � � W� K� H� � � H� [� D� P� S� O� H� � � R� I� � � W� K� H� �
�+�X�Q�J�D�U�L�D�Q���F�L�W�\���R�I���%�D�M�D�����Q�R���F�H�Q�W�U�D�O���S�U�R�F�H�V�V���F�R�Q�W�U�R�O���Z�D�V���D�Y�D�L�O�D�E�O�H���D�W���W�K�H���Z�D�W�H�U���V�X�S�S�O�\��
�R�I�� �D�� ������������ �L�Q�K�D�E�L�W�D�Q�W�� �V�X�S�S�O�\�� �D�U�H�D�����D�U�R�X�Q�G�� �W�K�H�� �F�L�W�\�� �R�I�� �%�D�M�D���� �7�K�H�� �J�R�Y�H�U�Q�P�H�Q�W��
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�P�R�G�H�U�Q�L�]�H�G���W�K�L�V���W�R�Z�Q�¶�V���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���L�Q�������������I�U�R�P���D�Q���(�8���I�X�Q�G�����Z�K�L�F�K���F�R�V�W���������P�L�O�O�L�R�Q��
�H�X�U�R�V�����E�X�W���V�W�L�O�O�����Q�R���U�H�P�R�W�H���P�R�Q�L�W�R�U�L�Q�J���D�Q�G���L�Q�W�H�U�Y�H�Q�W�L�R�Q���F�D�S�D�E�L�O�L�W�\���Z�D�V���E�X�L�O�W�����7�K�H���R�Q�O�\��
�Z�D�\���R�I���P�R�Q�L�W�R�U�L�Q�J�����L�V���W�K�D�W���W�K�H���O�R�F�D�O���F�R�Q�W�U�R�O���H�T�X�L�S�P�H�Q�W�����3�/�&�����V�H�Q�G�V���I�D�X�O�W���U�H�S�R�U�W�V���W�R���W�K�H��
�R�S�H�U�D�W�R�U�V�� �Y�L�D�� �W�H�[�W�� �P�H�V�V�D�J�H�V�� �L�Q�� �D�O�O�� �Z�D�W�H�U�� �X�W�L�O�L�W�L�H�V���� �,�I�� �Q�H�F�H�V�V�D�U�\���� �W�U�R�X�E�O�H�V�K�R�R�W�L�Q�J�� �L�V��
�F�D�U�U�L�H�G���R�X�W���Z�L�W�K���W�K�H���L�Q�Y�R�O�Y�H�P�H�Q�W���R�I���W�K�H���H�O�H�F�W�U�L�F�L�D�Q-�H�Q�J�L�Q�H�H�U�����W�H�F�K�Q�R�O�R�J�L�V�W���R�U���E�U�D�Q�F�K��
�P�D�Q�D�J�H�U�����)�D�X�O�W���U�H�F�W�L�I�L�F�D�W�L�R�Q���L�V���U�H�S�R�U�W�H�G���W�R���W�K�H���G�L�V�S�D�W�F�K�L�Q�J���V�H�U�Y�L�F�H�����Z�K�H�U�H���W�K�H���P�D�W�W�H�U���L�V��
�G�H�D�O�W���Z�L�W�K���Z�L�W�K�R�X�W���D�Q�\���S�U�R�F�H�V�V���D�X�W�R�P�D�W�L�R�Q�����'�X�H���W�R���W�K�H���G�H�I�L�F�L�H�Q�W���O�H�Y�H�O���R�I���D�X�W�R�P�D�W�L�R�Q����
�L�Q�� �I�D�F�W���� �W�K�H�� �V�R�O�X�W�L�R�Q�V�� �D�U�H�� �V�W�X�F�N�� �D�W�� �W�K�H�� �W�H�F�K�Q�R�O�R�J�\�� �O�H�Y�H�O�� �R�I���W�K�H�� �����V�� �D�Q�G�� �W�K�H�U�H�I�R�U�H�����D��
�V�L�J�Q�L�I�L�F�D�Q�W���S�D�U�W���R�I���W�K�H���R�S�H�U�D�W�R�U�V�����D�O�V�R���W�K�L�Q�N���W�K�D�W���W�K�H���L�V�V�X�H���R�I���:�D�W�H�U�����������L�V���Y�H�U�\���I�D�U���I�U�R�P��
�+�X�Q�J�D�U�L�D�Q�� �S�U�D�F�W�L�F�H���� �+�R�Z�H�Y�H�U���� �L�Q�F�R�U�S�R�U�D�W�L�Q�J�� �W�K�H�� �D�Y�D�L�O�D�E�O�H�� �H�[�W�U�H�P�H�O�\�� �O�R�Z-�F�R�V�W��
�W�H�F�K�Q�R�O�R�J�\�� �P�D�N�H�V�� �L�W���S�R�V�V�L�E�O�H�� �W�R�� �D�F�K�L�H�Y�H�� �P�X�F�K�� �P�R�U�H�� �H�I�I�L�F�L�H�Q�W���R�S�H�U�D�W�L�Q�J�� �S�D�U�D�P�H�W�H�U�V��
�Z�L�W�K���D���O�R�Z���L�Q�Y�H�V�W�P�H�Q�W���Y�R�O�X�P�H�����'�H�S�H�Q�G�L�Q�J���R�Q���W�K�H���F�X�U�U�H�Q�W���,�7���D�Q�G���S�O�D�Q�W���P�D�Q�D�J�H�P�H�Q�W��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H���R�I���D���J�L�Y�H�Q���F�R�P�S�D�Q�\�����W�K�L�V���W�H�F�K�Q�R�O�R�J�\�����R�U���H�O�H�P�H�Q�W�V���R�I���L�W�����P�D�\���E�H�F�R�P�H���S�D�U�W��
�R�I�� �G�D�L�O�\�� �S�U�D�F�W�L�F�H���� �:�H�� �V�K�R�X�O�G�� �F�H�U�W�D�L�Q�O�\�� �H�[�S�H�F�W�� �W�H�F�K�Q�R�O�R�J�L�F�D�O�� �G�H�Y�H�O�R�S�P�H�Q�W�V�� �L�Q�� �W�K�L�V��
�G�L�U�H�F�W�L�R�Q���L�Q���W�K�H���F�R�P�L�Q�J���\�H�D�U�V��[7]����

�'�H�V�S�L�W�H���W�K�H���S�U�R�J�U�H�V�V���D�Q�G���S�R�W�H�Q�W�L�D�O���R�I���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W�����W�K�H�U�H���D�U�H���V�W�L�O�O���Y�D�U�L�R�X�V��
�E�D�U�U�L�H�U�V�� �D�Q�G�� �F�K�D�O�O�H�Q�J�H�V�� �W�R�� �L�W�V���E�U�R�D�G�H�U���D�G�R�S�W�L�R�Q�� �D�Q�G�� �L�P�S�D�F�W���� �V�X�F�K�� �D�V�� �W�K�H�� �O�D�F�N�� �R�I��
�D�Z�D�U�H�Q�H�V�V�����N�Q�R�Z�O�H�G�J�H�����D�Q�G���V�N�L�O�O�V���D�E�R�X�W���V�P�D�U�W���Z�D�W�H�U���W�H�F�K�Q�R�O�R�J�L�H�V���D�Q�G���E�H�Q�H�I�L�W�V���D�P�R�Q�J��
�G�H�F�L�V�L�R�Q-�P�D�N�H�U�V���� �V�W�D�N�H�K�R�O�G�H�U�V�����D�Q�G���X�V�H�U�V���� �W�K�H�� �K�L�J�K�� �F�R�V�W�V�����U�L�V�N�V�����D�Q�G���X�Q�F�H�U�W�D�L�Q�W�L�H�V���R�I��
�L�Q�Y�H�V�W�L�Q�J���L�Q���V�P�D�U�W���Z�D�W�H�U���S�U�R�M�H�F�W�V���D�Q�G���D�V�V�H�W�V�����W�K�H���O�L�P�L�W�H�G���D�Y�D�L�O�D�E�L�O�L�W�\���D�Q�G���D�F�F�H�V�V�L�E�L�O�L�W�\��
�R�I�� �G�D�W�D���� �L�Q�I�R�U�P�D�W�L�R�Q���� �D�Q�G�� �W�R�R�O�V�� �I�R�U�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �G�H�F�L�V�L�R�Q-�P�D�N�L�Q�J�� �D�Q�G��
�S�H�U�I�R�U�P�D�Q�F�H���H�Y�D�O�X�D�W�L�R�Q�����W�K�H���I�U�D�J�P�H�Q�W�D�W�L�R�Q�����K�H�W�H�U�R�J�H�Q�H�L�W�\�����D�Q�G���F�R�P�S�D�W�L�E�L�O�L�W�\���R�I���Z�D�W�H�U��
�J�R�Y�H�U�Q�D�Q�F�H�� �D�Q�G�� �P�D�Q�D�J�H�P�H�Q�W�� �V�W�U�X�F�W�X�U�H�V���� �S�U�R�F�H�V�V�H�V���� �D�Q�G�� �V�\�V�W�H�P�V�����D�Q�G�� �W�K�H�� �Q�H�H�G�� �I�R�U��
�P�R�U�H�� �Y�L�W�D�O���F�R�O�O�D�E�R�U�D�W�L�R�Q���� �F�R�R�U�G�L�Q�D�W�L�R�Q���� �D�Q�G�� �F�R�P�P�X�Q�L�F�D�W�L�R�Q�� �E�H�W�Z�H�H�Q�� �Y�D�U�L�R�X�V�� �D�F�W�R�U�V��
�D�Q�G���V�H�F�W�R�U�V���L�Q�Y�R�O�Y�H�G���L�Q���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W����

2.2 Practical Advantages of Water 4.0 

�,�Q���������������9�,�7�8�.�,���F�D�U�U�L�H�G���R�X�W���D���Z�R�U�O�G���V�X�U�Y�H�\���R�Q���K�R�Z���F�R�P�S�X�W�H�U���W�H�F�K�Q�R�O�R�J�\���L�V���X�V�H�G���L�Q��
�Z�D�W�H�U���D�Q�G���V�H�Z�H�U�D�J�H���X�W�L�O�L�W�L�H�V���L�Q���G�L�I�I�H�U�H�Q�W���F�R�X�Q�W�U�L�H�V��[8]�����7�K�H���P�D�L�Q���D�U�H�D�V���L�G�H�Q�W�L�I�L�H�G���Z�H�U�H��
�J�H�R�J�U�D�S�K�L�F�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�\�V�W�H�P�� ���*�,�6���� �D�S�S�O�L�F�D�W�L�R�Q�V���� �S�U�R�F�H�V�V�� �P�D�Q�D�J�H�P�H�Q�W�� �R�I��
�R�S�H�U�D�W�L�R�Q�V�����Z�D�W�H�U���W�D�U�L�I�I���E�L�O�O�L�Q�J���D�Q�G���W�K�H���L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���R�I���H�[�S�H�U�W���V�\�V�W�H�P�V�����(�Y�H�Q���W�R�G�D�\��
�D���V�P�D�O�O���+�X�Q�J�D�U�L�D�Q���Z�D�W�H�U���X�W�L�O�L�W�\���L�V���R�I�W�H�Q���O�D�J�J�L�Q�J���E�H�K�L�Q�G���W�K�H���)�U�H�Q�F�K���S�U�D�F�W�L�F�H���G�H�V�F�U�L�E�H�G��
�W�Z�R�� �D�Q�G�� �D�� �K�D�O�I�� �G�H�F�D�G�H�V�� �D�J�R���� �+�R�Z�H�Y�H�U���� �V�X�F�K�� �G�H�Y�H�O�R�S�P�H�Q�W�� �L�V�� �R�I�W�H�Q�� �Q�R�W�� �D�Q�� �R�U�J�D�Q�L�F��
m�D�U�N�H�W�� �G�H�Y�H�O�R�S�P�H�Q�W�� �E�X�W�� �D�� �J�R�Y�H�U�Q�P�H�Q�W�� �G�H�F�L�V�L�R�Q���� �)�R�U�� �H�[�D�P�S�O�H�����L�Q�� �W�H�U�P�V�� �R�I�� �V�S�D�W�L�D�O��
�L�Q�I�R�U�P�D�W�L�R�Q���W�H�F�K�Q�R�O�R�J�\�����W�K�H���S�U�R�F�H�V�V���R�I���H�O�H�F�W�U�R�Q�L�F���X�W�L�O�L�W�\���U�H�J�L�V�W�U�D�W�L�R�Q���D�Q�G���U�H�F�R�Q�F�L�O�L�D�W�L�R�Q��
�L�V���Z�H�O�O���N�Q�R�Z�Q���L�Q���W�K�H���L�Q�G�X�V�W�U�\�����7�K�H���D�X�W�K�R�U�L�W�\���E�X�L�O�G�V���L�W�V���G�D�W�D�E�D�V�H���E�\���U�H�T�X�H�V�W�L�Q�J���G�D�W�D���L�Q��
e�O�H�F�W�U�R�Q�L�F�� �I�R�U�P���� �Z�K�L�F�K�� �V�L�J�Q�L�I�L�F�D�Q�W�O�\�� �V�L�P�S�O�L�I�L�H�V�� �W�K�H�� �S�U�R�F�H�V�V�� �R�I�� �X�W�L�O�L�W�\�� �S�O�D�Q�Q�L�Q�J�� �D�Q�G��
�R�S�H�U�D�W�L�R�Q���� �1�H�Y�H�U�W�K�H�O�H�V�V���� �E�H�\�R�Q�G�� �W�K�L�V���� �J�L�Y�H�Q�� �W�K�H�� �F�R�U�U�H�F�W�� �G�D�W�D�� ���H���J������ �I�U�R�P�� �W�K�H�� �V�P�D�U�W��
�P�H�W�H�U�V���E�H�O�R�Z�������Z�H�E-�E�D�V�H�G���N�Q�R�Z�O�H�G�J�H���E�D�V�H���V�\�V�W�H�P�V���F�D�Q���E�H���E�X�L�O�W���W�R���I�D�F�L�O�L�W�D�W�H���W�K�H���W�D�V�N��
�R�I���F�L�Y�L�O���H�Q�J�L�Q�H�H�U�V���L�Q���W�K�H���F�R�Q�V�W�U�X�F�W�L�R�Q���R�I���Z�D�W�H�U�Z�R�U�N�V���L�Q�I�U�D�V�W�U�X�F�W�X�U�H��[9]����
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�7�K�H�� �F�R�P�S�O�H�[�L�W�\�� �R�I�� �Z�D�W�H�U�� �D�Q�G�� �Z�D�V�W�H�Z�D�W�H�U�� �W�U�H�D�W�P�H�Q�W�� �S�O�D�Q�W�� �P�D�Q�D�J�H�P�H�Q�W�� �S�U�R�F�H�V�V�H�V��
�U�H�T�X�L�U�H�V�� �W�K�H�� �X�V�H�� �R�I�� �P�D�Q�\�� �V�H�Q�V�R�U�V�� �D�Q�G�� �D�F�W�X�D�W�R�U�V���� �'�L�J�L�W�D�O�L�]�D�W�L�R�Q�� �F�D�Q�� �E�H�� �X�V�H�G�� �L�Q�� �W�K�H��
�I�R�O�O�R�Z�L�Q�J���S�U�R�F�H�V�V�H�V����

���� Q�X�D�Q�W�L�I�L�F�D�W�L�R�Q���D�Q�G���R�S�W�L�P�L�]�D�W�L�R�Q���R�I���U�D�Z���Z�D�W�H�U���L�Q�W�D�N�H��

���� �(�Q�H�U�J�\���H�I�I�L�F�L�H�Q�F�\���L�Q���S�X�P�S���R�S�H�U�D�W�L�R�Q��

���� �0�R�Q�L�W�R�U�L�Q�J���R�I���U�H�V�H�U�Y�R�L�U���Z�D�W�H�U���T�X�D�O�L�W�\��

���� Q�X�D�Q�W�L�I�L�F�D�W�L�R�Q���R�I���Z�D�W�H�U���W�R���E�H���W�U�H�D�W�H�G���D�Q�G���D�Q�D�O�\�V�L�V���R�I���L�W�V���T�X�D�O�L�W�\��

���� �2�S�W�L�P�L�]�D�W�L�R�Q�� �R�I�� �W�K�H�� �Z�D�W�H�U�� �W�U�H�D�W�P�H�Q�W�� �S�U�R�F�H�V�V�� ���F�K�H�P�L�F�D�O���� �F�K�O�R�U�L�Q�H�� �J�D�V��
�X�V�H�D�O�X�P�L�Q�D���G�R�V�L�Q�J������

���� �,�W���F�R�X�O�G���E�H���S�R�V�V�L�E�O�H���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���R�S�W�L�P�X�P���S�X�P�S�L�Q�J���F�D�S�D�F�L�W�\���D�W���W�K�H���S�R�L�Q�W��
�R�I���G�H�O�L�Y�H�U�\���W�R���W�K�H���Q�H�W�Z�R�U�N�����P�R�Q�L�W�R�U�L�Q�J���R�I���W�K�H���S�U�H�V�V�X�U�H���R�I���W�K�H���Z�D�W�H�U���G�H�O�L�Y�H�U�H�G��
�W�R���W�K�H���Q�H�W�Z�R�U�N��

���� D�H�W�H�F�W�L�R�Q���R�I���S�L�S�H���E�X�U�V�W�V���D�Q�G���O�H�D�N�V��

���� �5�H�D�O-�W�L�P�H���D�V�V�H�V�V�P�H�Q�W���R�I���F�R�Q�V�X�P�H�U���G�H�P�D�Q�G��

���� P�U�H�V�V�X�U�H���E�R�R�V�W�L�Q�J���L�Q���W�R�Z�H�U���E�O�R�F�N�V��

������ P�U�R�W�H�F�W�L�R�Q���R�I���Z�D�W�H�U�Z�R�U�N�V���L�Q�I�U�D�V�W�U�X�F�W�X�U�H��

�'�H�V�S�L�W�H�� �K�D�Y�L�Q�J�� �Q�X�P�H�U�R�X�V�� �G�D�W�D�� �V�R�X�U�F�H�V���� �W�K�H�U�H�� �D�U�H�� �P�D�Q�\�� �H�O�H�P�H�Q�W�V�� �R�I�� �W�K�H�� �K�\�G�U�D�X�O�L�F��
�Q�H�W�Z�R�U�N���Z�K�L�F�K���F�D�Q�Q�R�W���E�H���P�H�D�V�X�U�H�G�����)�R�U���W�K�R�V�H�����Z�H���P�L�J�K�W���L�P�S�O�H�P�H�Q�W���Y�L�U�W�X�D�O���V�H�Q�V�R�U�V���W�R��
�I�R�U�P���D���U�H�D�O-t�L�P�H���G�\�Q�D�P�L�F���K�\�G�U�D�X�O�L�F���P�R�G�H�O���I�R�U���Z�D�W�H�U���O�R�V�V���U�H�G�X�F�W�L�R�Q��[10]����

�7�K�H���R�S�H�U�D�W�R�U���F�D�Q���R�S�W�L�P�L�]�H���W�K�H���R�S�H�U�D�W�L�R�Q���R�I���S�X�P�S�V���L�Q���S�U�H�V�V�X�U�L�]�H�G���V�H�Z�H�U�D�J�H���V�\�V�W�H�P�V����
�D�V�V�H�V�V���R�G�R�U���H�I�I�H�F�W�V���D�W���V�H�Z�D�J�H���W�U�H�D�W�P�H�Q�W���S�O�D�Q�W�V�����D�Q�G���R�S�W�L�P�L�]�H���V�H�Z�D�J�H���W�U�H�D�W�P�H�Q�W���S�U�R�F�H�V�V��
�I�O�R�Z���� �7�K�H�� �X�W�L�O�L�W�\�� �F�R�X�O�G�� �R�S�W�L�P�L�]�H�� �W�K�H�� �R�S�H�U�D�W�L�R�Q�� �R�I�� �Z�D�V�W�H�Z�D�W�H�U�� �W�U�H�D�W�P�H�Q�W�� �S�O�D�Q�W�V����
�V�W�U�H�D�P�O�L�Q�H���W�K�H���V�O�X�G�J�H���W�U�H�D�W�P�H�Q�W���S�U�R�F�H�V�V�����L�Q�F�U�H�D�V�H���W�K�H���H�Q�H�U�J�\���H�I�I�L�F�L�H�Q�F�\���R�I���E�L�R�J�D�V���X�V�H����
�D�Q�G�� �P�H�D�V�X�U�H�� �W�K�H�� �T�X�D�O�L�W�\�� �R�I�� �W�U�H�D�W�H�G�� �Z�D�V�W�H�Z�D�W�H�U�� �E�H�I�R�U�H�� �G�L�V�F�K�D�U�J�H�� �W�R�� �W�K�H�� �L�Q�W�D�N�H��[11]����
�$�O�V�R�����V�O�X�G�J�H���V�W�R�U�D�J�H���F�D�Q���E�H���R�S�W�L�P�L�]�H�G�����D�Q�G���L�Q���W�K�H���F�D�V�H���R�I���F�R�P�E�L�Q�H�G���V�H�Z�H�U���V�\�V�W�H�P�V����
�D�Q�\�� �E�\�S�D�V�V�L�Q�J�� �S�U�R�F�H�V�V�H�V�� �F�D�Q���E�H�� �V�F�K�H�G�X�O�H�G���� �7�K�H�V�H�� �S�U�R�F�H�V�V�H�V�� �F�D�Q���E�H�� �F�R�P�E�L�Q�H�G�� �Z�L�W�K��
�S�U�H�F�L�V�L�R�Q���L�U�U�L�J�D�W�L�R�Q���V�\�V�W�H�P�V���>�����@���W�R���D�F�K�L�H�Y�H���D���P�R�U�H���H�I�I�L�F�L�H�Q�W���D�Q�G���R�S�W�L�P�D�O�O�\���G�L�V�W�U�L�E�X�W�H�G��
�O�R�D�G���R�Q���W�K�H���D�T�X�L�I�H�U���R�U���Z�D�W�H�U���E�D�V�H����

�7�K�H�� �O�R�Z�H�V�W-�K�D�Q�J�L�Q�J�� �I�U�X�L�W�� �R�I�� �G�L�J�L�W�D�O�L�]�D�W�L�R�Q�� �L�V�� �W�K�H�� �X�Ve���R�I�� �V�P�D�U�W�� �P�H�W�H�U�V���� �I�R�U�� �Z�K�L�F�K��
�Q�X�P�H�U�R�X�V���W�H�F�K�Q�R�O�R�J�L�H�V���D�U�H���D�Y�D�L�O�D�E�O�H���L�Q���W�K�H���(�X�U�R�S�H�D�Q���P�D�U�N�H�W���W�R�G�D�\�����7�K�H���V�P�D�U�W���Z�D�W�H�U��
�P�H�W�H�U���F�D�Q���E�H���L�Q�V�W�D�O�O�H�G���L�Q���W�K�H���P�D�L�Q�W�H�Q�D�Q�F�H���K�R�O�H���R�U���E�D�V�H�P�H�Q�W�����Z�K�L�F�K���F�D�Q���F�R�P�P�X�Q�L�F�D�W�H��
�Z�L�W�K�� �W�K�H�� �Z�D�W�H�U�� �X�W�L�O�L�W�\�¶�V�� �V�\�V�W�H�P�V�� �I�U�R�P�� �D�� �S�O�D�F�H�� �S�U�H�Y�L�R�X�V�O�\�� �L�Q�D�F�F�H�V�V�L�E�O�H�� �E�\�� �D�Q�\�� �R�W�K�H�U��
�U�D�G�L�R���P�H�D�Q�V�����D�W���O�R�Z���V�S�H�H�G���E�X�W���Z�L�W�K���K�L�J�K���U�H�O�L�D�E�L�O�L�W�\�����X�V�L�Q�J���1�%-�,�R�7���W�H�F�K�Q�R�O�R�J�\���S�U�R�Y�L�G�H�G��
�E�\�� �W�K�H�� �W�H�O�H�F�R�P�P�X�Q�L�F�D�W�L�R�Q�V�� �R�S�H�U�D�W�R�U��[13]�����6�P�D�U�W�� �P�H�W�H�U�V�� �D�O�O�R�Z�� �U�H�D�O-�W�L�P�H�� �D�Q�D�O�\�V�L�V�� �R�I��
�Z�D�W�H�U���F�R�Q�V�X�P�S�W�L�R�Q���S�D�W�W�H�U�Q�V���D�Q�G���R�Q-�G�H�P�D�Q�G���D�G�M�X�V�W�P�H�Q�W���R�I���Z�D�W�H�U���W�U�H�D�W�P�H�Q�W���D�Q�G���V�X�S�S�O�\��
�W�H�F�K�Q�R�O�R�J�\�� �W�R�� �P�H�H�W�� �D�F�W�X�D�O�� �G�H�P�D�Q�G��[14]���� �P�D�N�L�Q�J�� �W�K�H�� �Z�D�W�H�U�� �E�L�O�O�L�Q�J�� �S�U�R�F�H�V�V�� �P�R�U�H��
�H�I�I�L�F�L�H�Q�W�� �W�K�D�Q�� �W�U�D�G�L�W�L�R�Q�D�O�� �V�R�O�X�W�L�R�Q�V���� �D�V�� �W�K�H�� �E�L�O�O�� �F�D�Q�� �D�O�Z�D�\�V�� �E�H�� �E�D�V�H�G�� �R�Q�� �D�F�W�X�D�O��
�F�R�Q�V�X�P�S�W�L�R�Q�� �G�D�W�D���� �7�K�H�� �V�X�S�S�O�L�H�U�� �F�D�Q�� �L�P�S�R�V�H�� �Z�D�W�H�U�� �F�R�Q�V�X�P�S�W�L�R�Q�� �U�H�V�W�U�L�F�W�L�R�Q�V�� �R�Q�� �W�K�H��
�F�X�V�W�R�P�H�U�� �Z�L�W�K�R�X�W�� �R�Q-�V�L�W�H�� �L�Q�W�H�U�Y�H�Q�W�L�R�Q���� �'�D�W�D�� �F�D�Q�� �E�H�� �D�F�F�H�V�V�H�G�� �G�L�U�H�F�W�O�\�� �I�U�R�P�� �W�K�H��
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�R�S�H�U�D�W�L�R�Q�D�O���S�U�R�F�H�V�V���L�Q���D���E�L�O�O�L�Q�J���V�\�V�W�H�P���L�Q�W�H�J�U�D�W�H�G���Z�L�W�K���W�K�H���(�5�3���V�\�V�W�H�P�����3�R�V�W�D�J�H���F�R�V�W�V��
�D�Q�G���E�L�O�O���L�V�V�X�L�Q�J���O�R�J�L�V�W�L�F�V���D�U�H���P�L�Q�L�P�L�]�H�G���E�\���L�V�V�X�L�Q�J���S�D�S�H�U�O�H�V�V���E�X�W���D�X�W�K�H�Q�W�L�F���E�L�O�O�V���V�H�Q�W���L�Q��
�H�O�H�F�W�U�R�Q�L�F�D�O�O�\���V�L�J�Q�H�G���3�'�)�V����

�7�K�H���L�Q�G�X�V�W�U�\���F�D�O�O�V���W�K�H�V�H���V�R�O�X�W�L�R�Q�V���:�D�W�H�U�������������'�L�J�L�W�D�O���:�D�W�H�U�����6�P�D�U�W���:�D�W�H�U�����D�Q�G���,�Q�W�H�U�Q�H�W��
�R�I�� �:�D�W�H�U�� ���,�R�:������ �7�K�H�� �D�I�R�U�H�P�H�Q�W�L�R�Q�H�G�� �V�R�O�X�W�L�R�Q�V�� �Z�L�O�O�� �X�Q�G�R�X�E�W�H�G�O�\���U�H�I�R�U�P�� �P�X�Q�L�F�L�S�D�O��
�Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�¶�V�� �H�Q�W�L�U�H�� �L�Q�I�U�D�V�W�U�X�F�W�X�U�H�� �D�Q�G�� �R�S�H�U�D�W�L�R�Q�� �D�Q�G�� �V�X�S�S�R�U�W�� �P�R�U�H��
�H�F�R�Q�R�P�L�F�D�O�O�\�� �H�I�I�L�F�L�H�Q�W�� �R�S�H�U�D�W�L�R�Q�� �R�I�� �Z�D�W�H�U�� �X�W�L�O�L�W�L�H�V���� �F�X�V�W�R�P�H�U�� �V�D�W�L�V�I�D�F�W�L�R�Q����
�H�Q�Y�L�U�R�Q�P�H�Q�W�D�O�� �S�U�R�W�H�F�W�L�R�Q���� �S�U�R�F�H�V�V�� �R�S�W�L�P�L�]�D�W�L�R�Q���� �S�U�H�G�L�F�W�D�E�O�H�� �P�D�L�Q�W�H�Q�D�Q�F�H�� �D�Q�G��
�U�H�J�X�O�D�W�R�U�\�� �F�R�P�S�O�L�D�Q�F�H���� �)�U�R�P�� �D�� �I�L�Q�D�Q�F�L�D�O�� �S�R�L�Q�W�� �R�I�� �Y�L�H�Z���� �W�K�H�V�H�� �V�R�O�X�W�L�R�Q�V�� �D�U�H��
�F�K�D�U�D�F�W�H�U�L�]�H�G�� �E�\�� �O�R�Z�H�U�� �R�S�H�U�D�W�L�Q�J�� �F�R�V�W�V�� ���2�3�(�;������ �E�H�W�W�H�U�� �U�H�W�X�U�Q�� �R�Q���L�Q�Y�H�V�W�P�H�Q�W�� �D�Q�G��
�K�L�J�K�H�U���U�H�Y�H�Q�X�H�V�����Z�K�L�O�H���D�O�V�R���L�Q�F�U�H�D�V�L�Q�J���W�K�H���F�R�P�S�D�Q�\�¶�V���H�F�R�Q�R�P�L�F���Y�D�O�X�H�����)�X�U�W�K�H�U�P�R�U�H����
�L�Q�� �W�H�U�P�V�� �R�I�� �R�S�H�U�D�W�L�R�Q�D�O�� �V�H�F�X�U�L�W�\���� �K�L�J�K�H�U�� �O�H�Y�H�O�V�� �R�I�� �D�Y�D�L�O�D�E�L�O�L�W�\�� �D�Q�G�� �P�R�U�H�� �S�U�H�G�L�F�W�D�E�O�H��
�K�X�P�D�Q���U�H�V�R�X�U�F�H���P�D�Q�D�J�H�P�H�Q�W���F�D�Q���E�H���D�F�K�L�H�Y�H�G����

3 Security Considerations 

�7�R���J�D�L�Q���D���G�H�H�S�H�U���X�Q�G�H�U�V�W�D�Q�G�L�Q�J���R�I���W�K�H���F�\�E�H�U�V�H�F�X�U�L�W�\���F�K�D�O�O�H�Q�J�H�V���D�Q�G���R�S�S�R�U�W�X�Q�L�W�L�H�V���L�Q��
�V�P�D�U�W�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W���� �W�K�L�V�� �V�W�X�G�\�� �G�L�G�� �D�� �O�L�W�H�U�D�W�X�U�H�� �U�H�Y�L�H�Z�� �D�Q�G�� �V�H�F�R�Q�G�D�U�\�� �G�D�W�D��
�D�Q�D�O�\�V�L�V���� �I�R�F�X�V�L�Q�J�� �R�Q�� �D�F�D�G�H�P�L�F�� �D�U�W�L�F�O�H�V���� �U�H�S�R�U�W�V���� �D�Q�G�� �F�D�V�H�� �V�W�X�G�L�H�V�� �U�H�O�D�W�H�G�� �W�R��
�F�\�E�H�U�V�H�F�X�U�L�W�\���L�Q�F�L�G�H�Q�W�V�����W�U�H�Q�G�V�����D�Q�G���P�H�D�V�X�U�H�V���L�Q���W�K�H���Z�D�W�H�U���V�H�F�W�R�U�����E�R�W�K���J�O�R�E�D�O�O�\���D�Q�G���L�Q��
�+�X�Q�J�D�U�\���D�Q�G���&�H�Q�W�U�D�O���(�X�U�R�S�H�����7�K�H���P�D�L�Q���I�L�Q�G�L�Q�J�V���D�Q�G���L�Q�V�L�J�K�W�V���I�U�R�P���W�K�L�V���D�Q�D�O�\�V�L�V���D�U�H��
�V�X�P�P�D�U�L�]�H�G���E�H�O�R�Z����

�'�L�J�L�W�D�O�L�]�D�W�L�R�Q���K�D�V���P�D�Q�\���S�R�V�L�W�L�Y�H���E�H�Q�H�I�L�W�V���I�R�U���L�Q�G�L�Y�L�G�X�D�O�V�����R�U�J�D�Q�L�]�D�W�L�R�Q�V�����D�Q�G���V�R�F�L�H�W�\����
�W�K�D�W���Z�H�� �S�H�U�F�H�L�Y�H�� �G�D�\���W�R���G�D�\���� �+�R�Z�H�Y�H�U���� �Z�H�� �P�X�V�W�� �Q�R�W�� �I�R�U�J�H�W�� �W�K�H�� �G�D�Q�J�H�U�V�� �R�I�� �E�H�L�Q�J��
�Y�X�O�Q�H�U�D�E�O�H���W�R���W�H�F�K�Q�R�O�R�J�\�����,�Q���S�D�U�W�L�F�X�O�D�U�����W�K�H���O�R�V�V���R�I���,�7���D�S�S�O�L�F�D�W�L�R�Q�V���D�Q�G���V�H�U�Y�L�F�H�V�����W�K�H��
�D�X�W�R�P�D�W�L�R�Q���R�I���S�U�R�F�H�V�V�H�V�����D�Q�G���W�K�H���G�L�I�I�L�F�X�O�W�L�H�V���D�U�L�V�L�Q�J���I�U�R�P���W�K�H���F�R�P�S�O�H�[�L�W�\���R�I���V�\�V�W�H�P�V��
�P�X�V�W���E�H���W�D�N�H�Q���L�Q�W�R���D�F�F�R�X�Q�W����

3.1 Cybersecurity Threats 

�7�K�H���Q�H�Z���F�\�E�H�U�V�H�F�X�U�L�W�\�� �W�K�U�H�D�W�V�����Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�����D�Q�G���U�L�V�N�V���F�D�Q���V�L�J�Q�L�I�L�F�D�Q�W�O�\�� �D�I�I�H�F�W���W�K�H��
�V�D�I�H�W�\�����V�H�F�X�U�L�W�\�����D�Q�G���U�H�O�L�D�E�L�O�L�W�\���R�I���F�U�L�W�L�F�D�O���Z�D�W�H�U���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���D�Q�G���V�H�U�Y�L�F�H�V���D�Q�G���S�X�E�O�L�F��
�K�H�D�O�W�K�����W�K�H���H�Q�Y�L�U�R�Q�P�H�Q�W�����D�Q�G���W�K�H���H�F�R�Q�R�P�\�����6�R�P�H���R�I���W�K�H���W�R�S���F�\�E�H�U�V�H�F�X�U�L�W�\���F�K�D�O�O�H�Q�J�H�V��
�D�Q�G���W�K�U�H�D�W�V���L�Q���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W��are���V�K�R�Z�Q���E�H�O�R�Z����

3.1.1 Cyber-Physical Attacks 

�7�K�H�V�H���D�U�H���D�W�W�D�F�N�V���W�K�D�W���W�D�U�J�H�W���S�K�\�V�L�F�D�O���F�R�P�S�R�Q�H�Q�W�V���D�Q�G���D�X�W�R�P�D�W�L�R�Q���S�U�R�F�H�V�V�H�V���R�I���Z�D�W�H�U��
�V�\�V�W�H�P�V�����V�X�F�K���D�V���S�X�P�S�V�����Y�D�O�Y�H�V�����W�U�H�D�W�P�H�Q�W���S�O�D�Q�W�V�����D�Q�G���G�L�V�W�U�L�E�X�W�L�R�Q���Q�H�W�Z�R�U�N�V�����W�K�U�R�X�J�K��
�W�K�H�� �P�D�Q�L�S�X�O�D�W�L�R�Q���R�U�� �G�L�V�U�X�S�W�L�R�Q���R�I�� �W�K�H�L�U�� �G�L�J�L�W�D�O���F�R�Q�W�U�R�O�� �V�\�V�W�H�P�V���� �V�X�F�K�� �D�V�� �V�X�S�H�U�Y�L�V�R�U�\��
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�F�R�Q�W�U�R�O���D�Q�G���G�D�W�D���D�F�T�X�L�V�L�W�L�R�Q�����6�&�$�'�$�����V�\�V�W�H�P�V�����G�L�V�W�U�L�E�X�W�H�G���F�R�Q�W�U�R�O���V�\�V�W�H�P�V�����'�&�6������
�S�U�R�J�U�D�P�P�D�E�O�H�� �O�R�J�L�F�� �F�R�Q�W�U�R�O�O�H�U�V�� ���3�/�&�V������ �D�Q�G�� �U�H�P�R�W�H�� �W�H�U�P�L�Q�D�O���X�Q�L�W�V�� ���5�7�8�V����[15]����
�&�\�E�H�U-�S�K�\�V�L�F�D�O���D�W�W�D�F�N�V���P�D�\���F�D�X�V�H���S�K�\�V�L�F�D�O���G�D�P�D�J�H�����P�D�O�I�X�Q�F�W�L�R�Q�����R�U���I�D�L�O�X�U�H���R�I���Z�D�W�H�U��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H���� �O�H�D�G�L�Q�J�� �W�R�� �Z�D�W�H�U�� �V�H�U�Y�L�F�H�� �L�Q�W�H�U�U�X�S�W�L�R�Q�V���� �F�R�Q�W�D�P�L�Q�D�W�L�R�Q���� �O�H�D�N�D�J�H���� �R�U��
�I�O�R�R�G�L�Q�J�����Z�L�W�K���S�R�W�H�Q�W�L�D�O�O�\���V�H�Y�H�U�H���F�R�Q�V�H�T�X�H�Q�F�H�V���I�R�U���S�X�E�O�L�F���K�H�D�O�W�K�����W�K�H���H�Q�Y�L�U�R�Q�P�H�Q�W�����D�Q�G��
�W�K�H���H�F�R�Q�R�P�\����

3.1.2 Data Breaches 

�'�D�W�D���E�U�H�D�F�K�H�V���D�U�H���X�Q�D�X�W�K�R�U�L�]�H�G���D�F�F�H�V�V�����G�L�V�F�O�R�V�X�U�H�����R�U���W�K�H�I�W���R�I���V�H�Q�V�L�W�L�Y�H���R�U���F�R�Q�I�L�G�H�Q�W�L�D�O��
�G�D�W�D���� �V�X�F�K�� �D�V�� �S�H�U�V�R�Q�D�O���R�U�� �E�X�V�L�Q�H�V�V-�U�H�O�D�W�H�G���L�Q�I�R�U�P�D�W�L�R�Q���� �I�L�Q�D�Q�F�L�D�O�� �W�U�D�Q�V�D�F�W�L�R�Q�V���� �R�U��
�R�S�H�U�D�W�L�R�Q�D�O�� �G�D�W�D���� �V�W�R�U�H�G�� �R�U�� �W�U�D�Q�V�P�L�W�W�H�G�� �L�Q�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �V�\�V�W�H�P�V���� �V�X�F�K�� �D�V��
�F�X�V�W�R�P�H�U�� �E�L�O�O�L�Q�J�� �V�\�V�W�H�P�V���� �D�V�V�H�W�� �P�D�Q�D�J�H�P�H�Q�W�� �V�\�V�W�H�P�V���� �R�U�� �P�R�Q�L�W�R�U�L�Q�J�� �D�Q�G�� �F�R�Q�W�U�R�O��
�V�\�V�W�H�P�V��[15]���� �'�D�W�D�� �E�U�H�D�F�K�H�V�� �F�D�Q�� �U�H�V�X�O�W�� �L�Q�� �S�U�L�Y�D�F�\�� �Y�L�R�O�D�W�L�R�Q�V���� �O�H�J�D�O�� �F�R�Q�V�H�T�X�H�Q�F�H�V����
�L�G�H�Q�W�L�W�\�� �W�K�H�I�W���� �I�L�Q�D�Q�F�L�D�O�� �I�U�D�X�G���� �R�U�� �L�Q�G�X�V�W�U�L�D�O�� �H�V�S�L�R�Q�D�J�H���� �X�Q�G�H�U�P�L�Q�L�Q�J�� �W�K�H�� �W�U�X�V�W����
�U�H�S�X�W�D�W�L�R�Q���D�Q�G���F�R�P�S�O�L�D�Q�F�H���R�I���Z�D�W�H�U���X�W�L�O�L�W�L�H�V���D�Q�G���D�X�W�K�R�U�L�W�L�H�V����

3.1.3 Denial of Service (DoS) Attacks 

�7�K�H�V�H���D�W�W�D�F�N�V���D�L�P���W�R���G�L�V�U�X�S�W�����R�Y�H�U�Z�K�H�O�P�����R�U���P�L�Q�L�P�L�]�H���W�K�H���D�Y�D�L�O�D�E�L�O�L�W�\�����S�H�U�I�R�U�P�D�Q�F�H����
�R�U�� �I�X�Q�F�W�L�R�Q�D�O�L�W�\�� �R�I�� �Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �V�\�V�W�H�P�V���� �Q�H�W�Z�R�U�N�V�����R�U�� �V�H�U�Y�L�F�H�V���� �E�\�� �I�O�R�R�G�L�Q�J��
�W�K�H�P�� �Z�L�W�K�� �H�[�F�H�V�V�L�Y�H�� �G�D�W�D���� �U�H�T�X�H�V�W�V���� �R�U�� �W�U�D�I�I�L�F�� �R�U�� �H�[�S�O�R�L�W�L�Q�J�� �W�K�H�L�U�� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�� �D�Q�G��
w�H�D�N�Q�H�V�V�H�V���R�U���G�H�V�L�J�Q���I�O�D�Z�V��[15]�����'�R�6���D�W�W�D�F�N�V���F�D�Q���F�D�X�V�H���W�H�P�S�R�U�D�U�\���R�U���S�H�U�P�D�Q�H�Q�W���O�R�V�V��
�R�I���D�F�F�H�V�V�����F�R�Q�W�U�R�O�����R�U���F�R�P�P�X�Q�L�F�D�W�L�R�Q���L�Q���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W���D�Q�G���L�Q�F�U�H�D�V�H���W�K�H���Z�R�U�N�O�R�D�G����
�F�R�V�W�V�����D�Q�G���G�H�O�D�\�V���R�I���V�\�V�W�H�P���U�H�F�R�Y�H�U�\���D�Q�G���U�H�V�W�R�U�D�W�L�R�Q����

�$�V���L�Q���W�K�H�������������E�O�D�F�N�R�X�W���P�H�Q�W�L�R�Q�H�G���L�Q���V�H�F�W�L�R�Q�������������&�\�E�H�U�V�H�F�X�U�L�W�\���L�Q�F�L�G�H�Q�W�V���D�Q�G���W�U�H�Q�G�V��
�L�Q���W�K�H���Z�D�W�H�U���V�H�F�W�R�U�����Z�D�W�H�U���X�W�L�O�L�W�\���V�H�U�Y�L�F�H�V���F�D�Q���H�D�V�L�O�\���E�H���O�R�V�W���L�Q���W�K�H���H�Y�H�Q�W���R�I���W�K�H���I�D�L�O�X�U�H��
�R�I�� �V�R�P�H�� �R�W�K�H�U�� �F�U�L�W�L�F�D�O�� �L�Q�I�U�D�V�W�U�X�F�W�X�U�H�� �H�O�H�P�H�Q�W���� �)�R�U�� �H�[�D�P�S�O�H�����Z�L�W�K�R�X�W�� �H�O�H�F�W�U�L�F�L�W�\���� �W�K�H��
�S�X�P�S�V���G�R���Q�R�W���R�S�H�U�D�W�H�����W�K�H�U�H�I�R�U�H�����G�U�L�Q�N�L�Q�J���Z�D�W�H�U���Z�L�O�O���Q�R�W���E�H���D�Y�D�L�O�D�E�O�H�����1�H�Y�H�U�W�K�H�O�H�V�V����
�H�Y�H�Q���W�K�H���O�R�V�V���R�I���L�Q�W�H�U�Q�H�W���V�H�U�Y�L�F�H���F�R�X�O�G���D�O�V�R���E�H���D���S�U�R�E�O�H�P���I�R�U���Z�D�W�H�U���X�W�L�O�L�W�L�H�V���Z�L�W�K��a���O�R�V�V��
�R�I���F�R�P�P�X�Q�L�F�D�W�L�R�Q�����U�H�P�R�W�H���F�R�Q�W�U�R�O�V���D�Q�G���D���O�D�F�N���R�I���G�D�W�D���D�F�T�X�L�V�L�W�L�R�Q�����7�K�H���F�D�X�V�H���R�I���W�K�H�V�H��
�S�U�R�E�O�H�P�V���F�D�Q���E�H���W�U�D�F�H�G���E�D�F�N���W�R���V�\�V�W�H�P���X�Q�U�H�O�L�D�E�L�O�L�W�\���D�Q�G���Q�D�W�X�U�D�O���S�K�H�Q�R�P�H�Q�D�����E�X�W�����P�R�V�W��
�W�\�S�L�F�D�O�O�\�����K�X�P�D�Q�� �E�H�L�Q�J�V�� �S�R�V�H�� �W�K�H�� �J�U�H�D�W�H�V�W�� �W�K�U�H�D�W���� �7�K�L�V�� �S�H�U�V�R�Q�� �F�R�X�O�G�� �E�H�� �D�Q�� �H�[�W�H�U�Q�D�O��
�D�W�W�D�F�N�H�U�� �Z�K�R�� �Z�D�Q�W�V�� �W�R�� �G�L�V�U�X�S�W�� �W�K�H�� �L�Q�G�X�V�W�U�L�D�O���F�R�Q�W�U�R�O���V�\�V�W�H�P�V�� �W�K�U�R�X�J�K�� �F�\�E�H�U�F�U�L�P�H�� �R�U��
�F�\�E�H�U�Z�D�U�I�D�U�H�����,�Q�G�X�V�W�U�L�D�O���D�X�W�R�P�D�W�L�R�Q���D�Q�G���F�R�Q�W�U�R�O���V�\�V�W�H�P�V���D�U�H���D�O�V�R���W�D�U�J�H�W�V���R�I���P�L�O�L�W�D�U�\��
�F�\�E�H�U���R�S�H�U�D�W�L�R�Q�V�����I�R�U���H�[�D�P�S�O�H�����Z�L�W�K���$�G�Y�D�Q�F�H�G���3�H�U�V�L�V�W�H�Q�W���7�K�U�H�D�W�V�����$�3�7����[16]����

3.1.4 Insider Threats 

�7�K�H�V�H�� �D�U�H�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �U�L�V�N�V�� �W�K�D�W�� �R�U�L�J�L�Q�D�W�H�� �I�U�R�P�� �Z�L�W�K�L�Q�� �W�K�H�� �R�U�J�D�Q�L�]�D�W�L�R�Q���� �V�X�F�K�� �D�V��
�H�P�S�O�R�\�H�H�V���� �F�R�Q�W�U�D�F�W�R�U�V���� �R�U�� �S�D�U�W�Q�H�U�V���� �Z�K�R�� �K�D�Y�H�� �O�H�J�L�W�L�P�D�W�H�� �D�F�F�H�V�V�� �D�Q�G�� �N�Q�R�Z�O�H�G�J�H�� �R�I��
�Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �V�\�V�W�H�P�V���� �S�R�O�L�F�L�H�V���� �R�U�� �S�U�R�F�H�G�X�U�H�V���� �E�X�W�� �Z�K�R�� �L�Q�W�H�Q�W�L�R�Q�D�O�O�\�� �R�U��
�X�Q�L�Q�W�H�Q�W�L�R�Q�D�O�O�\�����H���J������ �H�U�U�R�U�����P�L�V�X�V�H���� �D�E�X�V�H���� �R�U�� �F�R�P�S�U�R�P�L�V�H�� �W�K�H�P�� �G�X�H�� �W�R�� �Q�H�J�O�L�J�H�Q�F�H����
�J�U�H�H�G���� �U�H�Y�H�Q�J�H���� �R�U�� �R�W�K�H�U�� �P�R�W�L�Y�H�V��[15]���� �,�Q�V�L�G�H�U�� �W�K�U�H�D�W�V�� �F�D�Q�� �E�H���F�K�D�O�O�H�Q�J�L�Q�J���W�R�� �G�H�W�H�F�W����
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�S�U�H�Y�H�Q�W�����D�Q�G���U�H�V�S�R�Q�G���W�R�����7�K�H�\���R�I�W�H�Q���L�Q�Y�R�O�Y�H���H�[�S�O�R�L�W�L�Q�J���W�U�X�V�W�����D�X�W�K�R�U�L�W�\�����R�U���I�D�P�L�O�L�D�U�L�W�\��
�D�Q�G���F�D�Q���E�\�S�D�V�V���R�U���F�L�U�F�X�P�Y�H�Q�W���V�H�F�X�U�L�W�\���F�R�Q�W�U�R�O�V���D�Q�G���P�H�D�V�X�U�H�V����

�,�Q�W�H�U�Q�D�O���V�W�D�I�I���D�O�V�R���S�R�V�H�V���D���W�K�U�H�D�W���E�\���Q�H�J�O�L�J�H�Q�F�H���R�U���P�D�O�L�F�L�R�X�V���D�F�W�V�����7�K�L�V���L�Q�F�O�X�G�H�V���X�V�L�Q�J��
�G�H�I�D�X�O�W�� �S�D�V�V�Z�R�U�G�V�� �L�Q�� �,�&�6�� �V�\�V�W�H�P�V���� �Z�K�L�F�K�� �V�H�H�P�V�� �W�R�� �E�H�� �D�� �W�U�L�Y�L�D�O�� �P�L�V�W�D�N�H���� �E�X�W�� �V�W�L�O�O��
�K�D�S�S�H�Q�V�� �I�U�H�T�X�H�Q�W�O�\�� �E�H�F�D�X�V�H�� �R�I�� �W�K�H�� �I�L�F�W�L�W�L�R�X�V�� �G�H�W�D�F�K�P�H�Q�W�� �R�I�� �,�&�6�� �V�\�V�W�H�P�V�� �I�U�R�P�� �W�K�H��
�,�Q�W�H�U�Q�H�W����

�,�W�� �L�V�����W�K�H�U�H�I�R�U�H�� �R�I�� �S�D�U�D�P�R�X�Q�W�� �L�P�S�R�U�W�D�Q�F�H�� �W�R�� �V�X�S�S�R�U�W�� �W�K�H�� �G�L�J�L�W�L�]�D�W�L�R�Q�� �S�U�R�F�H�V�V�� �Z�L�W�K��
�D�S�S�U�R�S�U�L�D�W�H�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �U�H�V�H�D�U�F�K�� �D�Q�G���W�K�H�� �U�H�V�X�O�W�L�Q�J�� �L�P�S�O�H�P�H�Q�W�D�W�L�R�Q�� �R�I�� �Q�H�F�H�V�V�D�U�\��
�L�Q�I�R�U�P�D�W�L�R�Q���V�H�F�X�U�L�W�\���F�R�Q�W�U�R�O���P�H�D�V�X�U�H�V�����,�7-�U�H�O�D�W�H�G���D�U�H�D�V���Q�H�H�G���W�R���H�P�S�O�R�\���V�W�D�I�I���Z�L�W�K���D��
�K�L�J�K�H�U���O�H�Y�H�O���R�I���F�\�E�H�U�V�H�F�X�U�L�W�\���H�[�S�H�U�W�L�V�H�����Z�K�L�F�K���L�V���J�H�Q�H�U�D�O�O�\���Q�R�W���D�Y�D�L�O�D�E�O�H���L�Q���Z�D�W�H�U���D�Q�G��
�V�H�Z�H�U�D�J�H���X�W�L�O�L�W�L�H�V����

3.1.5 Supply Chain Risks 

�7�K�H�V�H���D�U�H���F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�V���W�K�D�W���D�U�L�V�H���I�U�R�P���W�K�H���L�Q�W�H�U�G�H�S�H�Q�G�H�Q�F�L�H�V���D�Q�G���U�H�O�D�W�L�R�Q�V�K�L�S�V��
�E�H�W�Z�H�H�Q���G�L�I�I�H�U�H�Q�W���D�F�W�R�U�V���D�Q�G���F�R�P�S�R�Q�H�Q�W�V���L�Q���W�K�H���V�X�S�S�O�\���F�K�D�L�Q���R�I���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W��
�V�\�V�W�H�P�V���� �7�K�H�V�H�� �D�F�W�R�U�V�� �F�D�Q�� �E�H�� �W�K�H���Y�H�Q�G�R�U�V���� �V�X�S�S�O�L�H�U�V���� �L�Q�W�H�J�U�D�W�R�U�V���� �R�S�H�U�D�W�R�U�V���� �D�Q�G��
�P�D�L�Q�W�D�L�Q�H�U�V�����Z�K�R���S�U�R�Y�L�G�H�����S�U�R�G�X�F�H�����D�V�V�H�P�E�O�H�����L�Q�V�W�D�O�O�����P�D�L�Q�W�D�L�Q�����R�U���X�S�G�D�W�H���K�D�U�G�Z�D�U�H����
�V�R�I�W�Z�D�U�H���� �I�L�U�P�Z�D�U�H���� �R�U�� �V�H�U�Y�L�F�H�V���� �Z�K�L�F�K�� �P�D�\�� �F�R�Q�W�D�L�Q�� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V���� �G�H�I�H�F�W�V���� �R�U��
�E�D�F�N�G�R�R�U�V�����R�U���Z�K�L�F�K���P�D�\���E�H���V�X�E�M�H�F�W���W�R���W�D�P�S�H�U�L�Q�J�����V�D�E�R�W�D�J�H�����R�U���F�R�X�Q�W�H�U�I�H�L�W��[15]�����$�V��
�S�U�R�F�H�V�V���R�S�H�U�D�W�L�R�Q���L�V���K�L�J�K�O�\���G�H�S�H�Q�G�H�Q�W���R�Q���W�K�H���I�X�Q�F�W�L�R�Q�D�O�L�W�\���R�I���V�H�Q�V�R�U�V�����D�F�W�X�D�W�R�U�V�����D�Q�G��
�W�K�H���F�R�Q�W�U�R�O���V�\�V�W�H�P�����W�K�H���O�L�N�H�O�L�K�R�R�G���R�I���G�R�Z�Q�W�L�P�H���G�X�H���W�R���W�H�F�K�Q�L�F�D�O���U�H�D�V�R�Q�V���L�V���K�L�J�K�H�U���W�K�D�Q��
�L�Q�� �W�U�D�G�L�W�L�R�Q�D�O�� �V�\�V�W�H�P�V��[17]���� �7�K�H�� �,�Q�W�H�U�Q�H�W�� �R�I�� �7�K�L�Q�J�V�� ���,�R�7������ �W�K�H�� �F�O�R�X�G�� �F�R�P�S�X�W�L�Q�J��
�L�Q�I�U�D�V�W�U�X�F�W�X�U�H�����D�Q�G���G�D�W�D���S�U�R�F�H�V�V�L�Q�J���D�U�H���D�O�V�R���P�D�M�R�U���U�L�V�N-�L�Q�F�U�H�D�V�L�Q�J���I�D�F�W�R�U�V��[18]�����Z�K�L�F�K��
�F�D�Q���R�Q�O�\���E�H���H�I�I�H�F�W�L�Y�H�O�\���P�L�W�L�J�D�W�H�G���E�\���D���F�R�P�S�O�H�[�����L�Q�W�H�U�F�R�Q�Q�H�F�W�H�G���F�R�Q�W�U�R�O���V�\�V�W�H�P��[19]����
�0�R�U�H�R�Y�H�U���� �W�K�H�� �I�D�L�O�X�U�H�� �R�I�� �R�Q�H�� �V�\�V�W�H�P�� �H�O�H�P�H�Q�W�� �F�D�Q�� �H�D�V�L�O�\�� �O�H�D�G�� �W�R�� �D���F�R�P�S�O�H�W�H�� �V�H�U�Y�L�F�H��
�R�X�W�D�J�H�����6�X�S�S�O�\���F�K�D�L�Q�� �U�L�V�N�V�� �F�D�Q�� �F�R�P�S�U�R�P�L�V�H�� �W�K�H�� �V�H�F�X�U�L�W�\���� �T�X�D�O�L�W�\���� �D�Q�G�� �U�H�O�L�D�E�L�O�L�W�\�� �R�I��
�Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�� �V�\�V�W�H�P�V���D�Q�G���F�U�H�D�W�H�� �R�S�S�R�U�W�X�Q�L�W�L�H�V�� �I�R�U�� �D�W�W�D�F�N�H�U�V�� �W�R�� �H�[�S�O�R�L�W�� �R�U��
�P�D�Q�L�S�X�O�D�W�H���W�K�H�V�H���V�\�V�W�H�P�V���W�K�U�R�X�J�K���Y�D�U�L�R�X�V���H�Q�W�U�\���S�R�L�Q�W�V�����V�W�D�J�H�V�����R�U���F�K�D�Q�Q�H�O�V����

3.2 Cybersecurity Incidents and Trends in the Water Sector 

�6�H�Y�H�U�D�O���K�L�J�K-�S�U�R�I�L�O�H���F�\�E�H�U�V�H�F�X�U�L�W�\���L�Q�F�L�G�H�Q�W�V���K�D�Y�H���E�H�H�Q���U�H�S�R�U�W�H�G���L�Q���W�K�H���Z�D�W�H�U���V�H�F�W�R�U���L�Q��
�U�H�F�H�Q�W���\�H�D�U�V�����G�H�P�R�Q�V�W�U�D�W�L�Q�J�� �W�K�H���Y�X�O�Q�H�U�D�E�L�O�L�W�\���D�Q�G���L�P�S�D�F�W���R�I�� �Z�D�W�H�U�� �V�\�V�W�H�P�V���W�R���F�\�E�H�U��
�W�K�U�H�D�W�V�� �D�Q�G���D�W�W�D�F�N�V�����$�Q���H�D�U�O�\���H�[�D�P�S�O�H�� �L�V�� �W�K�H���E�O�D�F�N�R�X�W���W�K�D�W���D�I�I�H�F�W�H�G���W�K�H�� �Q�R�U�W�K�H�D�V�W�H�U�Q��
�8�Q�L�W�H�G���6�W�D�W�H�V���D�Q�G���F�H�Q�W�U�D�O���&�D�Q�D�G�D���L�Q�� �$�X�J�X�V�W�������������>�����@�����7�K�H���Z�R�U�O�G�¶�V�� �V�H�F�R�Q�G-�O�D�U�J�H�V�W��
�E�O�D�F�N�R�X�W���D�I�I�H�F�W�H�G���������P�L�O�O�L�R�Q���S�H�R�S�O�H���D�Q�G���P�H�D�Q�W���D�Q���D�O�P�R�V�W���W�R�W�D�O���E�O�D�F�N�R�X�W���I�R�U���W�Z�R���G�D�\�V��
�D�Q�G�� �D�E�Q�R�U�P�D�O�� �V�H�U�Y�L�F�H�� �O�H�Y�H�O�V�� �I�R�U�� �W�Z�R�� �Z�H�H�N�V���� �7�K�H�� �H�[�F�L�W�L�Q�J�� �W�K�L�Q�J�� �I�R�U�� �X�V�� �L�V�� �W�K�D�W�� �W�K�H��
�L�Q�F�L�G�H�Q�W�� �V�W�D�U�W�H�G�� �Z�L�W�K�� �D�� �V�R�I�W�Z�D�U�H�� �I�D�L�O�X�U�H�� �D�W�� �D�� �V�H�U�Y�L�F�H�� �S�U�R�Y�L�G�H�U�� �D�Q�G�� �W�K�H�� �I�D�L�O�X�U�H�� �L�Q�� �D�Q��
�R�W�K�H�U�Z�L�V�H�� �U�H�G�X�Q�G�D�Q�W�� �V�\�V�W�H�P�� �V�S�U�H�D�G�� �W�R�� �R�W�K�H�U�� �V�\�V�W�H�P�V�� �D�Q�G�� �W�R�R�N�� �R�X�W���W�K�H�� �F�R�Q�Q�H�F�W�H�G��
�V�\�V�W�H�P�V���D�V���Z�H�O�O�����)�R�U���H�[�D�P�S�O�H�����L�Q���������������D���Z�D�W�H�U���W�U�H�D�W�P�H�Q�W���S�O�D�Q�W���L�Q���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V��
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3.3 Cybersecurity Measures in the Water Sector 
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�Z�H�O�O-�G�H�V�L�J�Q�H�G���D�F�F�H�V�V�� �F�R�Q�W�U�R�O�� �V�W�U�D�W�H�J�\���>�����@���� �7�K�H�� �X�S�G�D�W�H�V�� �S�D�W�F�K�L�Q�J�� �V�R�I�W�Z�D�U�H�� �I�O�D�Z�V�� �L�Q��
�,�&�6���D�U�H���U�D�U�H���D�Q�G���L�U�U�H�J�X�O�D�U���L�Q���F�R�Q�W�U�D�V�W���W�R���,�7���V�\�V�W�H�P�V�����7�U�D�G�L�W�L�R�Q�D�O�O�\���L�Q���,�&�6�����I�X�Q�F�W�L�R�Q�D�O��
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�F�D�X�W�L�R�Q����

4 Discussion: Implications and Recommendations 

�%�D�V�H�G�� �R�Q�� �W�K�H�� �I�L�Q�G�L�Q�J�V�� �D�Q�G�� �L�Q�V�L�J�K�W�V�� �I�U�R�P�� �W�K�H�� �O�L�W�H�U�D�W�X�U�H�� �U�H�Y�L�H�Z�� �D�Q�G�� �V�H�F�R�Q�G�D�U�\�� �G�D�W�D��
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�L�Q���W�K�H���U�H�J�L�R�Q����

4.1 Strategies, Policies, Governance and Cooperation 
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�3�U�R�I�H�V�V�L�R�Q�D�O�� �S�U�R�F�H�V�V�H�V�� �Z�H�U�H�� �L�Q�L�W�L�D�W�H�G�� �W�R�� �L�Q�F�U�H�D�V�H�� �O�H�J�L�V�O�D�W�L�Y�H�� �F�R�Q�W�U�R�O�� �F�R�Q�F�H�U�Q�L�Q�J�� �W�K�H��
�H�O�H�F�W�U�L�F�L�W�\���V�X�S�S�O�\���D�Q�G���G�L�V�W�U�L�E�X�W�L�R�Q���L�Q�I�U�D�V�W�U�X�F�W�X�U�H�����S�D�U�W�O�\���E�H�F�D�X�V�H���R�I���S�U�H�Y�L�R�X�V���L�Q�F�L�G�H�Q�W�V��
�D�Q�G���S�D�U�W�O�\���E�H�F�D�X�V�H���R�I���W�K�H���K�L�J�K�H�U���O�H�Y�H�O���R�I���,�7���H�[�S�R�V�X�U�H�����7�K�L�V���O�H�J�L�V�O�D�W�L�R�Q���V�W�D�U�W�H�G���D���G�H�F�D�G�H��
�D�J�R���L�Q���W�K�H���8�Q�L�W�H�G���6�W�D�W�H�V�����E�X�W���M�X�V�W���L�Q���U�H�F�H�Q�W���\�H�D�U�V���L�Q���(�X�U�R�S�H�����+�R�Z�H�Y�H�U�����D�V���L�W���L�V���F�R�X�S�O�H�G��
�Z�L�W�K�� �O�H�J�L�V�O�D�W�L�Y�H�� �L�Q�W�H�Q�W���� �Z�H�� �F�D�Q�� �H�[�S�H�F�W�� �D�Q�� �L�Q�F�U�H�D�V�H�G�� �U�H�V�L�O�L�H�Q�F�H�� �R�I���W�K�H�� �V�H�F�W�R�U�� �W�R��
�F�\�E�H�U�D�W�W�D�F�N�V���>�����@����

�$�V���W�K�L�V���L�V���Q�R���O�R�Q�J�H�U���W�K�H���V�R�O�H���S�U�R�E�O�H�P���R�I���F�R�X�Q�W�U�L�H�V�����W�K�H���(�X�U�R�S�H�D�Q���8�Q�L�R�Q���D�Q�G���1�$�7�2���D�U�H��
�G�H�D�O�L�Q�J���Z�L�W�K���W�K�L�V���S�U�R�E�O�H�P���Z�L�W�K���G�L�I�I�H�U�H�Q�W���D�S�S�U�R�D�F�K�H�V�����1�$�7�2���D�G�G�U�H�V�V�H�V���W�K�H���V�W�U�D�W�H�J�L�F��
�D�V�S�H�F�W���D�Q�G���X�U�J�H�V���W�K�H���S�U�H�S�D�U�D�W�L�R�Q���R�I���P�H�P�E�H�U���V�W�D�W�H�V���I�R�U���F�\�E�H�U���R�S�H�U�D�W�L�R�Q�V���D�V���D���G�L�V�W�L�Q�F�W��
�G�L�P�H�Q�V�L�R�Q�� �R�I�� �Z�D�U�I�D�U�H��[33]�7�K�H�� �(�8�� �G�H�D�O�V�� �P�R�U�H�� �Z�L�W�K�� �W�K�H�� �R�S�H�U�D�W�L�Y�H�� �G�L�U�H�F�W�L�R�Q���� �L�Q�� �W�K�H��
�&�\�E�H�U�V�H�F�X�U�L�W�\�� �$�F�W��[34]���� �R�Q�H�� �H�[�D�F�W�� �D�S�S�O�L�F�D�W�L�R�Q�� �L�V�� �W�K�H�� �L�Q�I�R�U�P�D�W�L�R�Q�� �V�H�F�X�U�L�W�\-�U�H�O�D�W�H�G��
� F� H� U� W� L� I� L� F� D� W� L� R� Q� � � R� I� � � ,� &� 6� � � F� R� P� S� R� Q� H� Q� W� V� �� � � D� V� � � Z� U� L� W� W� H� Q� � � L� Q� � � W� K� H� � � 5� H� F� R� P� P� H� Q� G� D� W� L� R� Q� V� � � I� R� U� � � W� K� H� �
�,�P�S�O�H�P�H�Q�W�D�W�L�R�Q�� �R�I�� �W�K�H�� �,�Q�G�X�V�W�U�L�D�O�� �$�X�W�R�P�D�W�L�R�Q���	�� �&�R�Q�W�U�R�O�� �6�\�V�W�H�P�V�� �&�R�P�S�R�Q�H�Q�W�V��
�&�\�E�H�U�V�H�F�X�U�L�W�\�� �&�H�U�W�L�I�L�F�D�W�L�R�Q�� �6�F�K�H�P�H�� ���,�&�&�6���� �E�\�� �W�K�H�� �(�X�U�R�S�H�D�Q�� �&�R�P�P�L�V�V�L�R�Q���� �-�R�L�Q�W��
�5�H�V�H�D�U�F�K���&�H�Q�W�U�H��[35]����

�6�L�Q�F�H���W�K�H���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���G�H�V�F�U�L�E�H�G���D�E�R�Y�H���L�V���V�W�L�O�O���L�Q���L�W�V���L�Q�I�D�Q�F�\���L�Q���&�H�Q�W�U�D�O���(�X�U�R�S�H�����L�W���L�V��
�D�G�Y�L�V�D�E�O�H�� �W�R�� �X�V�H�� �D�� �:�H�V�W�H�U�Q�� �(�X�U�R�S�H�D�Q�� �P�R�G�H�O�� �I�R�U�� �V�W�X�G�L�H�V�� �L�Q�� �W�K�L�V�� �G�L�U�H�F�W�L�R�Q���� �$�� �J�R�R�G��
�H�[�D�P�S�O�H�� �F�D�Q�� �E�H�� �W�K�H�� �*�H�U�P�D�Q�� �P�D�U�N�H�W���� �Z�K�L�F�K�� �D�O�V�R�� �K�D�V�� �P�D�Q�\�� �V�P�D�O�O�� �S�X�E�O�L�F�� �X�W�L�O�L�W�L�H�V����
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�*�H�U�P�D�Q���U�H�J�X�O�D�W�R�U�V���D�U�H���D�O�U�H�D�G�\���D�G�G�U�H�V�V�L�Q�J���W�K�H���F�\�E�H�U�� �V�H�F�X�U�L�W�\�� �R�I���Z�D�W�H�U�� �X�W�L�O�L�W�L�H�V���� �Z�L�W�K��
�W�K�H�� �.�5�,�7�,�6�� �V�W�U�D�W�H�J�\�� �D�Q�G�� �W�K�H�� �U�H�V�X�O�W�L�Q�J�� �O�H�J�L�V�O�D�W�L�R�Q���V�H�W�W�L�Q�J�� �R�X�W�� �F�\�E�H�U�� �V�H�F�X�U�L�W�\��
�U�H�V�S�R�Q�V�L�E�L�O�L�W�L�H�V���I�R�U���W�K�H���H�Q�W�L�U�H���*�H�U�P�D�Q���F�U�L�W�L�F�D�O���L�Q�I�U�D�V�W�U�X�F�W�X�U�H��[36]����

�,�Q�� �+�X�Q�J�D�U�\���� �D�� �S�L�R�Q�H�H�U�L�Q�J�� �L�Q�L�W�L�D�W�L�Y�H�� �L�V�� �W�K�H�� �6�H�&�R�Q�6�\�V���� �D�� �J�U�R�X�S�� �R�I�� �S�U�R�I�H�V�V�L�R�Q�D�O�V�� �D�Q�G��
�U�H�J�X�O�D�W�R�U�V�� �Z�R�U�N�L�Q�J�� �W�R�J�H�W�K�H�U�� �R�Q�� �W�K�H�� �F�\�E�H�U�� �V�H�F�X�U�L�W�\�� �R�I�� �F�U�L�W�L�F�D�O�� �H�Q�H�U�J�\�� �L�Q�I�U�D�V�W�U�X�F�W�X�U�H������
�7�K�H�� �&�\�E�H�U�V�H�F�X�U�L�W�\�� �+�D�Q�G�E�R�R�N�� �R�Q�� �,�Q�G�X�V�W�U�L�D�O�� �&�R�Q�W�U�R�O�� �6�\�V�W�H�P�V�� �I�R�U���(�O�H�F�W�U�L�F�L�W�\��[37]����
�S�U�R�G�X�F�H�G���Z�L�W�K�L�Q���W�K�L�V���I�U�D�P�H�Z�R�U�N�����L�V���D���P�L�V�V�L�Q�J���S�L�H�F�H���R�I���Z�R�U�N���W�K�D�W���S�U�R�Y�L�G�H�V���J�X�L�G�D�Q�F�H��
�I�R�U���G�H�Y�H�O�R�S�L�Q�J���S�U�R�W�H�F�W�L�R�Q���D�W���W�K�H���U�H�J�X�O�D�W�R�U�\�����G�H�V�L�J�Q�����D�Q�G���R�S�H�U�D�W�L�R�Q�D�O���O�H�Y�H�O�V�����,�Q���D�G�G�L�W�L�R�Q����
�F�D�V�H�� �V�W�X�G�L�H�V�� �F�D�Q�� �E�H�� �I�R�X�Q�G�� �L�Q�� �W�K�H�� �+�X�Q�J�D�U�L�D�Q�� �D�F�D�G�H�P�L�F�� �O�L�W�H�U�D�W�X�U�H�� �R�Q�� �W�K�H�� �G�H�V�L�J�Q�� �R�I��
�D�G�H�T�X�D�W�H���F�\�E�H�U���S�U�R�W�H�F�W�L�R�Q���L�Q���W�K�H���S�R�Z�H�U���V�H�F�W�R�U��[38]����

4.2 Research, Development, and Innovation 

�*�R�Y�H�U�Q�P�H�Q�W�V�����S�X�E�O�L�F���X�W�L�O�L�W�L�H�V���� �L�Q�G�X�V�W�U�L�H�V���� �D�Q�G�� �U�H�V�H�D�U�F�K�� �L�Q�V�W�L�W�X�W�L�R�Q�V�� �L�Q�� �+�X�Q�J�D�U�\�� �D�Q�G��
�&�H�Q�W�U�D�O���(�X�U�R�S�H���V�K�R�X�O�G���H�Q�F�R�X�U�D�J�H���D�Q�G���V�X�S�S�R�U�W���F�\�E�H�U�V�H�F�X�U�L�W�\���U�H�V�H�D�U�F�K�����G�H�Y�H�O�R�S�P�H�Q�W����
�D�Q�G���L�Q�Q�R�Y�D�W�L�R�Q���L�Q���W�K�H���Z�D�W�H�U���V�H�F�W�R�U���E�\���I�X�Q�G�L�Q�J�����R�U���D�S�S�O�\�L�Q�J���W�R�����P�X�O�W�L�G�L�V�F�L�S�O�L�Q�D�U�\���D�Q�G��
�F�R�O�O�D�E�R�U�D�W�L�Y�H�� �U�H�V�H�D�U�F�K�� �S�U�R�M�H�F�W�V���� �S�U�R�J�U�D�P�V���� �D�Q�G�� �F�H�Q�W�H�U�V���� �Z�K�L�F�K���I�R�F�X�V�� �R�Q�� �W�K�H�� �G�H�V�L�J�Q����
�H�Y�D�O�X�D�W�L�R�Q���� �D�Q�G�� �G�H�S�O�R�\�P�H�Q�W�� �R�I�� �V�H�F�X�U�H���� �U�H�V�L�O�L�H�Q�W���� �D�Q�G�� �W�U�X�V�W�Z�R�U�W�K�\�� �V�P�D�U�W�� �Z�D�W�H�U��
�W�H�F�K�Q�R�O�R�J�L�H�V�����V�\�V�W�H�P�V�����D�Q�G���V�H�U�Y�L�F�H�V�����D�V���Z�H�O�O���D�V���R�Q���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���D�Q�G���D�S�S�O�L�F�D�W�L�R�Q���R�I��
�D�G�Y�D�Q�F�H�G�� �F�\�E�H�U�V�H�F�X�U�L�W�\�� �P�H�W�K�R�G�V���� �W�R�R�O�V���� �D�Q�G�� �W�H�F�K�Q�L�T�X�H�V���� �V�X�F�K���D�V�� �U�L�V�N�� �D�V�V�H�V�V�P�H�Q�W����
�W�K�U�H�D�W�� �P�R�G�H�O�L�Q�J���� �Y�X�O�Q�H�U�D�E�L�O�L�W�\�� �D�Q�D�O�\�V�L�V���� �L�Q�W�U�X�V�L�R�Q�� �G�H�W�H�F�W�L�R�Q���� �D�Q�G�� �L�Q�F�L�G�H�Q�W�� �U�H�V�S�R�Q�V�H��
[15]����

�$�O�W�K�R�X�J�K�� �O�D�J�J�L�Q�J�� �E�H�K�L�Q�G���� �W�K�H�� �P�D�W�X�U�L�W�\�� �R�I�� �Z�D�W�H�U�� �X�W�L�O�L�W�L�H�V�¶�� �P�D�Q�D�J�H�P�H�Q�W�� �D�Q�G�� �,�7��
�V�\�V�W�H�P�V���D�Q�G���W�K�H���U�H�V�X�O�W�L�Q�J���F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�V�� �Z�L�O�O���I�R�O�O�R�Z���W�K�H���V�D�P�H���S�D�W�K���D�V���W�K�D�W���R�I��
�W�K�H���H�O�H�F�W�U�L�F�L�W�\���V�H�F�W�R�U�����7�K�H���D�G�Y�D�Q�F�H���R�I���G�L�J�L�W�D�O�L�]�D�W�L�R�Q���L�Q���W�K�L�V���D�U�H�D���L�V���L�Q�H�Y�L�W�D�E�O�H�����Z�K�L�F�K��
�D�O�V�R���L�Q�Y�R�O�Y�H�V���W�K�H���H�P�H�U�J�H�Q�F�H���R�I���Q�H�Z���W�\�S�H�V���R�I���U�L�V�N�V�����)�X�U�W�K�H�U�P�R�U�H�����W�K�H���F�X�U�U�H�Q�W���X�Q�V�W�D�E�O�H��
�J�H�R�S�R�O�L�W�L�F�D�O���V�L�W�X�D�W�L�R�Q���P�D�N�H�V���F�U�L�W�L�F�D�O���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���S�U�R�W�H�F�W�L�R�Q���H�Y�H�Q���P�R�U�H���L�P�S�R�U�W�D�Q�W����
�,�Q���R�U�G�H�U���W�R���S�U�H�S�D�U�H���R�S�H�U�D�W�R�U�V�����O�H�J�L�V�O�D�W�R�U�V�����D�Q�G���U�H�J�X�O�D�W�R�U�V���I�R�U���W�K�H���F�K�D�O�O�H�Q�J�H�V���L�Q�Y�R�O�Y�H�G����
�L�W���L�V���H�V�V�H�Q�W�L�D�O���W�R���V�H�W���X�S���(�X�U�R�S�H�D�Q���S�U�R�I�H�V�V�L�R�Q�D�O���D�Q�G���V�F�L�H�Q�W�L�I�L�F���L�Q�L�W�L�D�W�L�Y�H�V���W�R���U�H�V�H�D�U�F�K��
�W�K�H���L�V�V�X�H���H�[�W�H�Q�V�L�Y�H�O�\����

�8�Q�L�Y�H�U�V�L�W�\���U�H�V�H�D�U�F�K���K�D�V���D�O�V�R���V�W�D�U�W�H�G���L�Q���W�K�L�V���D�U�H�D�����)�R�U���H�[�D�P�S�O�H�����W�K�H���&�<�%�(�5�:�$�7�(�5��
�1�$�7�2�� �$�G�Y�D�Q�F�H�G�� �5�H�V�H�D�U�F�K�� �:�R�U�N�V�K�Rp�� �F�R�Q�G�X�F�W�H�G���U�H�V�H�D�U�F�K�� �X�Q�G�H�U�� �W�K�H�� �O�H�D�G�H�U�V�K�L�S�� �R�I��
�+�D�U�V�K�D���5�D�W�Q�D�Z�H�H�U�D����p�U�R�I�H�V�V�R�U���D�W���W�K�H���1�R�U�Z�H�J�L�D�Q���8�Q�L�Y�H�U�V�L�W�\���R�I���/�L�I�H���6�F�L�H�Q�F�H�V��[39]����

Conclusions 

�7�K�L�V���S�D�S�H�U���D�Q�D�O�\�]�H�G���W�K�H���L�Q�F�U�H�D�V�L�Q�J���L�P�S�R�U�W�D�Q�F�H���R�I�� �V�P�D�U�W���Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W�����Z�L�W�K�L�Q��
�W�K�H���F�R�Q�W�H�[�W���R�I���W�K�H���I�R�X�U�W�K���L�Q�G�X�V�W�U�L�D�O���U�H�Y�R�O�X�W�L�R�Q���D�Q�G���L�W�V���D�V�V�R�F�L�D�W�H�G���F�\�E�H�U�V�H�F�X�U�L�W�\���U�L�V�N�V����
�S�D�U�W�L�F�X�O�D�U�O�\���L�Q���+�X�Q�J�D�U�\���D�Q�G���&�H�Q�W�U�D�O���(�X�U�R�S�H�����%�\���H�[�D�P�L�Q�L�Q�J���W�K�H���F�X�U�U�H�Q�W���V�W�D�W�H���R�I���V�P�D�U�W��
�Z�D�W�H�U�� �P�D�Q�D�J�H�P�H�Q�W���D�Q�G���D�Q�D�O�\�]�L�Q�J���Y�D�U�L�R�X�V���F�\�E�H�U�V�H�F�X�U�L�W�\���W�K�U�H�D�W�V���� �Y�X�O�Q�H�U�D�E�L�O�L�W�L�H�V�����D�Q�G��
�U�L�V�N�V���L�Q���W�K�L�V���F�U�L�W�L�F�D�O���V�H�F�W�R�U�����W�K�H���V�W�X�G�\���K�D�V���V�R�X�J�K�W���W�R���U�D�L�V�H���D�Z�D�U�H�Q�H�V�V���D�E�R�X�W���W�K�H���Q�H�H�G���I�R�U��
�H�Q�K�D�Q�F�H�G���V�H�F�X�U�L�W�\���P�H�D�V�X�U�H�V���D�Q�G���S�U�D�F�W�L�F�H�V���L�Q���V�P�D�U�W���Z�D�W�H�U���P�D�Q�D�J�H�P�H�Q�W�����D�V���Z�H�O�O���D�V���W�R��
�S�U�R�Y�L�G�H���D���E�D�V�L�V���D�Q�G���F�R�X�U�V�H���I�R�U���I�X�W�X�U�H���U�H�V�H�D�U�F�K����
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Analysis of the Soil Selective Potassium Content, 
using Multifrequency EC Sensors 

János Horváth1, László Kátai2, István Szabó2 
1�'�R�F�W�R�U�D�O���6�F�K�R�R�O���R�I���0�H�F�K�D�Q�L�F�D�O���(�Q�J�L�Q�H�H�U�L�Q�J�����+�X�Q�J�D�U�L�D�Q���8�Q�L�Y�H�U�V�L�W�\���R�I���$�J�U�L�F�X�O�W�X�U�H��
�D�Q�G���/�L�I�H���6�F�L�H�Q�F�H�V�����3�i�W�H�U���.�i�U�R�O�\���X�W�F�D�������������������*�|�G�|�O�O�������+�X�Q�J�D�U�\����
�+�R�U�Y�D�W�K���-�D�Q�R�V�����#�S�K�G���X�Q�L-�P�D�W�H���K�X��

���,�Q�V�W�L�W�X�W�H���R�I���7�H�F�K�Q�R�O�R�J�\�����+�X�Q�J�D�U�L�D�Q���8�Q�L�Y�H�U�V�L�W�\���R�I���$�J�U�L�F�X�O�W�X�U�H���D�Q�G���/�L�I�H���6�F�L�H�Q�F�H�V����
�3�i�W�H�U���.�i�U�R�O�\���X�W�F�D���������+-�����������*�|�G�|�O�O�������+�X�Q�J�D�U�\;���.�D�W�D�L���/�D�V�]�O�R�#�X�Q�L-�P�D�W�H���K�X;��
�6�]�D�E�R���,�V�W�Y�D�Q���S�U�R�I�#�X�Q�L-�P�D�W�H���K�X��

Abstract: The relative salinity of soil is an important issue in today’s sustainable, site-specific 
Precision Agricultural practice. The need to replace salt has an enormous impact on 
production costs, regarding current input prices. The standard method for measuring the 
salinity of a soil, based on a laboratory test method, is expensive and cumbersome and only 
the total salinity content can be determined. Growers need to get data faster and cheaper. 
With the usage of on-the-go soil sensors, this process can be significantly improved. This 
article presents the first step of developing a quick, cost-saving and easy-to-use measurement 
method for determining the selective potassium content on the spot, in real time. In our work, 
we developed a new measurement and calculation method using the analytical application 
of multifrequency conductometry, to determine selective salinity. It is proved that the 
electrical conductivity (EC) develops according to different functions, by applying solutions 
containing K+ ions with a defined concentration, by saturating the soil with a continuously, 
but reasonably varying measuring frequency. Based on this recognition, the selective salinity 
of soil can only be determined by interpolation from a frequency-series of EC measurements, 
in soils containing only one electrolyte. 

Keywords: digital agriculture; electrical conductivity; soil salinity; variable frequency; 
interpolation 

1 Introduction  

1.1 Digital Farming Concept 

�1�R�Z�D�G�D�\�V�����W�K�H�U�H���L�V���D���F�R�Q�V�W�D�Q�W�O�\���J�U�R�Z�L�Q�J���G�H�P�D�Q�G���W�R���N�Q�R�Z���R�X�U���V�R�L�O�V���D�V���W�K�R�U�R�X�J�K�O�\��
�D�V���S�R�V�V�L�E�O�H���D�Q�G���W�K�H���S�U�H�F�L�V�L�R�Q���W�H�F�K�Q�R�O�R�J�\���W�R�R�O�N�L�W�V���D�O�U�H�D�G�\���S�U�H�V�H�Q�W���L�Q���R�X�U�� �P�D�F�K�L�Q�H�V��
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�I�L�H�O�G�V��
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�� Data processing�����S�U�R�Y�L�G�L�Q�J���X�V�H�I�X�O���L�Q�I�R�U�P�D�W�L�R�Q���I�R�U���G�H�F�L�V�L�R�Q-�P�D�N�L�Q�J��
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�� Executing the operation���� �W�X�U�Q�L�Q�J�� �W�K�H�� �G�H�F�L�V�L�R�Q-�P�D�N�L�Q�J�� �U�H�V�X�O�W�V�� �L�Q�W�R��
�S�U�D�F�W�L�F�H��

�$�V�� �D�� �I�L�U�V�W�� �V�W�H�S�� �R�I�� �W�K�H�� �U�H�F�R�J�Q�L�W�L�R�Q�� �S�U�R�F�H�V�V���� �L�W�� �L�V�� �Q�H�F�H�V�V�D�U�\�� �W�R�� �R�E�W�D�L�Q�� �G�D�W�D�� �R�Q�� �W�K�H��
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�W�K�H�� �S�H�U�I�R�U�P�D�Q�F�H�� �R�I�� �W�K�H�� �R�S�H�U�D�W�L�R�Q�� �D�U�H�� �D�I�I�H�F�W�H�G�� �E�\�� �W�K�H�� �T�X�D�Q�W�L�W�\�� �D�Q�G���T�X�D�O�L�W�\�� �R�I�� �W�K�H��
�F�R�O�O�H�F�W�H�G���G�D�W�D�����Z�K�L�F�K���G�H�W�H�U�P�L�Q�H�V���W�K�H���L�Q�W�H�U�Y�H�Q�W�L�R�Q���D�Q�G���W�K�H���F�R�V�W-�H�I�I�H�F�W�L�Y�H�Q�H�V�V���R�I���W�K�H��
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1.2 Testing Soil Properties with Sensors 
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�D�Q�G���H�[�S�H�F�W�H�G���W�R���U�H�D�F�K���8�6�'�����������������P�L�O�O�L�R�Q���E�\���W�K�H���\�H�D�U���������������D�W���D���&�R�P�S�R�X�Q�G���$�Q�Q�X�D�O��
�*�U�R�Z�W�K���5�D�W�H�����&�$�*�5�����R�I�������������������6�P�D�U�W���6�H�Q�V�R�U�V���D�O�O�R�Z���I�D�U�P�H�U�V���W�R���P�D�[�L�P�L�]�H���\�L�H�O�G�V��
�X�V�L�Q�J���P�L�Q�L�P�D�O���U�H�V�H�U�Y�H�V���V�X�F�K���D�V���I�H�U�W�L�O�L�]�H�U�����Z�D�W�H�U�����D�Q�G���V�H�H�G�V�����%�\���X�W�L�O�L�]�L�Q�J���V�H�Q�V�R�U�V���D�Q�G��
�P�D�S�S�L�Q�J�� �I�L�H�O�G�V���� �I�D�U�P�H�U�V�� �F�D�Q�� �F�R�P�P�H�Q�F�H�� �U�H�D�O�L�]�L�Q�J�� �W�K�H�L�U�� �F�U�R�S�V�� �D�W�� �D�� �P�L�F�U�R-�V�F�D�O�H����
�F�R�Q�V�H�U�Y�H���U�H�V�R�X�U�F�H�V�����D�Q�G���O�H�V�V�H�Q���L�Q�I�O�X�H�Q�F�H�V���R�Q���W�K�H���H�F�R�V�\�V�W�H�P�����6�P�D�U�W���D�J�U�L�F�X�O�W�X�U�H���K�D�V��
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�U�R�R�W�V�� �P�R�Y�L�Q�J�� �E�D�F�N�� �W�R�� �W�K�H�� ���������V�� �Z�K�H�Q�� �W�K�H�� �*�O�R�E�D�O�� �3�R�V�L�W�L�R�Q�L�Q�J�� �6�\�V�W�H�P�� ���*�3�6����
�F�D�S�D�E�L�O�L�W�\���E�H�F�D�P�H���D�F�F�H�V�V�L�E�O�H���I�R�U���F�L�Y�L�O�L�D�Q���X�V�H�����2�Q�F�H���I�D�U�P�H�U�V���Z�H�U�H���D�E�O�H���W�R���P�D�S���W�K�H�L�U��
�F�U�R�S�� �I�L�H�O�G�V���D�F�F�X�U�D�W�H�O�\���� �W�K�H�\�� �F�R�X�O�G�� �P�R�Q�L�W�R�U�� �D�Q�G�� �X�V�H�� �I�H�U�W�L�O�L�]�H�U�� �D�Q�G�� �Z�H�H�G���W�U�H�D�W�P�H�Q�W�V��
�R�Q�O�\�� �W�R�� �S�D�U�W�V�� �W�K�D�W�� �U�H�T�X�L�U�H�G�� �L�W���� �'�X�U�L�Q�J�� �W�K�H�� ���������V���� �H�D�U�O�\�� �S�U�H�F�L�V�L�R�Q�� �D�J�U�L�F�X�O�W�X�U�H�� �X�V�H�U�V��
�L�P�S�O�H�P�H�Q�W�H�G�� �F�U�R�S�� �\�L�H�O�G�� �P�R�Q�L�W�R�U�L�Q�J�� �W�R�� �F�U�H�D�W�H�� �I�H�U�W�L�O�L�]�H�U�� �D�Q�G�� �S�+�� �F�R�U�U�H�F�W�L�R�Q��
�V�X�J�J�H�V�W�L�R�Q�V�����$�V���P�R�U�H���Y�D�U�L�D�E�O�H�V���F�R�X�O�G���E�H���F�D�O�F�X�O�D�W�H�G���D�Q�G���H�Q�W�H�U�H�G���L�Q�W�R���D���F�U�R�S���P�R�G�H�O����
�P�R�U�H���D�F�F�X�U�D�W�H���U�H�F�R�P�P�H�Q�G�D�W�L�R�Q�V���I�R�U���I�H�U�W�L�O�L�]�H�U���D�S�S�O�L�F�D�W�L�R�Q�����Z�D�W�H�U�L�Q�J�����D�Q�G���H�Y�H�Q���S�H�D�N��
�\�L�H�O�G�� �K�D�U�Y�H�V�W�L�Q�J�� �F�R�X�O�G�� �E�H�� �P�D�G�H���� �7�K�H�� �G�H�Y�L�F�H�� �F�D�S�W�X�U�H�� �D�Q�D�O�\�]�H�V�� �D�Q�G�� �W�U�D�Q�V�P�L�W�V��
�L�Q�I�R�U�P�D�W�L�R�Q�� �O�L�N�H�� �W�H�P�S�H�U�D�W�X�U�H���� �K�X�P�L�G�L�W�\���� �S�U�H�V�V�X�U�H���� �Z�D�W�H�U�� �F�R�Q�W�H�Q�W���� �H�W�F���� �X�V�L�Q�J�� �U�D�G�L�R��
�V�L�J�Q�D�O�V��� � � ,�W���J�D�W�K�H�U�V�� �W�K�H�� �G�D�W�D���D�Q�G���V�H�Q�G�V�� �L�W���W�R���W�K�H�� �E�D�V�H�� �V�W�D�W�L�R�Q��� � �7�K�H�� �E�D�V�H�� �V�W�D�W�L�R�Q���W�K�H�Q��
�D�Q�D�O�\�V�H�V���W�K�H���G�D�W�D���D�Q�G���F�D�U�U�L�H�V���L�W���I�R�U���I�X�U�W�K�H�U���S�U�R�F�H�V�V�L�Q�J�����8�V�X�D�O�O�\�����V�H�Q�V�R�U���Q�H�W�Z�R�U�N�V���K�D�Y�H��
�D���E�D�V�H���V�W�D�W�L�R�Q���N�Q�R�Z�Q���D�V���V�L�Q�N���D�Q�G���V�H�Y�H�U�D�O���R�W�K�H�U���V�H�Q�V�R�U�V���W�R�R�����Z�K�L�F�K���V�H�Q�V�H���D�Q�G���W�U�D�Q�V�P�L�W��
�W�K�H���V�L�J�Q�D�O�V���D�O�R�Q�J���Z�L�W�K���V�H�Q�G�L�Q�J���L�Q�I�R�U�P�D�W�L�R�Q���W�R���R�W�K�H�U���Q�R�G�H�V�����:�H�D�W�K�H�U���V�W�D�W�L�R�Q�V���D�U�H���V�H�O�I-
�F�R�Q�W�D�L�Q�H�G�� �X�Q�L�W�V�� �S�O�D�F�H�G�� �D�W�� �Y�D�U�L�R�X�V�� �V�L�W�H�V�� �W�K�U�R�X�J�K�R�X�W�� �J�U�R�Z�L�Q�J�� �I�L�H�O�G�V���� �7�K�H�V�H�� �V�W�D�W�L�R�Q�V��
�K�D�Y�H���D���P�L�[�W�X�U�H���R�I���V�H�Q�V�R�U�V���V�X�L�W�D�E�O�H���I�R�U���W�K�H���O�R�F�D�O���F�U�R�S�V���D�Q�G���F�O�L�P�D�W�H�����'�D�W�D���V�X�F�K���D�V���D�L�U��
�W�H�P�S�H�U�D�W�X�U�H���� �V�R�L�O�� �W�H�P�S�H�U�D�W�X�U�H�� �D�W�� �Y�D�U�L�R�X�V�� �G�H�S�W�K�V���� �G�H�Z�� �S�R�L�Q�W�� �W�H�P�S�H�U�D�W�X�U�H���� �Z�L�Q�G��
�G�L�U�H�F�W�L�R�Q���� �U�H�O�D�W�L�Y�H�� �K�X�P�L�G�L�W�\���� �U�D�L�Q�I�D�O�O���� �O�H�D�I�� �Z�H�W�Q�H�V�V���� �F�K�O�R�U�R�S�K�\�O�O���� �Z�L�Q�G�� �V�S�H�H�G���� �V�R�O�D�U��
�U�D�G�L�D�W�L�R�Q���� �D�Q�G�� �D�W�P�R�V�S�K�H�U�L�F�� �S�U�H�V�V�X�U�H�� �D�U�H�� �P�H�D�V�X�U�H�G�� �D�Q�G�� �U�H�F�R�U�G�H�G�� �D�W�� �S�U�H�G�H�W�H�U�P�L�Q�H�G��
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�)�R�U�� �V�H�Q�V�R�U�� �P�H�D�V�X�U�H�P�H�Q�W���� �W�K�H�� �I�R�O�O�R�Z�L�Q�J�� �V�H�Q�V�R�U�� �J�U�R�X�S�V�� �F�D�Q�� �E�H�� �I�R�X�Q�G�� �L�Q�� �F�U�R�S��
�S�U�R�G�X�F�W�L�R�Q�����F�U�R�S���V�H�Q�V�R�U�V�����H�Q�Y�L�U�R�Q�P�H�Q�W���V�H�Q�V�R�U�V�����I�X�Q�F�W�L�R�Q���P�R�Q�L�W�R�U�L�Q�J���V�H�Q�V�R�U�V���D�Q�G���V�R�L�O��
�V�H�Q�V�R�U�V���� �)�U�R�P�� �W�K�H�� �J�U�R�Z�W�K�� �R�I�� �I�R�U�H�F�D�V�W�� �V�R�O�X�W�L�R�Q�V�� �X�V�L�Q�J�� �V�H�Q�V�R�U�V���� �L�W�� �L�V���Y�H�U�\�� �H�D�V�\�� �W�R��
�U�H�F�R�J�Q�L�]�H�� �W�K�D�W�� �W�K�H�� �I�X�W�X�U�H�� �R�I�� �V�L�W�H-�V�S�H�F�L�I�L�F�� �F�U�R�S�� �S�U�R�G�X�F�W�L�R�Q�� �L�V�� �P�R�Y�L�Q�J�� �W�R�Z�D�U�G�V�� �D��
�V�H�Q�V�R�U-�E�D�V�H�G���D�S�S�U�R�D�F�K���E�H�F�D�X�V�H���R�E�W�D�L�Q�L�Q�J���L�P�S�R�U�W�D�Q�W���V�R�L�O���F�K�D�U�D�F�W�H�U�L�V�W�L�F�V���T�X�L�F�N�O�\���D�Q�G��
�F�K�H�D�S�O�\�� �L�V�� �V�W�L�O�O�� �R�Q�H�� �R�I�� �W�K�H�� �E�L�J�J�H�V�W�� �F�K�D�O�O�H�Q�J�H�V�� �L�Q�� �S�U�H�F�L�V�L�R�Q�� �D�J�U�L�F�X�O�W�X�U�H�� �W�R�G�D�\������
�$���Q�X�P�E�H�U�� �R�I�� �U�H�V�H�D�U�F�K�H�U�V�� �D�Q�G�� �P�D�Q�X�I�D�F�W�X�U�H�U�V�� �D�U�H�� �W�U�\�L�Q�J�� �W�R�� �G�H�Y�H�O�R�S�� �R�Q-�W�K�H-�J�R�� �V�R�L�O��
�V�H�Q�V�R�U�V���� �W�R�� �G�L�U�H�F�W�O�\�� �P�H�D�V�X�U�H�� �W�K�H�� �P�H�F�K�D�Q�L�F�D�O���� �S�K�\�V�L�F�D�O���� �D�Q�G���F�K�H�P�L�F�D�O���S�U�R�S�H�U�W�L�H�V�� �R�I��
�W�K�H���V�R�L�O�����7�K�H���G�L�V�D�G�Y�D�Q�W�D�J�H���R�I���W�K�H���S�U�D�F�W�L�F�D�O���X�V�H���R�I���W�K�H���L�Q�F�U�H�D�V�L�Q�J�O�\���Z�L�G�H�V�S�U�H�D�G���J�U�R�X�Q�G��
�V�H�Q�V�R�U�V���L�V���W�K�D�W���W�K�H�\���D�U�H���O�H�V�V���D�F�F�X�U�D�W�H���W�K�D�Q���L�Q�G�L�Y�L�G�X�D�O���V�D�P�S�O�L�Q�J���D�Q�G���O�D�E�R�U�D�W�R�U�\���W�H�V�W�V����
�E�X�W���W�K�H���D�G�Y�D�Q�W�D�J�H���L�V���W�K�D�W���W�K�H�\���D�U�H���V�X�L�W�D�E�O�H���I�R�U���U�D�S�L�G���P�H�D�V�X�U�H�P�H�Q�W���D�Q�G���D�U�H���W�K�H�U�H�I�R�U�H��
�F�K�H�D�S�H�U���L�Q���S�U�D�F�W�L�F�H���>���@�����,�Q���W�K�H���I�X�W�X�U�H�����P�H�F�K�D�Q�L�]�H�G���V�R�L�O���W�H�V�W�L�Q�J���D�Q�G���Q�X�W�U�L�H�Q�W���P�D�S�S�L�Q�J��
�V�R�O�X�W�L�R�Q�V�� �Z�L�O�O�� �E�H�F�R�P�H�� �Z�L�G�H�O�\�� �D�Y�D�L�O�D�E�O�H�� �X�V�L�Q�J�� �I�D�V�W�H�U�� �D�Q�G�� �P�R�U�H�� �F�R�V�W-�H�I�I�H�F�W�L�Y�H��
�P�H�D�V�X�U�H�P�H�Q�W�� �W�R�R�O�V���� �7�R�� �L�P�S�O�H�P�H�Q�W�� �V�X�V�W�D�L�Q�D�E�O�H�� �D�J�U�L�F�X�O�W�X�U�D�O�� �D�Q�G�� �H�Q�Y�L�U�R�Q�P�H�Q�W�D�O��
�P�D�Q�D�J�H�P�H�Q�W�����D���E�H�W�W�H�U���X�Q�G�H�U�V�W�D�Q�G�L�Q�J���R�I���W�K�H���V�R�L�O���D�W���L�Q�F�U�H�D�V�L�Q�J�O�\���I�L�Q�H�U���V�F�D�O�H�V���L�V���Q�H�H�G�H�G����
�&�R�Q�Y�H�Q�W�L�R�Q�D�O���V�R�L�O���V�D�P�S�O�L�Q�J���D�Q�G���O�D�E�R�U�D�W�R�U�\���D�Q�D�O�\�V�H�V���F�D�Q�Q�R�W���S�U�R�Y�L�G�H���W�K�L�V���L�Q�I�R�U�P�D�W�L�R�Q��
�E�H�F�D�X�V�H���W�K�H�\���D�U�H���V�O�R�Z���D�Q�G���H�[�S�H�Q�V�L�Y�H���>���@����

1.3. Proximal Topsoil Sensors 

�3�U�R�[�L�P�L�W�\���G�H�W�H�F�W�L�R�Q���L�V���G�H�I�L�Q�H�G���D�V���X�V�L�Q�J���V�H�Q�V�R�U�V���D�S�S�O�L�H�G���L�Q���W�K�H���I�L�H�O�G���W�R���R�E�W�D�L�Q���V�L�J�Q�D�O�V��
�I�U�R�P���W�K�H���J�U�R�X�Q�G���Z�L�W�K���W�K�H���V�H�Q�V�R�U���X�Q�L�W���L�Q���F�R�Q�W�D�F�W���Z�L�W�K���R�U���Q�H�D�U���W�K�H���J�U�R�X�Q�G�����Z�L�W�K�L�Q������
�P���� �>���@���� �7�K�H�� �I�R�O�O�R�Z�L�Q�J�� �P�H�D�V�X�U�H�P�H�Q�W�� �S�U�L�Q�F�L�S�O�H�V�� �D�Q�G�� �V�H�Q�V�R�U�V�� �D�U�H�� �G�L�V�W�L�Q�J�X�L�V�K�H�G�� �L�Q��
�S�U�D�F�W�L�F�H���>�����@����
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�� �(�O�H�F�W�U�L�F�D�O���&�R�Q�G�X�F�W�L�Y�L�W�\�����(�&�����6�H�Q�V�R�U�V��

�� �*�U�R�X�Q�G���3�H�Q�H�W�U�D�W�L�Q�J���5�D�G�D�U���D�Q�G���5�H�I�O�H�F�W�R�P�H�W�H�U�V��

�� �9�L�V�L�E�O�H�� ���9�,�6����–��Near-�,�Q�I�U�D�U�H�G�� ���1�,�5����–�� �0�L�G-�,�Q�I�U�D�U�H�G�� ���0�,�5���� �'�L�I�I�X�V�H��
�5�H�I�O�H�F�W�D�Q�F�H���6�H�Q�V�R�U�V��

�� �0�D�J�Q�H�W�L�F���6�X�V�F�H�S�W�L�E�L�O�L�W�\���6�H�Q�V�R�U�V��

�� Gamma-�5�D�\���V�H�Q�V�R�U�V��

�� X-�U�D�\���6�H�Q�V�R�U�V��

�� �2�W�K�H�U�� �3�U�R�[�L�P�D�O�� �6�R�L�O�� �6�H�Q�V�R�U�V�� �O�L�N�H�� �S�K�R�W�R�D�F�R�X�V�W�L�F�� �V�S�H�F�W�U�R�V�F�R�S�\���� �O�D�V�H�U-
�L�Q�G�X�F�H�G���E�U�H�D�N�G�R�Z�Q���V�S�H�F�W�U�R�V�F�R�S�\���O�D�V�H�U-�L�Q�G�X�F�H�G���I�O�X�R�U�H�V�F�H�Q�F�H���V�S�H�F�W�U�R�V�F�R�S�\��
�D�Q�G�� �L�Q�H�O�D�V�W�L�F���Q�H�X�W�U�R�Q�� �V�F�D�W�W�H�U�L�Q�J���� �0�H�F�K�D�Q�L�F�D�O�� �V�H�Q�V�R�U�V�� �W�K�D�W�� �P�H�D�V�X�U�H�� �V�R�L�O��
�S�H�Q�H�W�U�D�W�L�R�Q���U�H�V�L�V�W�D�Q�F�H���K�D�Y�H���D�O�V�R���E�H�H�Q���X�V�H�G���H�[�W�H�Q�V�L�Y�H�O�\���D�Q�G���L�Q�W�H�J�U�D�W�H�G���Z�L�W�K��
�R�W�K�H�U�� �V�H�Q�V�R�U�V�� �L�Q�� �V�R�L�O�� �V�F�L�H�Q�F�H�� �D�Q�G�� �S�U�H�F�L�V�L�R�Q�� �D�J�U�L�F�X�O�W�X�U�H���� �Z�L�W�K���D�S�S�O�L�F�D�W�L�R�Q�V��
�U�D�Q�J�L�Q�J���I�U�R�P���V�R�L�O���F�R�P�S�D�F�W�L�R�Q���D�V�V�H�V�V�P�H�Q�W���W�R�����'���P�R�G�H�O�O�L�Q�J���R�I���V�R�L�O���O�D�\�H�U�V����

�2�I�� �F�R�X�U�V�H���� �W�K�H�� �G�L�I�I�H�U�H�Q�W�� �V�H�Q�V�R�U�V�� �F�D�Q�� �E�H�� �F�R�P�E�L�Q�H�G�� �D�V�� �G�H�V�L�U�H�G���� �Z�K�L�F�K�� �L�V�� �G�H�I�L�Q�H�G�� �D�V��
�X�V�L�Q�J���D���P�X�O�W�L�V�H�Q�V�R�U�\���P�H�D�V�X�U�H�P�H�Q�W����

1.4 Conductometry - Measurement of Electrical Conductivity 

�6�R�L�O���S�U�R�S�H�U�W�L�H�V���R�I�W�H�Q���Y�D�U�\���V�L�J�Q�L�I�L�F�D�Q�W�O�\���Z�L�W�K�L�Q���D���I�L�H�O�G�����D�Q�G���R�Q�H���R�I���W�K�H���F�K�D�O�O�H�Q�J�H�V���L�Q��
�S�U�H�F�L�V�L�R�Q�� �D�J�U�L�F�X�O�W�X�U�H�� �L�V�� �F�R�O�O�H�F�W�L�Q�J�� �H�Q�R�X�J�K�� �V�R�L�O�� �G�D�W�D�� �W�R�� �D�F�F�X�U�D�W�H�O�\�� �G�H�O�L�Q�H�D�W�H�� �W�K�L�V��
�Y�D�U�L�D�E�L�O�L�W�\���� �6�R�L�O�� �H�O�H�F�W�U�L�F�D�O�� �F�R�Q�G�X�F�W�L�Y�L�W�\�� ���(�&���� �K�D�V�� �E�H�F�R�P�H�� �D�� �Z�L�G�H�O�\�� �X�V�H�G�� �W�R�R�O�� �I�R�U��
�P�D�S�S�L�Q�J�� �V�R�L�O�� �Y�D�U�L�D�E�L�O�L�W�\�� �Z�L�W�K�L�Q�� �I�L�H�O�G�V���� �6�R�L�O�� �(�&�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �D�U�H�� �W�\�S�L�F�D�O�O�\��
�F�R�U�U�H�O�D�W�H�G���Z�L�W�K���V�R�L�O���W�H�[�W�X�U�H�����P�R�L�V�W�X�U�H�����D�Q�G���V�D�O�L�Q�L�W�\�����6�R�L�O���W�H�[�W�X�U�H���L�V���D�Q���L�P�S�R�U�W�D�Q�W���I�D�F�W�R�U��
�I�R�U�� �F�U�R�S�� �\�L�H�O�G�V���� �E�H�F�D�X�V�H�� �L�W�� �U�H�O�D�W�H�V�� �W�R�� �W�K�H�� �Z�D�W�H�U-�K�R�O�G�L�Q�J�� �F�D�S�D�F�L�W�\���� �F�D�W�L�R�Q-�H�[�F�K�D�Q�J�H��
�F�D�S�D�F�L�W�\���� �U�R�R�W�L�Q�J�� �G�H�S�W�K�V���� �G�U�D�L�Q�D�J�H�� �D�Q�G�� �R�W�K�H�U�� �S�U�R�S�H�U�W�L�H�V���� �W�K�D�W���F�D�Q�� �L�P�S�D�F�W�� �F�U�R�S��
�S�U�R�G�X�F�W�L�R�Q���>�����@����

�7�K�H�� �J�R�R�G�� �F�R�Q�G�X�F�W�D�Q�F�H�� �R�I�� �S�D�U�W�V�� �L�V�� �F�K�D�U�D�F�W�H�U�L�]�H�G�� �E�\�� �H�O�H�F�W�U�L�F�D�O�� �F�R�Q�G�X�F�W�L�Y�L�W�\����
�&�R�Q�G�X�F�W�R�P�H�W�U�\���L�V���D�Q���D�Q�D�O�\�W�L�F�D�O���P�H�W�K�R�G���E�D�V�H�G���R�Q���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���R�I���W�K�H���H�O�H�F�W�U�L�F�D�O��
�F�R�Q�G�X�F�W�L�Y�L�W�\�� �R�I�� �V�R�O�X�W�L�R�Q�V���� �,�Q�� �D�Q�D�O�\�W�L�F�D�O�� �F�K�H�P�L�V�W�U�\���� �W�K�H�� �H�O�H�F�W�U�L�F�D�O�� �F�R�Q�G�X�F�W�L�Y�L�W�\�� �R�I��
�H�O�H�F�W�U�R�O�\�W�H�� �V�R�O�X�W�L�R�Q�V�� �L�V�� �P�H�D�V�X�U�H�G�� �E�\�� �F�R�Q�G�X�F�W�R�P�H�W�U�L�F�� �P�H�W�K�R�G�V�����D�Q�G�� �D�Q�D�O�\�W�L�F�D�O��
�L�Q�I�R�U�P�D�W�L�R�Q�� �L�V�� �G�H�U�L�Y�H�G�� �I�U�R�P�� �W�K�L�V�� �D�Q�G�� �L�W�V�� �F�K�D�Q�J�H�V�� �G�X�H�� �W�R�� �F�K�H�P�L�F�D�O�� �U�H�D�F�W�L�R�Q�V������
�7�K�H���F�R�Q�G�X�F�W�L�Y�L�W�\���R�I���P�D�W�H�U�L�D�O�V�����V�\�P�E�R�O���*�����W�K�H���X�Q�L�W���L�V���V�L�H�P�H�Q�V�����6�����L�V���W�K�H���U�H�F�L�S�U�R�F�D�O���R�I��
�W�K�H�L�U�� �H�O�H�F�W�U�L�F�D�O�� ���R�K�P�L�F���� �U�H�V�L�V�W�D�Q�F�H�� ���V�\�P�E�R�O�� �5���� �W�K�H�� �X�Q�L�W�� �L�V�� �R�K�P���� �
������ �(�O�H�F�W�U�L�F�D�O��
�F�R�Q�G�X�F�W�L�R�Q���U�H�T�X�L�U�H�V�� �W�K�H�� �S�U�H�V�H�Q�F�H�� �R�I�� �F�K�D�U�J�H�� �F�D�U�U�L�H�U�V�� ���H���J������ �H�O�H�F�W�U�R�Q�V�� �R�U�� �D�Q�L�R�Q�V�� �D�Q�G��
�F�D�W�L�R�Q�V�����W�K�D�W���D�U�H���D�E�O�H���W�R���P�R�Y�H���X�Q�G�H�U���W�K�H���D�F�W�L�R�Q���R�I���W�K�H���H�O�H�F�W�U�L�F���I�L�H�O�G�����7�K�H���L�R�Q���P�L�J�U�D�W�L�R�Q��
�L�Q���W�K�H���V�R�O�X�W�L�R�Q���G�X�H���W�R���W�K�H���H�O�H�F�W�U�L�F���I�L�H�O�G���L�V���W�K�H���U�H�D�V�R�Q���I�R�U���W�K�H���H�O�H�F�W�U�L�F�D�O���F�R�Q�G�X�F�W�L�R�Q���R�I��
�W�K�H�� �V�R�O�X�W�L�R�Q�V���� �%�D�V�H�G�� �R�Q�� �W�K�L�V���� �H�O�H�F�W�U�L�F�D�O�� �F�R�Q�G�X�F�W�R�U�V�� �D�Q�G�� �L�Q�V�X�O�D�W�R�U�V�� �D�U�H�� �W�R�� �E�H��
�G�L�V�W�L�Q�J�X�L�V�K�H�G���� �3�X�U�H�� ���G�L�V�W�L�O�O�H�G���� �Z�D�W�H�U���� �V�L�Q�F�H�� �L�W�� �F�R�Q�W�D�L�Q�V�� �R�Q�O�\�� �Y�H�U�\�� �V�P�D�O�O�� �F�K�D�U�J�H��
�F�D�U�U�L�H�U�V�� �L�Q�� �W�K�H�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�� �>�++�@�� � �� �>�2�+–�@�� �§�� ����–���� �P�R�O�� �O-1�� �F�R�U�U�H�V�S�R�Q�G�L�Q�J�� �W�R��
�D�X�W�R�S�U�R�W�H�R�O�\�V�L�V�����F�R�Q�G�X�F�W�V���H�O�H�F�W�U�L�F�L�W�\���R�Q�O�\���W�R���D���Y�H�U�\���V�P�D�O�O���H�[�W�H�Q�W�����W�K�H�U�H�I�R�U�H���L�W���F�D�Q���E�H��
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�F�R�Q�V�L�G�H�U�H�G�� �D�V�� �D�Q�� �L�Q�V�X�O�D�W�R�U���� �+�R�Z�H�Y�H�U���� �W�K�H�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�� �R�I�� �F�D�W�L�R�Q�V�� �D�Q�G�� �D�Q�L�R�Q�V�� �L�Q��
�D�T�X�H�R�X�V���V�R�O�X�W�L�R�Q�V���R�I���H�O�H�F�W�U�R�O�\�W�H�V���F�D�Q���E�H���V�L�J�Q�L�I�L�F�D�Q�W�����P�D�N�L�Q�J���W�K�H�P���P�R�V�W�O�\���F�R�Q�G�X�F�W�L�Y�H��
�G�H�S�H�Q�G�L�Q�J���R�Q���W�K�H���G�H�J�U�H�H���R�I���H�O�H�F�W�U�R�O�\�W�L�F���G�L�V�V�R�F�L�D�W�L�R�Q�����(�D�F�K���L�R�Q���L�Q���W�K�H���V�R�O�X�W�L�R�Q���P�D�N�H�V��
�V�R�P�H���F�R�Q�W�U�L�E�X�W�L�R�Q���W�R���W�K�H���F�R�Q�G�X�F�W�L�R�Q���Y�D�O�X�H�����7�K�H�V�H���D�U�H���L�Q�V�H�S�D�U�D�E�O�H�����V�R���F�R�Q�G�X�F�W�R�P�H�W�U�\��
�L�V���Q�R�W���V�X�L�W�D�E�O�H���I�R�U���W�K�H���V�H�O�H�F�W�L�Y�H���P�H�D�V�X�U�H�P�H�Q�W���R�I���L�Q�G�L�Y�L�G�X�D�O���L�R�Q�V�����L���H�������L�W���L�V���Q�R�W���D�Q���L�R�Q-
�V�S�H�F�L�I�L�F���P�H�W�K�R�G���>�����@�����7�K�H�U�H�I�R�U�H�����L�W�V���D�Q�D�O�\�W�L�F�D�O���D�S�S�O�L�F�D�W�L�R�Q���L�V���O�L�P�L�W�H�G���W�R���W�K�H���V�W�X�G�\���R�I��
�V�\�V�W�H�P�V���W�K�D�W��

�� �&�R�Q�W�D�L�Q���R�Q�O�\���D���V�L�Q�J�O�H���H�O�H�F�W�U�R�O�\�W�H�����V�R���W�K�H���F�R�Q�W�U�L�E�X�W�L�R�Q���R�I���W�K�H���³�E�D�F�N�J�U�R�X�Q�G�´��
�L�V���Q�H�J�O�L�J�L�E�O�H����

�� �&�K�H�P�L�F�D�O���U�H�D�F�W�L�R�Q�V�� �W�D�N�H���S�O�D�F�H���L�Q���W�K�H�P�����G�X�U�L�Q�J�� �Z�K�L�F�K���W�K�H�� �P�R�E�L�O�L�W�\���R�I���W�K�H��
�L�R�Q�V���W�K�D�W���P�D�N�H���X�S���W�K�H���V�\�V�W�H�P���F�K�D�Q�J�H�V���V�L�J�Q�L�I�L�F�D�Q�W�O�\�����F�R�P�S�D�U�H�G���W�R���Q�R�Q-�]�H�U�R��
�³�E�D�F�N�J�U�R�X�Q�G�´�����>�����@��

1.5 Principles of Soil Electrical Conductivity 

�:�K�D�W�� �D�E�R�X�W�� �V�S�H�F�L�D�O�� �V�R�O�X�W�L�R�Q�V�� �W�R�� �V�D�P�S�O�H�� �W�K�H�� �V�R�L�O�"�� �'�R�� �F�R�Q�G�X�F�W�L�Y�L�W�\���P�H�D�V�X�U�H�P�H�Q�W�V��
�R�Q�O�\���S�U�R�Y�L�G�H���L�Q�I�R�U�P�D�W�L�R�Q���R�Q���D�O�O���V�D�O�L�Q�L�W�\���L�Q���W�K�H���V�R�L�O���D�Q�G���D�U�H���W�K�H�\���Q�R�W���V�X�L�W�D�E�O�H���I�R�U���L�R�Q-
�V�H�O�H�F�W�L�Y�H���P�H�D�V�X�U�H�P�H�Q�W�V�"���7�K�H���P�H�D�V�X�U�H�G���F�R�Q�G�X�F�W�L�Y�L�W�\���L�V���W�K�H�U�H�I�R�U�H���R�Q�O�\���D�S�S�U�R�[�L�P�D�W�H��
�L�Q�I�R�U�P�D�W�L�R�Q�� �>�����@���� �)�L�J�X�U�H�� ���� �V�K�R�Z�V�� �W�K�H�� �S�R�V�V�L�E�O�H�� �G�L�U�H�F�W�L�R�Q�V�� �R�I�� �G�L�V�S�O�D�F�H�P�H�Q�W�� �R�I���W�K�H��
�F�K�D�U�J�H�G�� �S�D�U�W�L�F�O�H�V�� �G�X�U�L�Q�J�� �W�K�H�� ��-�S�K�D�V�H���� �X�Q�V�D�W�X�U�D�W�H�G�� �V�R�L�O�� �F�R�Q�G�X�F�W�L�Y�L�W�\�� �P�H�D�V�X�U�H�P�H�Q�W����
�7�K�H�� �D�L�U�� �D�F�W�V�� �D�V�� �D�Q�� �L�Q�V�X�O�D�W�L�Q�J�� �P�H�G�L�X�P�� �>�����@���>�����@���� �7�K�U�H�H�� �S�D�W�K�Z�D�\�V�� �R�I�� �F�X�U�U�H�Q�W�� �I�O�R�Z��
�F�R�Q�W�U�L�E�X�W�H���W�R���W�K�H���(�&���R�I���D���V�R�L�O����

���L�� �$�� �O�L�T�X�L�G�� �S�K�D�V�H�� �S�D�W�K�Z�D�\�� �Y�L�D�� �G�L�V�V�R�O�Y�H�G�� �V�R�O�L�G�V�� �F�R�Q�W�D�L�Q�H�G�� �L�Q�� �W�K�H���V�R�L�O�� �Z�D�W�H�U��
�R�F�F�X�S�\�L�Q�J���W�K�H���O�D�U�J�H���S�R�U�H�V��

���L�L�� �$�� �V�R�O�L�G–�O�L�T�X�L�G�� �S�K�D�V�H�� �S�D�W�K�Z�D�\�� �S�U�L�P�D�U�L�O�\�� �Y�L�D�� �H�[�F�K�D�Q�J�H�D�E�O�H�� �F�D�W�L�R�Q�V��
�D�V�V�R�F�L�D�W�H�G���Z�L�W�K���F�O�D�\���P�L�Q�H�U�D�O�V��

���L�L�L�� �$���V�R�O�L�G���S�D�W�K�Z�D�\���Y�L�D���V�R�L�O���S�D�U�W�L�F�O�H�V���W�K�D�W���D�U�H���L�Q���G�L�U�H�F�W���D�Q�G���F�R�Q�W�L�Q�X�R�X�V���F�R�Q�W�D�F�W��
�Z�L�W�K���R�Q�H���D�Q�R�W�K�H�U���>�����@����

�7�K�H�V�H���W�K�U�H�H���S�D�W�K�Z�D�\�V���R�I���F�X�U�U�H�Q�W���I�O�R�Z���D�U�H���L�O�O�X�V�W�U�D�W�H�G���L�Q���)�L�J�X�U�H���������W�K�H���D�L�U���L�V���V�K�R�Z�Q��
�L�Q���Z�K�L�W�H�����W�K�H���O�L�T�X�L�G���L�Q���J�U�D�\�����D�Q�G���W�K�H���V�R�L�O���S�D�U�W�L�F�O�H�V���D�U�H���V�F�R�U�H�G���>�����@����

��

�)�L�J�X�U�H������

�'�L�U�H�F�W�L�R�Q���R�I���H�O�H�F�W�U�L�F�D�O���F�R�Q�G�X�F�W�L�R�Q���L�Q����-�S�K�D�V�H���V�R�L�O���>�����@���>�����@��
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�1�H�Y�H�U�W�K�H�O�H�V�V���� �W�K�H�� �H�[�S�O�R�V�L�Y�H�� �V�S�U�H�D�G�� �R�I�� �(�&�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �V�L�Q�F�H�� �W�K�H�� �����V�� �F�D�Q�� �E�H��
�D�W�W�U�L�E�X�W�H�G���W�R�������U�H�D�V�R�Q�V�����2�Q���W�K�H���R�Q�H���K�D�Q�G�����Z�L�W�K���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���R�I���W�H�F�K�Q�R�O�R�J�\�����W�K�H��
�V�L�]�H���R�I���F�R�Q�G�X�F�W�L�Y�L�W�\���P�H�D�V�X�U�L�Q�J���G�H�Y�L�F�H�V���K�D�V���E�H�H�Q���V�L�J�Q�L�I�L�F�D�Q�W�O�\���U�H�G�X�F�H�G���D�Q�G���D�U�H���D�O�V�R��
�D�Y�D�L�O�D�E�O�H�� �D�V�� �P�R�E�L�O�H�� �G�H�Y�L�F�H�V���� �D�Q�G�� �R�Q�� �W�K�H�� �R�W�K�H�U�� �K�D�Q�G���� �V�D�W�H�O�O�L�W�H�� �S�R�V�L�W�L�R�Q�L�Q�J�� �V�\�V�W�H�P�V��
�K�D�Y�H���E�H�F�R�P�H���D���S�D�U�W���R�I���R�X�U���O�L�Y�H�V���D�Q�G���F�R�Q�G�X�F�W�L�Y�L�W�\���L�V���D�Q���H�D�V�L�O�\���P�H�D�V�X�U�D�E�O�H���I�H�D�W�X�U�H����

1.6 Chemical Composition of Soil Moisture (Soil Solution) 
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1.7 Hydrated Ions 
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1.7 Electrical Conductivity Sensors 
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�7�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �L�V�� �D�I�I�H�F�W�H�G�� �E�\�� �W�K�H�� �X�Q�H�T�X�D�O�� �G�L�V�W�U�L�E�X�W�L�R�Q�� �R�I���G�L�I�I�H�U�H�Q�W�� �Q�X�W�U�L�H�Q�W�V����
�G�L�I�I�H�U�H�Q�W�� �S�+�� �F�R�Q�G�L�W�L�R�Q�V���� �G�L�I�I�H�U�H�Q�W�� �S�D�U�W�L�F�O�H�� �F�R�P�S�R�V�L�W�L�R�Q�V���� �G�L�I�I�H�U�H�Q�F�H�V�� �L�Q�� �R�U�J�D�Q�L�F��
�P�D�W�W�H�U���F�R�Q�W�H�Q�W���R�U���H�Y�H�Q���W�H�P�S�H�U�D�W�X�U�H���>�����@����

2 Methods and Materials 

2.1 Specification of Solution 

�7�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �Z�H�U�H�� �S�H�U�I�R�U�P�H�G�� �L�Q�� �W�K�H�� �/�D�E�� �R�I�� �,�Q�V�W�L�W�X�W�H�� �R�I�� �7�H�F�K�Q�R�O�R�J�\���� �L�Q��
�+�X�Q�J�D�U�L�D�Q���8�Q�L�Y�H�U�V�L�W�\���R�I���$�J�U�L�F�X�O�W�X�U�H���D�Q�G���/�L�I�H���6�F�L�H�Q�F�H�V�����7�K�H���O�D�E�R�U�D�W�R�U�\���W�H�P�S�H�U�D�W�X�U�H��
�Z�D�V���V�H�W���D�W���D���F�R�Q�V�W�D�Q�W�������• �����7�K�H���V�R�O�X�W�L�R�Q�V���D�Q�G���W�K�H���V�R�L�O���Z�H�U�H���X�V�H�G���I�R�U���W�K�H���P�H�D�V�X�U�H�P�H�Q�W��
�D�W�������•����

�'�X�U�L�Q�J�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �Z�H�� �Z�D�Q�W�H�G�� �W�R�� �V�W�X�G�\�� �W�K�H�� �H�I�I�H�F�W�� �R�I�� �W�K�H�� �F�D�W�L�R�Q�V�� �R�I�� �W�K�H��
�G�L�V�V�R�O�Y�H�G���V�D�O�W�V���L�Q���W�K�H���V�R�L�O���P�R�L�V�W�X�U�H���X�Q�G�H�U���Q�D�W�X�U�D�O���F�R�Q�G�L�W�L�R�Q�V�����7�K�H���V�H�O�H�F�W�H�G���F�D�W�L�R�Q���Z�D�V��
�. +�����E�H�F�D�X�V�H���W�K�H���U�H�D�V�R�Q�D�E�O�H���U�H�S�O�D�F�H�P�H�Q�W���R�I���W�K�H���X�V�H���R�I���.+���P�L�F�U�R�H�O�H�P�H�Q�W�V���L�Q���F�X�O�W�L�Y�D�W�H�G��
�S�O�D�Q�W�V���L�V���D���E�X�U�Q�L�Q�J���D�Q�G���H�[�S�H�Q�V�L�Y�H���L�V�V�X�H�����:�H���K�D�G���W�R���L�Q�W�U�R�G�X�F�H���W�K�H�V�H���L�R�Q�V���L�Q�W�R���W�K�H���V�R�L�O��
�V�R�O�X�W�L�R�Q���L�Q���W�K�H���I�R�U�P���R�I���Z�D�W�H�U-�V�R�O�X�E�O�H���V�D�O�W�V�����7�K�H���V�D�O�W�V���D�Q�G���F�K�O�R�U�L�G�H�V���D�U�H���Y�H�U�\���V�R�O�X�E�O�H��
�L�Q�� �Z�D�W�H�U���� �V�R�� �Z�H�� �F�K�R�V�H�� �W�K�H�� �F�K�O�R�U�L�Q�H�� �V�D�O�W�V�� �R�I�� �W�K�H�� �.+��cat�L�R�Q�� �I�R�U�� �W�K�H�� �H�[�S�H�U�L�P�H�Q�W���� �:�H��
�S�U�H�S�D�U�H�G�� ���� �0�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�� ������ �0�� � �� ���� �P�R�O�� �G�P-������ �V�W�R�F�N�� �V�R�O�X�W�L�R�Q�V�� �I�U�R�P�� �3�R�W�D�V�V�L�X�P��
�F�K�O�R�U�L�G�H���� �$�&�6�� �5�H�D�J�H�Q�W���� ��������-�������������� �&�$�6���� ��������-����-������ �7�K�H�V�H�� �V�R�O�X�W�L�R�Q�V�� �Z�H�U�H��
�I�X�U�W�K�H�U���G�L�O�X�W�H�G���Z�L�W�K���W�K�H���G�L�O�X�W�L�R�Q���V�H�U�L�H�V���������0���������������0�������������0���������������0���D�Q�G���G�L�V�W�L�O�O�H�G��
�Z�D�W�H�U�� �L���H������ ���� �0�� �Z�D�V�� �W�K�H�� �U�H�I�H�U�H�Q�F�H�� �P�H�D�V�X�U�H�P�H�Q�W���� �%�H�W�Z�H�H�Q�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �Z�H��
�D�O�Z�D�\�V���Z�D�V�K�H�G���W�K�H���V�\�V�W�H�P���Z�L�W�K���G�L�V�W�L�O�O�H�G���Z�D�W�H�U�����V�R���W�K�D�W���D�Q�\���L�R�Q�V���O�H�I�W���R�Q���W�K�H���H�O�H�F�W�U�R�G�H��
�G�X�U�L�Q�J���W�K�H���S�U�H�Y�L�R�X�V���P�H�D�V�X�U�H�P�H�Q�W�����G�R���Q�R�W���F�D�X�V�H���D���P�H�D�V�X�U�H�P�H�Q�W���H�U�U�R�U����

2.2 Specification of Soil 

�$�V�� �D�� �P�R�G�H�O�� �V�R�L�O�� �I�R�U�� �R�X�U�� �L�Q�Y�H�V�W�L�J�D�W�L�R�Q�V���� �W�K�H�� �V�D�P�H�� �S�+�+���2�������� �V�R�L�O�� �K�D�V�� �E�H�H�Q�� �F�K�R�V�H�Q��
�Z�K�L�F�K���K�D�G���Q�R���G�H�W�H�F�W�D�E�O�H���&�D�&�2�����F�R�Q�W�H�Q�W�����7�K�H���W�H�V�W���V�R�L�O���Z�D�V���F�R�O�O�H�F�W�H�G���L�Q���6�]�i�U�t�W�y�S�X�V�]�W�D��
�L�Q���*�|�G�|�O�O�����W�R�Z�Q�����X�V�L�Q�J����-������ �F�P���O�D�\�H�U�V���R�I���D�U�D�E�O�H���O�D�Q�G���������ƒ�������¶�������������´���1���������ƒ�������¶��
�����������´�� �(������ �6�R�L�O�� �W�\�S�H�� �E�D�V�H�G�� �R�Q�� �,�8�6�6�� �:�R�U�N�L�Q�J�� �*�U�R�X�S�� �:�5�%���� ���������� �Z�D�V�� �(�X�W�U�L�F�W��
�$�U�H�Q�R�V�R�O�����$�H�R�O�L�F�����$�U�L�F�����2�F�K�U�L�F�����5�D�S�W�L�F�����I�U�R�P���H�O�H�Y�D�W�L�R�Q�������������P���Z�L�W�K���W�H�[�W�X�U�H���R�I���V�D�Q�G����
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2.3 Hardware Specification 

�(�O�H�P�H�Q�W�V���R�I���W�K�H���P�H�D�V�X�U�L�Q�J���F�L�U�F�X�L�W���D�V���L�Q���)�L�J�X�U�H��������

1. �6�2�8�5�&�(�7�5�2�1�,�&���6�7���������&���3�U�H�F�L�V�L�R�Q���/�&�5���P�H�W�H�U���Z�L�W�K���8�6�%���V�W�L�F�N��

2. �6�2�8�5�&�(�7�5�2�1�,�&�� �6�7�����������%�� �7�H�V�W�� �)�L�[�W�X�U�H���� �W�K�H�� �U�H�V�R�O�X�W�L�R�Q�� �R�I�� �W�K�H��
�L�Q�V�W�U�X�P�H�Q�W�� �L�V�� ���������������� �Q�6���� �W�K�H�� �E�D�V�L�F�� �D�F�F�X�U�D�F�\�� �L�V�� ���������� ������ �'�X�U�L�Q�J�� �W�K�H��
�P�H�D�V�X�U�H�P�H�Q�W���� �W�K�H�� �Y�R�O�W�D�J�H�� �R�I�� �W�K�H�� �H�O�H�F�W�U�R�G�H�V�� �L�V�� ������ �9�� �'�&���� �7�K�H�� �R�X�W�S�X�W��
�L�P�S�H�G�D�Q�F�H���R�I���W�K�H���L�Q�V�W�U�X�P�H�Q�W���Z�D�V�����������
��

3. �.�6�3�(�)�����$���'�R�V�L�Q�J���3�X�P�S��

4. �0�H�D�V�X�U�L�Q�J���F�X�S�������������P�O�����������P�O���L�Q�F�U�H�P�H�Q�W�V�����W�R���V�W�R�U�H���W�K�H���L�Q�S�X�W���V�R�O�X�W�L�R�Q��

5. �0�H�D�V�X�U�L�Q�J���F�\�O�L�Q�G�H�U���‡���������P�P���[����������mm��

6. �0�H�D�V�X�U�L�Q�J���H�O�H�F�W�U�R�G�H�V�������S�F�V�����‡�������P�P�����O�H�Q�J�W�K�����������P�P���I�X�O�O���O�H�Q�J�W�K���L�Q�V�X�O�D�W�H�G����
�X�Q�L�Q�V�X�O�D�W�H�G���S�D�U�W���O�H�Q�J�W�K�������P�P�����S�U�R�E�H���G�L�V�W�D�Q�F�H���������P�P�����P�D�W�H�U�L�D�O���L�V���V�W�D�L�Q�O�H�V�V��
�V�W�H�H�O��

7. �3�L�S�L�Q�J�����L�Q�Q�H�U���‡�������P�P��

8. �7�U�D�\���Z�L�W�K���U�D�L�V�H�U��

��

�)�L�J�X�U�H������

�7�K�H���P�H�D�V�X�U�L�Q�J���F�L�U�F�X�L�W�V��

�7�K�H���/�&�5���P�H�W�H�U���P�H�D�V�X�U�H�G���D�Q�G���U�H�F�R�U�G�H�G���W�K�H���H�O�H�F�W�U�L�F�D�O���F�R�Q�G�X�F�W�L�Y�L�W�\���E�H�W�Z�H�H�Q���W�K�H���W�Z�R��
�V�W�D�L�Q�O�H�V�V�� �V�W�H�H�O�� �H�O�H�F�W�U�R�G�H�V�� �S�O�D�F�H�G�� �L�Q�� �W�K�H�� �J�U�R�X�Q�G�� �S�D�V�W�H�� �L�Q�� �D�Q�� �H�Q�G�O�H�V�V�� �V�H�U�L�H�V�� �D�W�� �D��
�S�U�H�G�H�W�H�U�P�L�Q�H�G�� �S�U�R�J�U�D�P�� �I�U�H�T�X�H�Q�F�\�� �D�Q�G�� �U�H�V�W�D�U�W�H�G�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �L�Q���D�Q�� �H�Q�G�O�H�V�V��
�F�\�F�O�H�� �X�S�R�Q���F�R�P�S�O�H�W�L�R�Q���R�I�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W���V�H�T�X�H�Q�F�H���� �7�K�H���I�U�H�T�X�H�Q�F�\�� �Y�D�O�X�H�V�� �X�V�H�G��
�I�R�U���W�K�H���P�H�D�V�X�U�H�P�H�Q�W�V���Z�H�U�H���U�H�F�R�U�G�H�G���L�Q���W�K�H���U�D�Q�J�H���R�I���������+�]���D�Q�G�����������+�]����

�(�D�F�K���Q�H�Z���P�H�D�V�X�U�H�P�H�Q�W���Z�D�V���V�W�D�U�W�H�G���E�\���F�D�O�L�E�U�D�W�L�Q�J���W�K�H���S�H�U�L�V�W�D�O�W�L�F���S�X�P�S�����7�K�H���O�L�T�X�L�G��
� G� H� O� L� Y� H� U� \� � � R� I� � � W� K� H� � � S� X� P� S� � � Z� D� V� � � V� H� W� � � W� R� � � �� �� �� � � J� � � V-1���� �'�X�U�L�Q�J�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�V���� �W�K�H�� �O�L�T�X�L�G��
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�V�R�O�X�W�L�R�Q�� �Z�D�V�� �S�X�V�K�H�G�� �L�Q�W�R�� �W�K�H�� �F�\�O�L�Q�G�H�U�� ���)�L�J�X�U�H�� ������ �E�\�� �D�� �S�X�P�S�� �D�W�� �W�K�H�� �E�R�W�W�R�P�� �R�I�� �W�K�H��
�P�H�D�V�X�U�L�Q�J���F�\�O�L�Q�G�H�U�����Z�K�H�U�H���W�K�H���V�R�O�X�W�L�R�Q���Z�D�V���L�Q�W�U�R�G�X�F�H�G���L�Q�W�R���W�K�H���F�\�O�L�Q�G�H�U���W�K�U�R�X�J�K���D��
�G�L�V�W�U�L�E�X�W�L�R�Q���S�O�X�J���P�D�G�H���R�I�����'���S�U�L�Q�W�L�Q�J���V�R���W�K�D�W���W�K�H���V�R�L�O���L�Q���W�K�H���F�\�O�L�Q�G�H�U���F�R�X�O�G���V�D�W�X�U�D�W�H��
�H�Y�H�Q�O�\���� �7�K�H�� �V�R�O�X�W�L�R�Q���O�H�I�W���W�K�H�� �P�H�D�V�X�U�L�Q�J�� �F�\�O�L�Q�G�H�U�� �R�Q�� �W�K�H�� �S�H�U�I�R�U�D�W�L�R�Q���I�R�U�P�H�G���D�W���W�K�H��
�W�R�S�� �R�I�� �W�K�H�� �F�\�O�L�Q�G�H�U�� �D�Q�G�� �F�R�O�O�H�F�W�H�G�� �R�Q�� �W�K�H�� �W�U�D�\�� �X�Q�G�H�U�� �W�K�H�� �P�H�D�V�X�U�L�Q�J�� �F�\�O�L�Q�G�H�U���� �I�U�R�P��
�Z�K�L�F�K���W�K�H���X�V�H�G���R�X�W�S�X�W���O�L�T�X�L�G���Z�D�V���F�R�Q�W�L�Q�X�R�X�V�O�\���H�P�S�W�L�H�G����

��

�)�L�J�X�U�H������

�7�K�H���P�H�D�V�X�U�L�Q�J���F�\�O�L�Q�G�H�U���D�Q�G���F�R�Q�Q�H�F�W�L�Q�J���S�D�U�W�V��

�%�H�I�R�U�H�� �V�W�D�U�W�L�Q�J�� �H�D�F�K�� �Q�H�Z�� �P�H�D�V�X�U�H�P�H�Q�W���� �Z�H�� �Z�D�V�K�H�G�� �W�K�H�� �V�R�L�O�� �S�D�V�W�H���Z�L�W�K�� �G�L�V�W�L�O�O�H�G��
�Z�D�W�H�U�� �L�Q�� �W�K�H�� �P�H�D�V�X�U�L�Q�J�� �F�\�O�L�Q�G�H�U�� �V�R�� �W�K�D�W�� �W�K�H�� �L�R�Q�V�� �U�H�P�D�L�Q�L�Q�J�� �D�I�W�H�U�� �W�K�H�� �S�U�H�Y�L�R�X�V��
�P�H�D�V�X�U�H�P�H�Q�W�� �G�L�G�� �Q�R�W�� �D�I�I�H�F�W�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �U�H�V�X�O�W�V���� �7�K�H�� �H�[�S�H�U�L�P�H�Q�W�V�� �Z�H�U�H��
�U�H�S�H�D�W�H�G���W�K�U�H�H���W�L�P�H�V���Z�L�W�K���H�D�F�K���P�L�[�H�G���L�Q�S�X�W���V�R�O�X�W�L�R�Q���E�\���D�G�G�L�Q�J�����������P�O���R�I���W�K�H���L�Q�S�X�W��
�V�R�O�X�W�L�R�Q�� �D�Q�G�� �H�D�F�K�� �I�L�O�O�L�Q�J�� �Z�D�V�� �I�R�O�O�R�Z�H�G�� �E�\�� �Q�H�X�W�U�D�O�L�]�D�W�L�R�Q�� �Z�L�W�K�� ���������P�O� � �R� I� � �G�L�V�W�L�O�O�H�G��
�Z�D�W�H�U�����,�I���W�K�H���V�R�L�O���S�D�V�W�H���Z�D�V���Q�R�W���U�H�G�X�F�H�G���W�R���O�H�V�V���W�K�D�Q�����������P�6���G�X�U�L�Q�J���W�K�H���Z�D�V�K�L�Q�J�����D�Q��
�D�G�G�L�W�L�R�Q�D�O�� �Z�D�V�K�L�Q�J�� �Z�L�W�K�� �������� �P�O�� �R�I�� �G�L�V�W�L�O�O�H�G�� �Z�D�W�H�U�� �Z�D�V�� �S�H�U�I�R�U�P�H�G���� �(�D�F�K��
�P�H�D�V�X�U�H�P�H�Q�W���Z�D�V���U�H�S�H�D�W�H�G���W�K�U�H�H���W�L�P�H�V����

3 Results and Discussions 

3.1 Reference Functions to Determine the K Content 

�)�U�R�P�� �W�K�H�� �U�H�I�H�U�H�Q�F�H�� �P�H�D�V�X�U�H�P�H�Q�W�V���� �Z�H�� �G�H�W�H�U�P�L�Q�H�G�� �W�K�H�� �D�U�L�W�K�P�H�W�L�F�� �P�H�D�Q�� �R�I�� �W�K�H��
�P�H�D�V�X�U�H�G�� �(�&�� �Y�D�O�X�H�V�� �I�R�U�� �H�D�F�K�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�� �D�Q�G�� �I�U�H�T�X�H�Q�F�\�� �E�\�� �H�[�D�P�L�Q�L�Q�J�� �W�K�H��
�D�G�M�D�F�H�Q�W�� �Y�D�O�X�H�V�� �D�Q�G�� �D�Y�H�U�D�J�L�Q�J�� �W�K�H�P�� �I�U�R�P�� �W�K�H�� �Y�D�O�X�H�V�� �Z�K�H�U�H�� �W�K�H�� �F�K�D�Q�J�H�� �G�L�G�� �Q�R�W��
�H�[�F�H�H�G�����������' �����������������7�K�H�U�H�I�R�U�H�����W�K�H���I�U�H�T�X�H�Q�F�\-�G�H�S�H�Q�G�H�Q�W���D�Y�H�U�D�J�H�V���I�R�U���D���F�R�P�S�O�H�W�H��
�P�H�D�V�X�U�H�P�H�Q�W���Z�H�U�H���G�H�W�H�U�P�L�Q�H�G�����$�I�W�H�U���S�H�U�I�R�U�P�L�Q�J���W�K�H���F�D�O�F�X�O�D�W�L�R�Q�V�����L�W���Z�D�V���S�R�V�V�L�E�O�H��
�W�R���U�H�F�R�U�G���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���U�H�V�X�O�W�V���I�R�U���W�K�H���F�D�O�F�X�O�D�W�H�G���G�D�W�D���V�H�W�V���S�H�U���L�R�Q�����F�R�Q�F�H�Q�W�U�D�W�L�R�Q��
�D�Q�G���P�H�D�V�X�U�H�P�H�Q�W���I�U�H�T�X�H�Q�F�\����
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�)�L�J�X�U�H������
�(�&���Y�D�O�X�H�V���I�R�U���G�L�I�I�H�U�H�Q�W���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V���R�I���.�&�O���V�R�O�X�W�L�R�Q�V���Z�L�W�K���V�W�D�Q�G�D�U�G���G�H�Y�L�D�W�L�R�Q��

�:�K�H�Q���H�[�D�P�L�Q�L�Q�J���W�K�H���T�X�D�O�L�W�\���R�I���W�K�H���G�H�U�L�Y�H�G���G�D�W�D���W�K�U�R�X�J�K���W�K�H���V�W�D�Q�G�D�U�G���G�H�Y�L�D�W�L�R�Q���R�I��
�W�K�H���P�H�D�Q���H�V�W�L�P�D�W�H�����)�L�J�X�U�H�����������,�W���L�V���P�X�F�K���P�R�U�H���L�Q�I�R�U�P�D�W�L�Y�H���W�R���S�O�R�W���W�K�H���F�K�D�Q�J�H���L�Q���(�&��
�R�I���W�K�H���V�R�O�X�W�L�R�Q�V���R�I���W�K�H���L�Q�Y�H�V�W�L�J�D�W�H�G���F�R�Q�F�H�Q�W�U�D�W�L�R�Q���D�V���D�� �I�X�Q�F�W�L�R�Q���R�I���W�K�H���O�R�J�D�U�L�W�K�P�L�F��
�I�U�H�T�X�H�Q�F�\���� �)�L�J�X�U�H�� ���� �Q�R�W�� �R�Q�O�\�� �V�K�R�Z�V�� �W�K�D�W�� �W�K�H�� �(�&�� �J�U�R�Z�V�� �Z�L�W�K�� �L�Q�F�U�H�D�V�L�Q�J��
�F�R�Q�F�H�Q�W�U�D�W�L�R�Q�����E�X�W���L�W���L�V���D�O�V�R���F�O�H�D�U���W�K�D�W���L�I���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���I�U�H�T�X�H�Q�F�\���L�V���L�Q�F�U�H�D�V�H�G�����W�K�H��
�P�H�D�V�X�U�H�G���(�&���Y�D�O�X�H���D�O�V�R���L�Q�F�U�H�D�V�H�V����

��

�)�L�J�X�U�H������

�(�&���D�V���D���I�X�Q�F�W�L�R�Q���R�I���W�K�H���O�R�J�D�U�L�W�K�P�L�F���P�H�D�V�X�U�H�P�H�Q�W���I�U�H�T�X�H�Q�F�\���I�R�U���G�L�I�I�H�U�H�Q�W���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V���R�I���.�&�O��

�V�R�O�X�W�L�R�Q�V��

�3�O�R�W�W�L�Q�J���W�K�H���P�H�D�V�X�U�H�P�H�Q�W�V���L�Q���D�����'���V�S�D�F�H�����W�K�H���I�R�O�O�R�Z�L�Q�J���G�L�D�J�U�D�P���V�K�R�Z�Q���L�Q���)�L�J�X�U�H��������
�F�D�Q���E�H���G�U�D�Z�Q����
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�)�L�J�X�U�H������

�(�&���D�V���D���I�X�Q�F�W�L�R�Q���R�I���.+���F�R�Q�F�H�Q�W�U�D�W�L�R�Q���D�Q�G���I�U�H�T�X�H�Q�F�\��

�)�L�Q�D�O�O�\���� �Z�K�H�Q�� �S�O�R�W�W�L�Q�J�� �W�K�H�� �I�U�H�T�X�H�Q�F�\�� �R�Q�� �D�� �O�L�Q�H�D�U�� �V�F�D�O�H�� �D�Q�G�� �S�O�R�W�W�L�Q�J�� �W�K�H�� �(�&��
�P�H�D�V�X�U�H�P�H�Q�W�� �U�H�V�X�O�W�V�� �R�I�� �W�K�H�� �V�R�O�X�W�L�R�Q�V�� �R�I�� �G�L�I�I�H�U�H�Q�W�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V�� �D�Q�G�� �I�L�W�W�L�Q�J�� �D��
�I�X�Q�F�W�L�R�Q���W�R���W�K�H���R�E�W�D�L�Q�H�G���S�R�L�Q�W�V�����F�R�Q�V�L�G�H�U�L�Q�J���W�K�D�W���5�����!�������������7�K�H���U�H�I�H�U�H�Q�F�H���I�X�Q�F�W�L�R�Q�V��
�R�I���W�K�H���G�L�I�I�H�U�H�Q�W���.+���F�D�W�L�R�Q���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V���D�U�H���L�O�O�X�V�W�U�D�W�H�G���L�Q���)�L�J�X�U�H����������

��

�)�L�J�X�U�H��������

�(�&���V�D�W�X�U�D�W�L�R�Q���F�X�U�Y�H���I�R�U���V�R�O�X�W�L�R�Q�V���Z�L�W�K���G�L�I�I�H�U�H�Q�W���.�����F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V���R�Q���D���Q�D�W�X�U�D�O���I�U�H�T�X�H�Q�F�\���V�F�D�O�H��
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3.2 How to Determine the Concentration of an Unknown 
Solution Based on our Experiments 

�5�H�O�D�W�L�Y�H�� �(�&�� �L�V�� �P�H�D�V�X�U�H�G���� �E�X�W�� �W�K�H�� �V�H�O�H�F�W�L�Y�H�� �V�D�O�L�Q�L�W�\�� �R�I�� �W�K�H�� �V�R�L�O�� �P�X�V�W�� �E�H�� �L�Q�I�H�U�U�H�G������
�7�K�H���V�R�O�X�W�L�R�Q���U�H�T�X�L�U�H�V���L�Q�W�H�U�S�R�O�D�W�L�Q�J���W�K�H���R�E�W�D�L�Q�H�G���P�H�D�V�X�U�H�P�H�Q�W���U�H�V�X�O�W�V�����7�K�H���V�R�O�X�W�L�R�Q��
�L�V���W�R���G�H�W�H�U�P�L�Q�H���W�K�H���F�R�Q�F�H�Q�W�U�D�W�L�R�Q���E�\���L�Q�W�H�U�S�R�O�D�W�L�Q�J���W�K�H���U�H�I�H�U�H�Q�F�H���Y�D�O�X�H�V�����3�U�H�P�L�V�H�V����

�� �7�K�H�� �D�Q�D�O�\�W�L�F�D�O�� �D�S�S�O�L�F�D�W�L�R�Q�� �R�I�� �F�R�Q�G�X�F�W�R�P�H�W�U�\�� �L�V�� �O�L�P�L�W�H�G�� �W�R�� �W�K�H�� �V�W�X�G�\�� �R�I��
�V�\�V�W�H�P�V�� �W�K�D�W�� �F�R�Q�W�D�L�Q�� �R�Q�O�\�� �D�� �V�L�Q�J�O�H�� �H�O�H�F�W�U�R�O�\�W�H���� �V�R�� �W�K�H�� �F�R�Q�W�U�L�E�X�W�L�R�Q�� �R�I�� �W�K�H��
�³�E�D�F�N�J�U�R�X�Q�G�´���L�V���Q�H�J�O�L�J�L�E�O�H��

�� �$�� �F�R�P�S�O�H�W�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �L�V�� �D�� �P�H�D�V�X�U�H�P�H�Q�W�� �S�H�U�I�R�U�P�H�G�� �R�Y�H�U�� �W�K�H���H�Q�W�L�U�H��
�I�U�H�T�X�H�Q�F�\���U�D�Q�J�H��

�� �,�W���L�V���Q�H�F�H�V�V�D�U�\���W�R���X�V�H���W�K�H���V�D�P�H���I�U�H�T�X�H�Q�F�L�H�V��

3.3 The Application of the Following Notations for Deduction 

�� x�5 < x �6 < … < x �l  �W�K�H���S�U�H�O�L�P�L�Q�D�U�\���P�H�D�V�X�U�H�P�H�Q�W���I�U�H�T�X�H�Q�F�L�H�V��

�� z�5 < z �6 < … < z�l ���(�&���Y�D�O�X�H�V���I�R�U���W�K�H���P�H�D�V�X�U�H�P�H�Q�W���I�U�H�T�X�H�Q�F�L�H�V���L�Q���D���V�H�U�L�H�V��
�R�I���P�H�D�V�X�U�H�P�H�Q�W�V��

�$�F�F�R�U�G�L�Q�J�� �W�R�� �)�L�J�X�U�H�� ������ �D�W�� �W�K�H�� �J�L�Y�H�Q�� �I�U�H�T�X�H�Q�F�\��x�5 �R�I�� �W�K�H�� �S�U�H�Y�L�R�X�V�O�\�� �P�H�D�V�X�U�H�G��
�U�H�I�H�U�H�Q�F�H�� �(�&�� �Y�D�O�X�H�V���� �O�H�W��u�5�D�Q�G��v�5 �E�H�� �W�K�H�� �U�H�I�H�U�H�Q�F�H�� �Y�D�O�X�H�V�� �Z�K�L�F�K�� �H�Q�F�O�R�V�H�� �W�K�H��
�P�H�D�V�X�U�H�G���Y�D�O�X�H���R�I��z�5 �L���H������

u�5 
Qz�5 
Qv�5�� �� �� �� �� �� �� �� (1����

�D�Q�G���V�R���R�Q�����L�Q��x�l ���L�W���L�V��u�l ���D�Q�G��v�l ���W�K�D�W���H�Q�F�O�R�V�H���W�K�H���Y�D�O�X�H���R�I��z�l �����W�K�D�W���L�V����

u�l 
Qz�l 
Qv�l �� �� �� �� �� �� �� �� ��������

��

�)�L�J�X�U�H��������

�'�H�W�H�U�P�L�Q�D�W�L�R�Q���R�I���F�R�Q�F�H�Q�W�U�D�W�L�R�Q���E�\���L�Q�W�H�U�S�R�O�D�W�L�R�Q���R�I���U�H�I�H�U�H�Q�F�H���Y�D�O�X�H�V��

�6�X�S�S�R�V�H���W�K�D�W���D�O�O���S�R�L�Q�W�V��(x �g , z�g) ���I�D�O�O���E�H�W�Z�H�H�Q���W�K�H���V�D�P�H���W�Z�R���D�G�M�D�F�H�Q�W���(�&���F�X�U�Y�H�V����

�8�V�H����
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i = 1, 2, … , n���I�L�[�H�G�� �� �� �� �� �� �� ��������

�D�Q�G���W�K�H�V�H���W�Z�R���F�X�U�Y�H�V���F�R�U�U�H�V�S�R�Q�G���W�R���W�K�H���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V��c�i ���D�Q�G��c�i�>�5��

�:�H���D�U�H���O�R�R�N�L�Q�J���I�R�U���D��x�g�Ð[0,1]���Y�D�O�X�H�����W�R���Z�K�L�F�K����

z�g= x �gu�g+ (1 
Fx�g)v�g�� �� �� �� �� �� �� ��������

�I�U�R�P��

x�g=
�t�_�?�x�d
�t�_�?�l �_

�������Z�K�H�U�H���� �� �� �� �� �� �� ��������

i = 1, 2, … , n�� �� �� �� �� �� �� �� ��������

x�g �L�V���W�K�H���D�Y�H�U�D�J�H���R�I���L�Q�W�H�U�S�R�O�D�W�L�R�Q���F�R�Q�V�W�D�Q�W�V��

x
$=
�5

�l
 �Ã x�g

�l
�g�@�5�� �� �� �� �� �� �� �� ��������

�7�K�L�V���L�Q�W�H�U�S�R�O�D�W�H�V���E�H�W�Z�H�H�Q��c�i ���D�Q�G��c�i�>�5���U�H�I�H�U�H�Q�F�H���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V����

c
$= x
$c�i + (1 
Fx
$)c�i�>�5�� �� �� �� �� �� �� ��������

�(�U�J�R���� �W�K�H�� �H�V�W�L�P�D�W�H�G�� �F�R�Q�F�H�Q�W�U�D�W�L�R�Q�� �R�I�� �W�K�H�� �X�Q�N�Q�R�Z�Q�� �V�R�O�X�W�L�R�Q�� �P�H�D�V�X�U�H�G�� �Z�L�O�O�� �E�H�� �W�K�H��
�D�Y�H�U�D�J�H���R�I���W�K�H���F�R�Q�F�H�Q�W�U�D�W�L�R�Q�V���W�K�D�W���L�Q�W�H�U�S�R�O�D�W�H�G���E�H�W�Z�H�H�Q���W�K�H���(�&���Y�D�O�X�H�V���J�L�Y�H�Q���E�\���W�K�H��
�U�H�I�H�U�H�Q�F�H�� �P�H�D�V�X�U�H�P�H�Q�W�V�� �D�W�� �W�K�H�� �P�H�D�V�X�U�H�P�H�Q�W�� �I�U�H�T�X�H�Q�F�\�� �R�F�F�X�U�U�L�Q�J�� �L�Q�� �R�Q�H��
�P�H�D�V�X�U�H�P�H�Q�W����

Conclusions 

�:�L�W�K���W�K�H���F�X�U�U�H�Q�W���G�H�Y�H�O�R�S�P�H�Q�W���R�I���V�R�L�O���V�H�Q�V�R�U�V�����L�W���E�H�F�R�P�H�V���S�R�V�V�L�E�O�H���W�R���P�H�D�V�X�U�H���V�R�L�O��
�S�U�R�S�H�U�W�L�H�V�� �L�Q�� �U�H�D�O-�W�L�P�H���� �V�R�� �J�U�R�Z�H�U�V�� �F�D�Q���Q�R�Z�� �J�H�W���L�P�P�H�G�L�D�W�H���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���W�K�H��
�V�W�D�W�H���R�I���W�K�H���P�R�V�W���L�P�S�R�U�W�D�Q�W���U�H�V�R�X�U�F�H�����W�K�H���V�R�L�O�����Z�K�L�F�K���F�D�Q���V�D�Y�H���U�H�V�R�X�U�F�H�V���D�Q�G���U�H�G�X�F�H��
�W�K�H�� �L�P�S�D�F�W���R�Q�� �W�K�H�� �H�Q�Y�L�U�R�Q�P�H�Q�W���� �7�K�H�� �X�V�H�� �R�I�� �V�R�L�O�� �V�H�Q�V�R�U�V�� �H�Q�D�E�O�H�V�� �U�D�S�L�G���� �L�P�P�H�G�L�D�W�H��
�D�Q�G���F�R�V�W���V�D�Y�L�Q�J���V�R�L�O���W�H�V�W�L�Q�J���>�����@���>�����@���D�Q�G���Q�X�W�U�L�H�Q�W���P�D�S�S�L�Q�J���V�R�O�X�W�L�R�Q�V����

�,�Q�� �R�X�U�� �F�X�U�U�H�Q�W�� �U�H�V�H�D�U�F�K���� �Z�H�� �Z�H�U�H�� �O�R�R�N�L�Q�J�� �I�R�U�� �W�K�H�� �D�Q�V�Z�H�U�V�� �W�R�� �Z�K�H�W�K�H�U�� �R�Q�H�� �R�I�� �W�K�H��
�V�L�P�S�O�H�V�W���D�Q�G���F�K�H�D�S�H�V�W���P�H�D�V�X�U�H�P�H�Q�W���P�H�W�K�R�G�V�����L���H�������W�K�H���Q�H�Z���D�S�S�U�R�D�F�K���W�R���P�H�D�V�X�U�L�Q�J��
�W�K�H�� �H�O�H�F�W�U�L�F�D�O�� �F�R�Q�G�X�F�W�L�Y�L�W�\�� �D�V�� �D�� �S�D�U�D�P�H�W�H�U�� �R�I�� �W�K�H���V�R�L�O���� �R�I�I�H�U�V�� �W�K�H�� �S�R�V�V�L�E�L�O�L�W�\�� �W�R��
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Abstract: Despite the many ready-made LMS solutions, there is a problem of creating LMS 
systems with a flexible architecture and meeting all user requirements. When creating such 
systems, it is difficult to take into account all the requirements for the functionality of the 
system. This paper proposes an approach to the formation of a service-oriented LMS based 
on modules. At the same time, depending on the functionality, the user can form the 
necessary functionality based on services, processes and objects. A cluster approach is 
used to form a finite set of modules. 

Keywords: learning management system; online education; service-oriented approach; 
clustering; information technology; semantic proximity 

Introduction  

The use of modern information technologies in the educational process has led to 
the emergence of a special category of information systems – learning 
management systems (LMS - learning management system). This category 
provides a certain set of services that are focused on ensuring the implementation 
of the educational process at various levels [1, 2]. 
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Over the past few years, the most interesting approach to software development 
has been based on user preferences and experience, the so-called user-oriented 
design [3-5]. This method is gaining more and more popularity among software 
developers, including those intended for training [6]. 

Recently, a new type of e-learning system has appeared, based on automatic 
recognition and prediction of user preferences, and self-adaptation to user 
requirements. This type of system is called adaptive learning management. Some 
researchers base training on the use of social networks and communication 
between trainees (students) and trainers (teachers) [7-9]. 

Some of current LMS systems are cloud-based and do not require a system 
administrator with experience in installing and maintaining software; however, 
there are also systems in which deep knowledge of programming languages such 
as PHP, JavaScript, knowledge of database management and administration, such 
as MySQL, Microsoft SQL Server is absolutely necessary [11]. 

Currently, the development and implementation of modern information and 
communication technologies in the educational process entails the transformation 
and search for new approaches to the implementation of LMS. One of these 
approaches is a service-oriented approach based on building a system from 
heterogeneous, loosely coupled parts, based on services as components with 
stationary interfaces and performing certain functions. 

The study proposes a service-oriented architecture (SOA) approach that loosely 
connects various system components to reduce development time and costs [10]. 
In addition, a prototype of a training application with an API ecosystem is 
proposed, which takes into account the attractiveness and checks the functional 
and non-functional requirements for the system. 

In this study, the authors determined which main categories of services are 
available in the LMS and proposed a reference model of LMS services. During the 
study, LMS services are divided into modules that implement similar 
functionality. On the basis of dedicated services, LMS modules of a specific 
educational institution are formed based on the requirements that are determined 
by this educational institution. 

1 Materials and Methods 

The methodology of this study consists in defining a set of services, forming a 
reference model, combining LMS services into modules based on the principles of 
semantic proximity and visualization of the results obtained. 
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1.1 Types of LMS Services 

The functionality of LMS systems for a particular educational institution can solve 
various tasks depending on the features of the educational process in the 
educational institution. To solve problems, the LMS must provide a specific set of 
services that provide various aspects of the system. 

The main LMS services can be classified into one of the following categories of 
services [12]: 

1) Services for monitoring and controlling users. The services of this category are 
focused on fixing and evaluating the activity of various categories of users in 
various sections: user activity on a separate course and in the system as a whole, 
conducting various forms of control, evaluating various tasks performed by 
students on the course and forming the final grade for the course, etc. 

2) Content monitoring and control services. Services of this category are focused 
on the support and control of methodological support of training courses based on 
a given set of requirements that are determined by the requirements of the 
educational process in a particular educational institution. These services can 
evaluate content formally (for example, the presence of certain educational 
components in a training course), and on the basis of expert evaluation. 

3) Operational management and administration services. Services of this category 
are designed for operational management of work processes in the system. 
Services of this category can be divided into 2 subgroups: 

• Services of operational management of the educational process. This 
subgroup of services is focused on the prompt response of problems that may 
arise during the educational process based on the control of certain parameters: 
information about the availability of courses for training, registration of 
students for courses, the occupancy of courses with various educational 
materials, etc. 

• Hardware and software control services. This subgroup of services allows 
you to monitor and respond to problems that may arise in the operation of 
LMS software or hardware based on the collection and analysis of technical 
information about the activities of these components. 

4) Analytics services. This category of services is aimed at carrying out analytical 
processing of various information contained in the LMS, as well as building 
various analytical reports and recommendations. 

Based on the presented categories of LMS services and to implement the 
requirements for LMS systems, the authors propose a reference model of services 
for LMS systems. 
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1.2 Reference Model of LMS System Services 

The reference model of LMS services is shown in Figure 1 [12]. 

 

Figure 1 

Reference model of LMS services 

As can be seen from the diagram shown in Figure 1, LMS services are divided 
into 3 groups: 

1) Hardware and software services. These services are represented by hardware 
and software components on the basis of which the LMS operates. These services 
are divided into the following levels: 

• Hardware level. This level includes various types of hardware necessary for 
LMS operation (network equipment, telecommunication data transmission 
lines, servers, etc.) 

• Software level. This level includes a variety of software that is involved in 
the operation of the LMS (operating systems, application servers, web 
services, Database Management Systems, etc.) 

2) Basic services. These services are designed to provide the main function of 
LMS systems - training. These services are divided into the following levels: 

• The level of content. This level includes services related to the support of 
working with various educational materials, conducting control activities, etc. 

• User level. This level includes services related to the work of various 
categories of users in the LMS (user registration in the system, sharing access 
to various types of educational resources, logging user actions, etc.) 

3) Management and analysis services. These services are designed to monitor the 
operation of the LMS system and conduct analysis based on data that accumulates 
during the operation of software and hardware services and basic services. These 
services are divided into the following levels: 
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• Administrative level. At this level, services aimed at operational management 
of the educational process are presented. 

• Analytical level. At this level, services are provided for conducting analytical 
analysis based on data that was collected during the operation of the LMS. 

The division of LMS services into the groups and levels listed above allows you to 
split services based on their functionality and combine them into functional 
modules that can be presented in LMS systems. 

1.3 Combining LMS Services into Modules 

Combining LMS services into modules will solve the following tasks [19]: 

1) Determine the list of services that should be provided in the LMS, depending 
on the requirements of a particular educational institution. 

2) Manage changes to LMS requirements. Changing the LMS requirements in this 
case can be solved in one of the following ways: 

• by including and/or excluding modules from the LMS; 

• inclusion of a new service in an existing module; 

• creating a new module and including it in the LMS. 

The following principles will be used to split the services: 

1) The module is a specific set of services similar in their characteristics 

2) The module has the possibility of expansion, which allows you to include new 
services in the existing module that are similar in their characteristics to the 
services available in the module 

3) Extensibility of the module system. In case of new LMS services, the list can be 
revised by including new models and redistributing services between modules. 

4) The presence of dependencies between modules. This principle assumes that 
any service of one module may depend on one or more services of other modules 
and, accordingly, the inclusion of some module in the LMS requires the inclusion 
of dependent modules. 

1.4 Methodology of Combining LMS Services into Modules 

As was mentioned in section 1.3, modules should be combined into services with 
similar characteristics. That is, the integration of services into modules should be 
carried out on the basis of their semantic proximity. In this study, the semantic 
proximity of services is determined by the following formula 1 [13, 14]: 
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where, iSI  – is a measure of the i-connection between two services, iw  – is the 

weighting factor for the i-link. 

To determine the semantic proximity of services, the following measures of 
connections and weight coefficients for them were used (Table 1) [13, 14]: 

Table 1 

Link measures and weighting factors 

Designation Link measure description 
Weight 

coefficient 

BPSI  
The ratio of the cardinal set of processes using both 
services to the cardinal number of the set of 
processes using at least one service 

0,5 

ERSI  
The ratio of the cardinal set of entities that are read 
in both services to the cardinal number of the set of 
services that are read by at least one of the services 

0,27 

EWSI  

The ratio of the cardinal set of entities that change 
in both services to the cardinal number of the set of 
services that change the essence of at least one of 
the services 

0,23 

To conduct a study based on the proposed model of combining LMS services into 
modules, it is necessary: 

• define a list of LMS services; 

• determine the list of processes that are carried out in the LMS; 

• determine the list of objects that operate in the LMS; 

• determine which services are involved in the implementation of a certain LMS 
process; 

• determine which objects are used in the service to read their data; 

• determine which objects are being created or modified in the service; 

• based on the similarity of services, combine them into modules. 

Combining services based on their semantic proximity can be done using the 
clustering method. To implement clustering, the FOREL algorithm is used since 
the number of clusters can be calculated during the operation and is a priori 
unknown [15, 16]. The scheme of operation of the clustering algorithm is shown 
in Figure 2. 
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Figure 2 

The scheme of the clustering algorithm Forel 

2 Results 

2.1 Approbation of the LMS Service Pooling Model 

The study was conducted on the basis of the educational portal of D. Serikbayev 
East Kazakhstan Technical University [21], which has an LMS of its own design 
[17, 18]. 

Initially, the list of services that are available in the LMS on the educational portal 
and the dependence of the service on other services was determined (Table 2) 
[20]. 



S. Kumargazhanova et al. Modular Type of Learning Management System Services Formation  
 based on Semantic Proximity 

 – 256 – 

Table 2 

List of LMS services 

Code Service name 
Depends 

on 
services 

Service description 

S01 Academic progress S30, S32 

student progress data is available. The report 
is equipped with filters by semester, a search 
system by discipline, by group, by the 
student's full name 

S02 Unverified works 
and appeals 

S23, S30 formation of a report on unverified works 
and submitted appeals on tests 

S03 Task completion 
schedule 

S07, S13, 
S23 

uploading evaluated tasks and distance 
course tests 

S04 

Control of students 
and teaching staff 
in accordance with 
the schedule of 
classes 

S33, S34 storing information about the educational 
process for a long time 

S05 Active tests S13, S30 
contains data on students with active 
incomplete tests 

S06 Export of academic 
progress 

S23, S30, 
S31, S32 

export of students' progress by control points 
of controls to the database of the educational 
portal 

S07 

Flexibility of 
setting up a system 
for evaluating 
students' work 

S01, S03, 
S30, S31, 

S32 

allows you to set up the evaluation of test 
tasks in accordance with the training system 

S08 Proctoring S18, S30 

allows you to verify (confirm) the identity of 
the test taker, as well as observe his 
behaviour and what is happening on his 
computer screen to make sure that students 
are not cheating, does not resort to the help 
of other people, does not search for answers 
on the Internet 

S09 Managing groups 
S30, S32, 

S33 
combining several discipline groups into one 
course 

S10 Testing S01, S30, 
S32 

uploading tests for automatic control of 
students; control of the educational process: 
traditional, remote 

S11 Teachers S31, S33, 
S34 

generating a report that allows you to view 
the activity of teachers in the distance 
learning system. Equipped with filters by 
semester, and inactivity of teaching staff by 
day, by full name of the teacher 

S12 Student activity 
S24, S30, 
S31, S32 

the history of student visits allows you to see 
the log of user activity 
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S13 Test tasks S23, S30, 
S31, S32 

generating a report on uploaded tests for 
courses, equipped with filters by semester, 
only distant learning –generating a report by 
groups of students with the use of distance 
learning technologies by teachers 

S14 Courses by type 
S30, S31, 
S32, S33, 

S34 

generating a report with quantitative 
indicators on loaded resources in the course 
section of the semester, form of study, 
school, department 

S15 All courses 
S10, S23, 
S30, S31, 
S32, S33 

generating a report with data on all courses 
on filling courses with content in accordance 
with the parameters of technical expertise, 
equipped with filters by semester, schools, 
departments and a search system by 
Discipline, teacher, group 

S16 
Technical and 
methodological 
expertise service 

S10, S23, 
S31, S33 

conducting methodological expertise on 
course content and technical expertise on 
quantitative indicators of course resources 

S17 
Course academic 
progress 

S01, S10, 
S23, S30, 
S31, S32, 

S33 

viewing the progress of students, by group of 
a certain course 

S18 File Storage  
a file sharing service that provides the user of 
a distance learning system with a place for 
his files and round-the-clock access to them 

S19 Video greeting S18 

allows you to upload a video greeting of the 
teacher with brief information about the 
course, requirements, wishes in any video 
format 

S20 Course Forum 
S24, S30, 
S32, S33 allows you to discuss course topics offline 

S21 Chat 
S30, S32, 

S33 allows you to discuss course topics online 

S22 Private messages S18, S30, 
S34 

allows you to receive user messages 

S23 Tasks 
S18, S30, 
S31, S32, 

S33 

allows you to upload a task for two-way 
communication 

S24 User activity 
S13, S21, 
S23, S30, 
S32, S33 

based on the data of the log of user actions in 
the LMS, a diagram of activity in the E 
Monitoring system is built, analytical 
diagrams are formed on the activity of 
various categories of users in the LMS 

S25 
Examination 
session - 
Qualitative analysis 

S01, S30, 
S31, S32 

Formation of an analytical diagram based on 
the results of the examination session of 
students in the E Monitoring system 
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S26 
Examination 
session - Academic 
progress 

S01, S30, 
S31, S32 

Formation of an analytical chart on the 
progress of students in the context of courses 
in the E Monitoring system 

S27 
Examination 
session - missed 
assignment 

S01, S30, 
S31, S32 

Formation of an analytical diagram on the 
missed assignments of students in the E 
monitoring system 

S28 Video stream S18 allows video conferencing 

S29 Virtual boards S18 
a tool that allows you to visualize the training 
material 

S30 Contingent 
accounting 

 Accounting of the contingent of students 

S31 Training programs  
taking into account the list of training 
modules to study in any educational program 

S32 
Individual training 
plan  

Accounting of training modules for students 
to study according to a certain educational 
program 

S33 Teacher's work 
plan 

 Accounting of training modules conducted 
by the teacher 

S34 
Personnel 
accounting S33 Personnel accounting service 

Next, a list of processes that go to the LMS and the services involved in each 
process is defined (Table 3). 

Table 3 

List of processes in the LMS and the services involved in them 

Code Process name Services Description of the process 

P1 
Formation of 
the course 
content 

S03, S07, S10, S13, 
S14, S15, S18, S19, 
S23, S28, S31, S32 

courses formation process: creating 
a course, uploading training 
materials, uploading training tasks, 
distributing points for each task, 
etc. 

P2 
Assessment of 
the course 
content 

S03, S14, S15, S16, 
S23, S31 

conducting an examination of the 
course content based on formal 
parameters and expert evaluation 

P3 The learning 
process 

S01, S02, S03, S05, 
S08, S09, S11, S12, 
S17, S20, S21, S22, 
S28, S29, S30, S31, 

S32, S33, S34 

Conducting training courses 

P4 Assessment of 
knowledge 

S01, S02, S05, S06, 
S10, S17, S20, S21, 
S24, S25, S26, S27, 

S31, S32 

Carrying out various forms of 
control measures within the 
framework of training courses 

P5 
System 
operation 
analysis 

S01, S04, S05, S11, 
S12, S16, S24 

Conducting an analysis of the 
system in order to identify problem 
areas in the work 
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At the next stage, the list of objects that are involved in the project is determined 
and for each object it is determined in which services the object data is read, and 
in which services the object is changed (Table 4). 

Table 4 

List of objects 

Code 
Object 
name Reading Services 

Change 
Services 

Description of the 
object 

O1 Student 

S01, S02, S04, S05, S06, 
S08, S09, S10, S12, S13, 
S17, S18, S19, S20, S21, 
S22, S24, S25, S26, S27, 

S28, S29, S30, S32 

S22, S30 

The objects represent 
the student who is 
being trained in the 
courses 

O2 Teacher 

S02, S03, S04, S09, S10, 
S11, S13, S14, S15, S18, 
S20, S21, S22, S24, S28, 

S29, S33, S34 

S22, S33, 
S34 

the object represents a 
teacher who creates 
courses in the system 
and conducts classes 

O3 Content 
S03, S04, S07, S09, S10, 
S13, S14, S15, S16, S20, 

S21, S23, S24, S31 

S07, S09, 
S18, S19, 
S20, S21, 
S23, S31 

the object represents 
various types of 
materials that can be 
presented at courses 
(files, assignments, etc.) 

O4 Academic 
performance 

S30, S31, S32 S32 

the object is a set of 
information about 
progress on various 
types of tasks in 
courses 

O5 User 
activity 

S02, S04, S05, S10, S11, 
S12, S20, S21, S23, S24, 

S33 

S08, S10, 
S20, S21, 
S23, S28, 
S29, S33 

the object is a log of the 
user's activity in the 
system and the artifacts 
generated by it 

O6 Curriculum 
S01, S04, S14, S15, S16, 
S17, S25, S26, S27, S31, 

S32, S33 
S31, S32 

the object represents a 
list of disciplines to 
study 

O7 File storage S18, S30, S33 S18 File storage 

At the final stage, a list of software modules has been determined into which the 
services presented in Table 2 will be combined. To do this, a list of predefined 
modules was first defined (Table 5): 

Table 5 

Predefined modules 

Code Module name Services 
M01 Personnel accounting module S34 
M02 Contingent accounting module S30 
M03 Module of training programs S31 
M04 Curriculum Module S32, S33 
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The remaining unallocated modules are formed based on formula 1. Semantic 
similarity of services is determined for the distribution. Figure 3 shows a matrix of 
semantic proximity of services. 

 

Figure 3 

Matrix of semantic proximity of services 

After determining the semantic proximity matrix, a computational experiment was 
carried out with the following search radii: 

- R= 0.5 – this radius corresponds to half of the maximum distance between 
services (Table 6) 

Table 6 

Modules obtained by clustering with a radius of 0.5 

Code Module name Services 
M05 The module of accounting of progress S01, S06, S17, S25, S26, S27 
M06 User Activity Module S02, S05, S11, S12, S24 
M07 Module of training tasks S23 
M08 Testing Module S10 
M09 Online communication module S08, S09, S22, S28, S29 
M10 Course content Control module S03, S13, S14, S15 
M11 Communication on the course module S20, S21 
M12 Course Examination Module S16 

M13 
The module for monitoring the conduct of 
teaching staff classes S04 

M14 Course Setup Module S07, S18, S19 
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- R= 0.34 – this radius corresponds to the average value of all elements of the 
semantic proximity matrix (Table 7) 

Table 7 

Modules obtained by clustering with a radius of 0.34 

Code Module name Services 
M05 User Activity Module S04, S05, S24 
M06 Task Module S23 

M07 Academic Progress Monitoring Module 
S01, S06, S17, S25, 

S26, S27 
M08 Module of Test Tasks S13 
M09 Proctoring Module S08 
M10 Testing Module S10 
M11 Examination Module S16 
M12 Visit Control Module S11, S12 
M13 Course Occupancy Control Module S03, S14, S15 
M14 Video Stream Module S28 
M15 Communication Module S09, S22, S29 
M16 Task Control Module S02, S20, S21 
M17 Module for Configuring Data Storage for the Course S07, S18, S19 

As a result, 14 modules were obtained for a search radius of 0.5 and 17 modules 
for a search radius of 0.34 for the initial list of services. The graphical distribution 
of services by modules for different search radii is shown in Fig. 4. 

 

Figure 4 

Distribution of LMS services by modules 

After distributing the services by modules, you can determine the dependencies 
between the received modules based on the dependencies between the services. 
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For this study, the dependencies between the obtained modules are shown in 
Figure 5. 

 

Figure 5 

Distribution of LMS services by modules 

The results of the experiment showed: 

1) services similar in semantics were included in one cluster (module), for 
example, services S03, S13, S14, S15 were included in the module "Course 
content control module" at $R = 0.5$, at $R = 0.34$ services S03, S14, S15 were 
included in the module "Course content control module"; 

2) loosely coupled functions, regardless of the radius used to search for 
neighboring elements, are allocated to a separate cluster (service), for example, 
service S10; 

3) the distribution of services with a high degree of connectivity depends on the 
clustering parameters, which makes it possible to identify these services in 
subsequent attempts, varying the radius of the search for neighbouring elements. 

3 Software Implementation 

To solve the above tasks, the authors have designed an information system 
database. The logical scheme of which is shown in Figure 6. 

The developed database architecture of this study was implemented in the 
Mircosoft SQL Server 2019 database management system in the form of a 
physical LmsModules database. 
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Figure 6 

Logic diagram of the LMS modular construction database 

At the final stage of this part of the study, a web application has been developed to 
work with the specified database. The architecture of the web application is shown 
in Figure 7. The web application is developed on the platform ASP.NET and it is 
divided into several levels: 

1) The "DB Manager" component is located at the lower level. This component is 
responsible for interacting with the database described above in this section. 

2) At the next level there is a "Module for working with database elements". This 
module contains components that allow you to extract data from our database and 
edit them. 

3) The Forel Clusterer component implements mechanisms for distributing 
services across modules using the Forel clustering algorithm. To determine 
clusters, an assessment of the semantic proximity of services is used, according to 
the model described in Section 1. 
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Figure 7 

Web Application architecture 

3) The "Project List Editor" page. On this page there is an option to create a new 
project, delete a project or copy an LMS project (Fig. 8). 
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Figure 8 

Web application appearance 

4) The project editing page. On this page, the main work is done to create an LMS 
project (Fig. 8). Let's look at working with this page in more detail. This page 
contains the following elements: 

• Project editor. This component of the page displays the name of the project, 
and also in this part we can adjust the name of the project. 

• Service editor. This component of the page contains a list of services for the 
project and it is possible to add, delete or change data on the service. 

• Process editor. This component of the page contains a list of processes that 
go on in the project and it is possible to add, delete or change process data 

• Object editor. This component of the page contains a list of objects that are 
being worked with in the LMS project, and it is also possible to create, delete 
or modify data on objects. 

• Link editor. This component of the page presents the possibility of setting the 
use of services in processes and the use of objects for reading and writing in 
services. 

• Adjacency matrix. This component of the page displays a matrix of 
adjacency of services, which is based on the methodology presented in Section 
1. 

• Module editor. This component contains a list of modules that include project 
services. In this part, you can create, delete or modify a module. The page also 
presents the possibility of generating modules. When generating modules, all 
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previous modules are deleted, except the predefined ones. To generate 
modules, you can specify the cluster radius for Forel clustering. 

• A graph of module dependencies. This component of the page displays a 
dependency graph between modules based on dependencies between services. 

• Distribution of services by modules. This component of the page presents a 
graphical distribution of services according to the created models. 

The developed web application allows you to form LMS modules based on the 
proposed clustering model. 

The resulting software modules will increase the efficiency of their support and 
expansion, and also, based on the dependencies between the modules, it will allow 
you to predict how the expansion of functionality may affect other modules. 

Conclusions 

Within the framework of this study, a methodology for combining LMS services 
into modules based on semantic proximity is proposed. The integration of services 
is based on the processes in which the services are involved and on the objects 
with which the services work. As a clustering method, the Forel method was used, 
which allows clustering without a predefined number of clusters. 

Based on the proposed methodology, a web application has been developed that 
allows the user to develop a unique LMS configuration based on its own 
preferences or requirements. 
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Abstract: The current research work aims to generate the dynamically balanced gait for the 
16-DOF biped robot while crossing the ditch by using the concept of the zero moment point 
(ZMP). Initially, forward kinematics was established to obtain the position and orientation 
of the biped robot while crossing the ditch. The various joint angles of the biped robot were 
estimated by deriving the inverse kinematics. Further, the dynamics of the biped robot was 
obtained using the Lagrange-Euler formulation. A cubic polynomial equation was assigned 
for the smooth motion of foot and wrist trajectories in the sagittal plane and hip trajectory 
in the horizontal plane. The obtained cubic polynomial trajectory for the foot was compared 
with the second-order and fifth-order polynomial trajectories in terms of dynamic balance 
margin (DBM). A simulation study was conducted to verify the dynamically balanced gait 
while crossing the ditch. Finally, the generated gait angles were tested on a real 16-DOF 
biped robot. It has been found that the generated gait is more dynamically balanced while 
crossing the ditch. 

Keywords: Biped robot; gait generation; ditch crossing; DBM; ZMP; Lagrange-Euler 
formulation 

1 Introduction  
Bipedal robots have many advantages over other wheeled robots due to their similar 
characteristics to human beings. That similarity creates complexity for building a 
biped robot and enabling it to perform human actions due to the very complex and 
multi-degrees of freedom (DOF) mechanism. The most crucial and significant 
requirement for developing biped robots is the ability to move across various 
terrains. Around the world, many researchers are working on the dynamically 
balanced gait generation of the biped robot on various uneven terrains. The gait 
cycle consists of two phases that is, the single support phase (SSP) and the double 
support phase (DSP).  The dynamic stability of the biped robot during the gait cycle 
can be obtained from the concept of the zero moment point (ZMP) [1]. Chow and 
Jacobson [2] applied the Lyapunov function, the linear feedback principle, and an 
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on-off perturbation to generate the gait on a flat surface. Townsend and Tsai [3] 
generated a variety of gaits on both SSP and DSP by using various initial 
parameters. In addition, Katoh and Mori [4], [5] presented a control method for a 4-
DOF biped robot by using Van Der Pol's equation and obtained stable limit cycles. 
Mita et al. [6] generated the Chiba Walker 1 (CW-1) mechanism, which requires 
one second to complete each step with a step length of less than 20 cm. Further, 
Hürmüzlü and Moskowitz [7] developed a mathematical model based on LIPM 
(linear inverted pendulum model) to address the impact of periodic force on the 
stability of biped locomotion. Takanishi et al. [8] stabilized the gait patterns while 
walking under the influence of a known external unbalanced force produced by a 
DD (direct drive) motor for the WL-12R biped robot. Then, the researchers 
proposed a control method that recognizes the geometry of the terrain, which 
allowed the biped robot WL-12RIII to walk on stairs with a 0.1-meter step height 
and ± 10° inclined trapezoidal terrain [9]. Moreover, Zheng [10] discussed an 
autonomous gait generation for biped robots to walk on complex terrains with the 
help of a central pattern generator (CPG) and the concept of neural network (NN). 
Later on, Thomas Miller [11] proposed a hierarchical control for a 10-axis biped 
model using a PID controller and a cerebellar model arithmetic computer (CMAC) 
NN learning system. Also, Arakawa and Fukuda [12] established an ideal gait for a 
13-DOF biped robot by reducing energy consumption by using the concept of ZMP 
and genetic algorithm (GA). To generate the stable gait for the 6-link biped robot, 
Magdalena and Monasterio-Huelin [13] developed a learning mechanism by using 
GA and a fuzzy logic controller (FLC). GA helps to modify the fuzzy rules and their 
functions relevant to the human information database. Abba & Chaillet [14], 
established bidirectional dynamic modelling by using the features of the epicyclic 
gear train, and computed torque control (CTC). In [15], the authors used a V-HRP 
(Virtual Humanoid Robot Platform) simulator to verify the robot simulation 
virtually before going to test in a real-time environment. The said robot consists of 
26-DOF and a height of 540 mm equipped with a CCD camera, foot sensors, a 
posture sensor, and a USB. Chestnutt et al. [16] proposed an architecture for an H7 
humanoid robot to walk on uneven ground along with obstacles. In addition, 
Sabourin and Bruneau [17] discussed a CMAC-NN-based control strategy for fast 
walking of a virtual under-actuated biped robot. After learning, the NN first 
generates the passive and active gaits of the biped robot. Puga et al. [18] obtained a 
distributed control scheme that consists of a fractional-order PID controller 
optimized by a GA. The control parameters were tested on a 22-DOF small-sized 
humanoid robot. Further, Ghorbani et al. [19] developed a control scheme using a 
general regression NN (GRNN) feedback control and a PID feedback controller 
with Lyapunov exponents to stabilize the LIPB-based biped model. A Genetic 
algorithm is used to optimize the GRNN controller to reduce energy consumption 
and create a closed-loop learning controller. 

Vundavilli and Pratihar [20] suggested an analytical method for a 7-DOF biped 
robot with the help of the inverse dynamics trained neural network (NN) to generate 
the gait on staircases, sloping surfaces, and ditches. Further in [21], [22], they 
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discussed the optimal online gait generation of the biped robot using NN and FL-
based gait planners which was trained by GA. In addition, Fattah and Fakhari [23] 
established a trajectory planning algorithm for a seven-link planar biped robot with 
variable step lengths on level ground along with ditches. Sudheer et al. [24] 
suggested a framework for an eight-link biped robot to solve the kinematics and 
dynamics based on the ZMP constraint and optimized using a simulated annealing 
approach. A cycloidal trajectory was assigned for the swing foot and the modified 
Cartesian cycloid trajectory for the hip. Kalamian and Farrokhi [25] proposed a 
nonlinear model predictive control (NMPC) algorithm to generate the gait while 
crossing the obstacle at a speed of 1 m/s. Moreover, Lathan et al. [26] suggested an 
analytical method of a 7-DOF biped robot to generate a dynamically balanced gait 
while crossing and stepping over the obstacle. R. Kumar et al. [27] developed the 
neural network (NN) based gait planners for a biped robot for crossing obstacles. 
The weights of the NN algorithm were optimized by GA and differential evolution 
(DE) algorithms. Later, Mandava and Vundavilli [28]–[30] developed a framework 
for generating whole-body motions of an 18-DOF humanoid robot using the 
concept of inverse kinematics. Bai et al. [31] discussed a dynamically balanced gait 
generation of the humanoid robot while crossing over obstacles with the help of a 
pulsing type joint. The said humanoid robot is capable of squatting and displacing 
heavy objects from one place to another. Furthermore, Anh and Huan [32] 
established a method for optimizing the gait generation of a 10-DOF biped robot.  
The modified Jaya algorithm was used to optimize the distance between the ZMP 
and the foot center then said approach was tested on HUBOT-4. Also, Tsuru et al. 
[33] proposed a structure of an autonomous humanoid robot for finding and holding 
objects in unknown surroundings. The proposed methodology was experimentally 
applied to HRP2-KAI and validated its efficiency. Yang et al. [34] discussed an NN 
estimator with an incremental learning mechanism while obtaining a new online 
walking controller for biped robots. The proposed method controls the ZMP 
stability while compensating for the yaw moment. Later on, researchers developed 
various methodologies to generate the gait for avoiding obstacles, stepping over 
them, and crossing ditches. Kashyap et al. [35] developed an Improved Modified 
Chaotic Invasive Weed Optimization (IMCIWO) algorithm to navigate the 
humanoid robot and avoid obstacles. The authors conducted a simulation on the 
NAO humanoid robot in WEBOT software. In [36], established a model predictive 
controller (MPC) for NAO humanoid robot while walking on uneven terrain, in an 
unknown environment and stepping over obstacles. Janardhan and Kumar [37] 
proposed a multibody dynamics framework for gait generation of the 5-DOF biped 
robot while crossing the ditches. The width of the ditch is greater than the length of 
the leg. Gupta and Dutta [38] developed a trajectory and navigation planner for a 
12-DOF biped robot while walking on uneven terrain along with obstacles. 

Apart from the above discussion, some researchers have developed various 
techniques for generating a dynamically balanced gait for the biped robot as it 
crosses the ditch. To generate the systematic gait a cubic polynomial trajectory was 
assigned for the foot in the sagittal plane and the hip in the horizontal plane.  
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In addition, an inverse kinematics approach is established for obtaining the various 
joint angles of the biped robot along with foot trajectory. Moreover, the balancing 
of the biped robot is calculated using the concept of ZMP and measured in terms of 
DBM. Further, the dynamics of the biped robot is obtained by using the Lagrange-
Euler formulation which is useful to determine the torque required for each joint of 
the robot. Additionally, it has been noted that only a few researchers have developed 
real-time biped robots for verifying the gait while crossing a ditch. In the present 
research work, the authors have developed a real biped robot titled AZAD-16, 
which consists of 16-DOF for verifying the simulations in a real-time environment. 

The rest of the article is organized as follows: Section 2 explains the mathematical 
modelling of the biped robot, which includes the physical dimensions of AZAD-16, 
trajectory generation for the foot, hip, and arm, forward and inverse kinematics, 
DBM as fundamental stability criteria, and the Lagrange-Euler (LE) algorithm for 
estimating the dynamics. Further, the results and discussions of the current research 
work are discussed in Section 3. Finally, Section 4 provides the conclusions of the 
proposed research work. 

2 Mathematical Modelling 
AZAD-16 is a tiny biped robot that was built in our laboratory which is shown in 
Figure 1(a). The trunk and various brackets for holding the servo motors were made 
by 3D printing. All the joints of the 16-DOF biped robot consist of rotatory joints 
which are shown in Figure 1(b). The weight and height of the robot is 5 kg and 480 
mm. Each leg of the biped robot consists of 5-DOF mobility which contributes 2-
DOF for hip joint, 2-DOF for the ankle joint and 1-DOF for the knee joint. However, 
each arm has 3-DOF mobility, which contributes 2-DOF for the shoulder and 1-
DOF for the elbow joint. The joints of the legs are attached with 60 kg-cm rated 
servo motors and the joints of the arms are attached with 35 kg-cm rated servo 
motors. Various input parameters such as power rating, type of actuation, link length 
and mass related to the AZAD-16 biped robot are shown in Table 1. 

Table 1 

Various input parameters of the “AZAD-16” 

AZAD -16 Joints 
Name 

Power 
Rating 
(Kg-cm) 

Type of 
Actuation 

Link’s 
Name 

Link 
Length 
(mm) 

Link 
Mass 
(Kg) 

Right Leg 

Hip 
60 Yaw - 35.12 0.15 
60 Pitch Thigh 93.87 0.25 

Knee 60 Pitch Shank 67.00 0.25 

Ankle 
60 Pitch - 35.24 0.15 

60 Yaw - 42.50 0.15 
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Left Leg 

Hip 
60 Yaw - 35.12 0.15 
60 Pitch Thigh 93.87 0.25 

Knee 60 Pitch Shank 67.00 0.25 

Ankle 
60 Pitch - 35.24 0.15 
60 Yaw - 42.50 0.15 

Right 
Arm  

Shoulder 
60 Pitch - 33.00 0.25 
35 Yaw Arm 93.76 0.1 

Elbow 35 Pitch Forearm 93.76 0.1 

Left Arm  
Shoulder 

60 Pitch - 33.00 0.25 
35 Yaw Arm 93.76 0.1 

Elbow 35 Pitch Forearm 93.76 0.1 

Trunk  - - - 

Height 175.00 

0.3 
Front 
Width 165.00 

Side 
Width 70.00 

       

(a)      (b) 

Figure 1 

Schematic diagram showing the (a) real biped robot that is AZAD-16 and (b) kinematic model 

displaying the positioning and coordinate frames for various joints 
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2.1 Trajectory Generation for Foot, Hip, and Arm 
The foot, hip, and arm of the robot AZAD-16 follow a polynomial trajectory while 
crossing the ditch. The terms z and x have been considered the height and length of 
the polynomial at a particular time interval. Where, �ä�4,�ä�5, �ä�6… …�ä�l  have been 
taken as coefficients of the polynomial equation, respectively.  The initial and final 
positions of the foot have been considered �T�5, �T�6 and �T�7. In the present research 
problem, the foot trajectory of the robot is considered quadratic, cubic and fifth 
ordered polynomial equations and compared the results in terms of dynamic balance 
margin. Further, hip trajectory in horizontal plane and wrist trajectory in sagittal 
plane have been assigned as cubic polynomial trajectory. The distances between the 
trunk and wrist end at initial and final instances of wrist trajectory are �T�4�5 and �T�4�7, 
respectively. The height of the hip joint and width of the ditch are represented as H 
and �@�ê. The boundary conditions for generating various polynomial trajectories for 
the foot, hip and wrist are shown in Table 2. 

Table 2 
Boundary conditions for different trajectories of wrist, hip and swing foot in various planes 

�ƒ Wrist Trajectory (Sagittal View)  

Cubic Polynomial, �  = �Æ
Ù+ �Æ
Ú�ž+ �Æ
Û�ž
Û+ �Æ
Ü�ž
Ü 
x z 

�T�4�5 �D 
�T�4�5+ (�@�ê 2�¤ ) �D+ (�@�ê 8�¤ ) 

�T�4�5+ (3�@�ê 2�¤ ) �D+ (�@�ê 8�¤ ) 
�T�4�7 �D 

�ƒ Hip Trajectory (Top View  / Horizontal Plane) 

Cubic Polynomial, �  = �Æ
Ù+ �Æ
Ú�ž+ �Æ
Û�ž
Û+ �Æ
Ü�ž
Ü 
x z 

�T�5 0 
�T�5+ (�@�ê 2�¤ ) �@�ê 10�¤  

�T�5+ (3�@�ê 2�¤ ) �@�ê 10�¤  
�T�7 0 

�ƒ Swing Foot Trajectory (Sagittal View) 

Quadratic Cubic Polynomial Fifth Order Polynomial  

�  = �Æ
Ú�ž+ �Æ
Û�ž
Û � 
= �Æ
Ù+ �Æ
Ú�ž+ �Æ
Û�ž
Û

+ �Æ
Ü�ž
Ü 

�  = �Æ
Ù+ �Æ
Ú�ž+ �Æ
Û�ž
Û+ �Æ
Ü�ž
Ü

+ �Æ
Ý�ž
Ý+ �Æ
Þ�ž
Þ 

x z x z x z 

�T�5 0 �T�5 0 �T�5 0 
�T�7 
F(�T�5 2�¤ ) �@�ê 2�¤  �T�5+ ( �@�ê 2�¤ ) �@�ê 3�¤  �T�5+ (2 �@�ê 5�¤ ) �@�ê 4�¤  

�T�7 0 �T�5+ (3 �@�ê 2�¤ ) �@�ê 3�¤  �T�5+ (4 �@�ê 5�¤ ) �@�ê 2�¤  
  �T�7 0 �T�5+ (6 �@�ê 5�¤ ) �@�ê 2�¤  
    �T�5+ (8 �@�ê 5�¤ ) �@�ê 4�¤  
    �T�7 0 
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2.2 Forward & Inverse K inematics of the Biped Robot 

The main aim of this research is to generate a 3D smooth gait while crossing the 
ditch in both sagittal and frontal planes. Figure 2 shows the schematic diagram of 
the biped robot while crossing the ditch in both sagittal and frontal planes, 
respectively. To generate the gait cycle systematically a forward kinematic analysis 
is essential. Initially, the coordinate frames are assigned at each joint of the biped 
robot and Denavit-Hartenberg (D-H) notation is used for obtaining the position and 
orientation of the end effector. Table 2 shows the D-H parameters for two legs and 
two hands of AZAD-16. 

 
(a)     (b) 

Figure 2 
Schematic model of AZAD-16 demonstrating the various revolute joint angles in the (a) sagittal plane 

and (b) frontal plane 

Table 3 
DH parameters of AZAD-16 

Frames Link  Joint Angle 
(�Â�•) 

Twist Angle 
(�»�•) 

Link Length 
(ai) 

Joint Offset 
(bi) 

�x Right Leg 
0 to 1 1 �à�5 90 �.�5 0 
1 to 2 2 �à�6 0 �.�6 0 
2 to 3 3 �à�7 0 �.�7 0 
3 to 4 4 �à�8 -90 �.�8 0 
4 to 5 5 �à�9 0 �.�9 0 
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�x Left Leg 
0 to 1 6 �à�:  90 �.�: 0 
1 to 2 7 �à�;  0 �.�; 0 
2 to 3 8 �à�< 0 �.�< 0 
3 to 4 9 �à�= -90 �.�= 0 
4 to 5 10 �à�5�4 0 �.�5�4 0 

�x Right Arm  
0 to 1 11 �à�5�5 90 �.�5�5 �;�5 
1 to 2 12 �à�5�6 -90 �.�5�6 0 
2 to 3 13 �à�5�7 0 �.�5�7 0 

�x Left Arm  
0 to 1 14 �à�5�8 90 �.�5�8 �;�5 
1 to 2 15 �à�5�9 -90 �.�5�9 0 
2 to 3 16 �à�5�: 0 �.�5�: 0 

Once the polynomial trajectories are assigned for the foot and wrist in the sagittal 
plane and the hip in the horizontal plane, the gait generated from the various limbs 
of the biped robot is calculated from the concept of inverse kinematics. The initial 
joint angles of the upper and lower limbs of the swing leg (�W�K�D�W���L�V������2 �D�Q�G����3) are 
obtained by using a closed form of inverse kinematic equations given in Eqn. (1) 
and Eqn. (2). 

�à�7 = �O�E�J�?�5�@
�Á�-�Å�. �q�g�l�#�>�Ð�-(�Å�/ �>�Å�. �Ö�â�æ�#)

(�Å�/ �>�Å�. �Ö�â�æ�#) �. �>(�Å�. �æ�Ü�á�#) �. �A (1) 

�ô= �?�K�O�?�5�@
�Á�-

�. �>�Ð�-
�. �?�Å�.

�. �?�Å�/
�.

�6�Å�. �Å�/
�A (2) 

Where �*�5 is the height of the hip from the swing foot which can be calculated by 
using the relation �*�5 = �.�7�?�K�O�à�7+ �.�6�?�K�O�à�6; and �9�5 is the distance measured from 
the swing foot to the hip in ‘X’ direction which can be calculated from the following 
relation that is, �9�5 = �.�7�O�E�J�à�7+ �.�6�O�E�J�à�6; Further, the joint angle �à�6 obtained from 
the following relation that is, �à�6 = �à�7 
F �ô. 

Similarly, the joint angles (that is, �à�5�5 and �à�5�7) of the swing hand in sagittal plane 
is obtained by following Eqn. (3) and Eqn. (4). 

�à�5�5= �?�K�O�?�5�L
�Á�Ó

�. �>�Ð�Ó
�. �>�Å�-�.

�. �?�Å�-�/
�.

�6�Å�-�. 
§�Á�Ó
�. �>�Ð�Ó

�.
�M+ �Ú (3) 

�à�5�7= �O�E�J�?�5
m�9�Û
F �F�.�5�6�O�E�J�@
�� �-�-
�� �-�/

�A�G
q (4) 

Where �*�Û is height of the hand in wrist position to shoulder (�*�Û= �.�5�6�?�K�O�à�5�5+
�.�5�7�?�K�O�à�5�7); and �9�Û is width of the hand in wrist to trunk (�9�Û= �.�5�6�O�E�J�à�5�5+
�.�5�7�O�E�J�à�5�7) . Moreover, the value �Ú is calculated by using the following relation (that 

is, �Ú= �P�=�J�?�5�@
�Ð�Ó

�Á�Ó
�A. 
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Further, the various joint angles (that is, �à�5, �à�9, �à�:, �à�5�4, �à�5�6, �=�J�@ �à�5�9) of the biped 
robot in frontal plane are given below. 

�à�5 = �à�: = �P�=�J�?�5�@
�Ð�½

�Á�-
�A (5) 

�à�9 = �à�5�4= �P�=�J�?�5�@
�Ð�½

�6�Á�.
�A (6) 

�à�5�6= �à�5�9= �P�=�J�?�5�@
�Ð�Ì

�Á�Ì
�A (7) 

Where �*�6 = �.�; �?�K�O�à�; + �.�<�?�K�O�à�<, height of the arm �*�_ = �.�5�9�?�K�O�à�5�8+
�.�5�:�?�K�O�à�5�:, �9�Ô= �Ð�Þ �<�¤ , �9�æ is distance between shoulder joints, and �9�Å is the 
distance between both legs. 

2.3 Dynamic Balance Margin 

In the current study, the stability of the biped robot while crossing the ditch is 
obtained by the concept of ZMP. The ZMP in the x and y directions is calculated 
by using the following Eqn. (8) and Eqn. (9), respectively. 

�T�Ó�Æ�É=

Ì (�?�Â�Ô� �6�Ô�> �à �Ô�ë�Ô(�í�7�Ô – �e) �> �à �Ô�Ä�Ô�x�Ô)

�-�2
�Ô�8�-


Ì �à �Ô(�í�7�Ô – �e)
�-�2
�Ô�8�-

   (8)  

�U�Ó�Æ�É=

Ì (�?�Â�Ô� �6�Ô�> �à �Ô�ì �Ô(�í�7�Ô – �e) �>�à�Ô�w�7�Ô�x�Ô)

�-�2
�Ô�8�-


Ì �à �Ô(�í�7�Ô – �e)
�-�2
�Ô�8�-

  (9) 

Where �T�Ü, �U�Ü, and �V�Ü indicate the lumped mass coordinates, �+�Ü represent the  moment 
of inertia of the link in (kg-m2), �ñ�6�Ü denotes angular acceleration in (rad/s2), �I �Ü 
represents the mass of the link (kg), �C indicates the acceleration due to gravity 
(m/s2), and �T�7�Ü, �U�7�Ü, �=�J�@ �V�7�Ü represent acceleration in x, y and z direction for �E�ç�Û link in 
(m/s2). 

  

(a)      (b) 

Figure 3 

Schematic diagram showing (a) relation between ZMP and DBM, (b) top view of foot support showing 

ZMP region enclosed under DBM region 
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If the ZMP is falling nearer to the center of the foot, then the robot is more 
dynamically balanced. Suppose the ZMP does not fall inside the foot support 
polygon then move all the links and joints of the biped robot systematically towards 
the center of the foot. Therefore, the ZMP pushes inside the foot support polygon. 
Figure 3 shows the regions of ZMP and DBM in x and y directions along with ZMP. 
The DBM of the biped robot is calculated by following relations. 

�T�½�»�Æ=
�Å�Ø�á�Ú�ç�Û �â�Ù �ç�Û�Ø �Ù�â�â�ç �æ�è�ã�ã�â�å�ç

�6

F |�T�Ó�Æ�É| (10) 

�U�½�»�Æ=
�Ð�Ü�×�ç�Û �â�Ù �ç�Û�Ø �Ù�â�â�ç �æ�è�ã�ã�â�å�ç

�6

F|�U�Ó�Æ�É|                                              (11) 

2.4 Dynamic Analysis of the Biped Robot 

The dynamics of the 16-DOF biped robot is useful to estimate the torque required 
at each joint. In the current research work, the authors have considered the Lagrange 
Euler (L-E) formulation for calculating the dynamics. The torque required (�ì�Ü) at 
each joint is calculated by the following equations. 

�ì�Ü= �Ã �/ �Ü�Ý( �à)�à�7�Ý
�á
�Ý�@�5 + �Ã �Ã �D�Ü�Ý�Þ�à�6�Ý�à�6�Þ+ �)�Ü

�á
�Þ�@�5

�á
�Ý�@�5                              (12) 

Where �E, �F= 1, 2, 3 … … … …16; �à,�à�6�Ý �=�J�@ �à�7�Ý are represented as angular 
displacement, angular velocity and angular acceleration at various joints. Further, 
the expanded terms of inertia forces (�/ �Ü�Ý), centrifugal/Coriolis forces (�D�Ü�Ý�Þ) and 
gravity forces (�)�Ü) are provided below. 

Inertia term, �/ �Ü�Ý= �Ã �6�N�=�?�A
c�@�ã�Ý�+�ã�@�ã�Ü
�Í 
g�á

�ã�@�k�_�v (�Ü,�Ý)                (13) 

Centrifugal/ Coriolis acceleration term, 

�D�Ü�Ý�Þ= �Ã �6�N�=�?�A
d
�!
k�×�Û�Õ
o

�!�� �Ö
�+�ã�@�ã�Ü

�Í 
h�á
�ã�@�k�_�v (�Ü,�Ý)    (14) 

Gravity term, �)�Ü= 
F�Ã �I �ã�C�@�ã�Ü�N�§�ã�4
�ã�á

�ã�@�Ü                              (15) 

Where �+�ã, �N�§�ã�4
�ã  and �C indicate the moment of inertia (kg-m/sec2), the center of mass 

location (m) and acceleration due to gravity (m/ sec2), respectively.  

The amount of average power required for a 16-DOF biped robot to generate the 
gait while crossing the ditch is determined by the estimated torque and angular 
velocity of each joint. The equation required for calculating the average power is as 
follows.    

Power Consumption, �, = �Ã �ì �+�ì�Ü(�P)�à�6�Ü(�P)�+ �@�P
�ç�Ñ

�ç�,
�5�:
�Ü�@�5                (16) 

Here, �P�4 and �P�Ù represent the initial and final times, respectively. To achieve the 
desired angular displacement, it is necessary to determine the precise amount of 
joint acceleration that needs to be delivered to the actuator. The equation for joint 
acceleration (�à�7) can be obtained by solving Eqn. 12, which is shown in Eqn. 17. 
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�à�7�Ý= �ì�Ü,�Ô�Ö�ç�è�Ô�ß+ �Ã �/ �Ü�Ý(�à)
�?�5
c
F�)�Ü
F �Ã �Ã �D�Ü�Ý�Þ�à�6�Ý�à�6�Þ

�á
�Þ�@�5

�á
�Ý�@�5 
g�á

�Ý�@�5  (17) 

Where �ì�Ü,�Ô�Ö�ç�è�Ô�ß= �ì�Ü�Ã �/ �Ü�Ý(�à)
�?�5�á

�Ý�@�5 , represents the actual amount of torque required 
at each individual joint or servo actuator to rotate it by �à�Ü,�Ù�Ü�á�Ô�ß
F �à�Ü,�Ü�á�Ü�ç�Ü�Ô�ß. 

3 Results and Discussions 
Once the mathematical model is developed the performance of the biped robot is 
measured in terms of dynamic balance margin while crossing the ditch in terms of 
computer simulations as well as the real biped robot that is, AZAD-16. The designed 
gait generation algorithm requires the initial position of the upper and lower links 
of the swing leg and hand. The necessary joint angles of the swing leg are �à�6 = 40°, 
and �à�7 = 
F30°; similarly, the initial joint angles of the; swing hand are �à�5�4= 40° 
and �à�5�7= 
F40° respectively. Initially, the DBM of the biped robot is tested in terms 
of swing foot trajectory. In this research, the authors assigned three varieties of 
swing foot trajectories which are derived from quintic, cubic and quadratic 
polynomial equations as shown in Figure 4 (a). The initial boundary condition of 
the swing foot was taken as, �T�5 = 0  over a step length of 0.1382 m. The horizontal 
distance, or step size and time restriction for the gait cycle are constant for all 
situations. The wrist trajectory of both hands which were obtained from the cubic 
polynomial equations in the sagittal plane as shown in Figure 4 (b). Furthermore, 
Figures 4 (c) and 4 (d) depict the hip trajectory of the biped robot in the top or 
horizontal plane and sagittal plane which were derived as cubic polynomial and 
straight-line trajectories respectively. It is to be noted that the execution of the 
generated ditch crossing gait results in a straight-line horizontal hip trajectory or 
constant hip height throughout the gait which helps to maintain the dynamic 
balancing of the biped robot while performing the gait. 
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Figure 4 

Graph showing (a) various foot trajectories in sagittal plane, (b) cubic polynomial trajectory of wrist 

end in sagittal plane, (c) cubic polynomial hip trajectory in top plane and (d) straight line hip trajectory 

in sagittal plane representing locus of hip height along ‘x’ direction 

The results related to the swing foot trajectory are compared with the quadratic 
(second order) and quintic (fifth order) polynomial swing foot trajectories in terms 
of ZMP and DBM. Figures 5 (a) and (b) illustrate the variation of the ZMP 
measurement for all swing foot trajectories in the X and Y directions where the 
center of the stance foot is indicated by the zero value of the vertical axis. Further, 
Figures 6 (a) and (b) show the variation of DBM in X and Y direction.  
The investigation reveals that the cubic polynomial swing foot trajectory performs 
more dynamically balanced gaits when compared with quadratic and quintic 
polynomials. Because the ZMP is falling closer to the center of the foot in the case 
of cubic polynomial swing foot trajectory when compared with the quadratic and 
quintic polynomial trajectory. In addition, Figures 7 (a) and (b) depict the average 
DBM of the biped robot while crossing the ditch after assigning the quadratic, cubic 
and quintic polynomial trajectories in both X and Y directions. It has been observed 
that the cubic polynomial swing foot trajectory is more dynamically balanced when 
compared to quadratic and quintic polynomial trajectories. 

  

Figure 5 

Variation of ZMP (a) X-direction and (b) Y- direction 
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Figure 6 

Variation of DBM (a) X-direction and (b) Y- direction 

  

Figure 7 
The bar chart shows the average DBM (a) in the x direction and (b) in the y direction as a consequence 

of various polynomial trajectories of the swing foot 

Figure 8 (a) shows the variation of joint angles obtained from various joints of the 
biped robot only for the case of cubic polynomial swing foot trajectory while 
crossing the ditch in both SSP and DSP. The variation in the joint angles �à�6, �à�7, �à�8, 
�à�;, �à�<, �à�=, �à�5�5, �à�5�7, and �à�5�: causes the pitch motion of servo actuators and variation 
in the joint angles �à�5, �à�9, �à�:, �à�5�4, �à�5�6, and �à�5�9 causes yaw motion in servo actuators 
for both SSP and DSP cases. It has been observed that the variation of joint angles 
in SSP is high. Whereas in DSP, the variation of joint angles is very less due to short 
time intervals of time. It has also been observed that the hip joints 2 and 6 are 
producing the pitch motion that is necessary to generate the ditch crossing gait and 
is showing a huge variation as depicted in Figure 8 (a), the joints 3–8, 4–9, 11–14, 
and 13–16 are obtaining the similar trend. Similarly, Figure 8 (b) shows the 
variation of angular velocity for all joints of the biped robot while crossing the ditch. 
It has been observed that the corresponding revolute joints 11 and 14 demonstrate a 
significantly higher variation in the angular velocity (rad/s) followed by joints 13 
and 16 in DSP.  DSP phases. The angular velocity changes from positive to negative 
which indicates the acceleration and deceleration within the gait range during the 
DSP phase. 
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Figure 8 

Variation of the joint parameters in SSP compared with its variation in DSP. (a) joint angles and (b) 

joint angular velocity 
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Schematic diagram showing the variation of torque required at various joints of the biped robot.  

The cyclic variations in the magnitude of the actuator torque produced at each joint 
of the biped robot at various gait phases are shown in Figure 9. From Figure 9, it 
can be seen that the torque required at the hip joint is more than other joints.  
The magnitude of required joint torque is highest for yaw (joints 1 and 6) and pitch 
(joints 2 and 7) motions for both swing and stance legs. Because while exchanging 
the leg support, the hip joint of the leg carries the weight of the lower links and 
joints of the swing leg. It has been found that the hip joint of the stance leg consumes 
more torque when compared to the hip joint of the swing leg. Because the hip joint 
of the stance leg supports the whole body without falling on the ground. Further, 
figure 10 shows the average power consumption at various joints of the biped robot 
while crossing the ditch. It is important to note that, the power consumption is the 
product of individual joint torque and angular velocity. Despite, the highest torque 
obtained at joints 1 and 6, it has been observed that the power consumption is 
comparatively smaller than joint 7 due to lower angular velocity and the least 
variation of the joint angles throughout the gait cycle. Whereas joint 7 experiences 
the higher variation of joint angles and consequently consumes the highest power 
individually. 

Figure 11 shows the simulation results of the 16-DOF biped robot in both sagittal 
and frontal plane. The investigation shows that the swing foot of the biped robot 
while crossing the ditch is following the cubic polynomial trajectory. It has also 
been observed that all the links and joint angles make proper gait without any fail 
and generate dynamically balanced gaits while crossing the ditch in both sagittal 
and frontal planes. 
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Schematic diagram showing the variation of average power consumption at different joints 

  

Figure 11 

Stick diagram showing simulation of 16-DOF biped robot while crossing the ditch (a) sagittal plane 

and (b) frontal plane 
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Finally, the obtained gait angles from the simulations are fed into the real biped 
robot (that is, AZAD-16) developed in the Robotics Lab at MANIT Bhopal is shown 
in Figure 12. From Figure 12 it can be seen that the AZAD-16 biped robot generates 
a dynamically balanced gait while crossing the ditch in real time. 

 

AZAD-16 performing the ditch crossing gait in the sagittal plane and frontal plane 

Conclusion 

In the present investigation, the authors successfully attempted to generate a gait for 
crossing ditch in both sagittal and frontal planes. Initially, the polynomials such as 
quadratic (second order), cubic (third order) and quintic (fifth order) are assigned 
for the swing foot while crossing the ditch. The result shows the cubic polynomial 
of the swing foot trajectory performing a more dynamically balanced gait when 
compared to quadratic and quintic polynomial trajectories. The concept of inverse 
kinematics has been adopted for obtaining the various joint angles. The dynamics 
of the 16-DOF biped robot is calculated by using the Lagrange-Euler formulation 
which helped in determining the torque at each joint of the biped robot. The hip 
joints of the swing and stance foot required more torque while crossing the ditch 
when compared to other joints of both the swing and stance leg. Moreover, research 
also reveals that the torque required at the hip joint of the swing leg is high as 
compared with the stance leg. Further, the knee joint of the biped robot consumes 
less torque than the hip joint but generates the highest torque among the rest of the 
other joints. A simulation study has been conducted in MATLAB. Finally, the 
obtained joint angles are fed into the real biped robot that is, AZAD-16 and verified 
the simulation study with the real biped robot walking in terms of dynamic balance 
margin (DBM). 
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