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Is the Ethiopian Federalism in Trouble?
Takele Bayu BEKELE!

Ethiopia is a country of a cultural and linguistic mosaic. Paradoxically, the political
and bureaucratic system of the country has failed to accommodate the ethno-
linguistic and religious diversity of the society. The Ethiopian monarchical system
and the military dictatorial government have had pursued a policy of national unity
and territorial integrity of the state often at the expense of ethno-linguistic and
religious diversity. In effect, the different ethnic and religious groups had suffered
from domination and injustice. This has led to the birth of ethno-nationalist
movements taking arms against the strong central government demanding self-
administration. In 1991 the ethno-nationalist forces led by the Tigray People’s
Liberation Front (TPLF) have won the battle against the military government
which led to the establishment of the Federal Democratic Republic of Ethiopia.
However, since its inception, there has been a widespread disagreement among
Ethiopian political groups, scholars and even the public at large about the origin,
structure and function of the federal system and its constitution. This particular
paper aims at critically analysing the risks associated with the Ethiopian federal
system in light of Ronald Watts’s six principles of federalism: disposition to
democratic procedures; non-centralization as a principle; checks and balances
to limit the concentration of political power; open political bargaining for making
collective decisions; genuine group power-sharing within central institutions,
often consociational and respect for constitutionalism and the rule of law while
using literature and document analysis as data collection procedure and research
methodology. In effect, secondary data sources have been reviewed including
various types of relevant books, journal articles, government and non-governmental
reports, government implementation plans and progress reports and lastly they
have been carefully scrutinized and analysed to secure their reliability, suitability
and adequacy. Finally, even though the aforementioned principles are embedded in
the Constitution, the paper has found out that the government has practically failed
to implement them. Consequently, the federal system in Ethiopia is mainly regulated
by the policies of the ruling party rather than by the merits of the Constitution.
In effect, the country is facing a multifaceted crisis and the federal system and
its constitution are under imminent threats. In the end, the paper recommends
that under the present scenario, the situation necessitates the government to
carry out a deep structural and system reform focusing on the political and
economic imbalances that are observable in the coalition ruling party and among
the different ethnic groups in the country. Furthermore, since there is a widespread
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disagreement about the origin and development of the federal system and its
constitution among different groups in and outside the country, holding a national
reconciliation and political referendum on the federal system and its constitution
is fundamental to fix ethnic driven conflicts and political instability in the country.

Keywords: consociation, democracy, political bargaining, constitutionalism,
non-centralization

Introduction

Ethiopia is a diverse nation with more than 80 ethnic groups. No single ethnic community
in Ethiopia constitutes more than 50% of the country’s population. However, the Oromo,
Amhara, Somali and Tigre are the major ethnic groups with significant proportions,
according to the 2007 census 34.5%, 26.9%, 6.2% and 6.1% respectively. [1] There are
also diverse religions coexisting in the country including Orthodox Christianity, Islam,
Protestant and Catholic denominations and other indigenous religions. That is why, in 1928,
the famous Italian scholar, Carlo Conti Rossini, described the Ethiopian Empire in his
book Historia di Ethiopia as “un museo di popoli” or a “museum of peoples”, signifying
the linguistic and religious diversity of the country. [2]

Paradoxically, the then political and administrational system of the country had been
arranged against the existence of such diversity. Modern Ethiopia which had emerged in
the second half of the 19" century with the coming into power of Emperor Tewodros II
(1855-1868) and finalized by Emperor Menelik II (1889-1913) and further strengthened by
Emperor Haile Selassie’s (1930—1974) had failed to accommodate its ethnic, linguistic and
cultural diversity in its socio-economic and political system of administration. [3] Menelik II,
embarked on an aggressive, at times brutal, westward and southward expansion, subjugating
and incorporating Oromo, Sidama, Gurage, Wolayta and other groups. [4] In the name
of the Emperor, Neftegna (Ambharic for riflemen) settled the lands (in Amharic gebbar)
and levied tribute from farmers in the newly conquered territories. They tried to impose
Ambharic and the Christian Orthodoxy they considered superior to local non-Christian and
pagan traditions. [4] Indeed, spearheaded by Menelik II, the Ethiopian state accomplished
the momentous achievement of doubling its size by expanding into what is now the southern
part of Ethiopia. During the imperial era, the belief of “one language, one religion,
history, custom, administration (centrist), flag” have led to the loss of the cultural identity
of the nation, nationalities and people of Ethiopia. Similarly, during the military socialist
government (Derg regime), there was not any substantial change on the policy. Continuing
with the imperial era policy of “denying ethnic (cultural) identity”, it butchered those who
raised ethnic and identity related demands. [3]

The administration system prior to 1991 had not given due recognition to the existential
problem of the country, the multi ethnic and linguistic nature of the nation. [5] The consequence
of ignoring or suppressing ethnicity in the country led to the birth of militant ethnic nationalism,
such as the Tigray People’s Liberation Front (TPLF), the Eritrean People’s Liberation Front
(EPLF), the Ogaden National Liberation Front (ONLF) and the Oromo Liberation Front
(OLF) just to mention the dominant ones, with the doctrine of the right to self-determination
to promote their respective ethno-regional demands. [6] [7] At the centre of their struggle
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there is a claim for the recognition of their language and culture and an attempt to redefine
the identity of the state. [8] This aggravated the conflict between the central government
(military regime) and ethno-nationalist movements and led the country to an all-out civil war.
The war continued for almost two decades and led to the victory of the national liberation
movements led by the TPLF dominated Ethiopian People’s Revolutionary Democratic Front
(EPRDF) over the military regime in 1991.

Hence, the crucial task of the new government was to design an institution that better
recognizes and accommodates the country’s ethno-linguistic and cultural diversity. This led
to the establishment of a transitional government and the development of a new constitution
in 1994-1995. The constitution redefined the country along ethnic lines with the creation
of nine ethnic-based regional states and two federally administered city-states and
named the country Federal Democratic Republic of Ethiopia. [9] In this regard, the intent
of the 1995 Constitution was to create a more prosperous, just and representative state
for its entire population. Relative to the past administration, the system was able to score
success in the political, economic and socio-cultural area. The economic growth achieved by
the government is particularly remarkable even by international standards. Ethiopia showed
a track record of sustained rapid growth and poverty reduction and labelled among the top ten
fastest growing economies in the world as revealed in international reports. [10] [11]

Yet, despite continued economic growth and promised democratization, many observers
claimed that there was a growing discontent with the EPRDF’s ethnically defined state and
rigid grip on power and fears of continued interethnic conflict. At the government level,
the document released after the National Security Council meeting, held on 10 October
2017 reveals that Ethiopia is currently confronting an alarming level of multi-front crisis
which has led the government to admit that the federal system and its constitution is under
imminent threats. [12] Freedom in the World 2017 reported that Ethiopia was wracked by
protests throughout much of 2016 and 2017, a result of widespread and growing discontent
with ethnic and political marginalization and repressive rule by the EPRDF. Had the ethnic
driven conflict and the political instability continued, it would have put at risk the entire
nation. The country started to feel the effects of instability in the form of revenue reduction
from the tourism sector, reduction in the flow of foreign direct investment, lawlessness, lack
of peace and security and the depletion of the foreign currency reserve. [12] In general,
the political, economic and socio-cultural situation of the state and its people is currently at
grave risk and above all, the future looks worst unless properly managed.

Therefore, addressing the roots of this crisis requires an objective assessment of
the systemic risk that involves the political economic imbalance and injustice through an
investigative approach to the system. This enables the system to design and implement
a sound mitigation policy response to properly manage the risks and crisis associated with
the wrong implementation of the federal system and its constitution. In this regard, the mere
adoption of federal or similar arrangements does not signify an effective accommodation of
ethnic diversity and the creation of an inclusive society. The success of subnational autonomy
arrangements in addressing ethnic divisions is not guaranteed. Success depends, among
other things, on the genuine nature of the federal design and its proper implementation in
the Ethiopian context.

AARMS (18) 1 (2019) 7



T. B. BEKELE: Is the Ethiopian Federalism in Trouble?

The Fault Line of the Ethiopian Federalism

After ousting Mengistu Haile Mariam’s dictatorship in 1991, the EPRDF led by Prime
Minister Meles Zenawi, embarked on a project to radically transform the country’s political
system. The regime not only restructured the state into the current Federal Democratic
Republic of Ethiopia, but also vigorously redefined citizenship, politics and identity on ethnic
grounds. [13] But here the question is why has the country adopted ethnic federalism? What
if the government adopts a devolutionary structure rather than ethnic federalism? Why
other sound mechanisms and institutional arrangements had not been chosen to better
accommodate ethnic diversity? The lesson from the African experience, including the then
political administration in Ethiopia, is that when a state fails to readily acknowledge and
accommodate its ethnic diversity, federalism or other such arrangements lead to increased
tensions among ethnic groups. In this regard, Osaghae argues that federalism is necessary
for Africa to manage the problems emanating from diversity such as inequitable social and
political relations, and unequal development of groups. [14] Erato Kozakou-Marcoullper
argues that federalism, by allowing power to be at once divided and coordinated, enables
respect for different identities, accommodation, multicultural co-existence, tolerance and
cooperation to take place and acts in a positive way for keeping a country together rather
than divided. [15] Federal arrangements can accommodate ethnic communities’ aspirations
by preserving their culture, language and religion, through an autonomous administration
of a territorial space. [15] Hence, the fundamental reason behind the adoption of federalism
in Ethiopia after 1991 lies in its potential for accommodating ethnic diversity and fostering
the values embedded in ethnic community. [16] [17] [7]

Keeping this in view, the 1994-1995 Constitution was designed to contain the existential
problem of the country, accommodating the ethno-linguistic diversity of the nation which was
for long ignored. Ethnic federalism as an institutional design not only devolves power but at
the heart recognizes, respects, defends and promotes the very nature of human existence with
its unique identity/character which is, I strongly believe, a necessary condition for a state in
a multi-cultural environment to survive from designation. Indeed, in Ethiopia, the remake
over the past two decades has been accompanied by tremendous hopes for a more prosperous
and peaceful future, after decades of poverty, hunger and oppression. It is true that the federal
system and its constitution have established peace and security which for long has been lost
in the country. Nations, nationalities and people are able to administer themselves and able to
promote their own unique socio-cultural values which they never imagined it could happen
in the previous administration.

However, despite rapid economic growth and poverty reduction as well as celebration
of diversity, many observers claimed that post 1991 was characterized by major and minor
ethnic conflicts in many parts of the country including the capital, Addis Ababa which was
dominantly due to political, economic and border problems.

The World Bank report on violent conflicts in Sub-Saharan Africa 1991-2008, which was
prepared by Benjamin Petrini revealed that numerous non-state conflicts between various
ethnic groups in different times claimed the life of many civilians, this includes Afar and Issa
in 2002 which led to the deaths of 75 people, Anuak and Dinka in 2002 where 35 deaths were
reported, Dizi and Surma in 2002 in which 35 were dead, Ogaden and Sheikhal in 2002 which
claimed 435 lives, Afar and Kereyou in the year 2002-2003 claiming 69 lives, and the Anuak
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and Nuer (Ethiopia) in 2002-2003 left 89 people dead. [18] Amnesty International further
reported instances of ethnic violence including ethnic clashes in Gambella in 2003 which led
to the death of 65 people, 61 Anuak people and four members of highland ethnic groups and
75 wounded, in addition to this, nearly 500 houses were burned down and plundered. [19]
In June 2006 conflicts between Guji and Borena communities in the wake of changes to
administrative boundaries in Oromiya and Somali regional states claimed at least 100 lives
and displaced at least 35,000 people. [19] Numerous reports also indicated the presence
of waves of conflict between the government and protesters in which the government and
its agents committed arbitrary and unlawful killings. Trudeau, citing International NGO,
Amnesty International claimed that more than 800 persons were killed starting from November
2015. [20] In August 2016, BBC News reported that “Nearly 100 killed” in Oromia and
Ambhara regional states. [21] Hence, in spite of the rationality of the federal administration in
managing the complex ethno-linguistic diversity of the country and reducing conflicts, ethnic
competition and conflicts are still critical challenges in the country. [22]

Therefore, for the last two decades, EPRDF has failed to end both the ethnic identity driven
conflict and the armed struggle of ethnic based nationalist movements. [23] [5] Hagmann
and Abbink argue that political polarization and ethnic competition have been prevalent for
the last two decades, in the period of ethnic federalism. [24] Adegehe further adds that ethnic
federalism failed to solve ethnic conflicts, still common in regional border areas, resettlement
sites and universities, composed of different ethnic groups. [25] Above all, ethnic federalism
failed to resolve the “national question”. [13] The EPRDF’s ethnic policy empowered some
groups but it did not lead to dialogue and reconciliation. For Amhara national elites, ethnic
federalism impedes a strong, unitary nation state, furthermore for ethno-national rebel groups
like the Ogaden National Liberation Front (ONLF; Somalis in the Ogaden) and Oromo
Liberation Front (OLF), ethnic federalism remains artificial. [13]

The fundamental concern and issue here is how to address those conflicts which
are arising in the society for different reasons in a sustainable manner. Indeed, conflict
among groups and in effect political instability is common in every society, particularly
in countries like Ethiopia where people are different considering their ethnic, cultural and
religious background. This requires genuine institutional arrangement, political leadership
and commitment and above all community participation. Hence, the fundamental question
here is why the EPRDF government’s dream of managing ethnic identity driven conflicts
and political instability and the creation of an inclusive society is fading and challenged by
unprecedented factors? How federalism along ethno-nationalist lines in countries like Spain,
Switzerland and Belgium are relatively successful? Thus, it is of paramount importance to
critically analyse the fault line of the Ethiopian ethnic federal arrangement and the failure of
the system to deliver much of what is expected of it.

Therefore, this particular paper critically analyses the issue of federalism, particularly
pertaining to the question—is the Ethiopian ethnic federalism in trouble?—while scrutinizing
the whole process of state—government structuring, adoption and implementation of
the democratic federalism project and its constitutional values, norms and principles in light
of the framework developed by Ronald Watts. Watts presented a list of the significant political
processes and practices on which the effectiveness of different federations depended: [26]

+ disposition to democratic procedures;

* non-centralization as a principle;
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 checks and balances to limit the concentration of political power;

 open political bargaining for making collective decisions;

» genuine group power-sharing within central institutions, often consociational;
* respect for constitutionalism and the rule of law.

Disposition to Democratic Procedures

In fact, the manner in which the current Ethiopian constitution was crafted and
consequently the federal structure was established raises many more prominent
governance questions; among others the question of disposition to democratic procedures
is fundamental. [27] [13] [6] Though the government defends that the process has been
democratic and open to the public and political parties of the time, many have criticized
the procedure and development of the federal structure and its constitution. Many observers
have claimed that since the TPLF has held the upper hand over other ethnic based nationalist
parties, it has rigged and dominated the development process of the federal system and its
constitution. For instance, the National Conference on Peace and Reconciliation, which
was organized in July 1991—as the foundation for a transitional period after the regime
change, excluded many of the political groups from participation. [28] The conference
largely included selected individuals and over 20 political organizations handpicked
by TPLF/EPRDF. [27] [29] Further, multinational organizations or other ethnic-based
organizations that might pose a threat to the new status quo were systematically excluded
from the process. In civic and political terms, the remnants of the student movement,
the Ethiopian Revolutionary Democratic Party (EPRP) and the All Ethiopian Socialist
Movement (Meison) were not invited to attend the conference. [2]

The International Crisis Group also stated that the military superiority of the TPLF and
the control that they imposed during the transitional period made the opposition unable,
both physically and politically, to reject the so-called federal bargain. [13] Consequently,
the EPRDF quickly institutionalized the TPLF’s policy of people’s rights to self-determination
and self-rule. [13] Hence, the introduction of self-determination for the nationalities was
done without a genuine consultation of the wider sections of the Ethiopian people, and there
was little of a “federal bargain”, which according to the federal theory is an essential part
of a sustainable federal system. [13] Further, the group argued that although the transitional
conference that was held just after the EPRDF came to power in 1991 included a wide spectrum
of political parties, their views were hardly taken into consideration and the EPRDF’s agenda
for the transitional period was adopted largely unmodified. [13] In effect, from the outset,
the TPLF through the EPRDF coalition was not able to demonstrate a genuine will to share
power with other political forces in a democratic manner. [13] It is possible to infer from this
that the TPLF was the creator of the coalition (EPRDF) and the architect of the ethnic federal
model and its constitution.

Even though the constitution was applauded for its commitment to liberal democracy
and respect for political freedoms and human rights, practically, the government failed to
establish democratic values, norms and principles. According to the International Crisis
Group “the government has encroached on social expression and curbed journalists, non-gov-
ernmental organizations and religious freedoms. The closure of political space has removed
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any legitimate means for people and political parties to channel their grievances.” [13]
This produced tensions between the government and the opposition, and led to communal
and inter-ethnic animosities and armed conflict between ethno-national rebels and
the government. [13] Hence, “the shrinking nature of the political land scape due to the lack
of disposition to democratic procedures is responsible for the revival of armed secessionists”,
movements such as the Ogaden National Liberation Front and the Oromo Liberation Front.
Moreover, with the failure of ethnic federalism in developing a peaceful inclusive political
atmosphere, many other new opposition political parties took arms against the government
such as the Ginbot 7 Movement for Justice, Freedom and Democracy (G7), the Amhara
Democratic Forces Movement (ADFM). [13] [25] In effect, the EPRDF firmly monopolizes
political representation, decision-making and public space. [13]

However, in a multi ethnic state like Ethiopia, democracy is not only an instrument of
government but most importantly ought to be the way of life of its citizenry, due to the values,
norms and principles like tolerance towards diversity, the rule of law, accountability,
transparency, etc. which are embedded in the system. Building a resilient state essentially
depends on the degree of its exposure to democratic values, norms and principles as well
as their actual implementation. Therefore, I firmly believe that the process that leads to
the launching of a federal experiment is crucial in the success of a federation. In this regard,
from the inception period till now the way how the federal system and its constitution have
been crafted and implemented need a deep analysis from the perspectives of its disposition
to democratic procedures so as to build a holistic system in which no one assumes alienation.
This requires the good will of all parties, legally registered political parties, armed nationalist
movement groups, and political parties established abroad, particularly the government in
power, and other stakeholders to create an open and democratic dialogue for the good of
the nation and its people. To the extreme, the EPRDF Government ought to show its political
will to carry out a referendum on the ethnic federal system and its constitution if that is needed
to end ethnic identity driven conflict and political instability so as to realize the creation of
an inclusive society.

Administrative and Political Non-Centralization

In principle federalism is the method of decentralizing powers so that the federal and
regional governments are each, within a sphere, co-ordinate and independent. Ethiopia’s
decentralization policy, elaborated in the 1991 transitional charter and the 1995
Constitution, was created by the current ruling party (EPRDF) to devolve fiscal, political
and administrative power to the ethnically organized regional governments. Unlike
previous heavily centralized Ethiopian regimes, the EPRDF introduced an ethnically
based decentralized federal arrangement, and officially allowed different political parties
to compete and participate at both central and regional government levels. Accordingly,
the FDRE Constitution, Article 51 and 52 allocated different power and responsibilities
to the federal and regional governments separately, as well as concurrently to avoid
political and administrative excessive centralization. [9] Nonetheless, the EPRDF controls
all the regional state governments in the Ethiopian federation, either directly through its
member parties or indirectly through affiliate parties. The relationship between the central
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and regional parties is like a relationship between patron and clients. [30] All important
political decisions must be taken at the centre or be in line with central policies. Both
supporters and opponents of ethnic federalism recognize that centralized party rule and
federal interventions in the regions undermine local self-government. [13] Keller also claims
that policies and implementation strategies are highly centralized where regional states
replicate policies from the centre. [31] Assefa argues that regional governments are neither
autonomous nor accountable to their constituencies and further the centre does not allow
them to articulate and address regional interests; rather, they are required to implement
central directives. [32] In this regard, the adoption of a top-down decision making process
is against the very principle of federalism, shared rule and self-rule.

However, some attribute the lack of genuine decentralization in the country to
the government’s concern that allowing the regions to become too autonomous would
encourage some regions to secede, taking advantage of the constitutional provisions
like the Somali and Oromia regions. In effect, advocates of state-centred or regulated or
democratically centralized federalism argue that the state-centralized form of federalism
alleviates tensions of division because the structures are somewhat democratically
interlocked. [33] The government also argues that the source of pursuing centralization is
the incapacity of regional governments to make and implement decisions and policies by
their own.

Whatever the reasons, failure to devolve political and administrative power undermined
the federal arrangement and weakened the decision making capacity of regional governments.
To the extreme, the fake implementation of the federal system and its constitution
re-enforced ethnic based secessionist movements on the ground that the system promotes
disproportionate concentration of power in the hands of the TPLF and fake decentralization.
Finally, it is the responsibility of the federal government to capacitate and empower regional
governments for better outcomes and thereby to overcome the risks associated with excessive
centralization of power.

Checks and Balances to Limit the Concentration of Political Power

The 1994-1995 Constitution, Articles 51, 52, 55, 72 and 79 vividly established the kind of
power relationship between and amongst the level and branches of government to ensure
strong checks and balances in the system. [9] Further, the Ethiopian Federal Government
is parliamentary in that it allows the legislature to exercise oversight and control over
the executive. [9] However, in practice the power of the executive branch in the federal
government surpasses the power of the legislature and similarly in the regional states
the executive power exceeds the power of the state in the House of Peoples’ Representatives.
Hence, the checks and balances system among different state bodies, as well as the level
of government is weak and much power is vested in the hands of executive bodies and in
the federal government. [22]

In this regard, Semahagn Gashu attributes the lack of strong checks and balances in
the system to the notion of democratic centralism—it is one of the major principles currently
used to regulate the government structure and intergovernmental relations—which is
responsible for undermining the separation of powers principle, the significance of official
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channels of government and the accountability of the system. [6] Though there are legislative,
executive and judicial bodies within the Ethiopian constitutional system, the separation of
powers principle was undermined due to the party’s principle of democratic centralism. [6]
In effect, the Prime Minister has more power than what is common in parliamentary systems,
the central executive’s powers are largely unrestrained by the control of other institutions of
the federation, such as the House of Peoples’ Representatives and the House of Federation.
This creates a good opportunity for the party in power to implement its policies and create
legislation without the consultation of the regional governments, other political parties or
the electorate at large. [27]

The International Crisis Group, while commenting on the political and economic
institutional set up of the country, argued that in Ethiopia the role of ethnic federalism as
a way to check and balance power is insignificant. Despite the federal government’s multi-
ethnic composition, TPLF officers occupy the highest levels of all ministries, the party’s
dominance is particularly evident in the armed forces and the National Intelligence and
Security Office. [13] The organization further accuses the government that Ethiopia’s political
system and society have grown increasingly unstable largely because the TPLF has become
increasingly repressive, while failing to implement the policy of ethnic federalism it devised
over twenty years ago to accommodate the land’s varied ethnic identities. [13] The result is
obvious in that there is a greater political centralization, with concomitant ethnicization of
grievances.

Therefore, it is imperative to enhance and empower democratic institutions in the country
and promote the internal culture of democracy within the ruling party (EPRDF). Particularly,
capacitating the judiciary and legislative branch of the government is fundamental to
help them discharge what is good for the public as per the constitution of the country.
This paves the way to hold the executive branch of government accountable and live up
to its constitutional mandate. It is also of paramount importance to empower the capacity
of regional governments to avoid the concentration of political and administrative power
in the hands of the federal government and thereby to enhance the culture of checks and
balances, as well as to promote the notion of “self and shared rule” between the two levels
of government. In this regard, well-functioning and autonomous democratic institutions are
required to facilitate checks and balances and accountability across different bodies including
the executive bodies and also provide inclusive and contextual decisions that would serve
as a venue for diversity management and reduce contradiction and conflict. [22] Above all,
unless the government implements ethnic federalism as a way to check and balance political,
economic and administrative power, ethnic grievances and political instability is in its next
door. This urges the nation to ensure political and economic representation and justice for
all, so as to ease the increasing ethnic tension and political crisis in contemporary Ethiopia.

Open Political Bargaining for Making Collective Decisions
The most serious shortcoming of the 1991 conference was its disregard of multinational
organizations in general and pan-Ethiopian nationalism in particular. However, a crucial

aspect of decentralist and balanced federalist ideologies is that the federal bargain should be
based on a covenant, where the various political forces in the country voluntarily agree to

AARMS (18) 1 (2019) 13



T. B. BEKELE: Is the Ethiopian Federalism in Trouble?

make arrangements for power-sharing and the devolution of power. In light of this principle
of federalism, there are two major political forces that need be considered in the Ethiopian
context, namely the pan-Ethiopian nationalism versus ethnic nationalism. [6] Disregarding
this fundamental reality, the transitional charter was devoted solely to the “right of
nationalities” and overlooked the pan-Ethiopian nationalism that had been in the process
of crystallization in previous decades. [6] Due to such polarization, it has been challenging
and will remain as a challenge to find a political solution to the divergent interests of
the various groups and make the process inclusive for all the political groupings. However,
open political bargaining paves the way to the need for intense negotiation on the issues
and the willingness to make concessions among the stakeholders, so as to reconcile these
two extreme political-economic perspectives in order to create a legitimate political system
and constitution within such deeply divided societies. In effect, the institutionalization of
the politics of accommodation and democratic bargaining would reduce ethnic antagonism
and promote trust, dialogue, tolerance and recognition of differences, moderation and
cooperation as critical engines of coexistence. [34]

Genuine Group Power-Sharing within Central Institutions,
Often Consociational

It was argued that consociational democracy as understood in the way of promoting
the political culture of accommodation can be an alternative mechanism to prevent potential
sources of conflict such as unequal and arbitrary distribution of political and socio-economic
opportunities. [35] Moreover, consociational power sharing is highly appropriate especially
in those multi-ethnic regional states where the political decentralization does not coincide
with ethnic boundaries. Such political culture of accommodation would improve trust and
confidence across members of different ethnic groups and eventually discourage the fear of
domination. [34]

In Ethiopia, however, despite the federal government’s multi-ethnic composition, TPLF
leaders have since the fall of Mengistu in 1991 had the most powerful positions in the country
among others the security apparatus, top military positions, the aviation industry and major
pillars of the economy. [36] Evidence from Freedom House found that the government
tended to favour Tigrayan ethnic interests in economic and political matters and in effect
the country’s political and administration decision making is actually geared towards
TPLF. [37] This presented a structural and system risk to the EPRDF Government and
the peace, security and economic progress of the nation in general. Hence, the government
should work hard in practice implementing a genuine power-sharing system in federal
major institutions as depicted in the constitution. Thus, genuinely promoted and practiced
consensus-based structures of political and economic governance could address the factors
for diversity-based conflicts. [22]
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Respect for Constitutionalism and the Rule of Law

The legitimacy of the origin of federal constitutions is particularly crucial. Indeed, since
the formation of a federation is an agreement or contract that is freely and mutually entered
into; the origin of federations should always be consensual. A federal system of government
is a mutual consent among the various constituent parts or, as Trudeau notes, “federalism is
by its very essence a compromise and a pact”. [20]

In this regard, the fundamental step in the drafting process of a democratic constitution
is that the drafting body must be comprised of all the political groupings that have a stake in
the process. In the Ethiopian context, there are at least two competing interests without which
any constitution-making process would not be successful. One is the sentiment towards
the territorial integrity and unity of the country while many linguistic and cultural groups
are concerned with cultural survival and equality. [6] Genuine and a real constitution-making
process would not be successful unless these two political groupings are fairly represented in
the constitution-making body. [6]

The constitution-making process and its subsequent institutionalization of the federal
system in Ethiopia, however, was only designed by taking into account the interest and
will of ethno-nationalist groups while ignoring the will and interest of others groups like
pan-Ethiopianists. Hence, it is possible to conclude that the constitution-making process
was largely dominated by TPLF/EPRDF and other ethno-regional political forces. [6]
Consequently, in contemporary Ethiopia, it is common to observe that different political
parties (both established in and outside the country), scholars and the public to some extent
are indifferent towards the constitution as a governing document. This is particularly evident
in the 2005 election top leaders from the Coalition for Unity and Democracy (CUD),
a national political opposition party, publicly calling the document a constitution of beasts
not of the free people. Indeed, the government itself is not faithful to its own constitution
since it is common to observe government officials violating the terms and provisions of
the constitution. The assessment made in 2017 by the government and the National Security
Council revealed the continuous violation of laws by government officials and armed groups
across the country and in effect violent conflict and lawlessness presenting an imminent
threat to the rule of law and constitutionalism in the country. [12] These all are indicative of
the lack of national consensus on the way the national constitution is made and implemented.

This calls for launching an inclusive constitution-making process which must be sought
as the first step necessary to design an enduring constitution in a divided society like
Ethiopia. This is because a constitution will be considered legitimate only if the vast majority
of the polity’s members identify themselves with it and view the document as their own. [38]
Furthermore, the involvement of political groups in the constitution-making process not only
determines the legitimacy of the process and the contents of the constitution, but it may
also be a key factor in determining whether the country will undergo democratic transition
and attain long-lasting stability. In addition to this, the involvement of various political
groupings in the constitution-making process and its inclusiveness must be manifest through
the participation of public and civic society groups. This entails the existence of a deep
polarization that urgently needs to be resolved through intense negotiation on the document
and the willingness to make concessions among the stakeholders and finally hold political
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public referendum. In this regard, consensual legitimacy is necessary for a constitution to
have real meaning and for the federal project to have a lasting legacy. [39]

Conclusion and Recommendation

After 1991, Ethiopia has entertained relative peace, security and economic progress under
the centralized leadership of the TPLF dominated EPRDF. Despite this, there is still no
widespread national consensus amongst the opposition political parties both in and
outside the country, elites and at large in the Ethiopian society with regard to the notion
and practical implementation of ethnic federalism and its constitution. The document
presented at the EPRDF’s National Security Council meeting reveals that people have
lost confidence in the federal system and its constitution and in effect, the country is
facing alarming multi-front crisis and imminent threats. The government accepted that
the political leadership would take the prime responsibility for the mismanagement of
the public resources and failure to act based on the rule of law. But such declaration should
further need to be tested practically. Likewise, many scholars and political observers, both
local and abroad, as well as ordinary citizens claim that the Ethiopian federalism is in
trouble unless fundamental re-structuring is sought for. Indeed, nation building is not an
easy task and cannot be achieved overnight. It requires building a sustainable system and
structure which necessitates the democratic collective actions of all members of the state.
Since its establishment, the legitimacy of the federal system and its constitution has been
a governance issue of wide public interest. This paper revealed that the Ethiopian federal state
structure and governance system suffered from systemic risks and in effect, was practically
challenged when testing the administration in light of Roland Watts’s six principles that
ought to be the characteristics of any federal system: disposition to democratic procedures,
non-centralization as a principle, checks and balances to limit the concentration of political
power, open political bargaining for making collective decisions and genuine group power-
sharing within central institutions, often consociational and respect for constitutionalism
and the rule of law. Though some of these principles are embedded in the constitution,
the EPRDF Government has practically failed to deliver them properly. The current waves
of conflict and political instability is targeted against the system for its failure to deliver
political and socio-economic justice for the common good. The grave situation the country
is currently facing requires tangible action that goes beyond the traditional and old ways of
addressing ethnic conflict and political instability i.e. through military and security policy.
Instead an innovative approach is needed to deal with the problem. Since the problem is
political and the risk associated with it is systemic and strategic, it requires a political
solution with appropriate and holistic mitigation policy response to maintain peace and
security and economic progress across the country. Hence, identification and management
of risks associated with the system must be an integral part of a sound management and
governance framework.

However, if the government is not willing to develop and implement effective risk
management that addresses the root causes of political instability of the nation, while
taking into account the above mentioned five principles of federalism—further political
and administrative crises, as well as economic downturn will be inevitable. At the bottom
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line, this requires the existence of a flexible system with political good will and leadership
competence to make the federal operations successful. It is recommended, that all this
should start with an open democratic dialogue with all sections of the society in general
and opposition political parties both in and outside of the country need urgently to bring
about a national consensus on the federal system and its constitution. Even with the existing
scenario, the EPRDF Government has to be faithful to its own constitution so as to realize
the rule of law in the country and save the system from disintegration. The federal system in
Ethiopia is mainly regulated by the policies of the ruling party rather than by the merits of
the constitution. Therefore, the sustainability of the nation as a diverse state fundamentally
requires the full practical implementation of the federal system and its constitution while
critically re-structuring the imbalance that are observed in the political economy system of
the nation. Furthermore, it is recommended that, since there is a widespread disagreement
about the origin and development of the federal system and its constitution among different
groups in and outside the country, holding a national reconciliation and political referendum
on the federal system and its constitution is fundamental to fix ethnic driven conflicts and
political instability in the country.
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The Trump Administration
and U.S.—Russian Relations’

Gébor CSIZMAZIA?

President Trump’s controversial foreign policy performance, particularly in relation
to Russia, raises the question of his administration’s stance towards U.S.—Russian
relations. While the President has displayed initial intentions of reaching out to
Moscow, his administration’s overall view of the world sets U.S.—Russian relations
in a competition-based framework. This “global arena” perspective is reflected in
official national security policy documents and by major foreign policy decision-
makers as well. Thus the Trump Administration not only maintains its predecessor’s
initiatives countering Russia but enhances them by further emphasizing deterrence
and containment measures in Europe through an increased European Deterrence
Initiative (EDI) budget, addressing Russian violation of the Intermediate-Range
Nuclear Forces (INF) Treaty, and arming Ukraine with lethal defensive weapons.

Keywords: Trump, United States, Russia, great power, competition, Europe,
deterrence

Introduction

The Trump Administration’s foreign policy performance has been an issue of debate
among scholars of international relations and by the general public alike. The tone and
decisions of the 45" President of the United States—especially when compared to that
of his predecessor—are controversial, and his stance towards Russia is no different. On
the one hand, President Trump is under constant fire of accusations due to the alleged
collusion between his election campaign team and the Russian interference in the 2016 U.S.
presidential elections. In addition to his suggestions on trying to mend relations with Russia,
his remarks on the scope of Russian meddling did not help his situation in mainstream
media or Congress. For example, in early 2018 the Editorial Board of The Washington Post
described the President’s behavior in the matter inappropriate and called on the legislative
branch to fill the void of absent presidential leadership. [1] In other words, at home President
Trump is in a politically weak position to form his own Russia policy. On the other hand,
the Trump Administration has preserved several of its predecessor’s initiatives in addressing
Russia’s assertive foreign policy. In fact, it has gone further on this road, enhancing some of

1 The work was created in commission of the National University of Public Service under the priority project
PACSDOP-2.1.2-CCMOP-15-2016-00001 entitled “Public Service Development Establishing Good
Governance”.

2 Assistant Lecturer, National University of Public Service; e-mail: csizmazia.gabor@uni-nke.hu; ORCID
ID: 0000-0002-4907-2414
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these measures quantitatively and qualitatively alike. These include the continuing targeted
U.S. sanctions against Russian individuals, the authorization of sending lethal weapons to
Ukraine, and ordering air strikes against the Kremlin-endorsed Assad regime for allegedly
using chemical weapons against civilians in Syria. [2] It is without doubt that U.S.—Russian
relations have not improved at all thus far under the Trump presidency. The aim of this
article is to examine the driving factors behind the Trump Administration’s position on
U.S.—Russian relations. The analysis reviews external (inherited) factors and internal actors
(administration team), highlighting the policy outputs through concrete examples.

The Outside World as It Is

In order to understand the Trump Administration’s stance towards Russia, it is necessary
to set it into context and examine Washington’s view of the international environment and
particularly U.S.—Russian relations. The latter has re-occurred several times on the high
end of the post-Cold War American foreign policy agenda with each president at the time
having tried (and ultimately failed) to establish lasting good bilateral relations. As a result,
the bilateral relationship has displayed fluctuations. This article does not intend to map up
the history of the post-Cold War U.S.—Russian relationship in its entirety but to highlight its
characteristics that emerged by the time the Trump Administration took office.

President Obama’s Turn from Partnership to Deterrence

Washington’s most recent serious attempt to cooperate with Moscow was made by the Obama
Administration in 2009. The “reset” with Russia was rooted in President Obama’s view
of the international environment. Barack Obama was regarded by some to have a more
realist view of the world than his predecessor. While the realist nature of President Obama’s
foreign policy is debatable,? it is clear that he tried to look at the world as it is. Firstly, his
administration recognized that that the “international architecture that was largely forged
in the wake of World War 11 is buckling under the weight of new threats”. [4: 40] This went
hand in hand with the other realization, namely that while America is in fact the leader of
this international order, its power is limited.* Secondly, this acknowledgment was primarily
true in case of global challenges which the Obama Administration was most concerned
with. President Obama’s 2010 national security strategy characterized the United States’
strategic environment with threats, risks and challenges of a “global age” such as: violent
extremism, terrorism and the proliferation of weapons of mass destruction (WMDs) (which
it considered to be the gravest danger to America), challenges in space and cyberspace,
dependence on fossil fuels and climate change, failing states and global criminal networks,
as well as the economic inequalities of globalization. Another attribute of the global
landscape was that new and emerging powers (including Russia and China) were gaining

3 For an overview of President Obama’s realist-like instincts but the lack of realist worldview, see Stephen M.
Walt’s article “Obama Was Not a Realist President” published in Foreign Policy in April 2016. [3]

4 “In an interconnected world, there are no global problems that can be solved without the United States, and
few that can be solved by the United States alone.” [5: 3]
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influence. [4: 8] These recognitions led the Obama presidency to try to build partnerships
addressing these global challenges and at the same time to shape a “just and sustainable
international order” that represent “the diffusion of influence in the 21 century.” [4: 12] It is
important to emphasize, however, that the Obama Administration did not want to dismantle
the international system let alone discard America’s role of leadership. This is a crucial
point, as it reveals the conceptual differences between the respective world views of
the White House and the Kremlin. While the Obama Administration pursued a cooperation-
oriented multi-partner world that would replace the competition-based multi-polar one,*
the Medvedev/Putin Administration was hanging on to the latter before” and after President
Obama’s term in office alike. [8] Hence this fundamental divergence in views existed in
parallel to all of the accomplishments of the “reset” with Russia.

President Obama’s national security team knew about the presence of inter-state
competition in the world but thought that other global players would share their analysis
of the international environment: specifically, the Obama Administration took the liberal
view of international competition being “self-defeating” with defectors being punished by
exclusion from the opportunities of cooperation.? In other words, Washington assumed that
common global challenges will lead to common ground with others who would have no real
interest in competition. This was also thought of Russia. Expecting “win—win” situations,’
President Obama emphasized the incentive of Russia being a responsible great power in
the international system and his hope of the “reset” bringing a lasting qualitative change
in bilateral relations.'® At the same time, the Obama White House was not entirely naive. It
was aware of the above mentioned dissent in American and Russian world views, as well

°  “The test of this international order must be the cooperation it facilitates and the results it
generates — the ability of nations to come together to confront common challenges like violent extremism,
nuclear proliferation, climate change, and a changing global economy.” [4: 12]

6 As U.S. Secretary of State (2009-2013) Hillary R. Clinton noted in July 2009: “In short, we will lead by
inducing greater cooperation among a greater number of actors and reducing competition, tilting the balance
away from a multi-polar world and toward a multi-partner world.” [6]

7 As Russian Minister of Foreign Affairs Sergei Lavrov wrote in May 2007: “Russia has restored its foreign-
policy independence — as a sovereign democratic state. Thus, for the first time in many years, a real
competitive environment has emerged on the market of ideas for the future world order that are compatible
with the present stage of global development. The establishment of new global centers of influence and
growth, a more balanced distribution of resources for development, and control over natural wealth, represent
the foundation for a multipolar world order.” [7: 13-14]

8 “Even though many defining trends of the 21* century affect all nations and peoples, too often, the mutual
interests of nations and peoples are ignored in favor of suspicion and self-defeating competition. [...] And
when national interests do collide [...] those nations that defy international norms or fail to meet their
sovereign responsibilities will be denied of the incentives that come with greater integration and collaboration
with the international community.” [4: 40]

9  Speaking in Moscow in March 2011, Vice-President Joseph R. Biden said he believed in “‘win-win’
situations” [...] [and rejected] the tired theory that our values and our interests must compete for influence
over our politics.” [9]

10 President Obama said in 2009 in Moscow that global “challenges demand global partnership, and that
partnership will be stronger if Russia occupies its rightful place as a great power. Yet unfortunately, there
is sometimes a sense that old assumptions must prevail, old ways of thinking; a conception of power that is
rooted in the past rather than in the future. [...] These assumptions are wrong. In 2009, a great power does not
show strength by dominating or demonizing other countries. The days when empires could treat sovereign
states as pieces on a chess board are over. [...] The pursuit of power is no longer a zero-sum game — progress
must be shared. That’s why I have called for a ‘reset’ in relations between the United States and Russia. This
must be more than a fresh start between the Kremlin and the White House.” [10]
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as of Russian tendencies for assertiveness—after all, it took office right after U.S.—Russian
relations had cooled down due to the 2008 Russo—Georgian War. It did warn the Kremlin
that while the “reset” offers great opportunities for achieving common goals in nuclear
arms reduction, economic cooperation, and the fight against terrorism, it is not a trade-
off in which Washington would be easy on Moscow’s possible violation of international
norms and principles. Moreover, the Obama Administration’s liberal stance was also felt
in its willingness to stand up for political reforms and against human rights violations in
Russia.!! This ultimately led to the deterioration of bilateral relations during Russia’s 2011
parliamentary and 2012 presidential elections. The Ukraine crisis obviously worsened
the situation. President Obama introduced a set of financial economic sanctions against
Russian individuals in accordance with its aforementioned world view that offenders of
the international order need to be punished. His 2015 national security strategy continued to
value partnerships for addressing global challenges while calling for a U.S.-led international
order championed by most countries. At the same time, it acknowledged that “in many
cases [...] coercive measures are meant not only to uphold international norms, but to
deter severe threats to stability and order at the regional level.” [5: 23] Thus by the end
of the Obama presidency, U.S. efforts to conform eastern European allies have formally
turned from the latter group’s re-assurance to the deterrence against Russia.”? The Obama
Administration’s second national security strategy also declared that “power among states
is more dynamic”, adding that Russia’s aggression will “significantly impact the future of
major power relations”. [5: 4] This was a moderate statement compared to that of the Trump
Administration on this subject but it revealed that Washington’s more emphasized view on
power struggles began to take shape.

President Trump’s Global Arena of Competition

Throughout the 2016 presidential election campaign, Donald J. Trump made a series of
outspoken statements on what he believed to be the failures of the American foreign policy
after the Cold War. [11] His foreign policy turn within his “America First” campaign was
named “principled realism” which gave a heavy weight to the realist themes of power
and national interests in President Trump’s 2017 national security strategy.”® The Trump
Administration’s hitherto adherence to realist concepts is debatable,' nevertheless, it clearly

1 In his aforementioned speech, Vice President Biden reminded that addressing Russian domestic issues are
“necessary to have a good relationship [...] [and that Washington] will continue to object when [...] human
rights are violated or democracy and the rule of law is undermined [in Russia].” [9]

12 The Obama Administration’s European Reassurance Initiative (ERI) was announced in June 2014. In addition
to conforming Eastern European allies, it was also meant to increase deterrence against Russian aggression.
The latter aspect received further emphasis by the summer of 2016 while the budget for FY 2017 already
mentioned European Deterrence Initiative (EDI).

13 “This strategy is guided by principled realism. It is realist because it acknowledges the central role of power in
international politics, affirms that sovereign states are the best hope for a peaceful world, and clearly defines
our national interests. It is principled because it is grounded in the knowledge that advancing American
principles spreads peace and prosperity around the globe.” [12: 55]

4 As Stephen M. Walt highlighted, while some of the President’s ideas (such as mending relations with Russia,
reforming international trade arrangements, and adjusting the transatlantic burden-sharing in defense) do have
rational foundation, their execution has been counterproductive. [13]
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has a more competition focused mindset than its predecessor. Nadia Schadlow, leading
author of the 2017 national security strategy document, for example, indicated in early 2017
that American diplomacy was still not fully aware of the essence of the political competition
present in the world."> When explaining the concept of “America First”, Lt. Gen. Herbert
Raymond McMaster, President Trump’s National Security Advisor (2017-2018) and Gary
David Cohn Director of the National Economic Council (2017-2018) at the time reminded
that the administration has “a clear-eyed outlook that the world is not a ‘global community’
but an arena where nations, nongovernmental actors and businesses engage and compete for
advantage”. [15] This, they emphasized, does not mean that America is alone, as the Trump
Administration also intends to rely on partners and international institutions. However,
it is noticeable that these institutions are primarily meant to serve U.S. national interests
and although Washington is open to reform them, it also retains the option of a selective
approach in such engagements.!® In fact, the Trump Administration concluded that some
of the international institutions have proven to be ineffective in transforming other major
powers (such as China and Russia) into cooperative partners.'” This means that the earlier
concept of ultimate democratic peace through inclusive engagement of countries has
failed.!® Instead, the Trump team states that “a central continuity in history is the contest
for power” and that “geopolitics is the interplay of these contests [over influence] across
the globe”, [12: 25-26] leading to the return of great power competition. The 2018 U.S.
national defense strategy outright says that with the United States “emerging from a period
of strategic atrophy, [...] facing increased global disorder, characterized by decline in
the long-standing rules-based international order [...] inter-state competition, not terrorism,
is now the primary concern in U.S. national security”. [16: 1]

The 2017 U.S. national security strategy confirms the Obama Administration’s view
that China and Russia are becoming more assertive, but at the same time it goes further
and openly declares that they are revisionist powers “contesting [the United States’]
geopolitical advantages and trying to change the international order in their favor”. [12: 27]
The Obama Administration’s 2015 national security strategy came to the same conclusion

“The Trump administration has an opportunity to build up what we lack: the capacity to engage these long
term political competitions. [...] Today, the word ‘compete’ is rare in State Department strategy documents.
The new team has an opportunity to develop approaches to counter adversaries, convince the undecided, and
influence the competitions unfolding all over the world.” [14]

“The United States must lead and engage in the multinational arrangements that shape many of the rules that
affect U.S. interests and values. A competition for influence exists in these institutions. As we participate in
them, we must protect American sovereignty and advance American interests and values. [...] All institutions
are not equal, however. The United States will prioritize its efforts in those organizations that serve American
interests, to ensure that they are strengthened and supportive of the United States, our allies, and our
partners. [...] If the United States is asked to provide a disproportionate level of support for an institution, we
will expect a commensurate degree of influence over the direction and efforts of that institution.” [12: 40]
“Thee competitions require the United States to rethink the policies of the past two decades — policies based
on the assumption that engagement with rivals and their inclusion in international institutions and global
commerce would turn them into benign actors and trustworthy partners. For the most part, this premise turned
out to be false.” [12: 3]

“Since the 1990s, the United States displayed a great degree of strategic complacency. We assumed that our
military superiority was guaranteed and that a democratic peace was inevitable. We believed that liberal-
democratic enlargement and inclusion would fundamentally alter the nature of international relations and that
competition would give way to peaceful cooperation.” [12: 27]
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but expressed it in a more restrained way.' The Trump Administration is more outspoken
on the respective rise and aggression of China and Russia who (along with others) have also
changed the “character of competition” by “operating below the threshold of open military
conflict and at the edges of international law” in order to covertly and gradually reach their
goals, and ultimately “over time, a new status quo”.?° [12: 27-28] Thus the competition
between the United State and Russia exists on a wide scale ranging from the spheres of
military, economy and technology, to politics and public opinion. Accordingly, Russian
efforts to counter U.S. (and Western) influence are visible in its military—especially nuclear
weapons—development programs, cyber attacks against and subversions within other
countries’ domestic political affairs. The Trump team shares the Obama Administration’s
views that Russia is using economic tools—particularly Europe’s energy dependence—for
increasing its political influence. [5: 5] [12: 38] Moreover, while Russia perceives the U.S.
and the EU as threats, [12: 25-26] the competition affects other regions as well, including
the Middle East.?! All of this, however, does not mean that the Trump Administration intends
to completely isolate Russia. Similarly to his predecessors, President Trump signaled his
intent to find areas of joint cooperation, should Russia change course. [12: 25]

Actors and Decisions

The recent chill in U.S.—Russian relations is felt through various issues including the war
in Syria. After President Trump announced coordinated air strikes against the Syrian
Government’s facilities on the 14" of April 2018 as a punishment for a chemical attack
in the country the week before, U.S. Ambassador to the UN Nikki R. Haley indicated
the future introduction of a new set of sanctions against Russia for supporting the Syrian
regime. Director of the National Economic Council Lawrence A. Kudlow denied this,
saying that Ambassador Haley’s incorrect statement was due to her “momentary confusion”.
This caused a minor inter-administration clash with Ambassador Haley remarking: “With
all due respect, I don’t get confused.” Although this public dissent turned out to be
a misunderstanding caused by a communication error, [17] it does raise the question how
members of the Trump Administration—more specifically within the National Security
Council—view the U.S. policy on Russia. Therefore, in order to understand the latter,
the respective positions of major U.S. foreign policy decision-making actors, as well as
the rationale behind some of the administration’s decisions are worthy of review.

19 “As the balance of economic power changes, so do expectations about influence over international affairs.
Shifting power dynamics create both opportunities and risks for cooperation, as some states have been
more willing than others to assume responsibilities commensurate with their greater economic capacity. In
particular, India’s potential, China’s rise, and Russia’s aggression all significantly impact the future of major
power relations.” [5: 4]

2 “China and Russia want to shape a world antithetical to U.S. values and interests.” [12: 25]

2 As Nadia Schadlow argues, “the Middle East is in turmoil due not only to the assault of Islamist terrorist
organizations, but also due to a regional competition among Iran, Arab states, Turkey, Russia, and
the West”. [14]
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The President’s National Security Team

Ever since his election campaign, Donald Trump’s views on Russia have been controversial.
On the one hand, it was clear already before the election that the Trump team was the overall
beneficiary of Russian interferences in the campaign which were directed against Hillary
R. Clinton who was considered to be more hawkish with regards to Russia. Reports in
mainstream media also emphasized Trump businesses having ties to pro-Kremlin Russian
financiers. [18] Eventually, allegations of the Trump team’s collusion with foreign (Russian)
actors triggered an official investigation by ex-FBI Director Robert S. Mueller as special
counsel. While the investigation is pursued in the background, mainstream media—having
a mutually sour relationship with President Trump—keeps the issue on high display thus
maintaining domestic pressure on the White House. On the other hand, Donald Trump has
championed the idea of mending bilateral relations “from a position of strength”. [11]** This
is mandated by his policies on “America First” and “peace through strength” but also driven
by Congress which has quickly limited the President’s space of maneuver by enacting
President Obama’s executive orders on earlier sanctions against Russian individuals
thus making it impossible for President Trump to withdraw them without the legislative
branch’s support. What makes the President’s position on the subject more controversial is
his communications: though he adheres to the strong policies against Russia, he often shows
reluctance.”

The President’s mixed views on the relationship with Russia can be counterbalanced
by the foreign and security policy decision-making actors surrounding him. Key among
them is the National Security Advisor. President Trump’s first National Security Advisor
Lt. Gen. Michael T. Flynn (2017) was forced out of his job very early precisely due to his
proximity to—and background negotiations with—Russian actors. [21] While the President
showed mixed views on the issue,? his second National Security Advisor Lt. Gen. H. R.
McMaster (2017-2018) was clearer and more open about Russia. Already under the Obama
Administration, Lt. Gen. McMaster, as Head of the U.S. Army Capabilities Integration
Center, proposed a study on Russia’s new generation of warfare. In his April 2016 testimony
before the Senate Armed Services Committee, he indicated that while the U.S. was tied
down in Iraq and Afghanistan, “Russia studied U.S. capabilities and vulnerabilities and
embarked on an ambitious and largely successful modernization effort” to which the U.S.
Army should adapt, as well. [22] Similarly, as National Security Advisor, he declared that
“Russia is engaged in a very sophisticated campaign of subversion to affect our confidence

2 “Now, again, maybe I’m not going to be able to do a deal with Russia, but at least I will have tried. And if I
don’t, does anybody really think that Hillary Clinton would be tougher on Russia than Donald Trump? Does
anybody in this room really believe that?” [19]

% In case of the enacted sanctions known as the “Countering America’s Adversaries Through Sanctions Act”,
President Trump published a signing statement in which he called the piece of legislation “significantly
flawed”, as it constrains his power as President. [20]

2 Although President Trump did ask for the resignation of Lt. Gen. Flynn, shortly after the latter’s secret
dealing with other (including Russian) diplomats came to light, he did not disapprove his actions, only
the fact that the National Security Advisor did not truthfully inform the Vice-President about the discussions.
As the President said: “Mike [Flynn] was doing his job. He was calling countries and his counterparts. So it
certainly would have been okay with me if he did it. I would have directed him to do it if I thought he wasn’t
doing it. I didn’t direct him but I would have directed him because that’s his job.” [19]
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in democratic institutions, in democratic processes” and thereby creating divisions within
Western societies. [23] However, Russia turned out to be one of the collision issues® between
the President and the National Security Advisor who left office in March 2018. After his
departure from the White House, Lt. Gen. McMaster noted that the United States has “failed
to impose sufficient costs” on Russia. [25] President Trump’s new National Security Advisor,
former U.S. Ambassador to the UN John R. Bolton shares his predecessor’s thoughts on
Russian intent to divide the American society through its interference in the 2016 U.S.
presidential election, as well as the idea that hitherto U.S. reactions should be intensified
into “decidedly disproportionate”®® retaliation. He also argued that due to the mainstream
media’s pressure on the President and his campaign collusion with Russian actors, “the
Trump administration has neither developed nor deployed a coherent Russia policy”. [26]
Similarly to President Trump, his first Secretary of State, Rex W. Tillerson (2017-2018)
was initially regarded as one with mixed views on Russia. On the one hand, his ties to Russia
were clear from the start: as CEO of ExxonMobil, he received the Order of Friendship
medal by Russian President Vladimir V. Putin in 2013 for the company’s 2011 investment in
the Russian territories of the Arctic. While the project suffered from the post-2014 sanctions,
Mr. Tillerson was head of ExxonMobil until joining the Trump Administration which made
him a target for inquiries on financial and economic interests in Russia. On the other hand, his
business career was regarded as a proof of aptitude, as he had rallied a group of ex-diplomats
and geopolitical experts for his advisory team at ExxonMobil. [27] Yet as Secretary of State,
he struggled with his department which was under the blade of financial and personnel cuts.
In fact, the Trump Administration has had a tendency to downgrade diplomacy and thereby
the importance of Secretary Tillerson in foreign policy decision-making. In the meantime,
he became more and more critical concerning Russia. Already during his congressional
hearing for the post, Rex Tillerson called for a “clear-eyed” relationship with a Russia
that “poses a danger, but it is not unpredictable in advancing its own interest”. Similarly
to President Trump, he identified the source of the problem in weak American leadership
and urged a “frank dialogue” between the two countries. [28: 6] By the end of 2017,
his position moved closer to the mainstream U.S. views on Russia, and he reminded that
“absent a peaceful resolution of the Ukraine situation [i.e. the restoration of the country’s
sovereignty and territorial integrity], [...] there cannot be business as usual with Russia. [29]

% For example, President Trump criticized the National Security Advisor for one of his public remarks on
Russian interference in the 2016 U.S. presidential elections, downplaying the Russian involvement’s
importance regarding the outcome of the election. [24]

% As John Bolton noted in an opinion article a couple of months before his appointment of National Security
Advisor: “We need to create structures of deterrence in cyberspace, as we did with nuclear weapons [...]

One way to do that is to engage in a retaliatory cyber campaign against Russia. This effort should not be
proportional to what we have just experienced. it should be decidedly disproportionate.” [26]

¥ “QOur NATO allies are right to be alarmed at a resurgent Russia. But it was the absence of American leadership
that his door was left open and unintended signals were sent. We backtracked on commitments we made to
allies. We sent weak or mixed signals with ‘red lines’ that turned into green lights. We did not recognize that
Russia does not think like we do. Words alone do not sweep away an uneven and at times contentious history
between our two nations. But we need an open and frank dialogue with Russia regarding its ambitions, so that
we know how to chart our own course.” [28: 6]
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Since Tillerson’s final statement as Secretary of State was a condemnation of Russia,?® his
removal from the Trump Administration increased the media’s and the opposition’s suspicion
of President Trump being too soft on the Kremlin. [30] However, President Trump’s new
appointee, former CIA Director Michael R. Pompeo is considered to be a hardliner when it
comes to Russia: already in his congressional hearing for his position at the CIA, Mr. Pompeo
argued that: “Russia has reasserted itself aggressively, invading and occupying Ukraine,
threatening Europe, and doing nearly nothing to aid in the destruction of ISIS.” [31: 4]
Similarly, in his opening statement of his congressional hearing for the position of Secretary
of State, he emphasized that: “President Trump’s national security strategy, rightfully, has
identified Russia as a danger to [the United States].” [32: 10] Mr. Pompeo is regarded to
have a better personal relationship with the President than his predecessor had, yet it is
currently a question whether this would play a decisive role in guiding the President on
Russia.

Compared to the aforementioned actors, the Secretary of Defense seems to have a stabile
position in President Trump’s administration. General James N. Mattis already revealed
a fraction of the Trump Administration’s assessment of the international environment in an
August 2016 article he co-wrote with fellows at the Hoover Institution, arguing that the world
has become more dangerous as a result of “20 years of the United States operating unguided
by strategy” and that Russia (along with China, Iran and terrorists groups) have assaulted
the international order. [33] In his congressional hearing for the top position in the Pentagon,
General Mattis said that the most important thing is to “recognize that [Vladimir Putin] is
trying to break the North Atlantic Alliance”, adding that the actions of Russia—along with
that of China and terrorist groups—represent “the biggest attack [on the post-WWII order]
since World War II” and thus calling for U.S. deterrence. [34: 41] The U.S. commitment
to NATO’s cohesion is a significant indicator of former Secretary Mattis’ efforts to guide
the President in foreign and security policy. In contrast to Donald Trump’s harsh statement
during the 2016 U.S. presidential election campaign that the transatlantic alliance is
“obsolete”, General Mattis has regarded NATO as “the most successful military alliance
probably in modern world history and maybe ever” [34: 56] and has intended to emphasize
this view to the President*—in which he ultimately succeeded (based on President Trump’s
later statements). As for the bilateral relationship with Russia, General Mattis did not
reject the re-occurring idea of cooperation with Moscow on specific issues while having
disagreements in other areas, however, he also noted that there are fewer opportunities
for the former and more cases for the latter given that Russia “has chosen to be a strategic

% Regarding the assassination attempt against former Russian military intelligence officer Sergei Skripal in
the United Kingdom, Secretary Tillerson called Russia “an irresponsible force of instability in the world,
acting with open disregard for the sovereignty of other states and the life of their citizens”. After President
Trump removed Rex Tillerson from office, U.S. House Minority Leader Nancy Pelosi noted that “Secretary
Tillerson’s firing sets a profoundly disturbing precedent in which standing up for our allies against Russian
aggression is grounds for a humiliating dismissal”. [30]

2 “T have had discussions with [Mr. Trump] on this issue. He has shown himself open even to the point of
asking more questions, going deeper into the issue about why I feel so strongly. And he understands where
I stand, and I will work with the other members of the national security team [...] to carry these views
forward.” [34: 57]
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competitor”. [34: 45]* At the same time, Secretary Mattis was considered to be a voice
of reason within the Trump team, advocating consistency in U.S. engagements (including
military operations) throughout the world and cautioning the President in tense situations
with Iran or North Korea.! While Gen. Mattis intended to utilize President Trump’s increase
in the U.S. defense budget to prepare the armed forces for a potential conflict with Russia or
China, [35] his caution of confronting the former was clear.*

Actions of Deterrence

Throughout its first year the Trump Administration has made several steps directed against
Russia in one way or another. These included the maintenance of economic pressure
through sanctions against individuals, as well as cutting back diplomatic relations through
the expelling of Russian diplomats. However, these were only reactions to specific Russian
deeds. Considering the notion that the aforementioned competition with great power rivals
manifests in various regions, the U.S stance towards NATO and its eastern flank serves as
a more persistent benchmark of how the Trump Administration engages vis-a-vis Russia.
In addition to promoting “a strong and free Europe”, [12: 47] the Trump Administration
is particularly attentive concerning “unfavorable shifts” in “regional balances” between
the U.S. and other great powers.?® Hence it intensified efforts aimed at deterring Russia in
Europe, starting with a galvanized position on the issue of burden sharing within NATO.
Donald Trump made several statements on U.S. dissatisfaction with the fact that most
European members of the alliance are not paying enough on national defense and thus are
(almost) free riders of Article 5 primarily assured by the United States. These included
unconventional announcements such as having U.S. commitment to collective defense
depend on whether the given member states actually spend 2% of their respective GDP on
defense, as well as emphasizing the importance of the latter during his first attendance at
a NATO summit while neglecting to mention America’s commitment to Article 5 at all.
Such comments received overall negative reactions, yet there are two things that should
be noted on the subject (apart from the fact that Secretary Tillerson, Secretary Mattis and
later President Trump himself confirmed America’s pledge to preserve NATO’s collective
defense).

3 “T am all for engagement, but we also have to recognize reality and what Russia is up to. And there is
a decreasing number areas where we can engage cooperatively and an increasing number of areas where we
are going to have to confront Russia.” [34: 45]

3 Ranking Member of the U.S. House Armed Services Committee Adam Smith recalled saying to Gen. Mattis
before his confirmation: “Trump has no idea what he’s doing but isn’t afraid to do it. You’re across the river,
and they’re across the hall. [...] Your job is to make sure these morons don’t get up in the morning and
advance some lamebrained idea.” [35]

3 1In his Senate confirmation hearing, Gen. Mattis was asked whether he would support additional sanctions
against Russia, to which he said: “I would like to get with the new national security team, craft a strategy to
confront Russia for what it has done.” [34: 125]

3 According to the Trump Administration’s 2017 national security strategy, “changes in a regional balance
of power can have global consequences and threaten U.S. interests. [...] China and Russia aspire to project
power worldwide, but they interact most with their neighbors. [...] The United States must marshal the will
and capabilities to compete and prevent unfavorable shifts in the Indo-Pacific, Europe, and the Middle
East.” [12: 45]

30 AARMS (18) 1 (2019)



G. CSIZMAZIA: The Trump Administration and U.S.—Russian Relations

Firstly, this request from Washington is not new at all. Two of the most notable examples
for this under the Obama Administration were the farewell remarks of former Secretary of
Defense Robert M. Gates in June 2011, and President Obama’s remarks after the NATO
summit in July 2016. Secondly, the novelty of the message’s style presumably had a purpose,
as President Trump’s threat of decreasing American commitment to NATO was partially
echoed by Secretary Mattis* who has kept the alliance in higher regard. The rationale behind
this notion was to increase pressure on allies so that they would increase their respective
defense budgets they had agreed upon after 2014 at a faster pace, and ultimately to strengthen
NATO. This idea was also incorporated in the Trump Administration’s 2017 U.S. national
security strategy, along with the concrete priority goal of having the allies reach their national
defense budgets’ threshold of 2% of GDP (with 20% of that focused on military capability
development) by 2024 as opposed to the Obama Administration’s 2015 national security
strategy which emphasized U.S. commitment to Article 5 and cited some of the specific
measures Washington had taken to help allies against Russia but did not really address their
responsibility in this matter.*® Thus in short, the Trump Administration’s tactic of rhetorically
wavering U.S. loyalty to Article 5 has actually been aimed at strengthening the alliance
to which Washington’s commitment in practical terms has remained.*® Another example
for the latter is the Trump Administration’s increasing focus on the European Deterrence
Initiative, formerly known as European Reassurance Initiative. Both “versions” have served
the purpose of increasing U.S. military presence in Central and Eastern Europe via rotations,
joint international exercises, trainings, and the enhanced infrastructure and pre-positioning
of military equipment. The Trump Administration continued to boost these efforts: whereas
the administration’s EDI budget request for 2018 was $4.8 billion (a $1.4 billion increase
compared to 2017), the request for 2019 grew further to $6.5 billion. Most of these funds
are intended for the U.S. Army’s intensified presence in Europe with an episodic and less
predictable pattern and an increased number of equipment and vehicles (such as M1A2
Abrams main battle tanks, Patriot missiles, armored multi-purpose vehicles and Bradley
fighting vehicles). According to the plans, the Army’s pre-positioned equipment in Europe
should be fully prepared by 2020 when more dynamic deployments with increased troop
numbers can take place. [39]

3 At the February 2017 meeting of NATO’s Defense Ministers, Secretary Mattis said: “If your nations do not
want to see America moderate its commitment to this alliance, each of your capitals needs to show support for
our common defense.” [36] Although this quote did leave its mark in international media, the U.S. Secretary
also indicated that the hinted scenario was one that he would not speculate more upon: “I’d prefer not to
[elaborate more about the word «moderate»] because basically that is the headline I do not anticipate ever
seeing. [...] And I’m very confident that we will not have to have that. Sometimes you say the things you
don’t want to have happen so that you head them off.” [37]

% Furthermore whereas the 2015 document noted that “NATO is stronger and more cohesive than at any point
in its history, especially due to contributions of the Nordic countries and newer members like Poland and
the Baltic countries”, [5: 7] the 2017 strategy emphasizes that NATO “will become stronger when all members
assume greater responsibility for and pay their fair share to protect our mutual interests, sovereignty, and
values”. [12: 48]

% In June 2017, President Trump presented the issue the following way: “I have been an advocate for
strengthening our NATO Alliance through greater responsibility and burden-sharing among member
nations. [...] I’'m committing the United States to Article 5. And certainly we are there to protect. And that’s
one of the reasons that I want people to make sure we have a very, very strong force by paying the kind of
money necessary to have that force.” [38]
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Another form of deterrence measures is to be found in U.S. nuclear power. Already
during the 2016 U.S. presidential election campaign, Donald Trump said that the Obama
and Medvedev Administrations’ 2010 bilateral strategic nuclear arms reduction agreement
known as the New START Treaty left the United States in a disadvantageous position
compared to Russia with the latter increasing its nuclear arsenal.*” The 2017 U.S. national
security strategy declared that “nuclear armed adversaries have expanded their arsenals
and range of delivery systems” [12: 30] which was later confirmed by the 2018 Nuclear
Posture Review (NPR) specifically naming Russia and China in this regard. [41: 2] Although
the latter document does not represent a harsh break from the Obama Administration’s 2010
NPR, including the support for the aforementioned New START Treaty, [41: 73] it does
have an increased focus on catching up with Russia in certain capabilities. Specifically,
the report highlights that Russia achieved an advantage in non-strategic nuclear weapons
as well as their delivery capabilities that do not fall under the regulation of the New START
Treaty but do violate other agreements, most notably the 1987 Intermediate-Range Nuclear
Forces Treaty. [41: 9] Moreover, Russia increased its reliance on these systems and decided
to follow an “escalate to de-escalate doctrine” by which it opens the possibility of limited
nuclear first use in a conflict assuming that this escalation will not lead to Western retaliation
but to “capitulation on terms favorable to Moscow”. [41: 30] Accordingly, the document
calls for U.S. countermeasures that are compliant with existing arms limitation treaties but
balance Russian non-strategic nuclear build-up at the same time, for example by introducing
a submarine launched cruise missile along with a low-yield warhead. On the one hand, this
move would serve as a deterrent against Russia’s utilization of its aforementioned doctrine
[42] while on the other, it could also put pressure on Moscow to return to the INF Treaty.
In a hearing before the House Armed Services Committee shortly after the publication of
the 2018 NPR, Secretary Mattis said that the initiative is intended to set U.S. diplomats
“negotiating from a position of strength” with the aforementioned weapon systems
functioning as potential bargaining chips.*® [43] The issue of nuclear weapons and delivery
systems has been one of the “hot spots” in U.S.-Russian quarrels throughout the last
decade or so. Most recently, Vladimir Putin announced the development of a nuclear armed
intercontinental missile that would allegedly penetrate any defense system. Reciting earlier
complaints of American missile defense efforts hindering Russian security,* President Putin
criticized current U.S. nuclear policy, as well. [45] While President Trump was less vocal on
the subject, only calling the announcement “irresponsible”, [46] the case did not improve his

3 During his debate with presidential candidate Hillary Clinton in October 2016, Donald Trump

complained: “Take a look at the ‘start up’ that [President Obama and President Medvedev] signed.

The Russians [...] create warheads, and we can’t. [...] We’re in very serious trouble, because we have

a country with tremendous numbers of nuclear warheads [...] where they expanded and we didn’t. [...] And
[Hillary Clinton is] playing chicken.” [40]

% Secretary Mattis added: “I want to make certain that our negotiators have something to negotiate with, that we
want Russia back into compliance. We do not want to forgo the INF [Treaty], but at the same time we have
options if Russia continues to go down this path.” [43]

3 Despite the accomplishments of the Obama Administration “reset” policy, particularly the 2010 New START
Treaty, Russia has vowed to counter U.S./NATO missile defense efforts in Central and Eastern Europe by
developing its nuclear capabilities, defense and delivery systems in parallel to the advancement of the United
States’ missile defense program, as announced by former Russian President Dmitry A. Medvedev in
November 2011. [44]
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stance towards President Putin whose remarks could have been understood as a challenge of
the U.S. President’s strength. [47]

American efforts of stepping up against Russia are also enhanced through more direct
engagement with frontier states as well. The need for containment measures was indicated
in 2016 by policy analysts Jakub Grygiel and Wess A. Mitchell, the latter of whom became
Assistant Secretary of State at the Bureau of European and Eurasian Affairs in the Trump
Administration. The two scholars argued that in the time of intensified competition with
revisionist powers, America should refocus its attention on alliances on the frontiers
[48: 50] where “well-armed allies [...] are a strategic blessing for the United States [...] by
becoming hardened obstacles [for the expansion efforts of revisionist powers]”. [48: 55] In
accordance, the Trump Administration has moved forward with arms sales to Poland and
Romania, the larger European frontline states,* and has indicated that it would ease U.S.
international arms sales in general. [49] This departure from the Obama Administration’s
considerations revealed a major novelty of the Trump Administration’s policy on dealing
with Russian aggression in December 2017: namely, its blessing for arming Ukraine with
lethal weapons. Such a move has been long in the making. The Ukrainian Government had
approached the Obama Administration to request lethal weapons, and although this idea was
pushed forward by some in Congress and advisors of President Obama, he declined out of
fear that providing these weapons to Ukraine would only help to escalate the conflict and
would ultimately hurt the Ukrainians (and allied cohesion) more than it would hurt Russia.*!
Administration officials also fought to convince President Trump of the move with James
Mattis and Rex Tillerson supporting the initiative that would enhance the already provided
nonlethal arms (such as body armor, radars, radios and vehicles) with Javelin anti-tank
missiles and sniper rifles. An important part of the Trump Administration’s rationale is that
although these arms are lethal, they are still defensive in nature, meaning that they are only
intended to improve the Ukrainians’ position against their adversaries, establishing a balance
between them and thus make Russian efforts of further aggression more expensive.** [51]
This is what Jakub Grygiel and Wess Mitchell have described—in the case of allies—as
“deterrence by denial” which in their words “involves the development of capabilities that
hinder the enemy’s military advance by increasing the costs of territorial expansion and
control”. [48: 55] Furthermore, the potentially increasing expenses of Russian military

4 Tt is by no accident that President Trump’s first heads of state level meetings within Central and Eastern
Europe were with the respective presidents of Poland and Romania in the summer of 2017.

4 As Anthony J. Blinken, Deputy National Security Advisor (2013-2015) and Deputy Secretary of State
(2015-2017) to President Obama noted in October 2017: “Proponents [of lethal aid ban under the Obama
administration] argued that any military escalation favored Moscow, for whom the stakes were higher and
the ability to quickly pour more lethal weapons into Ukraine much greater. They were concerned Ukraine
would be emboldened to act out militarily and overplay its hand. They knew that Moscow sought to divide
us from our European partners, most of whom opposed lethal aid. President Barack Obama concluded that
we should keep the focus where we had the advantage: on tough sanctions, economic aid to Ukraine, training
for its troops, support for its reform efforts—especially combating endemic corruption—and determined
diplomacy.” [50]

4 As Ukrainian President Petro O. Poroshenko pointed out in the summer of 2017: “Any defensive weapons
would be just to increase the price if Russia makes a decision to attack my troops and my territory.” [51]
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adventures can also contribute to the advancement of the peace process in Ukraine.** The case
again reveals the Trump Administration’s general view that “peace through strength” offers
a more viable path to engaging with Russia.

Conclusion

While President Trump’s foreign policy is usually viewed as controversial, it does show
consistency in itself and partially with that of President Obama regarding Russia. Differing
world views between the United States and Russia have already existed during the Obama
Administration with the White House visioning a cooperation-oriented multi-partner world,
and the Kremlin believing in a competition-based multi-polar one. By the end of President
Obama’s term in office it became clear that Russian aggression significantly affected major
power relations of the future.

The Trump Administration is even more outspoken and vocal in this regard. Its official
national security policy documents are testimonies of a competition-based mindset
according to which the world is a global arena where the United States faces great powers
as rivals. Accordingly, there’s a contest of power with Russia (and China) manifesting in
the geopolitics of several regions in the world. In addition to these declarations, the major
foreign policy decision-making actors within the Trump Administration advocate a firm
stance against Russia, as well. All of this has manifested in not only the maintenance of
Obama-era initiatives countering Russian aggression but in their qualitative enhancement in
Europe, as well.

The Trump Administration’s world view and concept of “peace through strength” suggest
that President Trump’s personal tendencies of trying to get along with Russia are only examples
of the already seen initial U.S. presidential efforts of reaching out to Moscow for the sake of
mutually beneficial cooperation, and that they are largely outweighed by his administration’s
awareness of the realities of great power competition—now openly declared on both sides.
Given these conditions, a rapprochement with Russia under the Trump Administration is in
fact more unlikely than before.
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Due to the heightened political sensitivity caused by the recently held U.S. midterm
elections and the frenzied media concentration on the 2016 election meddling,
hacking and leaks have been in the focus of public discussions ever since. In order
to better comprehend the appraisal of the U.S. political leadership back in 2016
and early in 2017, this article contextualizes the events and the response measures
in the wider cybersecurity position of the U.S. Tracking down the development
of the U.S. political and military approach to cyber threats,® we came to
the conclusion that the U.S. is lacking a working cybersecurity policy largely
because its perception of cyber threats is self-centred and still deeply rooted in
the strategic thinking of nuclear or traditional military attacks. Even if the same
strategic principles are valid in cyberspace, cyberattacks, single, systemic or part
of a broader influence operation, they play out according to a set of completely
different dynamics than kinetic attacks. The true strategic lesson of the recent
election meddling is that Russia has been, and most probably will be, able to seize
the momentum and masterfully exploit those inherent deficiencies. Consequently,
cyberspace as a strategic environment necessitates the careful analysis of
the strategic thinking of the potential adverse nation.
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Introduction

“Barack Obama and Joe Biden will ensure that his administration develops a Cyber
Security Strategy that ensures that we have the ability to identify our attackers and a plan
for how to respond that will be measured but effective” read the 2008 election site of then
candidate Barack Obama. [1] The securitization and strategizing of cyberattacks go back
to at least as early as the beginning of the 1990s. Nevertheless, there is a growing evidence
that nation states have used cyberspace for intelligence and military purposes since
the first versions of computers appeared.* In the meantime, the dependence of the nation
states on the flawless operation of the internet and information technology in general
has skyrocketed. In realization of this fact, cyberspace has been publicly recognized as
an operational domain, and its strategic utility meaning, the systematic employment of
cyberattacks to pursue national political purposes, has been gaining ground since at least
the attack against Estonia in 2007. Moreover, there is also a competition between states
seeking to find ways to gain strategic advantage through cyberspace that is to use cyber
intrusions and cyberattacks in order to influence the “overall relative power relationship of
opponents that enables one nation or group of nations effectively to control the course of
a military or political situation”. [2: 522] This broadening of the activities of nation states
in cyberspace necessitates a novel, more systematic approach beyond military planning,
more akin to traditional statecraft and strategic art. Consequently, both in the emerging
academic strategic literature and in the evolving politico-strategic thinking of the nation
states, the nature of cyberspace and its strategic implications are being widely appraised.

The Evolving Concept of Cyberspace as a Strategic Environment

Cyberspace as a strategic environment has distinctive features with still plenty of known
and unknown unknowns. [3] It is to a large extent a hidden landscape both literally, due to
the attribution challenge and the technical complexities, and in terms of strategic thinking,
as a result of the fast-paced development of the technology and the nascent strategic
thought trailing behind it, but also to the particularly strong secrecy surrounding the cyber
activities of the nation states. As national cyber strategies are gradually formulated and
simultaneously tested also in real life, these tests and incidents yield pragmatic lessons
on the nature and the limitations of distinctive national approaches. The recent events of
Russian influence operations during the U.S. presidential elections served as the latest
reminder of how distinctive this comprehension can be.® One aim of this study series is to
examine if the traditions of national strategic thinking.

4 See, for example: KHALILZAD, Z., WHITE, J. P, MARSHALL, A. W.: Strategic Appraisal. The Changing
Role of Information in Warfare. Santa Monica: Rand Corporation, 1999. Also: HUNT, E.: U.S. Government
Computer Penetration Programs and the Implications for Cyberwar. IEEE Annals of the History of Computing,
34 3(2012), 4-21. NYE, J. S. Jr.: Nuclear Lessons for Cyber Security? In. Strategic Studies Quarterly.
Washington, D.C.: Air University Press, 2011.

> As for the identity and purpose of the Democratic National Committee (DNC), hackers and leakers, there still
are some dissenting voices. Based on the joint U.S. intelligence community reports published in December
2016 and January 2017, the author of this article adopts these as proven facts.
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In addition, scholars can also have more insight into how cyberspace or the information
environment is gaining strategic sense, and how it affects the way international conflicts and
rivalry take place. At the heart of these strategic discussions, one of the questions splitting
Western academic strategists is: to what extent generic strategic theory—and its major
concepts like deterrence—is applicable in cyberspace. According to, for example, Colin S.
Gray a most renowned British classic strategic theorist, the nature of political power and
rivalry remains the same, thus the traditional premises of strategic theory are also applicable
in cyberspace. [3]

In light of these tendencies, despite its technological superiority, the U.S. susceptibility
and inept response to the 2016 Russian influence operations constitutes an excellent case
study of how nation states seek to integrate cyberspace into their strategic thought. In other
words, how they intend to maximize their chances to exploit the opportunities in cyberspace in
order to realize their national interests; how they perceive threats coming through cyberspace
and how they try to neutralize or eliminate them; and also how these distinctive approaches
play out against each other. This time, Russia did manage to take the most advanced cyber
nation off guard and exert some influence over the integrity of its core democratic political
institution. The assumption of this article is that the Russian strategists recognized and
exploited the opportunity offered by the inherent technical determinants of cyberspace, as
well as the strategic, legal and institutional and doctrinal incoherence and imbalances of
the U.S. thinking.

Moreover, although the operationalization of (cyber) informational power in Russian
strategic thinking is indeed fundamentally different from the Western approach, the recent
developments also prove the long-running knowledge in strategic communities that Russian
strategists are “good Clausewitzians” to be true also in cyberspace. As James J. Wirtz from
the Naval Postgraduate School puts it, they understand that war is a political act, hence “quick
to think through the links between technology, military operations, strategy, and ultimately
political outcomes, despite their lack of technological dexterity”. [4: 32] Meanwhile, the U.S.
seems to carry on the same deficiency as in its kinetic strategic thought. According to a U.S.
expert’s recent comment, “America’s primary weakness is not in its lack of economic or
military power, but in a failure to formulate strategy and, frankly, poorly informed decision-
making, even when faced with a peer nuclear power. Military capability in and of itself will
not fix these cardinal weaknesses in judgment, nor make up for a lack of vision and political
will to see hard choices through”. [5]

Several guidebooks and manuals have been published recently on national cybersecurity
strategy models. In these, crisis management and contingency planning, information
assurance, and resiliency are central organizing elements. In this article the focus is different.
We argue that the election-time influence operation revealed that there should be an urgent
shift in national cyber security thinking informed by the logic of general strategic thinking.
Through the example of the American response measures, our aim is to ascertain some
of the new strategic challenges in cyberspace including a powerful and assertive adverse
nation state. To this end, we contextualize the events in terms of the relevant American and
Russian strategic documents and policy statements. According to the logic of strategic theory,
national capabilities, cyber or other, have a relative value and must be appraised in relational
terms. Examining the events through a strategic lens will yield some insight into first, how
historically distinctive strategic cultures determine cybersecurity strategy formation, second,
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how surfacing strategies materialize in practice, and finally, how the resulting action—reaction
cycle plays out in cyberspace.

Accordingly, first we apply the basic concepts of strategic theory to cyberspace and
cybersecurity. The objective here is to identify the strategic dilemmas of the U.S. response
and more broadly, the strategic planning approach in its national cybersecurity efforts. Then,
the study will trace back the roots and the strategic repercussions of the idea of strategic
cyberattacks in the U.S. In Part 2, the U.S. cybersecurity thinking is examined in terms of
deterrence theory and practice. In the kinetic realm, conventional military and strategic
nuclear power are pivotal means of deterrence. As the case study in this article reveals, in
cyberspace, though it proves to be a much more daunting task, some experts and practitioners
even doubt if this is possible at all. Closely related to deterrence, the Russian hacking case
adds some lessons on the strategic importance of attribution, as well. To conclude, we sum
up the strategic lessons of this case study and make some recommendations accordingly. An
upcoming third part of this article intends to highlight in the same vein the major differences
concerning U.S. and Russian threat perception in their respective approaches to the strategic
use of cyberspace.

Baseline Definitions

Cyber related concepts are still fluid in national security thinking. Even within one policy
area, like the military or homeland security, there is a multitude of strategic documents
often with inconsistent terminology, which well reflects the fundamental stumbling block
of U.S. strategy development in cyber issues. There is a general effort to centralization and
unification within each policy area, as well as at the highest overall national security level.
Cyber threats pose security threats of a new character that demand strategic level adaptation,
but the nature of national security dynamics, however, have not changed because nation
states are pursuing strategic goals in cyberspace, just like in other domains. In this study,
we will use working definitions that are closest to strategic theory.

Cyberspace

Cyberspace as a working concept here is understood as part of the overall strategic
environment in which nation states define their ways, ends, and means. In order to better
understand the strategic value of cyberspace, the physical, logical and socio-political
components have to be considered as an integrated whole. In the evolving strategic studies of
cyberspace, the most common model derives from the fusion of a simplified Open Systems
Interconnection (OSI) model that characterizes and standardizes the communication
functions of a telecommunication or computing system, and a cognitive layer. In 2007,
Martin Libicki divided cyberspace into three layers: physical, syntactic and semantic
layer. [7] The fourth cognitive or politico-strategic layer encompasses all the actors and their
different motivations interests and strategies—military, civilian, commercial individuals,
organizations and nation states—who use cyberspace to achieve their goals.
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The notion of cyberspace in the U.S. strategic and national security documents has
underwent an unsynchronized evolution. Militarily, initially it only appeared publicly in
Information Operations documents and it was limited to the technical that is the physical
and the syntactic layers. In addition, cyberspace originally constituted only a subfield of
the information environment and cyber offensive operations constituted one element of
military information support operations. However, it has gradually acquired an independent
status as a separate domain of operations alongside land, sea, air and space. The first
independent doctrine on cyberspace appeared in 2006 entitled The National Military Strategy
for Cyberspace that treated cyberspace only in terms of its physical components used by
the military to implement military operations

In the wider national security context, cyberspace has also evolved gradually but starting
out of a purely infrastructural approach. The first seminal occurrences of the vulnerabilities
and threats was the Commission on Critical Infrastructure Protection (PCCIP) in 1997. Ever
since then, the national security thinking is centred on the cyber security or the physical
safety of the infrastructures.®

Cyberattack

As of today, in the U.S. there is no official legal definition of a cyberattack. The evolution
of the concept of cyberattack in different U.S. strategic documents will be discussed in
detail later on. For the purpose of this study, a generic definition of a cyberattack is used
taken from one of the most often cited academic sources, the National Research Council’s
report entitled Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use
of Cyberattack Capabilities. According to the report, a cyberattack “refers to deliberate
actions to alter, disrupt, deceive, degrade, or destroy computer systems or networks or
the information and/or programs resident in or transiting these systems or networks”. [6: 1]
This approach is in line with the official U.S. position that does not recognize unauthorized
access to computers, or in other words espionage in itself as an attack.’

Cybersecurity Strategy

The strategic implications of cyber conflict reach beyond and across the military, intelligence
and economic sectors—extending into the high-policy realm of diplomacy and statecraft.
Cyberspace at nation-state level is governed by “economic laws of rival resources” and
“laws of sovereign jurisdiction and control”. [8: 3] Attacks from the physical and semantic
layers impact power at the politico-strategic level, while control at the political layer have
effects at the other two. Therefore, cybersecurity strategy must follow the logic of national
security strategy: “The art and science of developing and using the political, economic,

5 For example, in 2009 the National Security Presidential Directive 54/Homeland Security Presidential
Directive 23 (NSPD-54/HSPD-23) defines cyberspace: “as the interdependent network of information
technology infrastructures, and includes the Internet, telecommunications networks, computer systems, and
embedded processors and controllers in critical industries.” [21]

7 The report designates such penetrations as exploitation.
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social-psychological, and military powers of the state in accordance with policy guidance
to create effects that protect or advance national interests relative to other states, actors, or
circumstances.” [9: 1]

Strategic Planning in Cyberspace

Generic strategic theory is the academic literature on how to think about national (security)
strategies. Consequently, in this study the strategy formulation model of the U.S. Army
War College will be used as an analytical framework to evaluate the evolving U.S. strategic
thought and security policy in cyberspace. [9]

In the following section, the most important premises of strategic theory are outlined.
Strategic theory applies a holistic and integrative approach. Formulating strategy at the highest
levels of the state, that is at grand strategic or the national security level is: “a process that
seeks to apply a degree of rationality and linearity to circumstances that may or may not be
either. Strategy accomplishes this by expressing its logic in rational, linear terms—ends,
ways, and means.” [9: 1]

Strategic planning has essential building blocks and an established, coherent procedure.
If any of these is missing or not appropriately presented, the national cybersecurity process
will stumble:

“From an accurate analysis of the strategic environment, the strategist determines
the threats to and opportunities for the advancement or protection of these interests. From
policy, the strategist receives the political leadership’s vision, guidance, and priorities
of effort in regard to interests. Thus, in constructing a valid strategy, the strategist is
bounded by the nature of the strategic environment, the dictates of policy, and the logic of
strategy.” [9: 73]

Policy dominates strategy by the articulation of the end state and its guidance regarding
resources, limitations on actions, or similar considerations. “Strategy cannot be formulated
in a policy or intellectual vacuum.” [9: 9] Strategy is hierarchical. The political leadership
ensures and maintains its control and influence over the instruments of power through
the hierarchical nature of state strategy. Clarity and precision are the essentials of a strategy
to provide strategic purpose and unity of direction.

“Therole of the strategist is to exercise influence over the volatility, manage the uncertainty,
simplify the complexity, and resolve the ambiguity, all in terms favourable to the interests of
the state and in compliance with policy guidance.” [9: 18]

The strategic environment has a predominant role in strategy. In order to best serve
purposes of a national strategy at the highest-level cyberspace must be considered in its
broadest sense. In strategic theory the strategic environment incorporates: “[t]he internal and
external context, conditions, relationships, trends, issues, threats, opportunities, interactions,
and effects that influence the success of the state in relation to the physical world, other
states and actors, chance, and the possible futures. [...] the role of the strategist is ultimately
to advocate actions that will lead to desirable outcomes while avoiding undesirable ones,
the strategist must understand the nature of the environment in order to exert influence
within it”. Strategy is subordinate to the nature of the environment. Strategy must identify
an appropriate balance among the objectives sought, the methods to pursue the objectives,
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and the resources available within the particular strategic environment. Strategy must be
consistent with the nature of the strategic environment. [9: 17-18; 66]

“The true purpose of strategy is to create favourable effects in support of policy goals
for the advancement or protection of national interests. Strategic effects are the impact
that the accomplishment of strategic objectives has on the environment. Effect flows from
strategic performance—the synergy of the objective(s) achieved, the concept(s) employed,
and the resources used.” [9: 45]

“In strategy formulation, getting the objectives (ends) right matters most! Objectives are
the true focus of strategy formulation and, if not properly selected and articulated, a proposed
strategy is fundamentally flawed and cannot be effective.” [9: 49]

Strategy rests upon the ends, ways and means structure. “Objectives (ends) explain
‘what’ is to be accomplished. Strategic concepts (ways) answer the big question of ‘how’
the objectives are to be accomplished by the employment of the instruments of power. They
link resources to the objectives by addressing who does what, where, when, how, and why,
with the answers to which explaining ‘how’ an objective will be achieved. [...] Resources
(means) in strategy formulation set the boundaries for the types and levels of support
modalities that will be made available for pursuing concepts of the strategy. In strategy,
resources can be tangible or intangible.” [9: 69]

The notion of power is a central idea in political science and international relations,
military studies and strategic theory, but it has a distinctive meaning in all three. In political
science the concept of power has gone through many transformations since pre-WWII times.
In essence, it is about influence and control over resources, or directly or indirectly over
another party or more broadly over the circumstances of the given situation. As Lawrence
Freedman eloquently determines strategy focuses on interplay and balance between
the strategic environment, the desired end state and the choice of the right instruments and
elements of power:

“The realm of strategy is one of bargaining and persuasion as well as threats and pressure,
psychological as well as physical effects, and words as well as deeds. This is why strategy is
the central political art. It is about getting more out of a situation than the starting balance of
power would suggest. It is the art of creating power.” [10: 12]

In U.S. military theory, by contrast, cyber power is equivalent to military capabilities
and power projection in a given natural domain like air, sea or land, or in case of cyber,
the cyber domain. Strategic theory combines the political and military understanding of
power: elements (capabilities) and instruments of national power that are employed in order
to exercise control over the strategic environment to achieve the desired end state.

“Capabilities refer to the set of resources and assets the state possesses that increase
its potential (capacity) to carry out its aims. In conventional warfare terms, capabilities
are measured by factors like the country’s population, industrial capacity, technological
advancement, or the size of its military forces. In cyberspace, capabilities refer to the state’s
resources and assets that help it achieve its goals in cyberspace such as numbers of hackers,
the level of expertise in computer science, and malware sophistication.” [11] Power is
measured by the actual influence exerted or the outcomes brought about. The strategic
purpose of cyber power is to achieve policy objectives.

Strategic theory isrelated to but different from strategic culture as adiscipline. Nevertheless,
the theory acknowledges that distinctive national history, culture and worldview all play an
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important role in strategy formulation. For example, “Western thinking is permeated with
the binary logic inherent to Western scientific thought. Binary logic is rooted in Aristotle’s
philosophical law that something is either A or ‘not A.” It cannot be A and ‘not A.” It is either
true or false. Thus in Western science, math, logic, and much of culture, we assume a world
of blacks and whites that does not change—this is bivalent logic—two-valuedness”. [9: 43]

The 2016 U.S. Elections and the Russian Influence Operations

The events during the latest U.S. presidential elections is illustrative of the technical,
institutional and strategic cultural aspects that might hinder the development of an effective
cybersecurity strategy. Detailed analysis of all the U.S. cybersecurity documents is beyond
the scope of this study. Instead, in Table 1 the relevant U.S. public statements, marked
in bold italics against shaded background, are enlisted in chronological order along with
the timeline of the election meddling events. This format enables a quick overview of
both the flow events and how they impact the publication of policy statements that try to
strategize response mechanisms to a cyberattack. It also helps to elucidate the fact that
cyber security strategic planning is at an early phase of progress, still leaving several major
strategic gaps unresolved.

Table 1. A chronology of key events and U.S. strategic documents and policy statements.

[Edited by the author.]

May 2011 White House: International Strategy for Cyberspace

July 2011 DoD Strategy for Operating in Cyberspace

September 2012 DoD: International Law in Cyberspace. Harold Hongju Koh, DOS legal adviser’s
statement

2013 DoD Defense Science Board Study: Resilient Military Systems

2013 White House, Presidential Policy Directive (PPD) 21 entitled Critical Infrastructure
Security and Resilience

2013 Cyberspace Operations, Joint Publication 3-12(R)

1 April 2015 White House: Executive Order 1396 “Blocking the Property of Certain Persons

Engaging in Significant Malicious Cyber-Enabled Activities”
April 2015 DoD: The National Military Strategy of the United States of America
15 April 2015 DoD Cyber Strategy

DoD Cyber Command: The Commander’s Vision and Guidance for U.S. Cyber
Command: Beyond the Build. Delivering Outcomes through Cyberspace

12 June 2015 Law of War Manual—United States Department of Defense

5 June 2015

;gllgecember White House Report to Congress on Cybersecurity Deterrence
March 2016 Department of State International Cyberspace Policy Strategy

Hacking Incidents Start to Appear in Public

The Washington Post revealed that “Russian government hackers” had penetrated
14 June 2016 the computer network of the Democratic National Committee.
Crowdstrike technical report published on DNC hacks.

15 June 2016 Guccifer 2.0 crops up in a BlogSpot.

46 AARMS (18) 1 (2019)



20 June 2016

July 2016

13 July 2016

13 July 2016

22 July 2016

26 July 2016

29 July 2016
1 August 2016

18 August 2016

4-5 September
2016

30 September
2016

7 October 2016

15 October 2016

30 October 2016

8 November
2016

10 November
2016

9 December 2016
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Mandiant and Fidelis confirmed Crowdstrike’s initial findings that Russian intelligence
indeed hacked the DNC.

Officials announce that the Illinois state online voter registration system is to be shut
down following a hack.

Testimony of Christopher M. E. Painter, Coordinator for Cyber Issues U.S. Department
of State Before the House of Representatives Committee on Oversight and Government
Reform Subcommittees on Information Security and National Security Hearing on
Digital Acts of War: Evolving the Cybersecurity Conversation.

DNC intruders leaked selected files exclusively to The Hill, a Washington outlet for
Congress.

After Trump was officially nominated and before the Democratic National Convention
got under way, WikiLeaks published more than 19,000 DNC emails with more than
8,000 attachments.

PPD-41 Presidential Policy Directive United States Cyber Incident Coordination.

The directive called for a renewed National Cyber Incident Response Plan that defines
a nationwide approach to significant cyber incidents, including threat level assessment
and outlines the roles of both federal and non-federal entities.

Democratic Congressional Campaign Committee (DCCC) server compromise revealed
in press. DCCC organizes campaign finances.

Shadow Brokers announces they hacked National Security Agency (NSA) and stole
cyber weapons which they want to sell at auction.

FBI issues warning of foreign hackers penetrating voter registration database and state
election computer systems in Illinois and Arizona.

At the G20 Summit Obama urged Vladimir Putin not to let cyberspace become

the “wild, wild west” and “to cut out” cyber intrusion. Obama called on Russia to

“act responsibly and start instituting norms” to avoid a Cold War-style escalation, and
issued warning that America had “more capacity than anybody, both offensively and
defensively”.

Draft National Cyber Incident Response Plan is out for public discussion, still in need
of codification.

Joint Statement from the Department of Homeland Security and Office of the Director
of National Intelligence on Election Security designates Russia, saying hacks of

U.S. political groups and individual politicians could only have been done with

the authorization of “Russia’s most senior” officials and that its intent was to undermine
the integrity of the election.

Joe Biden said in an interview that the U.S. is ready to hit back to Putin. “He’ll

know it”, Mr. Biden added. “And it will be at the time of our choosing. And under

the circumstances that have the greatest impact.”

The Shadow Brokers claims that the 306 domains and 352 IP addresses revealed in

the dump belong to the Equation Group.

Presidential elections.

International Law and Stability in Cyberspace. Brian J. Egan, DOS legal adviser
statement

The Washington Post leaked that the Central Intelligence Agency (CIA) had assessed
that Russia interfered in the election to tilt the election to Trump.

Investigation announced by Obama, POTUS vowed on Friday to “send a clear message
to Russia” as both a punishment and a deterrent imposing cost.
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Obama explains at the end-of-year news conference the White House perspective on
how to handle the hacks. He says: “And so in early September, when I saw President
Putin in China, I felt that the most effective way to ensure that that didn’t happen

was to talk to him directly and tell him to cut it out, and there were going to be some

16 December serious consequences if he didn’t. [...] But the leaks through WikiLeaks had already
2016 occurred. [...] We allowed law enforcement and the intelligence community to do its
job without political influence. [...] With respect to response, my principal goal leading
up to the election was making sure that the election itself went off without a hitch,

that it was not tarnished, and that it did not feed any sense in the public that somehow
tampering had taken place with the actual process of voting.”

22 December

2016 Intelligence Committee releases declassified Snowden Report.

The State Department declared 35 Russian government officials from the Russian
Embassy in Washington and the Russian Consulate in San Francisco “persona non
grata”.

Treasury sanctions on individuals for malicious cyber-enabled activities.

Joint Department of Homeland Security (DHS), Office of the Director of National
29 December Intelligence (ODNI), Federal Bureau of Investigation (FBI) Statement on Russian
2016 Malicious Cyber Activity.

The Department of Homeland Security and the Federal Bureau of Investigation are
releasing a Joint Analysis Report (JAR) that contains declassified technical information
on Russian civilian and military intelligence services’ malicious cyber activity.

The President has approved an amendment to Executive Order 13964.

National Defense Authorization Act for Fiscal Year 2017 approved.

5 January 2017 | Directors Clapper and Rogers testified before Congress about the Russian campaign.

ODNI Declassified report Assessing Russian Activities and Intentions in Recent U.S.
Elections. The Analytic Process and Cyber Incident Attribution. The review prepared by
CIA, FBI, and National Security Agency officials explicitly stated it couldn’t determine
the effect of the suspected Russian influence campaign on the election process.

12 January 2017 | Shadow Brokers tries to sell the hacked cyber weapons again.

6 January 2017

Domestic Strategic Environment: Organizational Hindrances of
Strategic Planning in Cyberspace

Due to the large number of diverse stakeholders involved, cybersecurity policy is like
a multi-dimensional chess play. The ubiquity and the proprietary nature of the potential
targets of a cyberattack causes fuzzy scope of jurisdictional responsibilities and policy
priorities for strategic level cyber defence. The White House is responsible for the security
and the advancement of vital U.S. interests, thus they should provide political coordination
and clearly articulated policy guidance at the top of the strategic hierarchy. However, as
of today, the U.S. does not have a single cybersecurity strategy. Cybersecurity strategy
formulation is a process overarching several policy areas: national security, homeland
security and public order. Strategic planning—currently in the phase of risk assessment,
vulnerability and threat assessment, and strategic concept development—evolves in
parallel in these different policy areas, as well as at state and local levels in accordance
with the inherent legal frameworks and institutional culture of each field. Nevertheless,
the Obama Administration has taken several substantial steps to further develop an
overarching, coherent and more transparent policy approach built on the preliminary
cybersecurity measures going back to the 1980s.
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Ends, Ways and Means

In cybersecurity governance the homeland security, law enforcement and national security
fields are inseparably intertwined. The domestic security authorities are regulated by
a patchwork of domestic laws which include the Constitution of the United States, federal
statutes, and self-executing treaties. This legal framework obliges both government
institutions and private individuals, and regulates the division of labour between
departments and agencies. According to the Cybersecurity Strategy and Implementation
Plan for the Federal Civilian Government: “responsibility for Federal Government
cybersecurity is distributed and shared by all agencies; however, specific agencies have
additional roles in supporting this mission and ensuring that the Federal Government has
the tools, resources, and guidance necessary to make the risk-based decisions necessary
to secure their systems. FISMAS® states that OMB?® oversees Federal agency information
security policies and practices. The OMB Cyber and National Security Unit (OMB Cyber)
was created at the beginning of FY!° 2015 to strengthen Federal cybersecurity.” [12: 6]

These are vying for funding with their own distinctive institutional culture. Moreover,
a unified strategy has to be accepted and approved by governmental entities at lower levels
too, and also by the private sector. Cybersecurity management to a large extent happens
at the state level, and any centralization would mean giving up on some of those local
prerogatives. For example, in February 2017, New York was the first and so far the only U.S.
state to introduce its own cybersecurity policy with some mandatory regulations. Beyond
the inherent vulnerability of information technology devices, these proprietary and legislative
features make cyber security strategy a daunting task, and constitute a constant vulnerability.
As the Russian influence operation demonstrated, even without any destruction or major
disruption, significant confusion can be triggered.

Viewed from a strategic lens, the identification of ends, ways and means are far from being
sorted out. Ends (what to defend) is one of them. The critical infrastructure protection scheme
emerged in the mid-1990s due to the realization of the growing dependency on information
infrastructures and the risks thereof. It provides the federal government with overarching
regulatory authorities in certain vital industries. Twenty years later, basic concepts of
the scheme are still contentious. In 2015, the Cybersecurity Strategy and Implementation
Plan for the Federal Civilian Government orders the prioritized identification and protection
of high value information and assets. In the second part of 2016, the Presidential Commission
on Enhancing National Cybersecurity was convened to develop policy recommendations
for the next administration. Accordingly, the commission interrogated critical infrastructure
owners on what is vital to keep the national economy functioning during a large-scale
cyberattack. During the Obama era, the linchpin of the process was established in 2013
via the Executive Order 13636 entitled Improving Critical Infrastructure Cybersecurity
and Presidential Policy Directive 21 Critical Infrastructure Security and Resilience which
set out steps to strengthen the security and resilience of the Nation’s critical infrastructure.

8 Federal Information Security Management Act.
9 Office of Management and Budget.
1 Financial year.
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PPD-21 re-aligned and updated the HSPD-7" critical infrastructure sectors established in
2003, and reduced the number from 18 to 16.'? Election and voting systems, though were
designated as critical infrastructure only after the election hacks in 2016. In addition, it
is for the first time that critical infrastructure dependency risks are examined in practice.
A large-scale three-year long research is carried out at the Idaho National Laboratory of
the Energy Department to map the likely ripple effects and the physical impacts of hacks.
Similar tests have been initiated to examine how energy sector grid hacks might affect
military readiness. [13]

Ways (who does what, where, when, how, and why) is especially problematic in
the domestic cybersecurity environment. As we will see in the next chapter, legislation and
the White House tend to apply deterrence as an umbrella strategy in an attempt to achieve
strategic unity. Homeland security—risk management and incident response—and law
enforcement tools serves as deterrence by denial, and cost imposition. Once these remits are
decided all the way through, the question of means (resources) also becomes clearer. During
the 2016 elections, the Democratic National Convention’s servers are owned by the party,
and the ownership and operation of election machines fall under state autonomy. Even when
the cyber intrusion was revealed, there was no regulation in place concerning inter-agency
cooperation and information sharing. Figure 1 serves as an illustration of the fragmented
cybersecurity decision making authorities at the top-end of the executive branch.

@ [ DoD ]\[ Dos } [ DHS } [ DoE } [Tyl[ DoC ] [ Dos ]

Figure 1. Politico-strategic cyber security planning at the executive level.'?
[Created by the author.]

1 Homeland Security Presidential Directive 7: Critical Infrastructure Identification, Prioritization, and
Protection. See: www.dhs.gov/homeland-security-presidential-directive-7

12 Presidential Policy Directive 21 (PPD-21) on Critical Infrastructure Security and Resilience identifies 16
critical infrastructure sectors: chemical, commercial facilities, communications, critical manufacturing, dams,
defence industrial base, emergency services, energy, financial services, food and agriculture, government
facilities, healthcare and public health, information technology, nuclear reactors, materials, and waste,
transportation systems, and water and wastewater systems.

13 Legend: WH = White House; NSC = National Security Council; ODNI = Office of the Director of
the National Intelligence; DoD = Department of Defense; DoS = Department of State; DHS = Department of
Homeland Security; DoE = Department of Energy; DoC = Department of Commerce; DoJ = Department of
Justice.

50 AARMS (18) 1 (2019)



D. DEVATI: The U.S. Response to the 2016 Russian Election Meddling... (Part 1)

First, the underlying dilemma starts at the issue of what are the thresholds for government-
level response. The methodology for assessing the effect of a cyberattack campaign, and
calculating an unacceptable level of “damage” after which the critical cyberattack threshold
will be crossed is still evolving. The federal government is primarily responsible for its
own governmental networks. Beyond that, it takes first-order responsibility for national
security level threats that constitute a significant cybersecurity incident in the official
parlance. The notion of a major cybersecurity incident was first determined in a memo for
the federal agencies by the Office of Management and Budget in 2007. OMB is the largest
office within the Executive Office of the President, and it issues the Federal Information
Security Management Act guidance, the key point of reference for homeland security
planning. The guidance of 2014, based on U.S. CERT National Cyber Incident Scoring
System defines incident as “an occurrence that (A) actually or imminently jeopardizes,
without lawful authority, the integrity, confidentiality, or availability of information or an
information system; or (B) constitutes a violation or imminent threat of violation of law,
security policies, security procedures, or acceptable use policies.” An updated version of
2015 defines a major incident as one that:

e Involves information that is classified or “controlled unclassified information”,
a broader category that includes proprietary information, intellectual property, trade
secrets or personally identifiable information.

+ Affects at least 10,000 users and is not “recoverable” (for example, sensitive data is
exfiltrated from agency systems and publicly posted online. Or, the time to recover is
unpredictable or would require additional resources.)

+ Causes an agency to lose the ability to provide a critical service to at least some users.
A “high-functional” impact, meanwhile, describes an incident in which an agency
loses the ability to provide all critical services to users.

» Involves the exfiltration, modification, deletion or any other type of unauthorized
access of information or system. [14]

There are seven levels of severity based on the impact caused and the recoverability
and dependency of the systems affected. The Obama presidency got one step closer to
categorizing the national security levels of cyber incidents in the U.S. Cyber Incident
Coordination presidential directive issued on 26" July 2016. It also uses the same
terminology and scoring system. Under the directive, all major incidents that is those in
the top three categories are also considered “significant cyber incidents, meaning they are
likely to result in demonstrable harm to the national security interests, foreign relations, or
economy of the United States or to the public confidence, civil liberties or public health and
safety of the American people. These significant cyber incidents demand unity of effort
within the Federal Government and especially close coordination between the public
and private sectors as appropriate.” [15] Another factor seems to influence governmental
intervention, when the attacker is verifiably a nation state. Obama regularly refers to this
as a pivotal part of the calculation. In that case, international law kicks in as the regulatory
norm. The next chapter examines international law considerations.
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General Definition Obs?rved niepded
Actions Consequence?
Level 5 ( L
Emergency Cause physical
(Black) nf S onal gov't Effect consequence
Likely to result in a significant impact Damage computer

to public health or safety, national and networking

security, economic security, foreign hardware
relations, or civil liberties.
Level 3 | Likely to result in a demonstrable Presence Corrupt or destroy
High  |impact to public health or safety, data
(Orange) | national security, economic security, o
foreign relations, civil liberties, or Deny availability to a
public confidence. key Systemar
Level 2 May impact public health or safety, service
Medium | national security, economic security, .
. . i Engagement Steal sensitive
(Yellow) | foreign relations, civil liberties, or ; A
information

public confidence.

Level 1 Unlikely to impact public health or
Low safety, national security, economic

(Green) |security, foreign relations, civil

liberties, or public confidence.

Commit a financial
crime

Nuisance DoS or

Level 0 Unsubstantiated or inconsequential Preparation defacement
Baseline |event.
(White)

Figure 2. Incident scoring in the PPD—41 Presidential Policy Directive
“United States Cyber Incident Coordination”. [20]

According to these measures, the 2016 Russian hacking meets the standard for a significant
cyber incident, as there has been demonstrable impact to public confidence and foreign
relations.

Secondly, it is blurred to what extent cybersecurity is a civilian or a military
responsibility. Currently, cyberattack response is predominantly a civilian law enforcement,
counterintelligence and incident response procedure, combined with a (voluntary) regulatory
framework serving defence and resilience'* purposes. In baseline terms, the Department
of Homeland Security is responsible for the dot.gov cybersecurity and the public-private
partnership with critical infrastructure stakeholders. Meanwhile, the information security
technical expertise in the civilian sector is split between the Department of Homeland Security
where the US—CERT resides, and the Department of Commerce through the mandate of
the National Institute of Technology that is authorized to elaborate voluntary cybersecurity
frameworks.

4 In generic terms resilience is the ability to quickly restore the original shape after an attack. It is an integral
part of Information and Communication Technology security incident management and homeland security.
Fast recovery limits potential gains and can convince an opponent not to attack.
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The U.S. Cyber Incident Coordination presidential directive issued on 26" July 2016
institutionalizes a whole-of-government approach: the directive designates the Department
of Justice, acting through the Federal Bureau of Investigation and the National Cyber
Investigative Joint Task Force, as a lead agency in charge of responding to cyber threats,
meaning investigation and prosecution, against the United States agencies or companies.
When cyber incidents occur, the Department of Homeland Security provides assistance to
potentially impacted entities, analyses the potential impact across critical infrastructure,
investigates those responsible in conjunction with law enforcement partners, and coordinates
the national response to significant cyber incidents. [16]

At the level of industry, during a real-world attack on the grid, the Department of Energy
would be responsible for collecting, evaluating, and sharing information on our energy
infrastructure, as well as working with Federal, state, and local entities and industry to help
facilitate the restoration of damaged energy infrastructure. (DARPA is interested specifically
in an early warning of impending attacks, situation awareness, network isolation and threat
characterization.)

The Director of National Intelligence (DNI) assists in aggregating analysis of threat trends,
and helps “to degrade or mitigate adversary threat capabilities”. [16] The Department of State
can reach out through diplomatic channels directly to foreign governments where the source
of the attack is located. In the aftermath of the Sony attack, on 1 April 2015 Obama issued
an executive order entitled Blocking the Property of Certain Persons Engaging in Significant
Malicious Cyber-Enabled Activities. The Treasury has the authority to levy sanctions against
those charged with cyber felony receiving advice from the Department of Commerce and
the Office of the U.S. Trade Representative.

Since the 1980s and increasingly from the early 2000s the FBI, endowed both with
counterintelligence and law enforcement authorities, has been the lead federal agency for
investigating cybersecurity incidents. During the Obama Administration, the cybersecurity
remit of the Department of Justice (DoJ) has been extended considerably. John Carlin
the head of the DoJ’s National Security Division said the coordinated national security
investigative and prosecution process and all source intelligence and attribution capability
within the DoJ is essential, and these are pieces of a new deterrence strategy. Carlin described
the national security investigations procedure—that was established in reaction to 9/11
attacks through the USA PATRIOT Improvement and Reauthorization Act—that it: “seek to
harness and coordinate the authorities and capabilities of all members of the national security
community, state and local law enforcement, and foreign law enforcement and intelligence
partners, and may result in a wide variety of national security activity, including [...] arrest
and prosecution of perpetrators, imposition of economic sanctions, diplomatic overtures to
foreign governments, and actions undertaken by U.S. intelligence services or armed forces
overseas.” [17]

Dol is responsible for both national security and cyber economic espionage investigations,
attribution and prosecution. Carlin also linked their task to the globally promoted U.S.
norms on acceptable behaviour in cyberspace which are enforced by this cross-border law
enforcement procedure.
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DoD’s Role in Cyber Defence

The public debate about the role of the Department of Defense in national cybersecurity
has been ongoing for more than a decade. There are signs on the part of the legislative
and executive authorities to be inclined to delegate more role to the military. Along with
the extended scope of the DoJ and international norms discussed in the next chapter,
the military constitutes the other major source of deterrence. When the 2011 DoD Strategy
for operation in Cyberspace was issued, the DoD was only responsible for the cybersecurity
of the dot.mil domain. As set by domestic law, the military can only provide assistance
to domestic civilian authorities in special cases related, for example, to counterterrorism,
WMD or cybersecurity. DoD has developed and issued key Defense Support of Civil
Authorities, however, DoD guidance does not clarify the specific roles and responsibilities
of key DoD entities that may be demanded to support a cyber incident.

There has been a considerable change in the DoD’s role conception after 2012, when in
August Saudi Aramco was smashed by a massive cyberattack, and later in September several
Wall Street banks were also hit by a series of DDoS attacks for over a week, and the attacks
stopped completely only in spring 2013. Since then, a more direct role is articulated for
the military in critical infrastructure protection. As of today, the military is also involved in
civilian cybersecurity exercises and also in strategic planning, most notably in the yearly
Cyber Guard exercises that has shifted from a whole-of-government to a whole-of-nation
approach. In the 2015 DoD Cyber Strategy it is one of the five strategic objectives to “be
prepared to defend the U.S. homeland and U.S. vital interests from disruptive or destructive
cyber-attacks of significant consequence”. [18: 14] The Strategy also identifies a role for
the four groups of mission forces of which the 13 “National Mission Forces and their
associated support teams will defend the United States and its interests against cyberattacks of
significant consequence”, thus, they will help defend the nation’s critical infrastructure. [18: 6]
Unambiguously, the DoD possess the highest level of aggregate cybersecurity expertise both
in qualitative and quantitative terms. In the U.S., however, there is a statutory restriction,
the so-called Posse Comitatus Act, concerning the employment of the military force on
the homeland in peacetime. Rather, it is the National Guards who can operate more freely
at local levels, and who will have a major role in cyber defence if it is necessitated. Most
national security strategic documents determine this as the last resort.

In December 2015 the White House Strategy on Cyber Deterrence was delivered. It
had been commissioned in 2013 by Congress in the National Defense Authorization Act,
with the purpose of outlining how the United States will respond to cyberattacks. It came
out almost two years late, and between April and December 2015 informally the DoD
strategy was regarded as a kind of interim national cybersecurity strategy. Another strategic
ambition running parallel to national cybersecurity is the full integration of cyber capabilities
into military operations and deterrence. Cyber Command have been boosted to more than
6,000 troops and cybersecurity budgets, although precise chapters are indiscernible, have
multiplied. In the military strategic context, designated cyber troops are intensively building
technical, tactical and C2 operational skills. Rules of Engagement are still in progress,
and they are largely classified. In 2016, the DoD launched a task force to explore ways, in
which offensive cyber capabilities could provide support to strategic objectives with results
to be expected when cyber forces become fully operational. Its mandate is to find ways to
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operationalize offensive operations: “[TThe role of full-spectrum cyberspace operations in
supporting shaping, deterrence, constrained military objectives, and full-scale conflict is not
adequately appreciated or understood. It is the principal objective of this TF to investigate
the opportunities for, and limitations of, offensive cyber capabilities in support of overall U.S.
strategy and provide actionable recommendations to enhance those capabilities.” [19: 32]

The Delicate Balance of Public-Private Partnership

Third, the division of labour between the federal government and private sector actors
in cybersecurity is still unsettled. Both parties are still hesitant about the degree of
responsibility they are willing and able to take for cybersecurity. The executive branch and
private sector relationships are entangled but crucial in any sincere cybersecurity efforts.
One of the first and best known exercises examining the issue of strategic information
warfare was the 1996 RAND “The Day After” desktop exercise and the following report
characterizes the federal government’s role as part leadership and part partnership with
the domestic sector. Similarly, President Obama and leading DHS cybersecurity officials
emphasize that in private sector cybersecurity the government has only an enabling role,
providing the private sector with the necessary guidance, early warning and information,
incident management assistance and incentives to assist in risk management. In the federal
government’s discourse, cyberspace is an ecosystem with shared responsibilities. As an
initial overture in 2011, the White House submitted a comprehensive cybersecurity proposal
to Congress including obligatory cybersecurity standards and voluntary cybersecurity
practices that could be required to be adopted by critical infrastructure owners, but it was
rejected as a result of the powerful industrial lobby. It was a stark reminder that progress
in this area is not just a technical regulatory issue, but rather a tough bargain. Later on,
the President submitted several regulatory bills, but there has been little change in the basic
stance of the industry’s voluntary stance.

In 2016, during the Presidential Commission on Enhancing National Cybersecurity
hearings, possible further solutions were gauged along the regulatory versus voluntary
approach and the proactive prevention versus mitigation axles. One enabling policy is
fostering information sharing between the private sector and public authorities, while
ensuring liability protection and incentives. Despite several bills, confidence is still lacking
towards federal agencies. The DNC preventing the FBI from having access to party servers
is a good example. Extending the DoJ’s investigatory and prosecutorial role was welcome
by the business community, unlike the White House’s Deterrence Strategy which was
criticized for ignoring threats below the level of a significant cyber incident. Following in
the footsteps of the 2013 NSA leak, the 2016 NSA hack and leak revealed exploit kits used
by NSA to penetrate major IT vendors’ products like Cisco or Fortinet, was another blow to
the confidence of the private sector towards the government.

The Russian meddling and the increasing number of attacks prove to be a double-edged
tactic. The distance between public and private actor views and interests seem to diminish. In
this regard, there has been an important shift in the position of the government on the private
actors’ right to execute (active) defensive measures, even if not on hack backing back. This
is a sign of opening up to the idea that the private sector has a major share in cyber power.

AARMS (18) 1 (2019) 55



D. DEVATI: The U.S. Response to the 2016 Russian Election Meddling... (Part 1)

In May 2015, the Assistant Attorney General Leslie Caldwell announced plans for a guidance
for industry on cyber defensive actions. Up until now, this has not materialized. The demand
to legalize forms of self-help for the private industry is increasing. Business leaders and
the U.S. Chamber of Commerce also put growing pressure on the administration to expand
deterrence to cyber threats that do not rise to the level of warfare, but still cause considerable
losses.

Conclusion

The article provides a snapshot of the regulatory and institutional environment of the U.S.
cybersecurity back in 2016. U.S. cybersecurity as a national security issue area emerged
gradually since the early 1990s, and later on, it was fully elevated to the highest level of
strategic planning by the Obama presidency. In spite of supposedly having the most powerful
cyber weapon arsenal, the U.S. strategic advantage in cyberspace is greatly diminished by
the lack of a coherent and functioning cybersecurity policy. The U.S. is far not alone with
this deficiency, however, this calls into serious doubt the ability and willingness of the state
supposedly with the most powerful cyber capabilities.

Among the most serious problems, governance remains disjoint and weak all along
the statutory, regulatory and enforcement levels. Efficiency would require a shift towards
centralization and enforcement of regulations at the federal level, but the presidential orders
and legislative acts do not go beyond the voluntary regulation for the private sector. Cyber
defence of the federal departments and agencies is also still weak as the Office of Personal
Management hack shows. On the other hand, there is some progress in the national incident
response management plan and in the whole-of-the nation cyber exercises. Although there is
some development towards a bigger role for the military, response mechanism short of war
remains largely civilian.
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Major Technical, Operational and Strategic Considerations

In the U.S,, responding to cyberattacks of substantial effects more actively and in
a sustainable manner have been called for since the mid-2000s. Both policy and private sector
communities have been demanding a national security level response instead of a cyber
“Maginot-Line” style cyber defence comprising conventional software patches, intrusion
detection and fire walls, or pure reactive cyber defence following incident management
approach. The DoD introduced the idea of active defence in its 2011 strategy. Up till now,
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however, active defence is still a very fluid concept running from situational awareness
through deception to power projection and offensive cyber operations in cyberspace.

For quite a while, at the level of state-to-state relations, naming and shaming, a low-key
instrument used to be the only explicit official reprisal applied by the administration. It was
only after the Sony incident in late 2014 that a firm bipartisan consensus evolved that similar
attacks cannot remain unanswered. In 2016, the White House’s official reaction was criticized
as too little and too late, but it did manifest a shift in official response. The next section will
discuss those aspects that come into play when a response is considered thoughtfully.

Deterrence in Cyberspace

The need for a more strategic approach to cybersecurity first arose mainly in the academic and
military expert circles. As opposed to the case-by-case, ad hoc crisis management, strategic
thinking is anticipatory and pro-active, and synthetizes national interests and objectives.
By 2008, as the opening citation in this article shows, President Obama’s national security
team realized the demand for a new policy and intended to meet it, though its attempts
were often frustrated by Republican lawmakers and powerful commercial lobby interests
in Congress. For the moment, the U.S. Government’s official stance is that each response
to a significant cyberattack will be examined on a case-by-case basis and it will combine
the most suitable elements of national power. In Obama’s words, we will respond at a “time
and manner of our choosing”. Still, the intention is broader than just neutralizing a given
attack, and aims to contribute to deterring future attacks, as well. In generic terms,
a cybersecurity strategy first and foremost seeks to avert substantial cyberattacks—or
strategic effects caused by a cyberattack—by threat actors in a manner that is synergic
with the overarching national security or grand strategy framework. The question of “how”
(ways) is still an unsettled task. Deterrence is just one of several possible strategic concepts,
along with alliances, reassurance, diplomacy and norm promotion, dissuasion, economic
rewards and punishments.

Deterrence dominated Western strategic thought in the kinetic realm during the Cold War.
Strategic nuclear and conventional military deterrence was considered a major tool to prevent
large-scale kinetic attacks and maintain international peace and stability. Nevertheless,
theoreticians have been arguing for long that this view focusing only on military threats and
means to counter them is too restrictive. The feasibility of cyber deterrence is still contentious
in many aspects. Cyber intrusions are extremely difficult to detect, and any computer system
is inherently vulnerable. The attribution of the attack and the brandishing cyber offensive
capabilities are problematic. Hence, the Cold War era model of deterrence was soon discarded
as infeasible in cyberspace. [1]

Deterrence theory persists as the departure for cyber deterrence discussions. It consists of
some basic principles: “...in order for deterrence to succeed, a deterrer should have sufficient
capability, its threat should be credible. It is the adversary’s perception and decision making
that has to be affected: the cost-benefit calculations inherent in instrumental rationality are
assumed to be present in decision situations involving deterrence. Deterrence is achieved if
and when a potential attacker, fearing unacceptable punishment or denial of victory, decides
to forgo a planned offensive. [...] Most specialists have recognized at least two distinct
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paths to deterrence: punishment or cost-imposition, and denial. The threat to impose costs
in retaliation for a transgression obviously involves a negative incentive. But deterrence
by denial also rests upon a form of negative incentive. The ability to resist and ultimately
frustrate another actor’s efforts can deny it any benefit while still leaving it with the costs of
its efforts, again leading to a net negative outcome for the other side. A pure defense posture
also does not aim to influence the other’s decision; it accepts that an attack may occur and
aims only to ensure the attack will not succeed.” [2: 2, 38]

There is a tendency among the political elite, the Congress and the executive branch to treat
deterrence in cyberspace as an umbrella term for all kinds of cybersecurity strategic ways.
Conversely, it is still a question what role deterrence can play in cybersecurity, and what kind
of deterrence strategy is the most feasible. In any case, one baseline step has crystalized that
cyber deterrence needs to be broad or comprehensive. If deterrence is regarded as a strategic
end in itself, then offence, defence and resilience are the ways to achieve it, through whole-
of-government means (military, diplomacy, law-enforcement, resiliency, etc.). Deterrence
by denial is gradually gaining more acceptance in cybersecurity strategies. It encompasses
all forms of IT security measures, as well as any methods to improve resilience. Resilience
is an elusive concept, but in general terms it means that once systems were knocked out,
there are either redundant devices, and/or procedures in place to have them bounce back as
quickly as possible. Cyber defence is no less elusive, as attack capabilities are developing at
a neck-braking pace and it is almost impossible to keep up with. Cost-benefit calculations are
always crucial in strategic planning, and given that deterrence by denial is extremely costly,
this constitutes a huge obstacle in its wide and efficient application.

With the volume of damage growing, the need for alternative means of deterrence has
remained in the focus of cybersecurity efforts. The military also started to reconsider viable
options to deter cyberattacks. The prevailing argument in military circles was that offence is
the best defence in cyberspace, as deterrence and defence are both infeasible. The officially
published politico-strategic doctrines though—for example the 2011 Department of Defense
(DoD) Strategy for Cyberspace or the 2011 DoD Report to Congress—were much more
cautious and hardly mentioned offensive capabilities or intent.

Another problem with cyber deterrence is the very wide range of cyberattacks, as opposed
to, for example, the range of nuclear attacks. Accordingly, the refinement of the unified
Cold War deterrence approach is observable in cybersecurity strategy formulations. This is
analogous with the methodology that Freedman determined as narrow deterrence. It is a form
of deterrence narrowed down to retaliation against specific actors and certain weapons, and
focuses on the protection of certain systems. For example, in 2013 the DoD’s Defense Science
Board (DSB) issued its study on Resilient Military Systems recommending deterrence as
a necessary element of a cybersecurity strategy, but only as one complementary element of
three other constituents, defence, resilience and offence. It recommended narrow strategic
deterrence reserved only against the most menacing nation state cyber threats. [3]

Later, in April 2015 the DoD Cyber Strategy, still defensive in posture, pivoted on
deterrence, mainly by denial, but the strategy also speaks about the use of offensive cyber
operations much more explicitly then any time earlier, if the protection of the U.S. homeland
and U.S. vital interests require. There is a new element, only mentioned in a half-sentence,
which is the potential use of cyberattacks as a deterrent against threats from other domains.
One set of strategic issues is whether cyberattacks can be used as a legitimate coercive means
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not just in response to cyberattacks that is in-kind retaliation, but applied more broadly as
a means of “cybered” deterrence.® The major argument for using cyberattacks as coercion is
that it is bloodless and thus less damaging than a military attack.

The DSB also launched a specific cyber deterrence task force in October 2014 that
concluded its report in March 2017 incorporating the experiences of the election meddling.
It contains several ideas long having been circulated in academic circles, but occurring in
public official reports for the first time. Hence, these parts represent a shift in official strategic
thinking rather than real novelty in strategic studies. It furthers the idea of narrow deterrence.
Most significantly, it acknowledges that: “a more proactive and systematic approach to U.S.
cyber deterrence is urgently needed.” [4] The report advocates offensive cyber and non-cyber
responses with an unprecedented openness. Instead of a generalized deterrence strategy,
the report recommends that deterrence be tailoredto different adversary groups or specific
adversaries (great powers: China, Russia; regional powers: Iran, North Korea; and non-state
actors: terrorist groups). In deterrence literature tailored deterrence means: “designed and
applied with a specific target’s motivations, risk acceptance, worldview, and capabilities
in mind.” [2: 267] The report also endorses “a wider range of military cyber options, and
a clear policy and legal framework for their employment”, especially vis-a-vis Russia
and China. [4: 9] The United States must systematically develop a portfolio of scalable,
military and non-military response options to a wide range of potential cyberattacks and
costly cyber intrusions “to be able to rapidly provide the President with a range of cyber and
non-cyber response options in situations where deterrence fails. In order to support timely
decision-making, the ‘plays’ in this playbook must be in the context of a clear policy and
legal framework for their employment (including policy and legal vetting and evaluation via
interagency war gaming and discussion)”. [4: 14]

A separate section is devoted in the report to strategic and crisis stability. Given
the relatively low level of risk in using first strike against an adversary’s military capabilities
increases the risk of escalation. Therefore, new rungs have to be inserted into the escalation
ladder identified through war gaming experience and bilateral strategic stability talks.
The report asserts that “[a] critical element in strengthening the U.S. cyber deterrence posture
is the clarification of norms regarding the implantation and employment of offensive cyber
weapons.” [4: 23]

The 2017 National Defense Authorization Act approved by Congress at the end of
2016, delegates the role directly to the DoD and then to the new President to examine and
elaborate more effective military and non-military ways of deterrence and the “descriptions
of relevant authorities, rules of engagement, command and control structures, and response
plans relating to such options”. Within 180 days of receiving the DoD report, the legislation
requires the President to report to Congress on cyberattacks that warrant a military response.
That report should include a “discussion of the types of actions carried out in cyberspace
that may warrant a military response or operation; A description of the role of the military
in responding to acts of aggression in cyberspace against the United States; A description of
the circumstances required for a military response to a cyberattack against the United States;

3 Gaycken and Martinelli differentiate “cybered deterrence”, as deterrence by cyber means, and “cyber
deterrence”, as deterrence of cyberattacks. [25]
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[and] A plan for articulating a declaratory policy on the use of cyber weapons by the United
States.” [5]

In late 2013, as part of the 2014 National Defense Authorization Act, Congress called for
a declaratory deterrence policy by the President. The White House’s Deterrence Strategy,
as discussed in the previous section, focuses on hardening and increasing the resilience
of the most vital critical infrastructure systems as deterrence by denial. Meanwhile,
prioritizes the law-enforcement (investigative and prosecutorial) paradigm, partly modelled
on counterterrorism, and economic sanctions as cost imposition. Offensive cyber operations
are reserved for the most severe cases.

Retaliation, Attribution and Self-Restraint in Cyberspace

In the cyber context, retaliatory deterrence still has a low political feasibility. Retaliation
can be in-kind, meaning a counter cyberattack or cross-domain. For several reasons,
the U.S. is inclined to exert self-restraint in using cyber offensively. The fundamental
feature that distinguishes cyberspace as a strategic environment from the other domains is
the difficulty of attributing the perpetrators, which undermines any quick response options.
No comprehensive discussion of attribution studies is possible here. What is important
to note here is that attribution capability has become a strategic asset for every state.
Technical attribution works by tracing back the computer or its geolocation, it can never
be unquestionably exact, thus a good result is rather a matter of degree. Digital forensic
investigation has to be supplemented with intelligence and information analysis to provide
information about the person and the full profile of the culprit(s), and ultimately their links
with states or other entities. The more intelligent sources are involved, the higher level of
certainty can be achieved. Good attribution requires an immense amount of resources, both
technical, human and political, therefore cost is a highly restrictive condition.

Consequently, attribution is not just technical but also a (geo-)political process, and thus
requires a very high level of evidence that stands up to scrutiny. In order to initiate a legal
procedure or to justify retaliation in self-defence necessitate both solid evidence that meets
some legal standards, and the political clout to convince the international community. It is
called the burden of proof in legal parlance, and in absence of legally fully verifiable evidence,
attribution is only political. If the cyberattack amounts to a violation of international law,
but stays below the level of an armed attack, the victim state still has the right to react by
a countermeasure, which would otherwise itself violate international law, to induce the other
state to stop the acts causing disruption. Countermeasures cannot be forcible and must be
proportionate, an in-kind response as close to the original violation as possible. In strategic
terms, this would parallel compellence.

In the security studies, the most thorough paper on cybersecurity attribution was
written by Thomas Rid and Ben Buchanan. Alluding to the many uncertainties surrounding
attribution, they say that attribution is what states make of it. “On a strategic level, attribution
is a function of what is at stake politically. The political stakes are determined by a range of
factors, most importantly by the incurred damage. That damage can be financial, physical, or
reputational”—they write. [6: 3] Appraising the effects and thus the appropriate response to
a cyberattack, in cases like the election influence operations, when the attack builds up slowly
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and incrementally, is even more challenging. In addition, international law actually does not
determine the standard of proof for States to undertake countermeasures or other means of
self-help.

In the U.S., just like in the election hacking case, the private IT security firms play
a significant role in detection, incident management and attribution. Those major threat
intelligence companies are in the vanguard of I'T security worldwide that gives them credential.
Consequently, private sector threat intelligence might be a potential point of reference
for nation states, too. However, one must not conflate U.S. public attribution with threat
intelligence. It rarely happens publicly, but rather through the specialized and confidential
information sharing channels between the government and the private sector. The decision
whether to communicate the results or not, and how to do it is part of the strategic decision.
Public attribution might result in the offenders’ termination of an operation, changing tactics,
or reacting publicly to allegations. There is another part of the strategic equation, publicizing
attribution is also a sensitive issue as it might compromise intelligence sources and procedures,
as well as vulnerabilities of the victim. Attribution capability and public attribution constitute
a very important element that supports strategic deterrence, and it has been emphasized
since 2011, in every official cyber deterrence study and doctrine. An additional message
of the identification and indictment of specific persons, or as in 2016 also their links to
the Russian Government is that the U.S. is in the possession of very sophisticated attribution
capabilities, even if the method of retaliation is not yet refined.

U.S. deterrence strategy, meaning the political and military posture adopted by decision-
makers is aimed at averting military or cyber confrontations at the level of inception in
the adversary’s mind. Patrick Morgan distinguishes this kind of deterrence as influence
strategy. Meanwhile, the Russian or Chinese strategic thought, in contrast, uses control
strategy, aiming to take away the other side’s ability to launch an attack. [2: 37-38]

As one of the most digitized nations and with its cyber defence at a nascent phase, the U.S. is
highly susceptible to cyberattacks. As James Clapper Director of National Intelligence (DNT)
said during a Congressional hearing, you do not throw stones when you live in a glasshouse.
Therefore, the U.S. advocates strategic and crisis stability in cyberspace as well, just like
in the kinetic domains, focusing on political and diplomatic crisis prevention measures.
Besides its vulnerability to cyberattacks, the U.S. benefits a lot from long-term stability in
the interconnected commercial and military environment. In the White House’s International
Strategy for Cyberspace, or the Department of State’s International Cyberspace Policy
Strategy and in the Department of State legal adviser’s statement entitled International Law
and Stability in Cyberspace, international stability is a central concept. The U.S. sees itself
as a standard bearer in cyber issues as well, and pursues international strategy accordingly.
Consequently, the U.S. strives not to set a bad precedent in using cyber operations widely
and recklessly.

Once military or cyber confrontation did start, escalation dominance is a primary goal.
Cyberattacks are especially problematic in terms of escalation, as the second and third
order effects are not sufficiently mapped out; nevertheless, it is widely acknowledged that
cyberattacks are prone to swiftly escalate into physical space. It is extremely difficult to plan
and implement targeted cyberattacks in order to achieve specific strategic effects, thus nation
states tend to use it sparingly. In spite of the laborious efforts of international law experts,
the legal background and the rules engagement of offensive cyber operations is still unclear.
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Another hindrance in the usage of offensive operations comes from the nature of
cyber weapons. As soon as a malware is detected, the defenders can patch the particular
vulnerabilities, thus it cannot be used again. In addition, it is only a matter of time and
expertise that its patterns are reverse engineered, and rivals can improve themselves and learn
new techniques, thus cyber weapons might as well be turned against the attacker. [7]

Retaliatory threat also has to be credible. Nevertheless, due to the above-mentioned reason,
nation states try hard to conceal their actual cyber capabilities. As a result, the reluctance to
brandish one’s cyber force to prove how powerful it is renders deterrence ineffective. Instead,
the U.S. announces loudly how it extends the volume and technical skills of its cyber troops,
as well as its commitment to use them when called upon. However, the higher-level strategies
coming from the DoD and the White House emphasize that a retaliator cyberattack is the last
resort.

Finally, the most important fact is, that in-kind retaliation or more broadly an active-
defence military response is not guaranteed to be able to efficiently neutralize the threat of an
ongoing cyberattack, especially in peacetime. That is, the compellence value of cyberattacks
is controversial. Martin Libicki analysed this aspect in depth in his 2009 study on Cyber
deterrence: eliminate hackers. Nevertheless, the U.S. military does allot great deterrence
value to cyber power when it is preparing to reach its full offensive and defensive cyber
operational potential that is superior to any other nation state. [8] [9] The idea is similar to
the strategic strike value of the air force, [10] that even if the sources of the threat cannot
be neutralized directly, the will of the attacking party can be broken by disrupting military
supply chains or decapitating supporting economic facilities, or by imposing unacceptable
costs on the attacker’s hinterland.

Although the White House’s presidential directives, the Cyber Deterrence Strategy
issued in December 2015, as well as the DoD’s Cyber Strategy which come to the closest of
policy guidance and declaratory strategy, order only a last resort role for the military. This
judgement, however, is in flux both at the strategic and the operational level. Military cyber
power is developed in parallel as a means of deterrence, along with an incremental overall
strategic shift in the intention to use it.

Using the military in retaliation is regarded as a last resort. Obama was well-known for
his non-confrontational, cautious but pragmatic attitude. According to officials near him, this
outlook dominated major U.S. decisions on how to employ cyberattacks, for example against
Libya in 2011 or in response to Iranian DDoS attacks in 2012-2013. Based on Obama’s
personal statements, this approach prevailed in the Russian case, too in 2016. Self-restraint
is also integrated into strategy. In June 2013, the top-secret Presidential Policy Directive
issued in 2012 was leaked. It establishes cyber operations policy for a number of offensive
and defensive cyber operations. Two kinds of operations are enlisted that correspond to
power projection or active defence in cyberspace: “Defensive Cyber Effects Operations
(DCEOQ): Operations and related programs or activities—other than network defence or
cyber collection—conducted by or on behalf of the United States Government, in or through
cyberspace, that are intended to enable or produce cyber effects outside United States
Government networks for the purpose of defending or protecting against imminent threats
or ongoing attacks or malicious cyber activity against U.S. national interests from inside or
outside cyberspace. [...] Offensive Cyber Effects Operations (OCEQO): Operations and related
programs or activities—other than network defense, cyber collection, or DCEO—conducted
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by or on behalf of the United States Government, in or through cyberspace, that are intended
to enable or produce cyber effects outside United States Government networks.” [11: 3]

Cognizant of the challenges due to legal complexities and targeting precision, most of
the cyberattacks can only be authorized by the President of the Defense Secretary. In order
to avoid collateral damage, including upsetting the stability and security of the Internet, and
unintended foreign policy consequences, decisions to attack have to be weighted carefully
and measured against all other options. Prospects of an offensive cyberattack against
the U.S. private infrastructure have to be considered, too. All in all, the assiduously compiled
document arranges for alternatives that minimize the use of OCEO.

Proportionate Response, Legal Considerations
and Declaratory Policy

Returning to the issue of proportionate response, the threshold for a retaliatory response
is obscure legally and politically as well. The definition of a major cyber incident is an
approximation of the impacts of cyberattacks on vital U.S. values and interests, and shows
how the U.S. thinks about cyberattacks within its jurisdiction. The U.S. is a vocal advocate
of the norm that when the attack is safely attributed to a foreign nation state, international
law constitutes the main point of reference on how to respond to it. Unfortunately, when
it comes to cyberspace, the interpretation of international law is extremely contentious.
The U.S. authorities do not automatically recognize the Tallin Manual, where influence
operations are mentioned as an act not deemed equivalent to the use of force: “[a]s an
example, non-destructive cyber psychological operations intended solely to undermine
confidence in a government or economy do not qualify as uses of force.” [12: S1, R11, par. 3]

In fact, the U.S. official statements hardly go into any specific details about how
international law is applicable in cyberspace. In addition to a few particular policy statements
of U.S. Department of State officials, the Law of War Manual is regarded as the most important
expression of the U.S. views on the law of war, and it is also the most detailed, publicly
available record of U.S. legal guidance on cyber operations since a legal assessment published
by the DoD Office of General Counsel in 1999. [13] What the Obama Administration defines
as calculated ambiguity, is most visible in the omissions or the vagueness of the Manual.
It is inarticulate on what kind of cyber operations the use of force is needed, and also on
the standards of attribution. What constitutes a lawful target in cyberspace is not discussed in
detail either. At one place, the Manual notes that cyber operations which merely involve infor-
mation gathering may not implicate rules applicable to attacks. What amounts to an attack is
not discussed in detail, it is only mentioned in the context of cyber operations. In accordance
with an apparent majority of international lawyers, the Manual reserves the application of
the ius in bello rules on targeting to operations that amount to an attack. The Manual refers
to a cyber operation “that would destroy enemy computer systems” as prohibited if directed
against civilian infrastructure. The Manual notes that rules that apply to attacks do not apply
to operations below the attack threshold and such operations may therefore be directed,
consistent with the law of war, against civilians or civilian objects subject to the requirement
of military necessity. The Manual mentions briefly that cyber operations resulting only in
reversible or temporary effects may not amount to an attack. Such operations can be webpage
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defacement, disruption of Internet services and dissemination of propaganda. Proportionality
in ius in bello prohibits attacks expected to produce “loss of life or injury to civilians, and
damage to civilian objects incidental to the attack” that would be “excessive in relation to
the concrete and direct military advantage expected to be gained”. The Manual dismisses from
proportionality calculations, “mere inconveniences or temporary losses” including “brief
disruption of internet services to civilians” as well as “economic harms in the belligerent
state resulting from such disruptions”. [13]

Thresholds have to be effective in a strategic sense too, and thus need wider international
recognition. According to a RAND study a threshold is: “...a negotiated, declared, or tacitly
understood delimiter between measures short of war and high-order conflict such as full-
scale conventional or nuclear war.” [14]

Clearly articulated policy is indispensable in strategic planning to give unified and
unambiguous guidance to lower-level strategies. Explicit or declaratory policy is very often
demanded from the President by the domestic military, legislative and expert community.
In the international context, clarity is key in governing alliance policies and in signalling to
rival nations. If there is no common interpretation of signalling acts, then the whole effort is
useless, or might become even escalatory.

The declaratory policy based on the nuclear analogy (Nuclear Posture Review) states,
in general terms, why a nation obtains certain kinds of weapons and how those weapons
will be used. Offensive cyber operations and intelligence gathering are not new, but in
contrast to earlier time periods when they were developed and used in complete secrecy,
now their use for national security purposes is gradually gaining some legitimacy and thus
require mutually acknowledged international rules. The U.S., however, is highly secretive
about its cyber weapons policy. In comparison, Russia and China speak much more openly
about how they want to employ their cyber capabilities. Secrecy is inherent in U.S. cyber
policy. The White House during the George W. Bush Administration started to partly unveil
its strategic intentions in cyberspace. The Obama national security administration realized
the need and was much more open, but still refused to set precisely what the U.S. regards an
armed attack in cyberspace, and advocated calculated strategic ambiguity instead to maintain
some freedom to manoeuvre. The 2015 White House report to Congress articulates the need
for “a nuanced and graduated declaratory policy and strategic communications” tactic that
emphasizes the U.S. Government’s commitment to using its capabilities to defend against
cyberattacks, but one that is “ambiguous on thresholds for response and consequences
to discourage pre-emption or malicious cyber activities just below the threshold for
response. [...] The administration will consider whether to speak more openly about whether
and how the United States might respond to malicious cyber activities, although such public
discussion will require carefully balancing such transparency against intelligence and military
equities...” the report states. [15: 3]

A DNI officials responsible for cybersecurity commented on the White House official
policy: “You don’t want to invite people to do anything they want below that red line thinking
they’ll be able to do it with impunity, and secondly, you don’t want to back yourself into
a strategic corner where you have to respond if they do something above that red line or else
lose credibility in a geopolitical sense. [...] There’s an interest in ambiguity from a strategic
sense that also leads to a strategic uncertainty. So it’s two sides of the same coin [...] If you
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don’t have specific red lines, you don’t have specific necessarily action plans in certain
scenarios.” [16]

Moreover, there is a consensus that a response also has a publicly undisclosed element,
presumably cyber in nature. In 2014, North Korea’s Internet network was also knocked out
for almost hours. Russia was subject to several cyberattacks between October and December
2016, but there is no evidence they had any link to the skirmish between Washington and
Moscow. [17] This reasoning aligns with what Libicki described as implicit deterrence, and
as the best possible strategic option for the same reason as the U.S. Government stated.

In cyberspace, uncertainty is ubiquitous, and thus calculated ambiguity is difficult.
Traditionally, strategic ambiguity means that nation states intentionally leave certain parts of
their strategic choices unveiled, when they want to avoid having to choose between opposing
options and thus forgo having to “pay an opportunity cost” of lost choice or bear the negative
consequences of their strategic choice. The doubt so created also liberates other states who
can pretend not to know and thus not having to react publicly to the undisclosed facts, but
still being aware they can take those facts into account when planning their own actions.
Given the substantial amount of uncertainty in cyberspace, and the volume and scope of
cyberattacks against U.S. infrastructure, this strategy rather encourages others who may think
they can get away with attacks, or the costs stay below the gains. As a result, U.S. strategic
ambiguity seems to be more of a genuine nature than calculated.

Consequently, it is no surprise that President Obama even in possession of good enough
attribution tends to first discuss the issue behind closed doors, only at the highest level with
the attacking state, as he did so with China and also with Putin at the G20 summit in October
2016. Simultaneously, signalling might also be conducted through public or non-public
channels. However, similarly exploiting plausible deniability, the U.S. is still supposed to
carry out the most of its cyber activities in secret.

As a matter of fact, the majority of cyberattacks in a calculated manner stay below
the level that could possibly reach the damage caused by an armed attack. So did the 2016
Russian operations. Michael Schmitt, a leading legal expert on cyberattacks said: “That lack
of clarity is an invitation for Russia and other aggressors to launch similar operations. If
states don’t, frankly, move forward with a little more dispatch and a little more focus, our
opponents are going to play in this gray area.” [18]

At the heart of the legal matter is, whether the Russian interference amounted to a violation
of the international law. First, it would qualify as such, if it is regarded as a coercive
intervention into the internal affairs of another state that is force the target state to do
something it otherwise would not do. In the Russian case this coercive element is the most
contentious. The intervention could be considered coercive if there was unambiguous
evidence that Russia’s intent was to alter the result of the elections in favour of one of
the candidates. Whereas, the Joint Statement from the Department of Homeland Security
and Office of the Director of National Intelligence (ODNI) on Election Security states that
Russia’s intent was to undermine the integrity of the election. Later, the ODNI declassified
report entitled Assessing Russian Activities and Intentions in Recent US Elections “explicitly
stated it couldn’t determine the effect of the suspected Russian influence campaign on
the election process.” [19]

Second option is the violation of U.S. sovereignty. Sovereignty guarantees that states
have the exclusive right to control their territory. Unauthorized intrusion into the computer
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system of another country might amount to the breach of sovereignty, but this runs counter
to the consensual view of turning a blind eye over espionage which in this case was also
accompanied by the leak of information. Still that doubtfully amounts to the violation of
sovereignty.

If the atrocity does not violate international law, the target state still has the right to
“retorsions” under international law. These are actions that states can adopt as self-help without
violating their international law obligations. Actually, U.S. response measures fall into this
category, and U.S. charges do not explicitly mention that Russia committed a violation of
international law. As legal experts point out, retorsions, unlike self-help measures do not even
have to be proportionate and thus they can be applied with much more freedom.

Elections as the Target of Cyber-Enabled Influence Operations

National elections are always politically sensitive time periods and the widely spread
digitized platforms open up new access points to manipulation. The technical vulnerabilities
of voting systems have been a subject of worries since earlier times. In 2008, large amount
of information was stolen from the computers of the Obama and McCain campaign teams.
Experts have called attention to the vulnerability of the electronic voting systems; still
little precautions had been made to introduce more trustworthy systems. [19] There is no
consensus on to what extent direct manipulation of election systems can influence final
election results. There is no unified national voting system in the United States. Voting
systems vary by state and local entities. The biggest concerns are vulnerabilities in voter
registration databases, where voters and tabulation systems can be disenfranchised, which
happened in a 2014 Ukrainian election, and attackers infiltrated some voting machines and
registries in the U.S., as well. In close contests, experts say, it is enough to manipulate
the number of legitimate voters in battleground states.

Releasing sensitive information or the spread of fake news to manipulate public opinion
are also tactics seen before. The real tactical novelty was the wide spread systematic social
media manipulation, as well as the willingness of the perpetrators to reveal their presence,
although not their true identity. [20]

Early in January 2017, the U.S. Congress verified and acknowledged the result of the 2016
elections as valid, and the intelligence community fell short of claiming that the Russian
influence operations did manage to alter the final election results. Therefore, from a legal
perspective it would be difficult to prove that Russia breached U.S. sovereignty and achieved
decisive strategic victory over. Hence, in a strategic sense, the purpose of the meddling has
to be sought elsewhere.

Due to the attribution caveat, the dubious legitimacy of counteractions, and the low cost-
high gain ratio of elections meddling render elections even more geopolitically worthwhile
soft targets. In this case, doubt and suspicions about the integrity of the election was
dispensed. IT security and intelligence experts claimed that the perpetrators did want to be
noticed, or even advertised their theft. Consequently, the operation can also demonstrate
that the attacker has sophisticated cyber capabilities on a par with the U.S., and is not afraid
to use it to exert influence. Accordingly, validating its own major power status that merit
a strategic partnership role. Holding national elections integrity in danger can also serve
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as a deterrent. As diplomatic relations between the U.S. and Russia has been deteriorating
since at least 2011, and they reached a low point in 2016. In the Russian view, Russia is in
a constant state of war with the West. Even at the time of lower level tensions, Russia has
been alleged to use DDoS or defacement attacks in coercion or to express its resentment. In
his seminal work entitled Strategy of Conflict, Schelling argues that strategy in the nuclear
age was less about the application of force and more about the “exploitation of potential
force”. Competitors sought to coerce each other through threats. The power to make threats
was not reducible to capabilities or clear commitments alone. Rather, one could also gain
leverage through deception and bluffing. That is, you could manipulate the other party
and gain a concession. The art of strategy involved constraining an adversary’s attacks by
manipulating their expectations of costs and risks.

But like, for example, in the attack against Georgia in 2008, the political turmoil might
serve as a prelude to a military attack, preparing the battlefield for a larger campaign. Election
meddling or similar cyber enabled influence operations have a high strategic value. The long-
term strategic question is, therefore, if such operations are to be tolerated tacitly as a useful
form of coercion, less damaging than military confrontation.

International Strategy

In line with the main aim of this study, the U.S. election hacking is contextualized in
a comprehensive strategic context. Hence, since the beginning of 2000, U.S. has sought
to reach out to its allies and international partners employing diplomatic means in its
cyberspace policy. The Obama Administration has been especially active in its efforts
to elevate cyberattacks into the realm of strategic-politico thinking and shape the global
strategic environment through the promotion of international law and norms of behaviour
in cyberspace. The U.S. advocates a set of non-binding voluntary norms articulated in
the 2011 White House International Strategy and in several official statements of the DoS.
These norms and confidence building measures—initially focusing on common vocabulary,
and lately on international stability—are often also interpreted as means of deterrence, or
as measures supporting deterrence. In addition, the U.S. is very active in bilateral talks and
agreements on contingency cooperation, targeting, information sharing, or international
policy coordination, with other countries including China and Russia, or regional
organizations like the EU.

The U.S. identifies itself as standard-bearer and global leader whose narrative seeks to
reflect universal values and interests. It pictures cyberspace as a wild-wild west, ungoverned
territory, where establishing norms of acceptable behaviour is in everybody’s interest and
those who misbehave can be punished. Accordingly, cyberspace is a globally interconnected
and interdependent area—global commons, where the free flow of information and stability
is a common good, and disruption is detrimental to all. However, this idea is misplaced or
even directly antagonistic with the interests of other states. For example, Russia, China, Iran
or North Korea follow a different strategic path that aims to construct self-sustaining IT
infrastructures and networks in order to reduce their dependence to a minimum, and to boost
their state control over “sovereign” cyberspace to the maximum. Given the Russian great
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power identity and adversary relations with the West, any operation that diminishes the moral
standing and credibility of the U.S. as a global leader is a strategic gain for Russia.

The prohibition of attacks on critical infrastructure is one of these norms, but before
2016 election systems were not part of it. Furthermore, the U.S. seems somewhat flexible
when interpreting these norms. It is indicative, for example, when State Department Deputy
Coordinator for Cyber Issues Michele Markoff said that the supposedly Russian attacks
on Ukrainian critical infrastructure do not violate these norms because they only apply in
peacetime. The U.S. also seeks to ensure its own interests through these norms, but it may well
have blowback effects. For example, leniency with cyber espionage or cyber exploitation for
national security purposes has actually limited U.S. freedom to sanction and deter substantial
but non-disruptive cyber intrusions. In 2015, James Clapper ironically expressed envy over
the Office of Personal Management hack’s success. Moreover, cyber intrusion techniques
used for espionage or exploitation can very easily be turned into disruptive attack mode, thus
inhibiting defensive efforts.

Part Conclusion

In light of these strategic, legal and political considerations, the Obama Administration’s
caution seems to be warranted. In December and January 2016, the Government and
the President published several official statements attributing the attacks to the highest
levels of the Russian Government and the intelligence services. Technical and non-
technical evidence was cited by ODNI, Central Intelligence Agency (CIA), Federal Bureau
of Investigation (FBI), National Security Agency (NSA), and the Department of Homeland
Security (DHS). 35 diplomats were expelled because of a series of unacceptable Russian
activities upsetting diplomatic norms of behaviour going back to several years.

The agencies of the widest and highest level, showing unity of effort and consent, provided
attribution. The DHS-FBI Joint Analysis Report and the accompanying list of IP addresses
manifested for the first time that the U.S. Government acknowledged that the Russian cyber
gang names and methods exist (not necessarily all involved in the election hacking) with
the aim to raise awareness about Russian malicious cyber activity and thus enable potential
targets to better defend themselves. Earlier it was only in the Sony case that a nation state
and not just certain individuals were identified as perpetrators in any official statements.
The executive order entitled Blocking the Property of Certain Persons Engaging in Significant
Malicious Cyber-Enabled Activities dates back to 2015. The scope of the original Executive
Order is very telling of the U.S. narrowly focused threat perception, concerning activities
that:

» harm or significantly compromise the provision of services by entities in a critical

infrastructure sector;

« significantly disrupt the availability of a computer or network of computers (for

example, through a distributed denial-of-service attack);

 cause a significant misappropriation of funds or economic resources, trade secrets,

personal identifiers, or financial information for commercial or competitive advantage
or private financial gain (for example, by stealing large quantities of credit card
information, trade secrets, or sensitive information).
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After the Russian meddling, the order was amended to authorize sanctions on those who:
» tamper with, alter, or cause a misappropriation of information with the purpose or
effect of interfering with or undermining election processes or institutions. [21]

Using this new authority, the President has sanctioned two Russian intelligence services,
The Main Directorate of the General Staff of the Armed Forces of the Russian Federation
(GRU) and The Federal Security Service of the Russian Federation (FSB), four individual
officers of the GRU, and three companies that provided material support to the GRU’s cyber
operations.

This combined response signified a very important normative message on what is
unacceptable behaviour in cyberspace, and what can be expected as proper attribution
and proportionate response. In terms of deterrence, the pattern set back in 2015 continued
applying a comprehensive cross-domain, whole-of-the nation approach also including some
undisclosed most likely cyber response, without escalating the attack.

To sum up, cybersecurity strategy demands a comprehensive strategic approach which
involves deterrence only as one of the ways. Currently a non-military posture dominates
the U.S. approach, pure cyber defence is combined with deterrence by denial and cost
imposition, as well as by wide ranging diplomatic tools. Meanwhile the U.S. cybersecurity
efforts, despite several centralizing measures, are still disjoint and reactive, but once an
incident is deemed serious enough, response is deliberated carefully and on an overall
strategic basis considering effects to wider foreign policy and national interests. Reducing
uncertainty deriving from the strategic environment should be a central principle in a security
strategy, and in particular in cyberspace. Accordingly, the lack of clear declaratory policy, or
the so called calculated strategic ambiguity at the highest level of strategic hierarchy results
in disorientation at lower the strategic levels too. Moreover, it impairs overall deterrence.
The U.S. socio-political and strategic culture is inherently decentralized, therefore, allocating
responsibility for cybersecurity at lower state and local (commercial) levels is a trend to be
expected in future policies.

Digitally enabled national elections present a particularly attractive target for politically
motivated influence operations, and the integrity of elections is vital for political order.
Therefore, elections security or more broadly political security* need to be integrated into
national security concepts. As cyber-enabled influence operation is likely to remain a strategic
threat, besides the technical verification solutions, the United States should outline a clear
declaratory policy on electoral interference that entails cost imposition.

Strategic Cultural Context

National security strategic planning pivots on the accurate assessment of the strategic
environment, and thus on the catalogue of real threats coming from it. Threat perception
and the choice of how a nation state aims to address those threats at a strategic level are
influenced by the distinctive historical experiences, domestic political environment and

4 In securitization theory, political security is about the organizational stability of social order. The heart of
the political security is made up of non-military threats to sovereignty. [26: 141]
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technical determinants. In 2016, although there were plenty of indications that Russia had
been making attempts to influence U.S. elections, the actual incidents caught the U.S. national
security and political elites off guard, therefore rendering response completely reactive.
As a recent precedent, in 2014 Russia had targeted public opinion and rigged elections in
Ukraine. Moreover, U.S. intelligence had been tracking specific Russian attempts to access
U.S. voting systems, although it is not publicly known how much of that was reported to
the parties concerned. [19]

Besides the disjoint domestic cybersecurity governance and the calculated strategic
ambiguity, the U.S. was taken by strategic surprise due to a narrow strategic focus on threats
coming from cyberspace. This limited focus might be ascribed to long-running Western
biases towards the strategic cyberattack concept and cyber power concepts, as well as to
the rigid binary view of war or peace state of affairs. A detailed comparison of Western and
non-Western strategic approach to cybersecurity is beyond the scope of this study. Instead, we
provide a brief outline of some major differences in the American and Russian cybersecurity
orientation that might explain heightened U.S. susceptibility to Russian political influence
operations.

The Evolution of U.S. Threat Perception in Cyberspace

In the U.S., cyberspace had been securitized gradually over the past decades, and its
roots go back to times before the Internet, to at least as early as the 1970s. In the U.S.
cybersecurity approach, hard power assets like military and economic security have been
traditionally strategized as vital U.S. interests. As a result, by the second part of the 1990s,
the idea of strategic information warfare (SIW) became widespread. Computer scientists
repeatedly warned of the vulnerabilities of the growing number of networked computer
systems, for example, one landmark study was the National Research Council report in
1991 Computers at Risk: Safe Computing in the Information Age. By the mid-1990s,
simultaneously with the accumulation of sophisticated cyberattacks against high-end
U.S. governmental or military computer systems, the technical information security risks
were increasingly linked with the societal and political impacts. In the military strategic
planning, the concepts of the Revolution in Military Affairs and information operations
gained ground. The intelligence community has been sending alarms about extensive
foreign power cyber espionage. Both in the academic and military strategic community
the notion of information warfare has been widely explored. George Rattray points out,
though, that information warfare was (is) a broad construct, and it can be interpreted in
many different ways. [10] However, by the mid-1990s the national security community
became preoccupied by the idea of a strategic level information warfare. In terms of strategic
studies, the idea was that the enemy can bring a whole country to its knees without an all-
out war by targeting its centre of gravity, in this case, the homeland critical infrastructure
and/or the military C2 supply and logistic chains. The spectre of a “digital Pearl Harbor”,
the idea of a sudden, unexpected devastation by comprehensive cyberattacks on critical
infrastructure, or the idea of cyberattacks used as “weapons of mass disruption” soon
proliferated in national security discourse.
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The other area where the U.S. is particularly sensitive to cyber intrusions is the economy.
Maintaining U.S. predominance in the global economic production is conditioned to a large
extent on its edge in technology and innovation, and its protection is a vital national interest.
Consequently, in the U.S. economic security is closely related to intellectual property
protection and economic competition is prone to be securitized in terms of national security
threat. Before long, in the U.S., narrative large-scale state sponsored economic cyber
espionage became labelled as geopolitical competition waged through strategic information
warfare. It is regarded strategically significant, and often referred to as “death by thousand
cuts” because of the potential effect on large number of people and the ability of states to
conduct their economic and military activities globally. [10]

This fear of state-sponsored economic espionage and illicit technology transfer has
been detectable in the U.S. since the 1970s, and it has become especially prevalent after
2000. [10: 26] For example, the United States—China Economic and Security Review
Commission was created by Congress in October 2000 with the mandate to monitor, investigate,
and submit to Congress an annual report on the national security implications of the bilateral
trade and economic relationship between the U.S. and China. Each year the Commission
submits a detailed report on Chinese economic espionage. In 2011, the Office of the National
Counterintelligence Executive in a special report to Congress singled-out Chinese and
Russian hackers as the world’s most rampant perpetrators on cyber espionage. Economic
security is designated as a priority in all the national cybersecurity strategic documents.
Such approach conflates the traditional economic warfare concept with cyberespionage,
cybercrime, cyber-sabotage and even cyberterrorism. [22] As Paul Cornish, British strategic
expert points out, the question is “whether the economy might be the way, and cyberspace
the means with which to attack the organization and coherence of a modern developed state;
not for financial or criminal gain, and not in order to achieve a terrorist ‘spectacular’, but for
maximal political or strategic ends?” As opposed to “a cyber Armageddon”, supposes that “it
could be in the economic interests of the predator to preserve and exploit, rather than attack
and destroy the target economy and its cyber infrastructure”—says Cornish. [23: 9-10]

Strategic cyberwar concept is modelled upon kinetic strategic warfare conducted with
nuclear or the air power, and its impact is clearly felt in U.S. cyber threat perception. Focusing
on SIW sets a very high bar to a strategic-level defence or response to cyberattacks, whereas
the likelihood of such a high-end attack is rather low, and even non-disruptive attacks, like
the election meddling can have significant strategic effects. In all of the publicly available
strategic documents or expert opinions up till 2017, this narrow strategic approach prevails.
The scope of threats is also narrowed down to the military and economic sectors of security,
and political security does not feature as a high priority security threat. For instance, the 2015
WH report on deterrence says: “Although cyberattacks can have a range of direct and indirect
effects that vary in their severity, U.S. deterrence efforts are particularly focused on those
attacks that could result in loss of life, harm to U.S. critical infrastructure, significant damage
to property, or significant threats to the national security, foreign policy, or economic health
or financial stability of the United States or its interests.” [15: 6]

Although U.S. strategists consider Russia a peer competitor in cyberspace, their strategic
calculus seems to disregard the essence of Russian strategic thought. National security
level cyberattacks are interpreted as destructive or disruptive activities, or as egregious
espionage. Treating major malicious activities in cyberspace as the use of force or armed
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attack is dubious, and the majority of the attacks fall below this level. Consequently, efforts
to address these activities will not fit easily into delineations and authorities—for example
Title 10, Title 22, Title 50 of U.S. Code—defined on the basis of whether it is time of peace
or war. Furthermore, while unauthorized access to the servers of the Democratic National
Convention (DNC), the Democratic Congressional Campaign Committee and some state
election systems, or to the NSA could have been interpreted as “standard” national security
espionage operations, the leaking of carefully selected sensitive information aims at different
strategic gains. These activities amount to covert action and incorporate influence operation
or active measures well-established in Russian strategic thinking.

It was only after the elections fiasco that there has been a shift towards a more nuanced
U.S. strategic approach. The 2017 report of the DSB Task Force on Cyber Deterrence
addresses these challenges. It says that cyber deterrence must be able to cope with a range
of cyberattacks, and “...it must do so in contexts ranging from peacetime to ‘grey zone’
conflicts to crisis to war”. [4: 9] Accordingly, the report distinguishes two major categories
of cyberattack: “Cyberattack: For the purposes of this report, a cyberattack is any deliberate
action that affects the desired availability and/or integrity of data or information systems
integral to operational outcomes of a given organization. Not all cyber intrusions constitute
attacks; indeed, the vast majority do not. [...] In addition, while there is considerable attention
given to cyberattacks focused on data and software-in-operation, supply chain vulnerabilities
are of growing concern.” [4: 2-3]

“Costly Cyber Intrusions: Under our definitions, China’s massive cyber theft of U.S.
intellectual property and Russia’s hack of U.S. political parties to facilitate information
operations undermining confidence in U.S. elections represent costly cyber intrusions.
The cyber intrusions in these cases did not affect the availability and/or integrity of U.S.
data or information systems, and so do not constitute cyberattacks, but these intrusions did
facilitate unacceptable actions by China and Russia that imposed respectively economic and
political costs on the United States.” [4: 3]

The report recommends that the threshold for a response and the scope of deterrence
should be broadened: “The United States must clarify, first internally and then to potential
adversaries, that it seeks to deter and will aim to impose countervailing costs in response to
some forms of costly cyber intrusions. Theft of IP and hacking in support of undermining
U.S. political institutions are now clearly on the list; there are numerous other contenders.
One example is egregious behaviour in conducting cyber espionage. [...] Some would
view the 2015 cyber heist from the Office of Personnel Management of some 18 million
records containing personal information as so egregious as to warrant a strong U.S. response.
A second example is the pre-positioning of malicious software in critical systems, for
example the HAVEX9 and BlackEnergy10 malware discovered in the U.S. electrical grid. In
the view of this Task Force, although egregious cyber espionage and the insertion of malware
in critical systems of the U.S. electrical grid may not constitute cyberattacks, the United
States must consider how such malign acts might be deterred.” [4: 7]
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Conclusion

To draw a final conclusion, it can be stated that the strategic appraisal of cyberspace along
with the preparation of the institutional and regulatory measures have been an ongoing
process for several decades. Nevertheless, there is still a long way to go in order to
achieve a coherent policy or genuine strategic planning. As the shortfalls of the response
to the Russian meddling show, despite its wide-ranging intelligence capabilities, the U.S.
threat perception is rather limited most probably due to its strategic cultural impulses. At
the same time, Russia has managed to better align its broader strategic goals with their
ways-ends-means triad.

What can be perceived as a granular tendency is a shift towards federal centralization and
the general recognition that the government must have a larger role in prevention, information
sharing and a much more refined crisis communication. Also, there is a growing willingness
to make public attribution and to involve vibrant international cooperation.
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The aim of this article is designed to provide an overview of the historical relations
between Ethiopia and Eritrea from pre-colonial times up until the break-out,
the major causes of the war, as well as its course and to analyze the situation
after the cease-fire including the failed UN peacekeeping and later the proxy war
in Somalia. The paper is a desk study, mainly based on secondary data analysis
of the available secondary information and documentary examinations; news
materials, academic literature, books, and online articles were used. By giving
insight into the history, the course war and dynamics of conflictual relations
and the frozen war between these two states will help to understand the security
dynamics of the region.
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Introduction

The relationship between Eritrea and Ethiopia is arguably the most important and volatile
and continues to serve as the main source of regional instability in the Horn of Africa. [1]
The Horn of Africa is composed of Djibouti, Ethiopia, Eritrea, Kenya, Somalia,®> Sudan,
South Sudan, and Uganda. In the 1890s, after the opening of the Suez Canal, the British,
Italian and French were interested in the region because of their strategic location. After
the end of World War II, the United States and in the 1960s, the Soviet Union were interested
in the region, therefore at the time of the Cold War, it became the area of the rivalry of
superpowers. [2] In 2015 China established its first overseas naval base in Djibouti adding
the number of military bases in Djibouti to seven including France, US, Japan, Italy,
Germany, and Spain. This shows that the region is still strategically important in military,
economic and political terms despite the lack of natural resources comparing to other African
regions. Most importantly, location lies on the crossroads between the indispensable Middle
East oil and the economies of the industrialized countries.

Eritrea became an independent sovereign state on 24 May 1993 after a long civil war with
Ethiopia. According to the Guardian’s Neal Ascherson, “the African Vietham” [3] which won

1 This work was created in commission of the National University of Public Service under the priority
project PACSDOP-2.1.2-CCHOP-15-2016-00001 entitled “Public Service Development Establishing Good
Governance” and Szent Istvan University.

2 PhD student, National University of Public Service, Doctoral School of Military Sciences, lecturer, Ambo
University (Ethiopia) Department of Political Science and International Relations; e-mail: Sigatu.Kaleab.
Tadesse@uni-nke.hu

3 Somaliland, de jure independent state since 1991.
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a 30-year war of liberation against an Ethiopian army supported by the Americans and then
by the Soviet Union. [4] In 1998 Eritrea and Ethiopia went into a full-scale war. And both
countries have remained in a state of war since the 1998 border conflict. Eritrea maintains
a large standing army (mostly conscripted), with a primary focus on the defence of the border
with Ethiopia. [5] However, significant numbers of conscripts choose to flee the country
rather than serve. This makes Eritrea one of the world’s fastest emptying nations, a country
of about 4.5 million, governed by a secretive dictatorship accused of human rights violations
that are playing an outsize role in the biggest global migration crisis since World War II. [6]
Eritrea* is the second largest nation after Syria to resort to seaborne smugglers to cross
the Mediterranean to Europe. [7] About 6% of the population has fled the country. [8]

On the other hand, Ethiopia is a key ally of the Western world, especially the US,
which considers it an important regional security partner in the global war on terror. [9: 83]
According to the Global Fire Power, Ethiopia is currently the strongest Sub-Saharan country
in military terms and the third strongest country in Africa after Egypt and Algeria, ranking
higher than Nigeria and South Africa. [10] Ethiopia is also the largest UN peacekeeping
contributor in the World, [11] sending its troops to Abyei, South Sudan, Darfur and the African
Union Mission in Somalia. The relations between these two states will help to understand
the security dynamics of the horn of Africa “which is characterized by destabilization and
cross border interventions”. [12]

Historical Background

Tigrinya-speaking people on both sides of the Mereb River in northern Ethiopia shared
the same language, the same religion and the same basic social, cultural and economic
institutions and structures. Undoubtedly, the Tigrinya-speakers of Tigray and Eritrea
considered themselves at that time to be an integral part of the Habesha (northern
Ethiopian) cultural, religious and political realm as embodied by the Orthodox Church and
the Ethiopian Monarchy. [13: 258]

However, the Islamic areas north of the Mereb, which were spread out in a semi-circle
north of the Tigrinya-speaking areas, had never really been completely integrated into
the Empire on the other hand the governor of the northern province received the title of Baher
Negash (Ruler of the Sea), whereas the governor of the southern province was given the title
of Tigre Mekonen (Lord of Tigray), where both holders of office were given authority over
the rulers of all other principalities within their province. [13: 258]

By the middle of the 18" century, local rulers north of the Mereb no longer sought
approval by the distant Emperors for their assumption to power. However, while independent
of imperial control, these petty rulers still considered themselves part of the Ethiopian polity
and never declared their political independence from the Empire. However, it was at the time
when Yohannes I'V became the first Emperor of Ethiopia to place highland Eritrea under direct

4 Gérard Prunier, the French academic and historian refers to Eritrea as “the African equivalent of North Korea”
for its highly centralized, militarized and authoritarian system of government on the African continent.
Lectures given at the Association for Study of the Middle East and Africa.
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rule. [13: 259] Under King Yohannes IV, in 1879 Alula became the Governor of the northern
province under the title of Ras and established his headquarters in Asmara.

In 1882, Italy controlled the Red Sea coastal area of Assab then it expanded Massawa in
1885 with the support of the British. [14: 13] Italy used Assab and Massawa as a springboard
to move into the interior of Ethiopia. However, they were defeated at the battle of Dogali in
January 1887.

Italy manipulated Ethiopia into signing the Treaty of Wuchale in 1889. The treaty
granted the Italians the right to full control over Eritrea and a protectorate role over
Ethiopia. However, the interpretation of the treaty became controversial, which culminated
in the battle of Adwa in 1896 and the subsequent defeat of Italy. Nevertheless, Italy had
managed to establish Eritrea as a separate colonial entity in 1890. [15: 62] A number of
treaties (1900, 1902, 1906) were concluded to demarcate this boundary, but for most of its
length, the boundary agreed upon in the treaties was not demarcated on the ground. [13: 264]

After the Ttalians were defeated in World War 11, they were evicted from their colonies
in the Horn of Africa by the British in 1941. During the following decade, Eritrea remained
under British administration. In 1950, the United Nations proposed that a federation would
provide Eritrea with autonomy under its own constitution and elected government. In 1952
the act of federation was ratified by Emperor Haile Selassie I and British authorities officially
give up their control.

In 1960, leaders of a movement, all Muslims, who were entertaining the idea of an
independent Eritrean state, then living in exile, announced the formation of the Eritrean
Liberation Front (ELF) in Egypt. By the mid-1960s the ELF was able to field a small guerrilla
force in the western plain of Eritrea, and thus it began a war that was to last nearly three
decades. Ethiopian authorities portrayed the movement as an Arab tool and sought to rally
Eritrean Christians to oppose it; however, deteriorating economic and political conditions
produced the opposite result. [16] Moreover, in 1962, the Ethiopian Parliament and
Eritrean Assembly voted unanimously for the abolition of Eritrea’s federal status, making
Eritrea a simple province of the Ethiopian empire. Soon afterward, Tigrinya was banned
in education; it was replaced by Amharic, which at the time was the official language of
Ethiopia. This turned an entire generation of Eritrean Christian students toward nationalism
and the Christians began to join the ELF in significant numbers at the end of the 1960s. [16]

As more and more Christians joined the ELF, it attempted to exclude Christian
participation which led them to establish their own organization, the Eritrean People’s
Liberation Front (EPLF), a secular and Marxist organization. ELF and EPLF were fighting
each other, as well as the Ethiopian Government. The latter EPLF dominated the war of
independence. [14: 161]

Meanwhile, the Tigray Peoples Liberation Front (TPLF) was founded in 1975 by a group
of Tigrayan university students most of whom were active participants in the Ethiopian
Student Movement, who revolted against Emperor Haile Selassie I’s regime in the 1960s.
The front fought with the military government, Derg which came to power in 1974 after
the Ethiopian Revolution and toppled the emperor from power and forged alliance with other
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ethnic groups in Ethiopia to create the Ethiopian People’s Revolutionary Democratic Front
(EPRDF), which came to power in 1991 after the demesne of the Derg.®

TPLF made cooperation with EPLF while it fought the Derg and the collaboration would
remain tactical and mostly characterized by non-strategic short-termism. [17: 269] EPLF
also entered into alliances with TPLF mainly for opportunistic reasons. Militarily pressed by
the Ethiopian government forces, mostly in 1974 and 1975 it saw the emerging movements in
Tigray as useful tools to dissipate the military strength of the Ethiopian Government. [13: 269]
Most importantly, it was already clear to the leadership of the EPLF before the end of the war
that only the consent of the TPLF led the Ethiopian authorities to the independence of Eritrea
which would guarantee rapid international recognition of Eritrea’s independence. [13: 276]
Medhane Tadesse described the relations as follows: “The EPLF and TPLF carried forward
their differences and the resultant mutual suspicion even while they worked to maintain
a shaky military alliance to overthrow the Derg. Historical animosity and mutual suspicions,
different, if not opposing, political trajectories, and prevalent economic and border issues
might be considered as major factors in the conflict.” [17: 277]

Post-1991 Ethio—Eritrean Relations and Causes of the Conflict

The governments of both states maintained seemingly good relations. The Tigray People’s
Liberation (TPLF) which dominates the Ethiopian Government through the Ethiopian
People’s Revolutionary Democratic Front (EPRDF) on the one hand, and the People’s
Front for Democracy and Justice (PFDJ), the former Eritrean People’s Liberation Front
(EPLF), ruling Eritrea on the other hand, reflect a political marriage of convenience based
on temporarily shared political and economic interests rather than a genuine alliance based
on mutual acceptance and deep-rooted friendship between their leaders. [13: 257]

After the 1993 referendum, by signing a Treaty of Friendship and Cooperation on 13"
July 1993, the two states formalized their relations. It was agreed that Eritreans would
continue to use the Ethiopian Birr as their currency, which was to be provided by Ethiopia.
Ethiopia would return Eritrean bank deposits that had been transferred to Ethiopian banks in
the final period of the Derg rule. The Ethiopian Government also assumed responsibility to
pay pensions to Eritrean pensioned ex-civil servants. [18]

Assab was turned into a free port for Ethiopia. Under the terms of the agreement, Ethiopia
would pay for the use of the harbor facilities but no duties would be levied on goods arriving
at Assab in transit to Ethiopia. Ethiopia consented to buy raw petrol to be refined at Assab
and to turn over 30% of the refinery’s output to the Eritreans as rent payment. As both
countries were using the same currency, it was also agreed upon that trade between Eritrea
and Ethiopia would be duty-free. They also adopted the policy that Eritreans within Ethiopia
would continue to be treated as Ethiopian citizens.

The various agreements between the two countries were very advantageous for
the Eritrean side. They allowed Eritrea to import a wide range of goods for Birr from Ethiopia,

5 This front consists of four political parties. The parties are the Oromo Peoples’ Democratic
Organization (OPDO), the Amhara National Democratic Movement (ANDM), the Southern Ethiopian
People’s Democratic Movement (SEPDM) and the Tigrayan People’s Liberation Front (TPLF).
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which Eritrea would otherwise have to pay for in scarce hard currency. The agreement on
the Assab refinery not only guaranteed Eritrea a stable supply of most of its fuel needs but
also considerably helped the Eritrean authorities to save the hard currency. The agreement
about nationality allowed Eritreans living within Ethiopia, as well as inside Eritrea to freely
engage in economic activities inside Ethiopia and even to retain positions in the civil service
and the state-controlled sector of the Ethiopian economy. [13: 278]

The currency and customs union to maximize Eritrean savings of hard currency openly
violated the spirit of the currency union by pursuing its own policy in regard to exchange
rates of hard currency within Eritrea. [19: 377] There are also indications that with the tacit
approval of the Eritrean Government, Eritrean traders abused the transit rights for Eritrean
goods to divert transit goods illegally which were to be sold for a handsome profit on
the Ethiopian market. [13: 279]

Eritreans and the Eritrean Government itself was involved in illegal trade, such as
the smuggling of coffee, oilseeds and other products of Ethiopia. [20: 38] In effect, Eritrea
became a major coffee exporter without producing an ounce of coffee and was actively
engaged in the Ethiopian black market, forgery activities and illegal business transactions,
which ended up damaging Ethiopia’s economy.®

The predicament began when Eritrea demanded more money from Ethiopia for using
the crude oil refinery at Assab; consequently, Ethiopia started importing refined petroleum.
Also, Ethiopia diversified its import routes to Djibouti and Mombasa rather than using only
the port of Assab and Massawa.

Most importantly, it was the introduction of an independent Eritrean currency, Nakfa,
which lead to a bitter antagonism. The Eritrean Government proposed Nakfa in 1997 and
the Ethiopian Birr should have equal value and should be used in both countries. This
would have meant that having a huge stock of Birr which could continue buying goods
from Ethiopia without having to resort to hard currency. [13: 282] However, this proposal
was rejected by the Ethiopian Government, which instead insisted on using hard currency as
a medium of exchange. [21: 119] According to Trivelli, it is this demand from Eritrea that
angered the Ethiopian Government, as well as the Ethiopian public in general. [21] Eritrea
introducing the new currency, left the Eritrean central bank with a large quantity of now
worthless Birr notes on its hands which created a deteriorating relationship between the two
states that made war possible. [21: 119-120]

This economic misunderstanding had an adverse effect on both Eritrea and Ethiopia, to
varying degrees. Eritrea suffered most, given its dependence on Ethiopia’s economy and
markets. Eritrea exported more than 65% of its products to Ethiopia, whereas only 9% of
Ethiopia’s products were destined for Eritrea. Moreover, Eritrea was highly dependent on
Ethiopia for its food consumption. [20: 38] Jon Abbink summarizes the overall unresolved
reasons for the conflict between the two states as follows: “The underlying causes of their
problematic political and economic relationship since 1991 [...] issues concerning trade,
communications, trans-border movements of laborers and pastoralists, the outstanding bank
debts (especially of Eritrea to Ethiopia’s banking system), goods and property in Assab port
destined for Ethiopia and confiscated by Eritrea, Ethiopian military hardware given ‘on

6 Taddesse cited in source [20: 38].
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loan’ to Eritrea well before the war, legal issues relating to ethnic groups in both countries,
citizenship, environmental problems, water-sharing and so on.” [22: 409]

The 1998-2000 Border Conflict

The late Nobel Peace Prize winner and Israeli politician Shimon Peres said “war is
a competition of making the least mistakes when the biggest mistake is to open the war”. [23]
On 12 May 1998, a mechanized brigade of the Eritrean army attacked and conquered
the town of Badme. [24] Observers on the region wrote the war was fought over a “small
strip of contested territory, nowhere more than a few miles wide, and lacking any resources
of evident value”. [21: 120] The Guardian described the war as “Ethiopia and Eritrea are
slugging it out with modern tanks, aircraft, and artillery for the sake of a few miles of stony
nothingness”. [4]

Gérard Prunier analyzed the war in 1998 as follows: “International wars are usually
fought to acquire territory, to gain economic advantage, to overthrow a hated or dangerous
neighboring regime, for religious or ethnic reasons or in order to improve a country’s position
on a regional or international geostrategic chessboard. If we discount the disputed 400 sq.
km as relevant to the first possible cause, we are left with nothing since none of the others
apply: the Ethio—FEritrean conflict cannot benefit either of its protagonists economically, there
is no desire by one regime to overthrow the other, there are no religious or ethnic reasons
behind the fighting, and both countries have lost out geopolitically, whether we consider
the regional situation or their relationship with their powerful common protector, the United
States.” [25]

The number of soldiers mobilized by both states was estimated more than 200,000.
The violence generated considerable casualties and huge costs on both sides. An estimated
70,000 to 100,000 people were killed, 1 million were displaced. [26: 168] Both countries
bought weapons from Russia, Ukraine, Italy, China, Bulgaria, and other countries. MiG—-29s
by Eritrea, and Sukhoi—27s by Ethiopia, both supplied by Russia. [27] Ethiopia bought
Mi-24 helicopter gunships, and Mi—8 cargo helicopters in a deal which provided, as with
Eritrea, for technical support, as well as training and pilots. [27] Ethiopia also bought arms
and ammunition from China, and T-55 tanks from Bulgaria. [28] Eritrea obtained weapons
and ammunition from Bulgaria and other east European countries. [27] Both Ethiopia and
Eritrea spent a huge amount of money on the war, estimated at up to $1 billion. [20: 45]

The fighting was of the kind associated in Europe with the First World War, with infantry
attacks backed artillery on the trenches occupied by the enemy, with a massive loss of
life. [21: 123] Since the Eritreans were strategically on the defensive, most of the attacks
were carried out by Ethiopians, whose total losses were correspondingly higher.

The initial clashes between 6 and 12 May 1998 left the area around Badme badly damaged.
Ethiopia claims that the Eritrean action displaced over 24,000 people and destroyed twelve
schools, a veterinary clinic, fertilizers and grain stores and a series of brief but bloody battles
along the border between 22 May and 11 June. [27]

On the ground, the fighting centered on three areas: around Sheraro and Badme in
the west, around the town of Zalambessa on the road linking the two countries in the center,
and in the far south for control of the road to the Eritrean port of Assab. [27]
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A series of air raids resulted in a number of civilian casualties. Ethiopian planes attacked
the airport in Asmara. The Eritrean air force also hit targets in the Tigrayan regional capital,
Mekele, civilian targets, including a school with 47 people killed. Later, the Eritrean
President Isayas Afeworki expressed his regret at their deaths and insisted they were not
intentional. [27]

On 6% February 1999, after an eight-month lull, Ethiopia made the first of a series of
probing attacks on the Badme front, followed by attacks on the Eritrean positions inside
Ethiopia at Zalambessa and Bure, on the road to Assab. On the 23 of February, Ethiopia
launched Operation Sunset and finally broke through the Eritrean defenses, driving
the Eritreans out of the disputed area, over-running the whole of the Baduma plains and
penetrating 25 km into Eritrea. [27]

Gebru Tareke described the war as follows: ... The Eritrean forces had entrenched
themselves in fortifications and bunkers that led General Samora Yunus, commander of
the northern forces, to contemplate: “The Eritreans are good at digging trenches and we
are good at converting trenches into graves. They, too, know this. We know each other very
well.” The general was not bragging, for subsequent events proved him correct, but he may
have lost twice as many of his own men as Eritreans he buried in their foxholes.” [46: 345]

According to the Human Rights Watch report, the Ethiopian Government is known to
have forcibly expelled an estimated 75,000 people of Eritrean origin during the war; likewise,
the Eritrean Government forcibly expelled or took part in the voluntary repatriation of an
estimated 70,000 Ethiopians. [29]

Attempts were made for a peaceful solution to the conflict that has ranged from the USA
to Rwandan efforts as facilitators, to visits by an Organisation of African Unity (OAU)
delegation, the Italians, the Egyptians, President Kabila in person, and the Dutch. [30] [31]
However, the fighting was brought to an end with the signing of the Algiers Peace
Agreement’ and the establishment of the Ethiopia—FEritrea Border Commission (EEBC)? in
2000. However, Ethiopia’s refusal to implement the rulings of the EEBC prior to negotiations
and Eritrea’s insistence on an unconditional and immediate demarcation of the border, have
locked the two governments in an intractable stalemate. [1]

The Failed United Nations Mission in Ethiopia and Eritrea
(UNMEE)

Following talks in Algiers, a ceasefire came into force on 31 June 2000, under which a United
Nations peacekeeping force was set up, when the Security Council, by its resolution 1312
(2000) decided to establish the United Nations Mission in Ethiopia and Eritrea (UNMEE)
consisting of up to 100 military observers and the necessary civilian support staff. [32]
The UNMEE was deployed along a 25-kilometre wide strip between the two armies which

7 The Algiers Agreement was a peace agreement between the two governments signed on 12" December 2000,
at Algiers, Algeria to formally end the war.

8 Establishment by the Algiers Agreement, it was mandated to delimit and demarcate the colonial treaty border
based on pertinent colonial treaties (1900, 1902 and 1908) and applicable international law. The Commission
was seated in The Hague with the Permanent Court of Arbitration serving as registry and the UN Cartographic
Section providing technical support.
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is agreed by the Algiers Agreement. [26: 168] Later, the UNMEE expanded to a total
of 4,200 military personnel, including 220 military observers, three infantry battalions
and the necessary support units, to monitor the ceasefire and border delineation between
Ethiopia and Eritrea.

However, on 30" July 2008, the Security Council unanimously adopted resolution
1827 terminating the mandate of the UNMEE. The Council decision came in response to
crippling restrictions imposed by Eritrea on the UNMEE, as well as the cutting off of fuel
supplies—making it impossible for the operation to continue carrying out its mandated tasks,
and putting at risk the safety and security of UN personnel. [32]

Post-War Stalemate and Proxy War

Since 2015 the security situation in Ethiopia has deteriorated and the government declared
a state of emergency from October 2016 up to August 2017. However, as this paper is being
written, there are still violent protests and targeted killings across the country. A leaked
document assessing the security and political situation presented at the National Security
Council meeting held on October 2017 revealed that “all anti-people forces are forming
a strategic consensus and using the latest support of the Egyptian and Eritrean governments
and are trying to destroy the constitutional system by sectarian violence and riots”. [33] This
is not unexpected because the two states are in quasi-war. For example on 15" April 2011,
the Ethiopian Government for the first time openly announced it would use “any means at its
disposal” to remove the incumbent regime in Asmara. [34] Ethiopia is assisting the Eritrean
Democratic Alliance and other smaller groups, such as the Red Sea Afar Democratic
Organization in their fight against the Eritrean regime. [35: 98] In September 2013 the Red
Sea Afar Democratic Organization and Saho People’s Democratic Movement made an
agreement in Ethiopia to carry out military attacks to topple the Eritrean regime. [36]

In line with the saying “the enemy of my enemy is my friend” Eritrea has been arming
and training insurgent groups, namely the Ogaden National Liberation Front (ONLF) and
the Oromo Liberation Front (OLF), to infiltrate Ethiopia through Somalia and undermine its
security. Eritrea’s support for Islamist groups in Somalia was also viewed as a security threat
by Ethiopia, given their irredentist rhetoric and radicalization agenda.

In fact, since its independence, Eritrea has fought all its neighbors including Yemen and
has been linked with military activity as far away as the Democratic Republic of the Congo
(DRC) and South Sudan. [5: 491] In December 2009, invoking Eritrea’s alleged support for
Somali armed opposition groups and its border conflict with Djibouti, the Security Council
passed resolution 1907 (2009), which imposed a sanctions regime on Eritrea, including
a general and complete arms embargo (on both imports and exports) and prohibited Eritrea to
provide support to the armed groups engaged in destabilization activities in Somalia and to
undermine the peace and reconciliation efforts as well as regional stability. [37]

The report of the Monitoring Group on Somalia and Eritrea dated in July 2011 describes
the Eritrean post-war subversive deeds in the region as follows: “Eritrea’s foreign and security
policy, including its involvement with various armed groups throughout the region, can only
be understood in the context of the 1998-2000 war with Ethiopia. Ethiopia’s failure, to date,
to implement the ruling of the Eritrea—Ethiopia Boundary Commission on the disputed
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border, and the continuing presence of Ethiopian civilian officials and military forces on
territory awarded to Eritrea by the ruling, is routinely cited by the Government of Eritrea as
justification for its support to Ethiopian armed opposition groups, such as ONLF and OLF,
which are named in this report. Eritrea’s ‘cold peace’ with Ethiopia is also reflected in its
actions elsewhere in the region, notably Somalia, where Ethiopia and Eritrea have supported
various rival factions and administrations since 1998.” [38]

After six years, on 2" November 2017, the Monitoring Group on Somalia and Eritrea
in its report states: “Investigated allegations by a neighboring Member State of support
provided by Eritrea to Al-Shabaab in Somalia. Despite receiving some corroborating
information from another regional Member State and regional administrations in Somalia,
the Group has not been able to substantiate the allegations. As such, the Group has, for its
fourth consecutive mandate, not found conclusive evidence of support provided by Eritrea to
Al-Shabaab. [...] Eritrea continued to provide support to armed groups intent on destabilizing
Ethiopia and Djibouti, including the Benishangul People’s Liberation Movement, the Front
for the Restoration of Unity and Democracy (FRUD-Armé), Patriotic Ginbot Sebat (PG7) and
the Tigray People’s Democratic Movement. While none of these groups poses a critical threat
to either Djibouti or Ethiopia, the support of Eritrea for them continues to generate insecurity
in the region and undermines the normalization of relations between the regional Member
States.” [39] Consequently, on 14" November 2017 the UN Security Council extended arms
embargoes on Eritrea, by adopting Resolution 2385 (2017).

The very purpose of both governments eventually becomes to destabilize each other with
their extended support to respective opposition groups. [35: 98] Meanwhile, there have been
episodes of military incursion. In March 2012 Ethiopia attacked an Eritrean military base
after the killing of five European tourists it blamed on Asmara. [40] On December 2014 an
Ethiopian air force pilot has defected to Eritrea, flying an MI-35 gunship helicopter across
the border with his co-pilot and a technician. [41] On 22" March 2015, the Ethiopian Air
Force has bombed the Bisha gold mine in Eritrea, located 150 kilometers west of Asmara,
along with the Eritrean military depot at Mai Edaga. [42] On 12" June 2016, Ethiopian forces
launched an unprovoked assault over the Eritrean border at the town of Tsorana and Eritrean
forces managed to launch a counter-offensive that ended the assault. [43]

Conclusion

The defense expert, Fred Charles Ikle stated “[m]Jany wars in this century have been started
with only the most nebulous expectations regarding the outcome, on the strength of plans
that paid little of any attention to the ending. Many begin inadvertently, without any plans at
all”. [44: 108] “If indeed war should break out, then it would not be in our power to stop it, for
such is the logic of war.” This is an excerpt from Khrushchev’s letter to John F. Kennedy at
the time of the Cuban Missile Crisis. [23] Terminating a conflict under favorable conditions
has been one of the most difficult tasks facing any political and military leaders. [45] Today
after almost 20 years, both Ethiopia and Eritrea are in the inauspicious situation because of
a protracted “foolish war, against the wrong enemy and on a false pretext”. [46: 343]

The war was unplanned; when the Eritrean leaders sent their tanks and artilleries across
the border, their intention was to intimidate a government they believed would capitulate
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to their demand. Isayas Afeweriki, the President of Eritrea underestimated the patriotism,
fierceness and willingness of Ethiopians to fight when he ignited a war whose scale and
duration he did not plan for and of which he had no exit strategy. [46: 343]

After nearly two decades of a cold war, a resolution requires political courage from both
governments. Only negotiation can address the root causes of the war which are historical,
economic and political. Hailemariam Desalegn, Ethiopia’s Prime Minister said that he is
willing to hold talks with Eritrea. “The most important thing for us is to fight poverty [...]
to have regional integration. If we two do that, it will be much more productive”, he also
mentioned his predecessor “Meles Zenawi had asked for more than 50 times even to go
to Asmara and negotiate with Isaias Afwerki”. [40] The leaders of both countries should
know that both states are “condemned by geography, economy, and history to have their
future inextricably entwined”. [46: 343] Otherwise the result will be as B. H. Liddell
Hart, the military historian, and military theorist puts it “the downfall of civilized states
tends to come not from the direct assaults of foes, but from internal decay combined with
the consequences of exhaustion in war”. [47: 359]

This article was written at the end of 2017. By the time of the publication in 2019, there
is a new political development. After the appointment of a new Prime Minister in Ethiopia,
Abiy Ahmed (Ph.D.) in April 2018, and his call for peace, the two countries signed a Joint
Declaration on Peace and Friendship in July 9%, 2018 in Eritrean capital, Asmara and an
Agreement on Peace, Friendship And Comprehensive Cooperation in September 16%, 2018
in Saudi Arabia. This will be a beginning of a new chapter in the complicated relationship
between the two states.
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In the recent decades there is a growing interest in how public and private
organisations can develop abilities to innovate in order to cope with the challenges
created by the changing priorities of the political market, the intensification of
global competition and the higher speed of the technological changes. The ability
of organisations to mobilize their internal resources into efficient and dynamic
routines depends on intangible resources (e.g. creativity) and less on such traditional
tangible factors as physical or financial sources. The core aim of the paper is
to identify and compare the creative/learning capabilities of the workplaces in
the EU-27 countries. The data of the European Working Conditions Surveys (2005,
2010 and 2015) shows that public administration boosts creative workplaces in all
countries. The increasing rate of creative jobs may speed up the implementation of
the “High-Engagement Civil Services”.
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Introduction: The Role of Innovation in the Employment Growth
and in the Organisational Performance

There is a growing consent between the practitioners and academics on the importance of
non-technological (e.g. workplace development programmes, etc.) innovations in generating
sustainable competitiveness of the national economies and in opening a new road for both
economic and social development. Systematically collected experiences on the diffusion of
various types of innovation indicate that—in the long run—the higher employment rate is
one of the visible outcomes. [1] The World Bank’s research institute carried out the most
comprehensive and methodologically well-founded research on the employment impacts
of innovative or non-innovative firms. The survey covered 26,000 firms in 71 countries.
According to their results, innovative firms generate significantly greater employment
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growth and this growth is much more inclusive than previously expected. [2] In addition,
according to the recent review of some sixty American papers on workplace innovation
indicates that the efficiency effects of workplace innovation on performance premiums
range between 15% and 30%. [3] Looking at the European experiences, according to
the Finnish workplace development programmes (2004-2010) “...active employee and
middle management participation in planning and implementation phase of the project,
close internal collaboration during the process, competence in project work, methods used
by external experts, and external networking were related to simultaneous improvements in
productivity and the Quality of Working Life (QWL) at workplaces. [...] Direct participation
of employees can function as a ‘change agent’.” [4: 41]

In spite of favourable performance outcomes of the workplace innovation, the mainstream
innovation streams are stressing the importance of the technological (i.e. product and process)
innovations and are neglecting the roles of such non-technological innovations as new models
of work organisations, new working and employment practices, new business models and
marketing methods, etc. For example, according to such emblematic figure of the so-called
open innovation system as Chesbrough: “There is no inherent value in a technology per
se. The value is determined by the business model used to bring it to market. The same
technology taken to the market through two different business models will yield different
amounts of values. An inferior technology with better business model will often trump
a better technology commercialized through inferior business model.” [5: 14] However,
the European innovation policy landscape is still dominated by a technological focus, despite
the undeniable but rather slow transition to a more holistic approach.

The so-called Dortmund/Brussels Position Paper elaborated by the European Network
for Workplace Innovation (EUWIN) and other experts of non-technological innovation stress
that although social innovation is a pre-condition for the successful implementation of new
technologies, it cannot be implemented successfully without the necessary organisational
adjustments and innovations, if the share of the organisation investing in workplace
innovation is low. Stakeholders and decision-makers often lack the adequate information and
knowledge resources, and consequently they are rarely aware of the importance of workplace
innovation. Organisational and workplace innovations represent a hidden resource for
the whole Europe to become more competitive, especially in South and Eastern Europe. [6]
In these countries “...perception of work may be classified as an individual one. This
notion has a focus on the quality of a single workplace, its individual skill requirements and
individual employment condition protection. The collaborative character and its implications
in the ‘Nordic debate’ which are meant in the notion of ‘new forms of work organisation’ are
badly understood.” [7: 412]

Beside the visible inequalities in the share of workplace innovation investment within
the country groups of the European Union (i.e. the highest investment in the Nordic countries
and the lowest one in the Mediterranean and Central and Eastern European countries), both
theoretical experts and practitioners often underestimate the important role of the social
(collective) and organisational learning necessary for the successful implementation of
the innovations—especially in case of their radical forms.

For example, the potentials of the use of such generic or integrative technologies as
the Information and Communication Technology (ICT) are un-exploited or under-utilised
due to these shortcomings. In this relation it is worth quoting Lundvall, [8: 2—3] who stressed
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that “...firms that introduced ICT without combining it with investments in the training of
employees, with change in management and with work organisation got a negative effect
on productivity growth that lasted several years. [...] What is at stake is the capacity of
people, organisations, networks and regions to learn. Learning to cope with the full potential
of the new technologies is, in a sense, to transform them from being new to being old.” In
addition to the Lundvall insistence on the key role of learning absorbing new technologies
(i.e. ICT), we have to add the growing importance of the combination of technical and social
competencies. There are “...more and more voices suggesting that the digital economies will
also require the collaboration of the ‘Techies’ with humanities majors, the so-called ‘Fuzzies’
in order to complement their understanding of the social challenges and creativity among
other elements.” [9: 1] In this relation it is worth noting that “...the better competence of US
firms in utilisation of ICTs explains as much as 50 per cent of the differences in growth in
productivity between Europe and the US.” [10: 39]

The paper is structured as follows. Following the introduction on the importance of
the interplay between technological and social innovations, the first section briefly outlines
the theoretical and methodological foundations in the public sector innovation research.
The second section describes the methods on how to measure the creativity of work. The third
section is dealing with the empirical analysis of the various waves of the European Working
Conditions Survey (EWCS 2005, 2010 and 2015) aimed to identify types of work shaping
innovativeness of the organisations—with special focus on public administration. Finally,
the concluding section summarizes the analysis.

Innovation in the Public Sector: Theoretical
and Methodological Foundations

After World War II, until the end of the 1970s, the mainstream international innovation
surveys have been focusing and collecting data on Research and Development (R&D)
activities in the private sector. These analyses were able to describe the innovation potential
of mainly manufacturing (and other industrial) firms operating in the private sector, while
the innovation activity of the service sector and in particular the organisations of the public
administration were omitted. The report of the expert group of the European Commission
indicated “...that public sector innovation today mostly happens through uncoordinated
initiatives rather than as a result of deliberate, strategic efforts. The quest for more and
better public sector innovation is hindered by several barriers, which fall into four major
categories: weak enabling factors or unfavourable framework conditions, lack of innovation
leadership at all levels, limited knowledge and application of innovation processes and
methods, and insufficiently precise and systematic use of measurement and data.” [11: 5]
Following a more than a decade-long preparation, the OECD did initiate pilot studies on
the innovation—in private and manufacturing sectors—in the Nordic countries. The lessons
from these surveys were summarized in the Oslo Manual (1992). This manual served as
a theoretical and methodological guideline for the various waves of the Community
Innovation Surveys (CIS) which were carried out by the National Statistical Offices (NSO)
within the European Union. The first edition of the Oslo Manual essentially aimed to measure
or map not only the R&D activities in their strict sense but the diffusion of technological
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(product + process) innovation, as well. In this relation it is worth mentioning that the original
questionnaire elaborated in the first edition of the manual and used in the following surveys
was not able to measure the innovation in the fast growing service sector. The modified
version of the questionnaire published in the second edition of the Oslo Manual (1997) is
suitable to measure innovation in both the manufacturing and service sector. However, only
the third edition of this Manual (2005) covers such types of non-technological innovations
as marketing or new business and organisational practices. According to this Manual:
“...innovation represents a new or significantly developed product (services) or process, new
marketing methods, or the implementation of the new management-organisational methods in
the business or workplace practices and in the external relations of the organisation.” [12: 494]

There is a rather new research agenda having the ambition to compare and identify
the similarities and differences of organisational innovation characterising the private and
the public sectors. Following Hollanders et al., [13] Table 1 compares the characteristics
of the innovation in the private and the public sectors. The table indicates well both
the similarities and differences of innovation activities in the two sectors. For example,
similarities are dominating in the fields of process and organisational innovation. However,
service innovation instead of product innovation and communication innovation instead
of market innovation characterise the public sector in comparison with the private one.
In the innovation management literature, the following definition of service innovation
is used widely: “Service innovation is a new service or such a renewal of an existing
service which is put into practice and which provides benefit to the organisation that has
developed it: the benefit usually derives from the added value that the renewal provides
the customers. [...] A service innovation process is the process through which the renewals
described are achieved.” [14: 4]

Table 1. Differences between the private and public sector innovation. (EPSIS [13])

Private sector Public sector
Product innovation Service innovation
Process innovation Process innovation

Organisational innovation Organisational innovation
Marketing innovation Communication innovation

Before presenting the methods used to identify the creative or innovative potentials of
the European workplaces, it is necessary to briefly outline the main features of the systematic
theoretical framework. We adopted a broad-based innovation policy approach elaborated by
Ramstad [15] and called “expanded triple helix as an innovation generating policy model”.
This model goes beyond the traditional national innovation approach in the following fields.
It stresses the importance of the “social innovation”, focusing besides public players to
other organisations, in addition to inter-organisational relations, the internal development
of the organisation has decisive roles in innovations, and finally this approach stresses that
changes are not located at one level (e.g. at the top or bottom) but “...changes on different
levels are interrelated. Without knowledge about the micro-structures we might get little out
of attempts to change institutions and organisations at the meso- and macro-levels.” [15: 2]
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In a recent study of the European Centre for the Development of Vocational Training
(Cedefop) [16] the authors tried to combine the different levels of data. Three aspects of
intellectual capital were identified and considered as determinants of a firm’s innovative
ability: human capital, structural capital and relational capital. Human capital covers
individual knowledge, skills and competencies of the members of an organisation. Structural
capital is defined as the “organisational and technological structures and processes
allowing the sustained operation and innovation of the organisation.” [16: 22] Relational
capital includes all relations through which an organisation is linked to its environment.
It is essentially important in capturing relevant information from stakeholders, customers,
suppliers, associations, etc. The authors conceptualized the three fields of intellectual capital
in the following way (see Table 2):

Table 2. Human, structural and relational capital
as determinants of innovative ability. [16: 23]

Intellectual capital
Human capital Structural capital Relational capital
Domain related knowledge, skills Organisational culture Relations to customers
and competences

Cooperation and communication
within the organisation
Equipment relating to information
Social skills and competences technology, software and other Relations to investors/shareholders
technological systems

Practical experience Relations to suppliers

External cooperation with

Motivation Knowledge transfer and storage . L
8 8 educational institutions

R&D infrastructure for product

Leadership skills External knowledge acquisition

innovation

Personal skills and competences R&D u}frastructure for process Soqal engagemgr}t/(lorporate
innovation social responsibility

Continuous vocational training Organisational structure Image of company/brand

Initial vocational education and - Engagements in associations and

L Organisational processes . .

training public relations

Continuing higher education Use of modern ICT

School and higher education Learn} ng-intensive forms of
organisation

Methodology: How Can We Measure Creative and Innovative
Capability at the Workplace?

In testing empirically the various types of work, our analysis uses the datasets of the 4"
(2005), 5" (2010) and 6™ (2015) wave of the European Working Conditions Surveys
(EWCS).> The methods used are based on the work of Lorenz and Lundvall, [18] who

°>  EWGCS is a cross-sectional survey taken in every five years since 1990, organised by the European Foundation
for the Improvement of Living and Working Conditions (Eurofound, Dublin). The recent waves of this survey
cover more than 40,000 workers in the EU member states and in various other European countries. [17]
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analysed the fourth wave of the European Working Conditions Survey and distinguished
three types of employees according to the dimensions of cognitive demands of work and
employees’ autonomy. These three groups are “creative workers”, “constrained problem
solvers” and “Taylorised workers”. The methodological background of these groups will be
presented later in detail at the end of this section and at the beginning of the next section.

In our study, we focus on salaried employees working in organizations with at least
10 employees in non-agricultural sectors as industry, service and public administration,
excluding education; health and social work; household activities; as well as agriculture
and fishing.® The sample examined consists of 11,661 salaried employees in case of the 4®
wave (2005), 14,192 in the 5" wave (2010), and 14,425 in case of the 6% wave (2015).
Not only the sampling procedure, but also our method to group the sectors of the statistical
nomenclature is consistent with Lorenz and Lundvall’s work. [18] (See our groups in Table
3 below.)

Table 3. Summary table of NACE sectors, codes and the sector groups used in the paper.
(Own compilation following the work of Lorenz and Lundvall. [18])

Sector-group Code Economic activities
Mining and quarrying

Manufacturing

Electricity, gas and water supply
Construction

Wholesale and retail trade, repair
Hotels and restaurants

Manufacturing, construction,
utilities

Retail and other services
Transport, storage and communication
Financial intermediation

Real estate, renting and business activities

Public administration and defence,
compulsory social security

Other community, social and personal service activities
Extra-territorial organizations and bodies

Agriculture, hunting and forestry

Fishing

Education

Health and social work

Activities of households

Business and financial services

Public administration

Community, social and personal
services”

Excluded sectors

9Z2WE 00 N R <= ZO"mE IO

Legend: "We did not indicate the “Community, social and personal services” group in our sector
level tables, however, we included it in the aggregate results.

In order to identify the main differences between EU countries, we distinguished five
country groups on the basis of their institutional settings (i.e. welfare system, labour market
regulation, labour relation issues etc.). Our typology is analogous to country groupings

6 EWCS uses the NACE (Nomenclature Statistique des Activités Economiques dans la Communauté

Européenne) industry standard classification system (its Hungarian equivalent is the TEAOR system). In order
to achieve data interoperability, we used the NACE 1.1 version.
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used in comprehensive institutional studies (e.g. Hall and Soskice’s work, [19]) as well
as organizational studies using the same database. [20] [21] [22] In this perspective, we
distinguished “Scandinavian”, “Anglo—Saxon”, “Continental”, “Mediterranean” and
“Central and Eastern European (CEE)” country clusters. (See Table 4.) In order to elaborate
unbiased results, all tables presented in this study incorporate cross-national weighted data.

Table 4. Summary table of countries and country groups used in the paper.
(Own compilation following several recent studies. [19] [20] [21] [22])

Country group Country

I. EU-15 (old member states)

Scandinavian Denmark, Finland, Sweden

Anglo—Saxon Ireland, United Kingdom

Continental glelslt\]ri;:i] ];:leel]ii&lsm, France, Germany, Luxembourg,
Mediterranean Greece, Italy, Portugal, Spain

11. EU-12 (new member states)

Bulgaria, the Czech Republic, Estonia, Hungary,
Central and Eastern European Latvia, Lithuania, Poland, Romania, Slovakia,
Slovenia”

— Cyprus, Malta™

Legend: "Croatia was excluded from our analysis. “Countries of Cyprus and Malta were not
assigned to any of the country groups; however, we included them in the EU-27 aggregates.

Not only the sampling procedure but also the choice of variables and methods of analysis
for this study is consistent with the approach of Lorenz and Lundvall. [18] In order to
characterize the main attributes of a creative workplace, we used the following six binary
variables:
1. a variable measuring whether the work requires problem solving [PBSOLV];

. a variable measuring whether one’s able to learn new things from work [LEARN];
. a variable measuring the presence of complex task in one’s work [COMPLX];
. a variable measuring the use of individual’s own ideas at work [IDEAS];”
. a variable indicating the presence of autonomy in choosing the working methods

[AUTMET];
6. a variable indicating autonomy in choosing the order of tasks [AUTORD].

u ks~ WN

The type of the factor method which was carried out on these variables is Multiple
Correspondence Analysis (MCA). Further analyses were elaborated on two factors which
contributed together to 58% of the inertia in case of EWCS 2005, 60% of the inertia in case
of EWCS 2010, and 59% of the inertia in case of EWCS 2015. In order to group the cases,
hierarchical clustering (Ward’s method) was carried out on the basis of the factor scores on
each sample.

7

»

A binary variable transformed from a five-level ordinal scale, as follows: “always”, “most of the time”

(“almost always” and “often” in EWCS 2005) answers were recoded into “yes”; “sometimes”, “rarely”, and

» o«

“never” (“sometimes”, “rarely”, “almost never” in EWCS 2005) were recoded into “no”.
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This paper, however, uses Lorenz and Lundvall’s work [18] only as a theoretical and
methodological starting point, and it differs from it in several ways. First, we included
data from the fifth and sixth wave of EWCS (2010 and 2015). This allowed us to enlarge
the scope of the analysis with the comparison of periods before and after the recent financial
(2008) crisis. Second, our paper widens the limits of their study by evaluating the differences
between each European country group, and including the public administration sector into
the analysis. In the current phase of our research, we intend to introduce several results of
descriptive analyses® on the basis of the results of the abovementioned more sophisticated
statistical tools.

Creative Jobs in the European Union: Sharp Contrast along
the North—West and South—East Axis

Before presenting the distribution of different job clusters and later their changes over
time, it is worth describing shortly the characteristics of these clusters. As we can see from
Table 5 below, variables used to measure both the cognitive and the autonomy dimensions
of work show relative stability in the three waives of the European Working Conditions
Survey carried out between 2005 and 2015. The creative cluster can be characterised by an
overrepresentation in all six variables: they mobilise extensively their cognitive abilities
during the employees’ work and they enjoy high level of autonomy in doing so. Around half
of the European employees belong to this category of workers. The constrained problem
solver jobs show high degree of problem-solving and learning activities, their working
tasks are rather complex, but—surprisingly enough—they rarely use their own ideas during
work. Similarly, the level of autonomy in choosing the methods of work and the order of
tasks is far the lowest compared to other employees. They account for nearly one quarter
of the employees. The group of Taylorist workers can be characterised by the lowest level
of problem solving and learning activities, they execute relatively simple tasks. In contrast,
their autonomy is significantly higher than those belonging to the category of constrained
problem solvers, although it is far below the average of creative employees: from one fourth
to one third of employees belong to this job category.

Table 5. Distribution of work organisation variables across job clusters, EU-27.
(Following Lorenz and Lundvall’s choice of variables, [18]
own calculations based on EWCS 2005, 2010, 2015.)

Variable 2005 2010 2015

CW CP TW | AV |CW CP TW | AV |CW CP TW | AV
PBSOLV 97 87 40 80 97 91 45 81 97 92 44 83
LEARN 91 85 16 70 92 85 14 69 93 87 14 72
COMPLX 84 82 8 64 85 78 7 62 86 77 7 64
IDEAS 76 22 29 51 71 16 25 46 70 16 25 46
AUTMET 94 22 37 62 94 16 38 60 94 18 41 63

8 For the sake of transparency, the tables and figures presented in this paper incorporate results without decimals
(i.e. due to rounding, not all results add up to 100).
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Variable 2005 2010 2015

CW CP TW | AV |CW CP TW | AV |CW CP TW | AV
AUTORD 91 14 34 58 94 17 37 60 93 19 38 62
Total share 50 24 26 | 100 49 24 27 | 100 52 24 24 | 100

Legend: CW = creative workers; CP = constrained problem solvers; TW = Taylorised workers;

AV = average; PBSOLV = solves problems during work; LEARN = learns new things in work;
COMPLX = solves complex tasks; IDEAS = able to use own ideas; AUTMET = able to choose work
methods; AUTORD = able to choose the order of tasks

Creative jobs are especially prevalent in such sectors as research and development;
other computer related activities; electricity, gas, steam and hot water supply; insurance,
reinsurance and pension funding; financial intermediation. Constrained problem solvers are
typically working in such sectors as land transport and transport via pipelines; manufacture
of textiles; manufacture of motor vehicles; manufacture of chemicals and chemical products
and manufacture of basic metals. Taylorised workers are most prevalent in sewerage;
manufacture of textiles; manufacture of wearing apparel; land transport and transport via
pipelines; postal and courier activities.

Creativity and Autonomy of Employees in the European Union:
Polarisation of Work Organisation from North-West to South-East

As we can see from the table above, undoubtedly the creative job cluster gives the biggest
opportunity for the employees to work autonomously and to deploy their creativity. It is
not at all surprising that the Scandinavian countries are those where these kinds of jobs
dominate the most. (See Figure 1.) In Denmark 77% of all jobs investigated are creative,
whereas the same ratio is 74% in Sweden and 73% in Finland. In addition to these countries,
we find above the European average presence of creative workplaces in such Continental
countries like Luxembourg (65%), the Netherlands (63%), France (62%), Belgium (59%)
and Austria (57%), together with the two Anglo—Saxon countries: the UK (59%) and
Ireland (55%). It is interesting to see that while all Mediterranean countries are below
the European average (52%), two former socialist countries, namely Estonia (62%) and
Slovenia (55%) have a share of creative jobs above the average. The position of Germany
is also surprising: creative work organisations are less widespread in Europe’s biggest
economy than the EU-27 average and exceeds Spain by only two percentage points. Besides
Germany we find only Mediterranean and Central and Eastern European countries below
the EU-27 average, with Greece, Latvia, Slovakia, Romania and Hungary being the last five
countries where creative jobs are the least widespread.
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Figure 1. The share of creative jobs in the European Union (2015).
[Own compilation based on EWCS 2015.]

The jobs of Taylorised workers can be characterised by a low level of both creativity and
employee autonomy. The next figure, illustrating the share of these jobs in Europe, is almost
the inverse version of the previous one presenting the share of creative jobs. (See Figure 2.)
This means that in most of the cases, in a country where creative jobs are more widespread
we will find the least Taylorised workers. This is true, for example, for the Scandinavian
and for the Central and Eastern European (CEE) countries: Denmark, Finland and Sweden
are leader countries in terms of creative jobs and are lagging behind all other countries
when it comes to Taylorised workers. In contrast, creative jobs are less prevalent in the CEE
countries while we found the highest shares of Taylorised ones in this region.
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Figure 2. The share of Taylorised workers in the European Union (2015).
[Own compilation based on EWCS 2015.]
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However, there are notable exceptions as well. It is surprising that almost one third of
the German workplaces (29%) belongs to the Taylorised cluster and this is the 9" biggest
share among the EU-27 countries. Italy is middle-ranked among the European countries in
the share of creative jobs, but it is one of the most Taylorised countries with 38% of jobs
being Taylorised. All in all, four countries have a significantly higher share of Taylorised
jobs than the EU-27 average: Latvia (48%), Greece (40%), Italy (38%) and Hungary (33%).
They are followed by Slovakia, Portugal, the Czech Republic, Poland, Germany, Romania,
Bulgaria and Lithuania (27-31%). Spain and Ireland are around the EU-27 average (25%
and 24%, respectively). The Netherlands, Belgium, the UK, Slovenia, Austria and Estonia
are the countries where the share of Taylorist jobs is visibly below the average (18-21%),
while we find the lightest presence of this type of work organisation in Denmark (9%),
Finland (9%), Sweden (11%), Luxembourg (11%) and France (14%).

Constrained problem solvers are those employees whose jobs demand a relatively
high level of cognitive capacities during the work but allow the lowest level of employee
autonomy at the same time. Given the fact that creative jobs represent around three quarter
of all jobs in the Scandinavian countries, it is not at all surprising that the share of both
Taylorised employees and constrained problem solvers is among the lowest in Denmark,
Sweden and Finland. (See Figure 3.) Their share is similarly low in the Netherlands, Italy,
Latvia, Belgium, Ireland, the UK and Estonia (between 16-21%). The EU-27 average is
24% and we find eight countries very close to this rate: Germany, France, Luxembourg,
Austria, Slovenia, Portugal, Spain and Lithuania (23-28%). The highest share of constrained
problem solvers can be found in CEE countries, namely in Hungary, Poland, the Czech
Republic, Bulgaria, Slovakia and Romania (30-37%), together with Greece (32%), the only
representative of Mediterranean countries in this group of countries with the highest share of
constrained problem solvers.
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Figure 3. The share of constrained problem solvers in the European Union (2015).
[Own compilation based on EWCS 2015.]
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If we add the share of constrained problem solvers to the share of Taylorist workers, it gives
a good proxy indicator on those employees who enjoy less autonomy in their work. It is even
more important because the lack of participative employee involvement sets serious limits
to any kind of creativity having long-term impact on innovation. It is obvious that employees
are important sources of innovation, their active participation in the implementation is
anecessary precondition of any innovation: “The basic idea of Employee-Driven Innovation
rests on the assumption that employees have hidden abilities for innovation, and that this
potential can be made visible, recognised and exploited to the benefit of both the firm and
its employees.” [23: 66]

80

72
65 65 66
62 62 63
59 59
60 5 53 54 55
44 45 45
37 38 39 40 41
I I | | | | | |
é\

& @ & &%va PSS &
& b‘ ® R S &S & ,,o A S oo R &
. “« ‘b &
Q@o&%‘\z@i&@e@ s 6}%&\% < %\e \‘e @(f‘ Gﬁ \')&& Qo e“ S Q-“Q Q& °<~‘ Vi %\e“ 0‘
Y 2
W C‘g

Figure 4. The share of constrained problem solvers and Taylorist workers in Europe (2015).
[Own compilation based on EWCS 2015.]

As we can see from Figure 4 above, the three Scandinavian countries are visibly separated
from the rest of Europe, the share of the two least autonomous job clusters is around 25%.
The follower country group is composed by Luxembourg, the Netherlands, France, Estonia,
Belgium, the UK, Austria, Ireland and Slovenia (35-45%). These countries are below
the European average (48%). It is interesting to note that we do not find any Mediterranean
country and only two CEE countries below the average: Estonia and Slovenia. These two
country groups are overrepresented at the low end of the scale: more than every second job
has limited level of employee autonomy in Spain, Italy and Lithuania. Their share is about
59-66% in Portugal, Poland, Bulgaria, the Czech Republic, Hungary, Latvia, Romania and
Slovakia. The situation is the worst in Greece where the same ratio is 72%. This means that
these countries have the lowest potential to develop innovative capabilities of employees
and their work organisations.
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Work Organisation in the Old Member States:
Significant Differences between and within Country Groups

The share of different employee groups varies greatly between countries. In the Old Member
States (OMS), creative workers dominate in the Scandinavian country group: in Sweden,
for example, four out of five employees had a creative job at the beginning of the period
investigated (2005) and this ratio fell to 74% in ten years (see Table 6). In 2015, we found
the highest share of creative jobs in Denmark (77%) with a slight increase between 2005 and
2015. Finland experienced a significant catch-up period: the share of creative jobs increased
from 67% to 73%. The share of Taylorist jobs increased a bit in the first five years, but after
that, it dropped back to its original ratio. Constrained problem solvers are the second most
populous job cluster in this country group representing 14-18% of employees.

Table 6. Distribution of job clusters in the Old Member States.
[Own calculations based on EWCS 2005, 2010, 2015.]

2005 2010 2015

CW CP ™ CW CP ™ CW CP ™
1. Scandinavian
Denmark 74 13 13 75 11 15 77 14 9
Finland 67 20 13 66 20 13 73 18 9
Sweden 80 10 10 74 17 9 74 15 11
II. Continental
Austria 51 29 20 51 30 20 57 25 19
Belgium 56 20 23 59 18 22 59 19 21
France 59 19 21 47 22 31 62 24 14
Germany 51 25 24 47 28 25 49 23 29
Luxemburg 63 18 19 57 23 20 65 24 11
Netherlands 72 16 13 66 18 16 63 16 21
II1. Mediterranean
Greece 40 32 28 30 29 42 28 32 40
Italy 40 28 33 49 14 37 45 16 38
Portugal 42 24 34 43 29 28 41 28 31
Spain 37 28 35 47 23 30 47 28 25
IV. Anglo—Saxon
Ireland 58 19 22 49 25 27 55 21 24
UK 50 20 30 51 25 24 59 21 20
EU-27 50 24 26 49 24 27 52 24 24

Legend: CW = creative workers; CP = constrained problem solvers; TW = Taylorised workers

In the majority of the Continental countries, the share of creative jobs increased between
2005 and 2015, with the notable exceptions of Germany and the Netherlands. However,
we can see a dramatic decrease between 2005 and 2010 in France and Luxembourg, too,
with a remarkable recovery experienced during the following five years. The case of
the Netherlands is exceptional as it shows a continuous decrease in the share of creative jobs
from 2005 to 2010 and further to 2015. In fact, it started from the level of the Scandinavian
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countries in 2005, whilst by 2015 it nearly touched the Continental country group average
which is significantly lower. The share of constrained problem solvers decreased only in
Austria, it remained the same in Belgium, Germany and the Netherlands, while it increased
significantly in France and in Luxemburg. As concerning the Taylorist workers, their share
did not change in Austria and Belgium between 2005 and 2015, it decreased to a notable
extent in Luxemburg, while it increased radically in Germany and the Netherlands. The case
of France is particularly interesting as radically opposite trends were observable between
2005 and 2010, and between 2010 and 2015. During the first phase, the share of Taylorist jobs
increased from 21% to 31%, whilst it decreased even more significantly during the second
phase from 31% to 14%.

Different job clusters are more evenly distributed in the Mediterranean countries than in
other OMS. This means that the share of creative jobs is significantly lower, while the other
two job clusters, especially the Taylorist one is overrepresented compared to the European
average. These four countries show different dynamics in terms of the changes in distribution
of job clusters over time. The share of creative jobs increased in Italy and Spain, while it
decreased in Greece. In contrast, the share of Taylorist workers remarkably increased in
Greece, to a lesser extent in Italy, where the share of constrained problem solvers decreased
dramatically from 28% (2005) to 16% (2015).

Similarly to the Mediterranean country group, we can observe opposite trends in case of
the Anglo—Saxon countries. In the UK, the share of creative jobs increased significantly from
2005 to 2015, while the share of Taylorist workers decreased by the same extent (10 percentage
points). In Ireland, the share of creative employees decreased remarkably from 2005 to 2010
but it increased again since then. The opposite trends were observable in case of the two other
job clusters: after an increase during the first phase (between 2005 and 2010), we detected
a decrease of similar extent during the second phase (between 2010 and 2015).

New Member States:
Highest Density of Creative Jobs Found in Estonia and Slovenia

It is not surprising that the share of creative jobs is less prevalent in the New Member States
(NMS) than in the OMS. This country group is closer to the Mediterranean countries in
this regard than to any other European country cluster. There are two exceptions from this
rule, Estonia, where the 62% of jobs are creative, and Slovenia, where the same ratio is
55%. (See Table 7.) Latvia also had a relatively good position in 2005 and 2010 (52% and
58% respectively) but the share of creative jobs has been decreasing considerably since then
and became one of the lowest in Europe for 2015 with 35%. This loss was compensated by
an incredible increase in the number of Taylorist jobs: the share of this type of workplaces
more than doubled in only five years, from 2010 to 2015 (from 22% to 48%). This is by far
the biggest ratio for Taylorist workers ever registered in a European country.
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Table 7. Distribution of job clusters in the New Member States (“CEE” country group).
[Own calculations based on EWCS 2005, 2010, 2015.]

2005 2010 2015
CW CP T™W CW CP T™W CW CP T™W
Bulgaria 40 30 29 32 30 38 38 34 28
Czech Rep. 43 30 27 44 30 26 38 32 30
Estonia 57 25 19 62 21 16 62 21 18
Latvia 52 19 29 58 20 22 35 17 48
Lithuania 39 30 31 44 25 31 45 28 27
Hungary 44 29 27 48 29 23 37 30 33
Poland 46 32 22 42 29 29 41 30 29
Slovenia 52 24 24 52 31 17 55 26 19
Slovakia 37 32 31 35 32 32 35 35 31
Romania 37 39 24 35 34 31 35 37 28
EU-27 50 24 26 49 24 27 52 24 24

Legend: CW = creative workers; CP = constrained problem solvers; TW = Taylorised workers

A similar pattern of increasing share of Taylorist jobs at the expense of a loss in creative
ones can be observed in Hungary, where the second highest share of jobs without significant
level of employee autonomy and learning opportunity was registered among the NMS, and
to a much lesser extent in the Czech Republic. In Poland, Taylorist jobs gained importance
already from 2005 to 2010 and have been stabilised since then. In Bulgaria, this shift from
the creative to Taylorist workplaces was experienced between 2005 and 2010 but the creative
cluster regained its importance in the next five years. The distribution of different job types
has been relatively stable over time in Romania and Slovakia with a low level of employee-
level autonomy at work: the share of constrained problem solvers is the highest in these
two countries. Lithuania, in contrast, shows a mild but steady rise in the share of creative
workers.

The Role of the 2008 Global Crisis: New Member States on a Diverging
Development Path

It remains to be explored in more details how the global financial crisis and economic
downturn might influence the distribution of different job clusters. The data sets allow us
to distinguish short-term and mid-term impacts. It is worth noting that in not less than eight
OMS, the share of creative jobs decreased between 2005 and 2010. This loss in creative jobs
was compensated by an increase in the share of constrained problem solvers in Sweden,
Germany and Luxemburg. On the contrary, in Greece and France the share of Taylorist
jobs increased in parallel with the decrease of creative ones, while in the Netherlands and
Ireland the loss in creative jobs was evenly distributed between the other two clusters.
Among the NMS, the share of creative jobs decreased from 2005 to 2010 in Poland
(46% vs. 42%), Romania and Slovakia (37% vs. 35%). A significantly bigger decrease was
experienced in the long run (i.e. between 2010 and 2015) in Latvia (58% vs. 35%), Hungary
(48% vs. 37%), and the Czech Republic (44% vs. 38%). Latvia is an especially interesting
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case as we observed a 6 percentage point increase in the share of creative workplaces from
2005 to 2010 but their share decreased dramatically in the following five years. Surprisingly
enough, we find some countries where the share of creative workers increased despite
economic recession: in Estonia (57% vs. 62%), Lithuania (39% vs. 45%) and Slovenia (52%
vs. 55%). There was a decline in the number of creative jobs from 2005 to 2010 in Bulgaria
(40% vs. 32%) but their share has increased again in the following five years.

It is also interesting to note that while the differences between the country groups of
the Old Member States have been shrinking over time, the CEE countries seem to diverge
from this pattern. While the averages of Scandinavian and Continental country groups did
not change much between 2005 and 2015, the Mediterranean countries show visible catching
up tendencies in terms of both creative and Taylorised jobs, the first being augmenting and
the second being decreasing. (See Tables 8, 9 and 10.) Also, the same is true for the Anglo—
Saxon country group. Meanwhile, the shares of different job clusters develop in the opposite
direction in case of CEE countries. For example, in case of creative jobs, the difference
between CEE and EU-27 averages increased from 7 to 13 percentage points between 2005
and 2015. In case of Taylorist jobs, the CEE country group average was 1 percentage point
below the EU-27 average in 2005, it turned to a 5 percentage points handicap in 2015.

Table 8. The share of creative jobs by country groups in Europe (2005, 2010 and 2015).
[Own calculations based on EWCS 2005, 2010, 2015.]

SCD AGS CON MED CEE EU-27
2005 75 50 56 39 43 50
2010 72 51 50 46 42 49
2015 75 59 55 46 39 52

Legend: SCD= Scandinavian; AGS= Anglo—Saxon; CON= Continental; MED= Mediterranean;
CEE-= Central and Eastern European country group

Table 9. The share of constrained problem solvers by country groups in Europe
(2005, 2010 and 2015). [Own calculations based on EWCS 2005, 2010, 2015.]

SCD AGS CON MED CEE EU-27
2005 13 20 22 28 32 24
2010 16 25 25 20 30 24
2015 15 21 22 25 32 24

Legend: SCD = Scandinavian; AGS = Anglo—Saxon; CON = Continental; MED = Mediterranean;
CEE = Central and Eastern European country group

108 AARMS (18) 1 (2019)



CS. MAKO — M. ILLESSY — A. BORBELY: Public Sector Innovation in Europe

Table 10. The share of Taylorised workers by country groups in Europe
(2005, 2010 and 2015). [Own calculations based on EWCS 2005, 2010, 2015.]

SCD AGS CON MED CEE EU-27
2005 12 30 22 33 25 26
2010 12 24 25 34 29 27
2015 10 20 22 29 29 24

Legend: SCD = Scandinavian; AGS = Anglo—Saxon; CON = Continental; MED = Mediterranean;
CEE = Central and Eastern European country group

Although the individual country analysis calls attention to the differences within
conventional country groups and there are some notable exceptions from the general trends
at both the high-end (e.g. Estonia and Slovenia) and the back-end (Greece, Latvia, Hungary),
the country group analysis gives a more nuanced picture and calls attention to the diverging
path taken by the majority of former socialist countries during the global economic crisis.
This calls for a deeper analysis of the effects of the global financial crisis and economic
downturn and the individual country-level answers to it.

Sectoral Differences: The Public Sector is an Important Locus
of Creative Jobs

In the followings, we will analyse differences in the share of job clusters from a sectoral
perspective. As a first step, we distinguished work organisations operating in the private
and public sectors.’ In order to keep the analysis easy to understand, we will focus on
Hungary and aggregate, country group-level data. As we can see from Table 14 (see Annex),
the public sector is an important locus of creative jobs in all country groups as their share is
visibly higher compared to the private sector. However, this is not true for Hungary where
there were no differences between the two sectors in 2015. Longitudinal analysis shows
that this is a relatively recent trend in Hungary, because the public sector had a notably
higher share of creative jobs than the private sector both in 2005 (58% vs. 40%) and 2010
(59% vs. 44%). This shift was due to the expansion of Taylorised workplaces. In 2010,
for example, only 16% of public sector jobs were Taylorised but this ratio doubled in only
five years (16% vs. 33%, from 2010 to 2015). Similar trends were observable in other CEE
countries but to a significantly lesser degree (24% vs. 26%). In contrast, the Anglo—Saxon
country group showed a reverse trend: the share of Taylorised workers was 33% in 2005 and
it declined to 18% in 2015. The case of the Mediterranean and Continental country groups
is also interesting: in the public sector there was a slightly higher share of creative jobs in
2005, but during a 10-year time span, this difference has been growing significantly higher
and the public sector became undisputable the leader in the share of creative jobs.

®  Based on the related question asked in each of the three waves of the survey (“Are you working in the...? private
sector; public sector; joint private—public organisation or company; not-for-profit sector, NGO; other”) we were
able to distinguish between private and public sector employees (“joint private—public organisation or company”;
“not-for-profit sector, NGO”; and “other” answers were excluded from the results presented in Table 14).
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In the following, we will analyse in more detail the changes in public administration
compared to other sectors such as manufacturing, construction, and utilities; retail and other
services; and business and financial services. It is impossible to make a comparison at country
level because of the low number of cases, therefore we will limit our analysis to country group-
level investigation. As we can see from the table below (Table 11), public administration has
a leading role in promoting creative workplaces in all country groups. Even the “business and
financial services”—which is traditionally regarded as one of most innovative sectors—is
lagging behind public administration in terms of the share of creative jobs. This is not a novel
phenomenon, the results of the data analysis show a similar pattern for 2005 and 2010, public
administration being one of the most creative sectors. (See Table 15 in Annex.) It justifies
the argument that innovation in the public sector should not be overlooked, instead it needs
much more attention from both policy makers and social scientists.

Table 11. The share of creative jobs in some sectors by country groups (2015).
[Own calculations based on EWCS 2015.]

Sector SCD AGS CON MED CEE EU-27
Manufacturing, construction, and utilities 75 64 53 44 38 50
Retail and other services 68 42 46 39 37 43
Business and financial services 78 70 63 54 46 61
Public administration 85 75 69 59 43 64
Average 75 59 55 46 39 52

Legend: SCD = Scandinavian; AGS = Anglo—Saxon; CON = Continental; MED = Mediterranean;
CEE = Central and Eastern European country group

Despite this inherent innovative characteristic of the public administration in every country
group, there are non-negligible differences, as well. Among them, the most striking
is the high rate of constrained problem solvers in the public administration of the CEE
countries. (See Table 12.) The share of these jobs varies between 11-20% in the Old Member
States, while— in a sharp contrast—the same ratio is 35% in case of post-socialist countries,
which is 14 percentage points higher than the EU-27 average. This is also the only country
group in Europe where this type of job is the most prevalent in public administration in
comparison with the other three sectors investigated.

Table 12. The share of constrained problem solvers in some sectors by country groups
(2015). [Own calculations based on EWCS 2015.]

Sector SCD AGS CON MED CEE EU-27
Manufacturing, construction, and utilities 16 24 24 30 34 27
Retail and other services 17 25 26 26 28 26
Business and financial services 14 17 19 17 33 20
Public administration 11 17 18 20 35 21
Average 15 21 22 25 32 24

Legend: SCD = Scandinavian; AGS = Anglo—Saxon; CON = Continental; MED = Mediterranean;
CEE = Central and Eastern European country group
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Concerning the Taylorised jobs, it is worthy of note that these jobs are almost missing
in the Scandinavian public administration. (See Table 13.) Only every 25" employee is
working in such an organisational arrangement characterised by a low level of creativity
and autonomy. CEE countries are closer to the European average mainly due to the fact that
the Mediterranean countries perform relatively low as well. The real breach therefore can
be found not between Old and New Member States but between Mediterranean and CEE
countries on the one hand, and Scandinavian, Continental and Anglo—Saxon countries on
the other.

Table 13. The share of Taylorised jobs in some sectors by country groups (2015).
[Own calculations based on EWCS 2015.]

Sector SCD AGS CON MED CEE EU-27
Manufacturing, construction, and utilities 9 12 23 26 29 23
Retail and other services 15 33 28 35 35 31
Business and financial services 7 14 19 29 22 20
Public administration 4 8 13 21 22 15
Average 10 20 22 29 29 24

Legend: SCD = Scandinavian; AGS = Anglo—Saxon; CON = Continental; MED = Mediterranean;
CEE = Central and Eastern European country group

In order to put the analysis in a dynamic perspective, we also calculated the distribution of
different job clusters for 2005 and 2010. As Table 15 shows (see Annex), while the rate of
creative jobs did not change significantly from 2005 to 2015, however, this apparent stability
hides important sectoral differences. For example, the share of creative jobs decreased
in the retail and other services sector, as well as in business and financial services, while in
manufacturing it slightly increased. In contrast, European public administration experienced
an 8 percentage point increase and became the most creative sector among the investigated
four branches. This growth was primarily due to the performance of the Mediterranean,
Continental and Anglo—Saxon countries, producing an impressive increase of creative jobs
(the growth rate varies between 14—17 percentage points). In the Scandinavian countries
this ratio remained almost at the same high level. Meanwhile, the CEE country group
experienced a significant loss in creative jobs as it was already pointed out earlier in this
section.

In contrast to the creative jobs, the share of constrained problem solvers decreased
significantly between 2005 and 2015 in the European public administration. (See Table 16
in Annex.) This was especially true for the Mediterranean countries where the growth of
creative workplaces was compensated mainly by a loss in constrained problem solvers. It is
also worthy of note that in case of Anglo—Saxon group, there was a fluctuation in between
the two terminal dates of the investigation. The share of these workers increased from 18%
to 27% between 2005 and 2010, and then fell back to 17% in 2015. On the contrary, the share
of constrained problem solvers remained the same after 2010 in the post-socialist countries
(23%, 35% and 35%, respectively in the three periods).

Similarly to the previously analysed job cluster, the share of Taylorist workers also
decreased in the European public administration between 2005 and 2010, but to a lesser
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degree (from 19% to 15%, see Table 17 in Annex). Anglo—Saxon countries experienced
the biggest loss in this regard but the share of Taylorised workers decreased in all other
country groups, as well. The only exception is the CEE countries in which their share grew
from 18% to 22%. Almost the same dynamics characterised the manufacturing sector: there
were significantly less Taylorised workers in Scandinavian, Anglo—Saxon and Mediterranean
countries, while their share remained the same in the Continental countries. The only country
group where a slight increase was detected is that of the CEE countries (from 27% to 29%).

Conclusions

People are playing a key role in the public administration innovation, “...so one of the goals of
public human resource management should be to support employees in innovating—that is,
ensuring they have the ability, motivation and opportunity to come up with new approaches.
Ability requires not just technical skills but also creativity and associative thinking, as
well as the behavioural and social skills needed to bring about change.” [24: 11] In relation
with the types of investment in the innovation ability, the majority of efforts is focusing on
the development of the “human capital” (i.e. investment in vocational education). Much less
effort is taken to understand and invest into the improvement of the “structural capital”.
Focusing on structural capital “...may imply creating and/or implementing learning-
intensive forms of organisation or technology.” [16: 22]

The ambition of our analysis is to better understand the characteristics of the “structural
capital” fostering innovation in public administration. To create a new innovation policy
framework, it is necessary to identify the pool of creative/innovative and less creative jobs
reflecting the quality of structural capital in the European public administration in comparison
to other sectors (e.g. manufacturing, knowledge intensive business services, etc.).

To make a general picture on the variation in creativity in the European economy, firstly
a cross-country analysis was carried out in an ambition to map the share of job clusters
—measured by six variables presented in the methodology section of the paper—Ilabelled
as “creative”, “constrained problem solver” and “Taylorist” types. Secondly, we intended to
indicate the differences of job clusters by sectors (e.g. private vs. public, public administration
vs. manufacturing etc.).

One of the most important lessons of this exercise is that—in spite of the 2008 financial
crisis and economic downturn—every second European worker is carrying out creative/
innovative work offering them both excellent learning possibilities and a substantial level of
autonomy in their job. This type of job is one key factor in developing a learning/innovative
organisation. [25] The remaining European workforce is characterised—with equal shares—
by constrained problem solvers and Taylorist workers. Jobs belonging to the constrained
problem solver cluster offer substantial learning opportunity and rather limited autonomy.
The Taylorist jobs, as an emblematic mass production type of work, is characterised by lack
of learning/innovation and low level of autonomy. Patterns of job clusters’ distributions
remained fairly stable as compared with the three waves of the EWCS (2005, 2010 and 2015).

In addition to this rather stable European trend of job clusters’ structure during the last
ten years (from 2005 to 2015) visible country group and sector (e.g. private vs. public;
manufacturing, services, etc.) differences were identified. In our analysis, Old Member
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States (OMS) and New Member States (NMS) were distinguished. In the OMS based on their
national institutional settings, four country groups were further distinguished: “Scandinavian
countries”, “Continental countries”, “Mediterranean countries”, and “Anglo—Saxon
countries”. In case of NMS countries, in spite of the various theoretical streams, it was
not possible to identify theoretically coherent framework based sub-groups of capitalism
emerging in the NMS countries.'

Besides significant country group differences, the cross-country comparison of the job
clusters based on the surveys of the EWCS 2005, 2010 and 2015 shows noticeable
variation within the country groups, too. Similarly to the other studies using the dataset of
the EWCS, [20] [21] we found that the Scandinavian country group has a strong leading-
edge position in the job cluster of creative workers. For example, in Sweden, Denmark and
Finland three quarters of the workers belong to this job cluster before and after the 2008
crisis. In the Continental countries, the share of the creative workers is above the EU-27
average in the similar period of time. Although, significant changes did also happen in this
country group: in Germany, the share of creative jobs decreased between 2005 and 2010
and increased slightly between 2010 and 2015. In the Netherlands, the decreasing trend of
the creative job cluster prevailed during the whole period (2005-2015). On the “creativity
vs. lack of creativity” job scale, the Taylorist work is the archetype of the routine and non-
creative (non-innovative) jobs. In this job category, the OMS countries perform below
the EU-27 average, with the exception of the Mediterranean country group where we found
above the EU-27 average rates during all the three waves of the EWCS 2005, 2010 and 2015.

It is necessary to stress the following surprising changes within the Continental country
group: following the 2008 crisis, in France the share of the Taylorist workers increased and
exceeded the EU-27 average (France: 31% vs. EU-27: 27% in 2010) as well as in Germany,
where the rate of Taylorist workers surpassed the EU average in 2015 (Germany: 29% vs.
EU-27: 24%).

Within the Mediterranean country group, not surprisingly, Greece has a “trailing edge”
position among the OMS: the share of the creative job cluster decreased by almost one
third and at the same time, the rate of the Taylorist job cluster increased between 2005
and 2015. Already before the Greek crisis (2014), this country has been in the weakest
position even in this country group in terms of the share of creative job cluster and had
the highest rate of Taylorist workers—followed by Italy—in 2010. According to the latest
survey (EWCS 2015), the share of the least creative/innovative job cluster is the highest in
Greece (40%) and in Italy (38%). A significant improvement took place in Spain following
the 2008 crisis: the share of the creative job cluster increased significantly (from 2005 to
2015: +10 percentage points) and the rate of the Taylorist workers decreased importantly
(from 2005 to 2015: —10 percentage points).

Assessing the position of the NMS, it is necessary to call attention to the declining rate
of the creative job cluster in comparison to both the OMS and the EU-27 average during
the decade surveyed (2005-2015). The share of creative public administration jobs in this
country group was the second highest in Europe together with the Anglo—Saxon country

10 Among the various theoretical streams, the followings, [26] [27] [28] [29] are worth mentioning. However,
there is no consent among the scholars studying the emerging capitalism and identifying the diversity of
capitalism in the NMS countries. Further theoretically founded empirical researches are necessary to fill this
knowledge gap.
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cluster in 2005, but this ratio dropped by almost 30% for 2015 and the NMS quickly became
the least creative country group in terms of public administration jobs and the lagging from
other European countries is more than significant.

Combining the job clusters offering the least learning opportunity and autonomy
in deciding on the task order and pace of work (constrained problem solvers + Taylorist
workers), we may say that the share of this combined job cluster is above the EU-27 average
in the overwhelming majority of the NMS countries, the only exceptions are again Estonia and
Slovenia. A particularly high share of this combined job cluster characterises the following
countries: Slovakia (66%), Romania and Latvia, (65%), Hungary (63%), Bulgaria and
the Czech Republic (62%), and Poland (59%).

Comparing the impacts of the 2008 crisis on the pattern of distribution of the job clusters,
it is necessary to call attention to the following contrasting trends. In the OMS, a converging
developing path is taking place due to the shrinking country differences. While the average
of the Scandinavian and Continental country groups did not change much in the last decade,
a visible catching-up trend can be observed in the Anglo—Saxon and Mediterranean countries,
especially in Spain and Italy in the share of creative job cluster (even though the differences
between country groups remained considerably high). In contrast, a diverging development
path characterises the NMS country group. Differences in the rate of the creative job cluster
between this country group and the EU-27 average increased from 7% to 13% from 2005
to 2015. The share of the Taylorist job cluster was 1% lower than the EU-27 average in
2005, and ten years later 5% higher than the EU average. Comparing the development of
the “learning economy” through job cluster analysis, we may say that within the NMS, two
countries (i.e. Estonia and Slovenia) are catching up to the Continental country group, and
the remaining NMS countries are following the Mediterranean economic development road.

Besides the cross-country analysis, the other core aim of this paper is to outline the sector
differences in the distribution of the job clusters. In this relation, special attention was paid
to the private versus public sectors. A more detailed comparison of various sub-sectors (e.g.
manufacturing, retail and other services, knowledge intensive business services and public
administration) was only possible at country group level because of the low number of cases.

The analysis shows that the sectors of public administration and knowledge intensive
business services are the undeniable locus of the creative jobs in all European countries
according to the surveys carried out before (2005) and right after the 2008 crisis (2010).
Focusing on public administration, we have to stress that this sector boosts creative workplaces
in all country groups. In this relation, it is worth noting that even the “knowledge intensive
business service” which is the emblematic sector of the learning economy is lagging behind
public administration in terms of the share of creative jobs.

The public administration is operating in a challenging environment coping with
the following complex policy challenges: how to simultaneously solve the problems created
by the citizens’ high expectations on quality services and by the fewer or stagnant level of
available resources. It is clear that our analysis based on such elements of job quality as
learning/creative opportunities and the level of employee autonomy is highly relevant in
this regard. An increasing rate of creative/innovative jobs may facilitate the implementation
of the so-called “High-Performance Civil Service” or “High-Engagement Civil Services”,
where “...engaged employees participate beyond the expected level and contribute actively to
the success of the organisation.” [30: 60] This justifies the argument that creativity/innovation
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in the public sector should not be overlooked, instead it needs much more attention from both
policy makers and social scientists.

It is an urgent challenge for both policy makers and other practitioners as well as for
researchers to better understand the roles of human and structural capitals responsible for
the development of the creative job cluster. A decade-old empirical experience showing
“...very clear patterns that in countries where a big proportion of employees are engaged
in discretionary learning!' (where many ordinary workers are offered such jobs), domestic
enterprises were more engaged in radical innovation.” [25: 3] Finally, in observing the size
of investment in the workplace innovations improving creativity of jobs, it is necessary
to extend the attention from the North—South asymmetry to the North-Western vs. South-
Eastern divide: the Mediterranean and the NMS countries are belonging to the “trailing edge”
category in relation to the investment in workplace innovations.
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Annex

Table 14. The distribution of job clusters in the EU between 2005, 2010 and 2015.
[Own calculations based on EWCS 2005, 2010, 2015.]

2005 2010 2015
Private s. Public s. Private s. Publicss. Private s. Publics.

o, |2 2 2|28 328 F|2 832332812

Scandinavian 73 14 13|83 1 7 |72 16 12 |76 15 10|74 17 9 |80 10 10

Anglo-Saxon 52 19 30 (49 18 33 |50 23 27 |61 27 12|58 22 21 |63 19 18
Continental 55 21 24 |56 25 20|48 25 27 |55 25 20|52 23 24 |67 19 14

Mediterranean |39 27 34 (41 32 27 |45 19 35 |48 22 30 |44 25 31 |52 25 23

CEE 40 33 27 |52 28 20|40 29 30 |44 32 24|38 31 30 (41 33 26
Hungary 40 31 29 |58 25 17|44 30 26 |59 25 16 |38 31 31 |38 29 33
EU-27 50 23 27 (53 24 23 |48 24 29 |53 26 21 |50 25 26 |58 23 19

Legend: CW = creative workers; CP = constrained problem solvers; TW = Taylorised workers

Table 15. Changes in the share of creative jobs in Europe between 2005, 2010 and 2015.
[Own calculations based on EWCS 2005, 2010, 2015.]

Scandina- | = Anglo- | o0 Gonge) | Mediterra- | opp EU-27
vian Saxon nean

N N N N N N N N N N N N N N N N N N
Sector e B B|l8 28 8B|8 2 B|8g8 B 2|88 8 28 8 =
%2} (=} [%)] (%)} [—] %)} (%)} (=} %2} %2} (=] %)} (%)} (=} €3} %2} (=} [%)]
MNS 73 74 75149 58 64 |53 49 53 (38 47 44 |38 38 38 |46 48 50
RET 68 60 68 |42 34 42 |49 37 46 (38 37 39 |46 37 37 |46 38 43
BFS 84 82 78 |63 60 70 |70 70 63 |38 56 54 |52 57 46 (63 64 61
PBA 87 86 85|61 67 75|55 56 69 [42 51 59 |60 48 43 |56 57 64
Average 75 72 75 |50 51 59 |56 50 55 (39 46 46 |43 42 39 |50 49 52

Legend: MNS = manufacturing, construction, and utilities; RET = retail and other services;
BFS = business and financial services; PBA = public administration
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Table 16. Changes in the share of constrained problem solvers in Europe between 2005,
2010 and 2015. [Own calculations based on EWCS 2005, 2010, 2015.]

Scandina- | Anglo- | o ool | Mediterra- | o EU-27
vian Saxon nean

N N N N N N N N N N N N N N N N N N
Sector S 2 8|8 8 8|18 8 2|lg 2 2|8 8 Bl8 8 =
(9] (=} %) ] %) ] [—] %) ] %) ] (=] (%) ] [¥)] [—] %) ] %] ] [—] %) ] (9] (=} %) ]
MNS 14 16 16| 28 25 2424 29 24|28 20 30| 35 30 34|27 26 27
RET 16 22 17|17 29 25(22 26 26| 26 22 26|28 31 28|22 27 26
BFS 10 12 14|20 19 17|18 15 19|28 13 17|32 24 33|21 16 20
PBA 9 11 11|18 27 17|26 27 18| 35 22 20|23 35 35|25 26 21
Average 13 16 15|20 25 21|22 25 22|28 20 25|32 30 32|24 24 24

Legend: MNS = manufacturing, construction, and utilities; RET = retail and other services;
BFS = business and financial services; PBA = public administration

Table 17. Changes in the share of Taylorised workers in Europe between 2005,
2010 and 2015. [Own calculations based on EWCS 2005, 2010, 2015.]

Scandina- - Anglo- | ¢, peneg) | Mediterra- | opp EU-27
vian Saxon nean

N N N N N N N N N N N N N N N N N N
Sector S 8B 8|8 8B 8|8 8 2|8 8 2|8 8 218 8 =
(92} (=] %)} (%)} (=} %2} %2} (=] %)} (%)} (=} %2} %2} (=} %2} (92} (=] %)}
MNS 13 10 9|23 17 12|23 22 23|34 34 26|27 31 29]26 26 23
RET 16 17 15|41 36 33|29 37 28|36 41 35|26 32 35|32 36 31
BFS 7 6 7|17 22 14|12 14 19| 34 31 29|16 20 22]16 19 20
PBA 4 3 4|21 5 8|19 17 13|23 27 21|18 17 22|19 17 15
Average 12 12 10| 30 24 20|22 25 22|33 34 29|25 29 29|26 27 24

Legend: MNS = manufacturing, construction, and utilities; RET = retail and other services;
BFS = business and financial services; PBA = public administration
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Essential Requirements for Hungarian Police
Measures

Gyorgy POKROCOS!

The general police measure related to the expectations I have gathered for
the Hungarian policing measures is clearly recognisable by everyone. This can be
said by the realisation of the criteria that the police measure was in order, achieved
its purpose and met the requirements. I approached this topic from a legal and
ethical point of view and I make a written proposal.

Keywords: Hungarian police measures, lawful measure

Introduction

Appropriate police measures can only be taken if they are based on sound foundations, that
is, the theoretical knowledge of the policing police is assertive and assists in the formation
of a positive police image. Law enforcement is a part of public administration, and public
administrationadministers public functions with publicauthority powers. Theresulting police
image can be directly or indirectly associated with the state represented by the police officer.
Police action must therefore meet a wide range of expectations in order to meet
the requirements of the police. The requirements can be divided into objective and subjective
pages. On the objective page are the laws, compliance with internal norms, commands and
instructions, compliance with the instructions, completion of the action and its successful
fulfilment. On the subjective side there is morality, ethics, culture, communication, style,
which cannot be determined in a given law, but they do affect the mood, tone and end result
of the action.

If there is no commonly accepted (collective consensus-based, consensual) value system
in a society, then that society cannot last too long. If a statement (assertion, judgment) does
not apply to what is good or bad, but to what is true and what is false, it is not a value
judgment but an act. The task of public administration is to maintain the consensus values
and security of the society at an acceptable level. If an event, story, action or measure is
ethically not bad, in other words it is not to be rejected, i.e. it is not “undesirable” then it is
not true that it is “desirable” but merely acceptable. The outcomes of certain events are within
the scope of the agents of the society, other events are beyond the reach of force majeure
cases, unforeseen natural disasters. Events are always risky; at most, their risk is negligible
in certain circumstances. Absolute truth is that there is no absolute security. [1]

! LL.M. media law specialist, Ph.D. student, National University of Public Service, Doctoral School of Public
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The objective conditions can be determined in some form. Here are the laws, normative
instructions, commands and briefings. These include the conditions that must be met at
every stage of action; the absence of any of these circumstances raises the responsibility
of the police officer. The tactical methodological guide currently in force came about by
the death of a policeman shot down in Esztergom during police action. Following his death,
the police tactical training in Hungary began.

What is the Command?

No matter how strange, there is no command as a definite, specific concept either in
the Police Act (the Hungarian abbreviation is: Rtv.) or in the Service Regulations. The Police
Act is even more incomprehensible in this regard since the Service Regulation deals with
the definition of the command, the issuing and implementation of a specific order. Although
the Rtv. deals with the organisation and direction of the police, still each organisational
unit operating under a sub-hierarchy determines its own leadership. Such a bureaucratic
organisation is, according to Max Weber, the best possible ideal organisational form
characterised by division of labour, formalism, service path, hierarchy, lack of integrity,
objectivity, office-affairs, appointment status and written regulation. The question of
a written regulation raises the requirement that in cases of substantive relevance which may
have criminal consequences may be a criterion of literacy.

Turning the thread of thought backwards, the significance of the command becomes
apparent if the command is not executed or violated. In another non-military organisational
unit, this may have labour law and disciplinary consequences; the contractual relationship
of the civil law constitutes a breach of contract, while in law enforcement the execution of
a command or order may even be a criminal offense.

The police’s decision and action must be objective, impartial and independent.
Consequently, the official person performs a judicial activity towards the citizen. His merit
“judgment” activity, therefore, cannot be influenced by a service command, which is a means
of controlling military activity. Acting in matters falling within the jurisdiction of the police,
the superior may issue a service order or order naturally in matters of administrative
competence, but not the substantive judgment of a particular case.

The Objective Criteria for Each Measure are as Follows

Lawfulness: The measure is lawful if the service of the police takes place in accordance
with the established duties and the duties of the law in force and other legislation (including
internal travel, commands, measures, etc.) Lawfulness is fulfilled if the policing officer
complies with the regulations in force and accomplishes his or her duties in the service,
in case of his or her jurisdiction. Knowing legislation is therefore an indispensable
prerequisite for the police profession, as observing and enforcing them is one of the tasks
of the police.

Professionalism: The measure is appropriate if its implementation is carried out
in accordance with the provisions of the regulations in force and the related necessary
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techniques. The notion of professionalism involves the notion of legality. In order to talk
about the provisions of the regulations in force, we also have to comply with legality.
Legality is complemented by the tactics and techniques required to match professionalism.
Practice is coupled with theoretical knowledge. Tactical and technical tricks and procedures
are already part of the internship, no matter that they are self-defence or procedural tactics. It
is necessary to know and examine a particular case, since it cannot be stated that a particular
method can be applied appropriately for each type of action.

Proportionality: The measure is proportional if it does not cause any disadvantage that is
manifestly unrelated to the legitimate purpose of the measure which, in addition to ensuring
effectiveness, with the slightest limitation or damage is chosen from among several plausible
and appropriate police measures or coercive measures. Proportionality under Section 15 of
the Police Act seems to indicate that a police measure cannot cause any disadvantage that
is manifestly unrelated to the legitimate aim of the measure. There are several possible and
appropriate police measures or coercive instruments to choose.

Effectiveness: The measure is effective if it reaches its legitimate aim, prevents and
abolishes conflicts and violations, meets the needs of society and public security for public
order. One of the most important criteria of effectiveness is the statutory limitation set by
law. Target bounds may vary by type of action, but must always comply with the provisions
of the Fundamental Law. [2]

Objectivity: The measure is objective if the policeman takes action unbiased.
Discrimination on grounds of sex, racial or ethnic origin, religion or belief, disability, age or
sexual orientation is prohibited. The police officer is obliged to act impartially in accordance
with the law. Specific data referring to racial origin, religious beliefs, sexual behaviour and
political opinion can only be treated if it is a factual element of a criminal offense that is
the subject of a law enforcement activity or the person concerned gives his or her consent in
writing.

Safety: The measure is safe if the people or things involved in the measure do not have
a higher risk or harm or injury than is warranted. In the selection of police measures and
in their practical implementation, the policeman should endeavour to implement tactics
and techniques that meet the listed objective criteria. If these conditions are fulfilled, then
the public intervention is unquestionable, and thereafter may be a criticism of “just” no-liking,
but it is difficult to start with, since the expectations are per measure and per person.

In addition to objective circumstances, it is important for the police officer to meet certain
subjective factors in order to create a proper culture and to create a police image in connection
therewith. The subjectivity and objectivity limit cannot always be clearly separated, as certain
rules can be demanded on an objective and subjective side. At the same time, subjectivity is
much closer to morality, ethics and behavioural culture than to a specifically defined norm.

Substantial factors are voluntary abandonments, limitations of fundamental rights, and
general expectations unpublished by society, which are close to the ideal police image.
A policeman is ready to be there and be available if somebody has to be punished, but in
a differentiated manner, rather indulgent and forgiving.

Companionship to the board is expressed by the swearing-in at the time of the assignment,
which also has a symbolic value. The issue of integrity is not a trade-related one. Duty of Honor,
Honesty and Discipline is a General Virtue, not necessarily only for Police Officers. The civil
society does not accept any behaviour that is contrary to them, but for a member of an armed
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body it is a basic expectation. The office requires that the confidence in the state apparatus
and the official person should not be compromised, and the people representing them should
be worthy of their duties. Violence is accepted if it is used in the right place, manner, time and
extent for the purpose to achieve the legitimate goal. Objectivity is uniform for all conditions
and for all other measures. People are abused and hurt because of selfish interests, abusive
conduct and revenge, still this is a criminal offense. It is the responsibility of a professional
police officer to take action against it. This responsibility can be social, pertaining to labour
law or criminal. It is most difficult to define social responsibility as a specific measure can
be used to determine how the police action had replaced the requirements imposed upon it or
caused a situation that is not unlawful but socially condemnable. Labour law responsibility
is most commonly the disciplinary offense of misdemeanour and damages. One of
the requirements of a professional policeman is to make decisions when working. These
decisions can be good or bad, therefore objectivity is one of the most important expectation
in the course of a proper and continuous training of the professional apparatus. A lawful
measure can also be implemented if the police’s theoretical knowledge is appropriate and
can apply additional tactical and technical knowledge based on theoretical knowledge. There
are strict legal regulations in force regarding data protection, which the police has to comply
with. During the action, the police may have access to various sensitive data, which is their
duty to preserve. It is also inconceivable that you never make any negative statements about
your own employer or staff. The rules of dressing specifically define which outfit to wear
and what accessories. The position of the uniformed staff is simpler in this respect, as they
do not have the freedom of dressing. In civilian clothing, the freedom to choose one’s outfit
is dependent on good taste, but it is expected that it will not be compelling or challenging in
any way and it also should not express any affiliation whatsoever.

Police uniforms in the public area most often meet the citizens’ expectations. Their work
and often the whole police will be judged by their dress, behaviour, speech, professional
skills and style. The police are expected to act exemplary, do not commit criminal offenses,
any offenses, do not waste life, do not gamble or lead a scandalous and intemperate life. Such
a behaviour often involves the violation of many other points in the Code of Ethics.

Communication

On the subjective side I would also include police communication, since the realisation
of the objective conditions has to be known to the outside world in some way and it is
only possible through communication. Acceptable police communication facilitates police
action; it is a part of the culture of action. It can create a positive police image, but more
importantly it can help to achieve the legitimate goal of avoiding the use of legal physical
violence. If a police officer can adequately perform good communication, it can make
a disadvantageous situation look less harmful. Every organization and the leaders thereof
want to be successful in their work. This requires the understanding, recognition, support,
acceptance and appreciation of the environment communicating with them, alien to their
reputation, acknowledgment and acceptance. Reputation, therefore, means the expression
and appearance of public opinion, the knowledge, experience, image of our consciousness,
a picture of the general characteristics of a given organization or its member.
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We can formulate the following expectations regarding communication: [3]

Rapid Response: A police officer in a given situation is responsible for coordinating
the police action, that is to say, he is the master of the case. As a matter of the case, you
are expected to respond primarily to the events, to recognise the situation and to handle it.
The sooner and the more is done to ensure that the victims of the events are well informed
about the issues they face, about the realistic threats and how they can be remedied, the sooner
and the better we can report bad news.

Credibility: When it comes to police communication — no matter in what kind of
form — citizens tend to identify the entire police with the communicator and their reputation
is built on this. The policeman, who has a negative police image, will also behave negatively
during a police communication. Credibility is also important for gaining and retaining
the confidence of citizens and for preserving public confidence in the activities of the relevant
body of the police and public officials.

Consistency: There are no two identical police measures, as the people performing
the action are not the same. As two people are different from one another, so are two police
measures different from one another. It is an important requirement of the police officers
to have a united communication, i.e. the police on the spot should communicate the same
position, instead of arguing with their counterparts.

Consistency: Consistency requires that, as we communicate, we respond similarly to
similar situations of life. Life situations may be similar, still they are not the same and one
needs to be able to detach himself/herself and handle each case objectively and communicate
accordingly.

Understanding: Police communication must be clear to everyone. The parties opposing
the acting police officer are not required to know the internal rules. The acting police officer
commences, conducts and finishes the proceedings as a matter of course, in which he must
communicate in an intelligible manner to the parties in order to avoid misunderstandings
and paralyses. You have to steer the action, but this is only possible if your partner in
communication understands it and accepts the signals from the police officer.

Impartiality: The police are the neutral party. Any contrary communication, expression
should be avoided and prohibited.

Appropriate communication enriches the culture of the measure, increases trust in
the police and helps to avoid conflicts. More detailed rules could be addressed in a separate
study.

Tourist Police Seasonal Programs

Several county police headquarters have signed a cooperation agreement with the schools
in their area, whereby pupils studying there can provide community service, and for years,
college students have also helped the work of the police in tourist-frequented places mainly
by interpreting and providing information and guidance. They provided tourists with crime
prevention and tourist bulletins. Young people working with the police helped to find
abandoned and lost property.

The Tiszai Water Police Department of the Jasz-Nagykun-Szolnok County Police
Headquarters along with the Szolnok College and with the support of the Hungarian Tourist
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Office launched the Tourist Police program on 20" July 2015. By 20" August 2015, the college
students helped the police work in the area of competence of the Tiszai Water Police
Department in tourism-frequented areas such as Szeged, Csongrad, Tiszakécske, Szolnok
and Kiskore. The students who spoke foreign languages helped the work of the volunteers
by interpreting. The tasks of the students included filling out questionnaires provided by
the College of Szolnok and the Hungarian Tourist Office, disseminating other publications
and keeping in touch with the local Tourinform Offices. [4]

The Szabolcs-Szatméar-Bereg County Police Headquarters in Nyiregyhaza also guarded
the security of those seeking relaxation by a beach director and Tourist Police. During
the tourist season, the staff of the Nyiregyhaza Police Station paid special attention to
the places visited by tourists and those who wanted to relax. In the summer, young people
speaking foreign languages drew attention to ways of preventing crime. In the tourist season,
high school students speaking foreign languages, who served their volunteer community,
helped to provide information to visitors of Nyiregyhaza. For the first time, the Tourist Police
Service has been supplemented by Transylvanian students so that tourists from Romania can
also be better informed. Hungarian-speaking Transylvanian students served in Nyiregyhaza—
Sostogyogyfiird in the team of the Crime Prevention staff of Nyiregyhaza from 20% July to
25" July 2015. [5]

In the area of the Baranya County Police Headquarters, pupils with community service
speaking foreign languages were at the disposal of tourists and foreigners. In a pavilion set up
for this purpose, crime prevention and tourism bulletins were available and helped to guide
them. The Baranya County Police Headquarters concluded a cooperation agreement with
several schools in Pécs, Mohécs, Hops and Pécsvarad, whereby pupils studying there were in
their service from 1% July to 315 August 2015. [6]

The Heves County Police Headquarters provided the opportunity for students in Eger and
Gyongyos between the 15" of June and the 30" of June 2015 to fulfil the required fifty-hour
community service in the law enforcement area. The purpose of the program was to help high
school students during the summer tourist season to assist in the police’s crime and accident
prevention work with interpreting, as well as providing information and guidance to tourists,
mainly foreigners. The students took part in a general training on the 15% of June 2015 and
soon after started a kind of professional training with uniformed police officers. [5]

Summary

The task of the police is to ensure that the task of law enforcement is accomplished by
scientific means and methods. Magyary Zoltan, the father of the Hungarian public law, says
in connection with this: “Due to the specificity of the task of law enforcement, the legislature
is forced to abstain from the detailed regulation of the tasks and to consider the discretion
and choice of the authorities which are more familiar with the unforeseen circumstances
of the incurred or threatening disorder, to confine themselves to the establishment of legal
barriers to threats.” [7] Constructing the right concepts and funds is thus left to the care of
the profession, even if it is initiated by law.

Feedback on the measures and confidence in the police is regularly done by specialised
institutions. About 10 years ago, TARKI conducted the New Europe Barometer survey
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in Hungary in 2005. [8] During the research, the opinion of the population on the crime
prevention work of the police was investigated among 13 countries of the post-socialist block.
Of the 13 countries, the highest recognition of the police was in Hungary, with the surveyed
population in Hungary saying that the police worked well. In another study, the TARKI
Social Research Institute Value Creation reported—in a Polarizing Political Space—entitled
The Social/ Cultural Conditions of Economic Growth, [9] which was conducted in Hungary
on the role of trust, norm tracking, state role and democracy. The culture and acceptability of
police measures are, according to the opinion, appropriate.

Nearly 10 years after the results of the investigation, in the opinion of the Hungarian
Academy of Sciences, the police enjoy most of the citizens’ confidence. In contrast, according
to other social institutions, there is more distrust than trust. As a conclusion of my study, I
believe that policing measures in line with the listed criteria are characterized by the police’s
work, the justification of which is also reflected in the data of the social research institute.
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The Palestinian administrative system is distinctive, relative to either the historical
context or the political environment. The former is characterized by the absence of
a national power, while the latter is perpetually unstable. The state-building process
in Palestine has followed an inverse path, in that staffing preceded the drafting of
structures, while goals and job descriptions have been pre-empted by seemingly
random political appointments.

This study focuses on the history of this public administration, its main
characteristics, and the system’s efficiency. The methodology is descriptive.
The paper demonstrates that, in spite of obstacles such as the restrictions of
the occupation and the shortage of resources, the Palestinian administrative
system is progressing. This progress was most obvious during the last years
because of good governance practices, especially the reduction of expenditures
and the improvements in public services. The Palestinian administrative system
still suffers from problems like over-staffing, poor institutional coordination and
inadequate attention to the agriculture and industry sectors, which limit progress
and increases the public debt.

Keywords: efficiency, administrative system, performance, public administration

Introduction

Public administration is one of the most important pillars of the state in order to provide
its services and achieve its development goals. “Administration is the most obvious part of
the government; it is the government in action; it is the executive, the operative, the most
visible side of the government, and is of course as old as government itself.” [1: 198]
Governments work constantly to improve performance and efficiency; however, institutional
performance is an integrated system requiring interaction with both internal and external
actors. As While Qaryouti pointed out: “The organizational efficiency is the organization’s
ability to achieve both long-term and short-term goals that reflect the balance of influential
powers and stakeholders’ interests”. [2: 104] Robin and Wiersema linked performance with
the ability of an organization to achieve long-term goals, which is to survive, the ability to
adapt to changes and growth. [3: 278]

The peculiarities of the Palestinian situation result from the fact that the Palestinian
National Authority (PNA) built its institutions and carried out its duties under military
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occupation. The ability of the PNA ministries and institutions to survive and to provide
services to the citizens in these complicated circumstances is both astonishing and tenuous.

This paper tries to answer three key questions: How is the public administration established
in Palestine? What factors affect the performance of the public administration in Palestine? Is
the Palestinian public administration efficient or not?

The Establishment of Public Administration in Palestine

Historically speaking, Palestinians have had little opportunity to practice public
administration, as foreign states have ruled them from the Ottoman era (c. 1300) to the Israeli
occupation (since 1949). From 1967 to 1993, the Israeli Military Occupation controlled
all institutions and government offices in the West Bank and the Gaza Strip. Occupation
policies mandated the subordination of Palestinian institutions and the Palestinian economy
to their Israeli counterparts.

The Oslo Accords signed in 1993 between the Palestinian Liberation Organization (PLO)
and the Israeli Government led to the creation of the PNA. The Central Council of the PLO in
its setting in October 1993 authorized its executive committee to establish the PNA council.
The President of the PNA was the President of the PLO, and most of the PNA leaders were,
at the same time leaders in the PLO. [4: 66] This overlap in function and responsibilities
between these two bodies increase “[T]he vague relationship between PNA and PLO
institutions hindered the establishment of a proper governance system that is characterized
by transparency, separation of powers, and rule of law”. [5: 4]

Factors Affecting the Performance of Public Administration in
Palestine

Public Administration in Palestine represents a unique case due to the continuity of
occupation and the absence of control on resources. The PNA initiated its bureaucratic
institutions and departments in an unstable political situation and unclear economic
environment. In general, the main characteristics of the administrative system in Palestine
can be summarized as follows:
 Political Instability
The PNA thus has been working in an uncertain environment since its inception. This
restricts its ability to provide public services in vital areas such as education, health and
social welfare. Actually, “how Palestinian public administration was able to survive
and function under incredibly hostile circumstances and insurmountable obstacles
present a challenge to both scholars and practitioners in the field”. [6: 1] Policymaking
lacked continuity, as it was influenced by the absence of stability in the political arena.
» Limited Sovereignty and Occupation Restriction
Moreover, the Oslo Accords did not give the PNA full sovereignty on all Palestinian
territories. Indeed, this agreement divided the Palestinian land into three areas, i.e. A,
B and C. The PNA granted full control over area A only, which constitutes about 18%
of the total area “while Most of the Palestinian territories (areas C and B) and people
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are still under occupation and the government prevented from utilizing and using its
natural resources”. [7: 1] Whereas this is not the case in the independent countries,
in which the governments have full sovereignty and power to access and utilize their
national resources without external restrictions. “The provision of public service to
the local population was drastically affected especially in area C where large numbers
of people live and depend on the government for essential services such as health and
education.” [6: 4]
Another main obstacle faced by the PNA is that Israeli authorities control all border-
crossing points, and all raw materials and machinery are subject to inspection by
the Israeli army. One of the worst examples of the Israeli authorities’ control over
the life of Palestinians is the clearness revenues. The Israeli authorities collect these
revenues and then transfer them to the PNA. Sometimes the Israeli authorities hold
over these revenues for political reasons. [7: 6]
In addition, Israel often interferes in the activities of international aid agencies.
International development agencies reported in 2011 that Israeli policies forced these
agencies to change their programs. [8: 2] The resulting programs are often less effective
and do not serve the most vulnerable and poor people.

» Patrimonial State and Political Appointment
Patrimonialism is a form of governance in which all powers flow directly from
the leader. Historically, the Palestinian presidents practice the rule of the father within
the family. Usually, the employees either civil or military are more loyal to the leader.
One of the main features of the public administration in this kind of patrimonial state
in Palestine was the political appointment based on party affiliation and loyalty “spoil
system” “what determine the relations of the administrative staff to the chief is not
the impersonal obligations of office, but personal loyalty to the chief”. [9: 79] This
created job duplication, and a complex bureaucracy that depleted financial resources
without necessarily providing any services.

* Resource Shortage and Dependency on International Support
The Palestinian Government, therefore, has relied on international aids for much of its
funding. “The international assistance to the Palestinians from 1994 to 2000 totalled
about $3.3 billion, an annual average of about $500 million.” [10: 28] Whether or
not this aid helps Palestine as intended, however, remains an open question. Al-Abed
stated that the international aid helped Palestinian cover part of its deficit and supports
some development projects. Other scholars argue though, “despite its importance,
the international assistance effectively embodies an external constraint since it increases
the dependency of Palestinian economy on external sources and exerts pressures on
PNA'’s leadership options and priorities”. [7: 7]
Additionally, the goals of donors sometimes conflict with those of the PNA. The other
main risk is that aid has transformed the PNA into a non-governmental organization
whose main job is to facilitate projects financed by donors.
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Corruption and Weakness of Accountability

Corruption is still one of the main obstacles to institutional development in the Arab
and developing countries. In Palestine, the surrounding internal and external negative
environment played a role in hampering anti-corruption efforts. According to Transparency
Palestine (2016) “the continued Israeli occupation, the absence of the role of the Legislative
Council, and the decline in public trust in the performance of the judicial authority are
the main elements that hamper anti-corruption efforts”. [11: 15]

The Efficiency of the Palestinian Public Administration

The efficiency of any government is manifested through its ability to manage the state
resources to achieve the desired result with a minimum cost. In order to maximize their
efficiency, governments should adopt clear administrative and financial policies and
flexible structure that guarantees accountability and distribution of responsibilities. This
paper discusses briefly the efficiency of the Palestinian Government through two main
perspectives. The first one is the administrative perspective that implies accountability
and distribution of responsibilities. The second is the financial perspective that implies
efficiency in resource management.

Administrative System

The efficiency of the administrative system in Palestine has improved during the last ten
years. The performance of many of the existing institutions compares with or even exceeds
their counterparts in many countries. [12: 4] Moreover, the donor governments considered
the Palestinian governmental reforms implemented over the last 10 years a resounding
success. [8: 2] The PNA enacted laws organizing pensions, labour, local government and
the civil service. The Basic Law was also amended and so on. In addition, the government
reduced the employment rates and adopted evidence-based policies such as the national
policy agenda.

The Palestinian administrative system still suffers from overstaffing though; the number
of Palestinian public employees per capita is one of the highest in the world. Even though
the percentage of salaries and wages of the government employees have decreased from
63.3% in 2002 to around 50% of the total public expenditure of the annual budget in the later
years, [7: 53] their percentage is considered very high in comparison with other expenditures.
(See Figure 2.)
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Figure 2. The structure of Public expenditure in 2016. [13: 8]

As the above-mentioned figure shows, the wages and salaries consumed 54% of
the governmental budget, while the developmental projects and activities, for example,
received only 5% of the budget.

Conflicts of powers also persist and lead to poor coordination between institutions
and authorities. Despite the separation of powers stipulated in the Basic Law, overlapping
mandates are common, and ambiguities in the legal texts often lead to conflict or
misinterpretations. [14: 20] According to Article 61 and Article 62 of the Basic Law, the power
and responsibilities of the Palestinian Legislative Council (PLC) include the approval of
the general budget. [15] This prerogative has been undermined since the termination
of the Hamas Government in 2007, since that time, the approval of the budget becomes
the responsibility of the President.

There is also conflict between the executive and the judiciary authorities over
the administrative supervision of courts, and another problem is the disrespect for judiciary
decisions by the executive authority. [14: 24] The last example is related to the distribution
of responsibilities between the Presidential Office and the Government. The post of Prime
Minister, created in 2003, relatively restricted the President’s power in favour of the Council
of Ministers; however, the President’s mandate simultaneously expanded as the legislative
council weakened. Laws have been replaced by presidential decrees.

Financial Perspective
ThePalestinian financial performance hasimproved gradually throughout the years.The govern-
ment has taken some financial procedures in order to increase its efficiency. The government

has recently reduced the salary bill by lowering the rate of employment. At the same time,
the government reduced the subsidies for some sectors such as petroleum, restructuring
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and electricity. Meanwhile, the executive power tends to speed up modification of the laws
affecting the budget such as income tax law, public budget law, public debt law and civil
service law. Consequently, the recent years have witnessed a remarkable improvement in
the Palestinian economy. For example, “the growth in net public revenues during 2016
(20.4%) which was larger than that reported in public expenditure (6%), reduced the total
budget deficit by around 55.2% to NIS 1.2 billion compared with 2015”. [16: 10] At the same
time, the percentage of the actual deficit to the total GDP increased in general “up to about
23% per the year 2009, then it decreased yearly until it reached about 5% in 2014”. [7: 89]
The budget has maintained this percentage of deficit during the previous two years. This
decline shows an evolution in the financial performance of the Palestinian Government and
the success of the fiscal policies of this government.

Data shows that there was little change in the composition of GDP over the consecutive
quarters of financial years. “The absolute increase in the GDP between Q1 2016 and Q1 2017
amounted to about US$ 13.5 million, a growth by 0.7% which was achieved despite the decline
in aggregate consumption expenditure (private and public) by US$ 3.2 million.” [17: 3]

Regarding public debit, the Ministry of Finance data shows that this ratio has started from
zero then increased gradually and wobbled according to the general economic conditions and
international aid. “The public debit ratio to GDP reached 20.1% in 2015, but it decreased
to 18.5% in 2016, where the public debt reached approximately NIS 9.6 billion, registering
a slight decline compared to 2015.” [18: 11] This decline came out as a result of the fiscal
discipline policy and the rationalization of expenditures.

Meanwhile, the government’s ability to collect taxes improved during the last years in
such a way that “the contribution of taxes is currently between 19-22% of the GDP which
is nearly the same of the surrounding countries.” [19: 9] Undoubtedly, the development of
the general revenue administration positively affected the collection of taxes. Meanwhile
per capita share of GDP has fluctuated between periods of growth and periods of decline;
according to the Palestinian Central Bureau of Statistics “the per capita share of the GDP in
2016 reached 1997 US per capita”. [20: 2] It is the highest rate in twenty years.

The Palestinian financial performance still has shortcomings though, including an
imbalance between the main operational sectors in Palestine. “Agriculture’s share has
declined; manufacturing has weakened in the absence of a national policy to build a modern
industrial base; public and private sectors services dominate the structure of the economy,
GDP, and employment with a big share constituted by public administration.” [21: 9]

The agriculture share of GDP decreased from 12% in the mid-nineties to only 3% in 2015,
at the same time service employment has increased at an annual rate of 0.75%. [22: 2]

The dominance of the service sector raises questions about its ability to produce
economic growth in light of the weakness of investment opportunities. The commitment of
the government to allocate all available financial resources to meet the current expenditure
(primarily salaries and wages) has weakened its ability to invest in the construction and
renovation. “The contribution of public investment in GDP in recent years, ranging between
2—4% per year.” [19: 9]

Generally speaking, the budget of the Palestinian Authority suffers seemingly permanent
deficits; they fluctuate largely with donor support.
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Conclusions

The two main obstacles that restrict the ability of the PNA to build a sustainable institution
and independent economy are occupation restrictions and a shortage of resources. Israel
dropped the burden of government on the shoulders of the PNA, but it has not transferred to
the PNA the necessary powers and resources that could help in building institutions of state
or sustainable development. Actually, it is difficult to achieve sustainable development and
institutional building in the presence of the occupation and its obstacles.

Public administration in Palestine nonetheless has made a slight progress. The government
reduced the deficit, reduced the salary bill, restricted employment, reined in government
spending, and increased tax collections.

The organized administrative system in this sense is a tool to develop more cohesion
policies and initiatives in the course of which the need for administrative efficiency and
the need for flexibility coexist. To achieve more changes on the domestic level, a robust
accountability system, partnership between the Government and non-governmental
organizations, restructuring the public sector to ensure an efficient allocation of functions and
creating institutions with clear responsibilities and accountability should follow. To achieve
a balance, a re-consideration of the agriculture sector is necessary, as is the adoption of
vocational and technical training policies.
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This article examines certain aspects related to Brexit and its management—both
from the side of the UK and the EU. We search for the answer to such questions,
whether the Brexit is a crisis, and if so, then what certain effects can it have on
the economy, society, everyday life, etc. of those involved, and if these effects were
and are handled properly by those in charge. In addition, we review the timeline
of Brexit, including the planned dates and events. The institutional background of
the crisis management will also be examined in case of both parties.
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Introduction
Is Brexit a Crisis?

Brexit is defined by the Oxford Dictionary as: “The withdrawal of the United Kingdom from
the European Union.”> The word “withdrawal” here means a relatively long and complex
procedure, but we should not forget, that the relations between the UK and the EU has always
been a bit “rocky”. Just think about e.g. the establishment of the EFTA as a “counter-EU” by
the UK along with some other countries (e.g. Denmark and Norway) in 1960; or about their
reluctance to submit themselves to the European Monetary Union; not to mention their broad
and often used opt-out licenses regarding EU-legislation. It is no exaggeration to say that even
after they joined the EU (back then EEC) in 1973, the UK has always had its separate ways
and means. [1: 241-242] [2: 111]

The so-called Brexit referendum was held on the 23 of June 2016 and had a result
of 51.9% of voters demanding that the UK shall leave the EU. [3: 1019] It means that
the majority—although not the vast majority—of the UK citizens, who cared enough to cast
their votes in the referendum, thought that for the British it would be better to be outside of
the EU. It seems that the government is committed to execute the will of the people. But
would Brexit be a crisis at all?

1 Lawyer, Ph.D. candidate, National University of Public Service, Department of European Public and Private
Law; e-mail: teleki.balint@uni-nke.hu; ORCID ID: https://orcid.org/0000-0003-3420-0900
2 See: https://en.oxforddictionaries.com/definition/brexit (Downloaded: 30.04.2018)
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To answer the question, we have to give a definition to the word “crisis” (and also to
the word “risk” since the two are closely tied). Drennan and McConnell quote the definition
accepted by the International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC), which defines “risk” as: “The combination of
the probability of an event and its consequences”. [4: 3—4] A manual issued by the House of
Lords quotes former PM Tony Blair, who implicitly refers to risk as “a normal part of life”
but “a potential damage”. [5: 5] Koronvary defines crisis as: “A decision-making situation,
in which events deteriorating the lives, physical safety, health, mental condition, or wealth of
the individuum, or the member of a given group/organisation and those related to them, and
others present take place.” [6: 10]

In the next part we will detail how many risks does Brexit poses to those involved
and prove that they suit the definitions above. Here we only give a typology of the risks
which the author of this article has identified. First and foremost, there is an economic and
financial crisis, which is quite apparent knowing that the EU is a primarily economic-focused
entity. Then we have a complex political crisis, which also does not need too much further
explanation. And the third category is denominated by the author of this article as human
crisis, which embraces those social and human impacts of the Brexit, which do not fit into
the previous two categories. As it was mentioned before, these will all be detailed below.

Structure and Methodology

The structure of this article is as follows. In the second part the abovementioned three main
types of crises will be broken down to the exact crises and these will be detailed in order
to help to understand why these are important for this article. In the third part we discuss
the proceedings since the referendum, assess them from a crisis management aspect, and
try to give predictions and scenarios for the future. Last but not least, in the conclusion, we
summarize all knowledge on the issue.

The methodology is a quite simple qualitative approach here, since we have to examine
phenomena from the aspect of certain terms (such as crisis and risk), therefore no quantitative
analysis is required, except for the economic-financial risks, but fortunately the author of
this article can depend on the works of economists with more comprehensive knowledge
on the issue. The most important is perhaps the use of crisis management manuals. Some of
them have already been introduced in the previous part.

Identifying Brexit-Related Crises
In this part we identify the exact potential crises which can arise or could have arisen from

the simple fact of the Brexit. Therefore, here we describe these factors, and try to assess
them along the potential risk they can pose.
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Economic and Financial Crisis

The European Union is originally—and basically still—an economic integration. For
this, the first and quickest effect of the Brexit referendum is a financial one—namely
the depreciation of the British Pound. Also, the most durable impacts are those effecting
the economy of the EU and the UK in its entirety. Therefore, in this part we focus on
two things: the vulnerability of the British Pound (GBP)—and of the financial sector, and
the potential economic effects of Brexit on the Common Market and on the British economy.

The Vulnerability of the GBP and the Financial Sector

Only within one single trading day, to the 27" of June 2016 (there was a weekend in-between)
the Pound has virtually lost the 10% of its value and fell to £1.315 to the US dollar, reaching
its 31-year low since 1985, below the value of the Pound’s “Black Wednesday” in 1992 (the
day when the Pound was forced out of the European Exchange Rate Mechanism). [7: 206]
The severity of the uncertainty was considerably high even in 2017, the relevant authors all
used the terms “uncertain” or “uncertainty” in relation to the term economy. [7: 207]

The City of London is geopolitically the heart of the finances of the whole of Europe: 40%
of Europe’s assets are under management and 60% of Europe’s capital markets business
are held by UK-based banks. And the City will definitely not relocate itself just because
of the Brexit. When we say “geopolitical”, we understand such advantages as the clearing
infrastructure built up throughout the decades, the technological leadership of the City, etc.
This is why the post-Brexit access of the City to the Common Market should be provided.
The City of London embodies the archetype of Anglo—American financial capitalism, and
still the abovementioned uncertainty and unpredictability makes the financial markets
nervous. [8: 1-4] (Here we have to mention, that even the European Banking Authority,
the banking supervision agency of the EU was located in London, but it has already been
moved to Paris.)

In general, Brexit may force financial economic systems to transform more quickly and
with much higher costs than previously anticipated, and reshuffle the spatial landscape of
financial production accordingly, also with far-reaching impacts on the debt and equity
markets that help financing states and the corporate world alike. [8: 1] However, there is place
for optimism, because as an Italian investment banker made it clear after the referendum,
there is a viable crisis management strategy for the situation: “We had worked before
the referendum on how to prepare portfolios. Our decision to diversify asset classes and
currencies proved right, so we did not experience any losses on the day of the vote. Indeed,
Brexit has reinforced the idea that diversification works in times of crisis and that it is a better
strategy than any others.” [9]

General Effects on the Common Market

The “economics of international disintegration” as Sampson says can lead to serious
consequences regarding the Common Market. Because the Common Market lowers trade
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costs by reducing both border barriers to trade, which are imposed when goods and services
cross borders, and behind-the-border barriers, which arise from international differences in
regulation and economic policy. [10: 163—-167]

First of all, the authors highlight the negative impacts of Brexit on the international supply
chains. As Neuwahl puts it, the new situation is particularly damaging to supply chains. After
Brexit, composite goods that previously circulated freely in the EU may no longer meet rules
of origin and be subject to duties and certification procedures. This may lead to redirection of
trade flows, reorganization and disinvestment, a situation that the UK Government seems to
appreciate and accept, especially if shocks can be avoided. [11: 291-292]

In close relation with those mentioned in the previous paragraph, the problems of
immigration and foreign direct investments (FDI) have to be discussed. Brexit will mean
areduction in both. Which means for instance that without the current model of FDI the UK’s
car production will reduce by 12%, and with a restricted immigration the GDP of the UK
will be reduced by an estimated 0.9-3.4%. [10: 173] Naturally not only the UK, but the other
party of the business will be affected in a negative way.

The UK itself has always been a Euro-outsider. For this, the Brexit has an implicit effect
on the phenomena of voluntary and involuntary Euro-outsiderness. The leave of the strongest
voluntary outsider will lead to incalculable consequences. Predictions say that the handling
of the differentiated integration will depend on the one hand on the club of Euro-insiders,
the institutional system of the Eurozone (e.g. ECB, Eurogroup, ECOFIN, etc.) who have
to stay open to the non-members, and on the other hand on the preferences of the certain
Member States themselves. [1: 238-246]

The resolution for these questions concerning the Common Market will highly depend on
the way the negotiating parties will finally choose (see the scenarios below).

The Political Crisis

Under the category of political crisis, the author of this article understands different types
of problems, which are interconnected of course. First of all, the legal regime of the EU has
become part of the UK legal regime throughout the decades, and the British legal traditions
are quite different from the continental Europe, however the EU legal regime shows some
resemblances. Brexit itself is carried out through the initiation of the “Article 50 procedure”
which refers to the leave clause in Art. 50 of the Treaty on the European Union (TEU).
The final result of the negotiations, the “deal” itself is not only a legal, but also a political
question, and the constitutionalist approaches cannot be neglected.

In relation to the aforementioned, the future unity of the United Kingdom itself is also
at stake. In 2014 there was a referendum in Scotland, which almost lead to the separation
of Scotland from the UK, but at the end the “remain” votes won. However, the “remain”
votes won also at the Brexit referendum, in Scotland, and in Northern-Ireland. In the latter,
the peace itself is very fragile. The question is, what will the future of Scotland and Northern
Ireland be? These countries rather wanted to stay in the EU, but have to stay in the UK
instead.

And connected to both questions above, we have to deal with another political term,
which is nationalism. Just as in England and Wales, nationalism has led to the majority
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of the “leave” votes, and as the outcome of the Brexit referendum fuels the Eurosceptic—
Nationalistic movements and politicians throughout the EU, also the nationalism of
the Scottish and the Irish can save—if such a scenario is plausible—almost half of the current
UK for the EU. In consequence, this term has both positive and negative connotations here.

Legal Consequences and the Constitutionalist Approach

Art. 50 para. (1) TEU says: “Any Member State may decide to withdraw from the Union
in accordance with its own constitutional requirements.” As Tridimas points out, Article
50 is politically neutral. [12: 305] At the same time, as Eeckhout and Frantziou put it, this
sparsely worded provision raises more questions than it answers, and is of course wholly
untested. [13: 696]

What the authors tend to emphasize is the fact, that the withdrawal is legitimate, if it
is “in accordance with its own constitutional requirements” of the Member State, as Art.
50 TEU says. In case of the United Kingdom, it is somewhat more complicated, than one
would think at first glance. The outcome of the Brexit referendum is an expression of
popular sovereignty, but is a consequence of an act of parliamentary sovereignty, the EU
Referendum Act 2015. In the UK, both the government and the Parliament can legally
choose to ignore a referendum. [3: 1020-1024] It is important because the notification—to
the European Council in accordance with Art. 50, para 2 TEU, which is the formal start
of the withdrawal procedure—can be revoked by the Member State in the following two
years after which—in accordance with Art. 50, para 3 TEU—the Treaties cease to apply
to the Member State. [12: 304] This is interesting because in conclusion of all the above
said, a possibility of the revocation of the withdrawal is theoretically possible regardless of
the outcome of the Brexit referendum. Nevertheless, there does not seem to be any political
will by the British Government to do so, although the EU would give a warm welcome to it.

Nevertheless, the option of revocation should be considered because, as Eeckhout and
Frantziou phrase it, the current political discourse on withdrawal, particularly in the UK,
stands in a stark contrast with the constitutionalist approach to Art. 50, because this
discourse completely disregards the fact that Brexit involves a seismic shock to individual
rights. [13: 732] Why is that? Because as Douglas-Scott cites the former British judge at
CJEU, Sir David Edward: “Withdrawal from the Union would involve the unravelling of
a highly complex skein of budgetary, legal, political, financial, commercial and personal
relationships, liabilities and obligations.” Brexit will result in UK nationals losing their EU
citizenship—a legal change whose implications has not yet been fully investigated. [3: 1028]
Eeckhout and Frantziou add that extricating the UK from the acquis communautaire is
a complex, wide-ranging and intrusive legal exercise, which raises questions of respect for
constitutional guarantees relating to acquired rights and the rule of law. [13: 699]

How “United” is the Kingdom?

But the whole story would only be as “simple” as set out above, if the United Kingdom itself
were not a union constructed by treaties. However, the United Kingdom consists of England,
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Wales, Scotland and Northern-Ireland, from whom in Scotland and Northern-Ireland the
pro-EU votes were in strong majority.>

First of all, Wales, Scotland and Northern-Ireland are so-called devolved administrations.
Without getting into the details of the relevant legal framework, it is far enough to say that
their relations with the Westminster (UK) Government and the EU is rather complicated, since
a so-called multi-level governance, or co-governance is in function, which has altogether four
levels (including the municipality level). Besides the division of power between the certain
levels of government, it also means that we can speak about allocation of responsibilities
between the UK and the EU; between the UK and the devolved administrations; and between
the EU and the devolved administrations. [14: 766]

This latter relationship has a critical meaning in the field of social policy, since the devolved
administrations have their separate EU funding, setting aside the EU Common Agricultural
Policy, the most significant support comes through the European Investment and Structural
Funds: Scotland and Wales profit from the European Social Fund; Northern-Ireland profits
from the Structural Fund and most importantly from the specific Fund for Peace and
Reconciliation. [14: 766-771]

The strongest “remain” voter was the Scottish electorate, with 62% of the votes for staying in
the EU. [15: 98] Not so long before, in the Scottish Independence Referendum of 18 September
2014, the Scottish nation also voted for staying in the UK with a majority of 55.3%.* Considering
all this, it is not surprising, that Scottish Prime Minister Nicola Sturgeon called to: “...take all
possible steps and explore all options to give effect to how people in Scotland voted.” One of
this options is a new referendum on the independence, which relying on the public morale of
Scotland after Brexit would probably result in the win of the separationists, driving Scotland
and the UK Government in a hard political situation. [15: 766-767] The biggest question
is whether there is a way for the devolved administrations to further profit from the acquis
communautaire—especially the legal regime, e.g. the CJEU case law, and the EU funding—if
the UK leaves the EU and they do not leave the UK?

In case of Northern-Ireland there are two more questions to be added: what will be
the future of the results of the peace process, which was believed practically by everybody to be
successfully ended in 1998, and in connection with that, what will happen on the Irish border,
which is the only land border of the UK, in technical terms?

The Rise of Nationalism

It can be debated whether the outcome of the Brexit referendum was a pure victory of classic
nationalism (“British bread for British toasters”) or rather an economically rational decision,
but it is clear that the result of it was a rise of the nationalistic political powers, and not only
in the UK, but across the European Union.

In Scotland the pro-independence Scottish National Party (SNP) with the lead of Prime
Minister Nicola Sturgeon, in the 2016 elections reached 56 seats of the 59 available Scottish

3 See e.g.: http://theconversation.com/the-geography-of-brexit-what-the-vote-reveals-about-the-disunited-
kingdom-61633 (Downloaded: 01.05.2018)

See: www.theguardian.com/politics/ng-interactive/2014/sep/18/-sp-scottish-independence-referendum-results-
in-full (Downloaded: 01.04.2018)
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seats in Westminster, and 63 seats in Holyrood—the Scottish Parliament—from the 129, where
with the also pro-independence Greens (6 seats) they are the governing majority. [16: 358-359]
And as the American ethnologist Knight stated, based on his own empirical experiences on field,
it was “uncomfortable” to see the “nationalist projects of both Edinburgh and London”. But he
also recognizes that in a global view, in spite of the “uncanny present” Scotland managed to
maintain its cosmopolitan values, and regarding the SNP he says: “many people, me included,
feel awkward about a nationalist party becoming the progressive voice of cosmopolitanism,
freedom, and social liberty”. [17]

The bigger problem according to some authors is the precedent the Brexit referendum
has set. Scuira considers not only the resistance towards supranational policies and the rise
of Eurosceptic political parties in the Eastern Member States dangerous [2: 115-117] but
also fears a potential wave of other exits such as “Frexit” (France), “Nexit” (Netherlands),
etc. in Western Europe as well, and has doubts whether the EU itself is enough to stop such
tendencies. [2: 121-122] After the re-election of Merkel, the election of Macron, and the weak
performance of Geert Wilders in Netherlands, the author of this paper is not so pessimistic.

The Human Crisis

According to specialists of the health sector, approximately 10% of doctors working in
the United Kingdom are from other EU countries, with even higher figures in sectors such
as social care in some parts of the country, such as London. [18] In conclusion, the National
Health Service of the UK and the whole British society will be in serious trouble if the health
workforce coming from other EU countries, not having UK citizenship, cannot stay after
the Brexit.

Of course, other sectors could be pointed out as well, where the proportion of employees
coming from the CEE region is still higher (e.g. Hungarians and Polish in the catering sector),
but maybe the most shocking is always when human life and health is directly at stake.
Nevertheless, the four basic freedoms of the EU, and within especially the free movement
of persons—under which we now understand natural persons, i.e. employees, students, and
their close family members—is essential for the proper function of the Common Market, and
once the access will not be provided for the UK, that will be disadvantageous for the citizens
of both the UK and the EU.

Dealing with the Consequences

Since the notification towards the European Council by the UK Government has already
happened—in accordance with the provisions of Art. 50 TEU—and there is little chance
that the process would be reversed by a revocation by the UK, we can conclude that the dice
is cast, and Brexit is inevitable. Which means that all the risks and potential crises related
to it will be a reality soon. In this part, we first review the timeline of Brexit from the EU
Referendum Act to the planned end of the process. Then we look at the institutional
framework of Brexit and after that the possible scenarios of the results of the negotiations.
We try to discuss and assess all the aforementioned from a crisis management aspect.
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The Timeline of the Events Since the EU Referendum Act

This is what exactly happened until now, but how the whole process is expected to continue
until the very end:®

The EU Referendum Act has received Royal Assent (which in accordance with the UK
law is the final step in the legislation) on 17 December 2015, after both chambers of
the Parliament accepted it.* The Act itself was a consequence of the way how David
Cameron won the general elections on 7% May 2015, namely leading a campaign focused
on holding a referendum on the further EU membership, in order to keep the pace with
the Eurosceptic—Nationalist UK Independence Party (UKIP) of Nigel Farage, who
had achieved an unforeseen success in the EP elections on 22" May 2014 and also in
the municipal elections afterwards.

On 23" June 2016 the referendum sees “leave” campaigners win a narrow victory with
51.9% against and 48.1% for “remain”. David Cameron resigns immediately as Prime
Minister (because although he campaigned with the referendum itself, he was among
those Conservatives who encouraged the people to vote “remain”). On 13" July 2016
the former Minister of Domestic Affairs of Cameron, Theresa May became Prime
Minister.

On 29" March 2017 Theresa May triggers the Art. 50 procedure, which starts the clock
on the two-years long negotiation process for the UK on the terms of leaving the EU.
On 8" June 2017—having surprised many by calling a general election—Theresa May
loses her majority in Parliament. Northern Ireland’s Democratic Unionist Party (DUP)
—Tled by Arlene Foster—makes a deal with the Conservatives and its votes allow her to
stay in power.

On 26" June 2017 formal negotiations on withdrawal begin between the UK and the EU.
On 20" November 2017 the EU27 ministers in the European Council voted on
the relocation of two very important, previously London-based EU agencies to other
Member States. The European Banking Authority is relocated to Paris, and the European
Medicines Agency is relocated to Amsterdam.”

On 13% December 2017 rebel Tory MPs side with the opposition, forcing the government
to guarantee a vote on the final Brexit deal, when it has been struck with Brussels.

On 15" December 2017 the EU agrees to move on to the second phase of negotiations
after an agreement is reached on the Brexit “divorce bill”, the Irish border and EU
citizens’ rights.

On 19" March 2018 the UK and EU make decisive steps in negotiations. Agreements
include dates for a transitional period after Brexit day, the status of EU citizens in
the UK before and after that time and fishing policy. Issues still to be sorted out include
the Northern-Ireland border.

According to the EU’s chief negotiator, on 31% October 2018 the negotiations must be
complete, to give the 27 EU countries time to sign off the deal. MPs will also get to vote
on the final deal in the UK Parliament before 29" March 2019.

5 See e.g.: www.bbc.com/news/uk-politics-43546199 (Downloaded: 02.05.2018)
6 See: www.legislation.gov.uk/ukpga/2015/36/notes/division/1/index.htm (Downloaded: 02.05.2018)
7 See: www.consilium.europa.eu/en/policies/relocation-london-agencies-brexit/ (Downloaded: 02.05.2018)
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29" March 2019 is Brexit Day—according to the current plans, because the two-years
long negotiation process can theoretically be extended in accordance with Art. 50,
para 3 TEU. On this day the UK ends its membership of the European Union at 2300
GMT and enters a transition period.

* On 31* December 2020 the transition period is due to end and the new economic and
political relationship between the UK and the EU to begin.

The timeline above clearly shows that the leading British politicians had and have a tendency
to drive themselves and the UK into potential risks and crisis situations. However, if
the negotiations are conducted properly, the outcome can be of minimalized losses.

The Implementation of Crisis Management on the Process

As Koronvary writes, the life cycle of a crisis normally consists of five stages, [6: 13-14]
which are:

* latent stage—when the crisis is still not experienced and/or identified,;

* assessed/identified crisis—the stage of prevention, deflection and preparation;

« conflict/crisis incident—the crisis is triggered by certain factors;

* crisis management—de-escalation of the crisis and minimization of the losses;

* reconstruction and after-care—care for the negative consequences and prevention of

the escalation of further crises.

The crisis management itself consists of the stages of prevention, preparation, reaction and
reconstruction. [6: 19-20] It is very important, that for a successful crisis management a crisis
manager and a crisis team is needed. [6: 23-24]

In case of Brexit, the institutional background seems to be given. Both sides have an
institution which can be identified as a crisis team. On the side of the UK, there is the Department
for Exiting the European Union® currently led by Permanent Secretary Oliver Robbins, who can
be called the crisis manager here.” And on the side of the EU there is the Taskforce on Article
50 negotiations with the United Kingdom, which is virtually a part of the Commission—the
Commission is the negotiator organization—and is led by chief negotiator Michael Barnier.!°

What is the real question here, is whether all the potential crises discussed in the second part
of this paper —and the author is sure that there can be further ones, either because they are still
latent, or simply because they were skimmed over by the author—are properly identified by
the institutional frameworks of crisis management of the parties. Hopefully everything relevant
will be taken into consideration and addressed properly.

8 See: www.gov.uk/government/organisations/department-for-exiting-the-european-union
(Downloaded: 03.05.2018)

9 See: www.gov.uk/government/publications/biographies-of-the-civil-service-representatives-for-the-
negotiations-with-the-eu (Downloaded: 03.05.2018)

10 See: https://ec.europa.eu/info/departments/taskforce-article-50-negotiations-united-kingdom_en
(Downloaded: 03.05.2018)
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Possible Future Scenarios

When we talk about possible future scenarios, we have to differentiate between two separate
things: the Brexit deal itself, which means on what terms the UK leaves the EU; and
another deal which settles the question of the further relations between the UK and the EU.

Possible Scenarios of the Brexit Deal

There are virtually two alternatives, which are dubbed in the civil discourse as “hard
Brexit” and “soft Brexit”. There is no strict definition of either, and they sometimes mean
different things to different people, but they generally refer to the closeness of the post-Brexit
relationship of the UK with the EU.

The “hard Brexit” could involve quitting without a deal in place. This would mean no
compromise on issues like the free movement of people, leaving the EU Common Market
and trading with the EU as if it were any other country outside Europe, based on World Trade
Organization (WTO) rules. This would probably also mean that the UK and the EU would
probably apply tariffs and other trade restrictions on each other.

The other option would be the “soft Brexit”, which could involve keeping close ties with
the EU, possibly through some form of membership of the European Union Common Market,
in return for a degree of free movement.!

Possible Scenarios for Further Relations

A document was issued by the UK Government in 2016 under the title Alternatives to
the Membership: Possible Models for the United Kingdom Outside the European Union. In
this, three scenarios are sketched, based on the relationships of other third countries with
the European Union. [19] These are briefly summarized in the document as follows:

» “The Norway model”—Norway is in the European Economic Area (EEA) 11 but not in
the EU. This is the model outside of the EU which is most integrated with the Common
Market. It means that Norway has considerable access to the EU market. It also takes
part in some important non-economic cooperation negotiated separately, like counter-
terrorism. The Norway model includes many of the key obligations of EU membership,
and Norway makes contributions to EU spending. Norway is required to follow most
of the rules of the Common Market, though without a vote or vetoes in how those rules
are made. It has to accept the free movement of people and it has chosen to be part of
the Schengen Area. Norway has a higher share of EU migrants per capita than the UK.

* “A negotiated bilateral agreement”—There are different ways this can be done. Such
arrangements typically offer limited access to the Common Market, offering some
combination of tariff-free trade, open access to the services market and guarantees that
companies operating in these markets are treated in a fair and non-discriminatory way.
But they rarely go far in establishing a Customs Union or addressing non-tariff barriers.

11 See: www.bbc.com/news/uk-politics-37507129 (Downloaded: 03.05.2018)
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Switzerland’s arrangements with the EU go furthest in replicating the benefits of EU
membership, but bring an increased proportion of the obligations, including accepting
the free movement of people, making a significant contribution to EU spending, and
compliance with the majority of rules governing the Common Market. (For this,
the CETA, the EU-Canada Comprehensive Economic and Trade Agreement could be
a model. Neuwahl mentions the possibility of a so-called CC-CETA, a Comprehensive
Cross-Channel Economic Free Trade Agreement.'?)

* “WTO membership”—The UK, like all other EU countries, is a member of the WTO.
If the UK had not agreed a new relationship with the EU by the time we left, then we
would have reverted to our common membership of the WTO as the basis for trade—
just like Brazil does in its trade with the EU. Under WTO rules, this would not include
any preferential access to the Common Market, or to any of the 53 markets with which
the EU has negotiated Free Trade Agreements. It would also affect the price of imported
goods paid by UK consumers, if reciprocal tariffs were imposed on imports from EU
countries. It would involve no coordination or obligations in non-economic areas like
fighting crime or terrorism. [19: 15]

Conclusion

This paper tried to focus on the potential risks and crises arising as a consequence of the Brexit
and attempted to categorize these, rather than going into the exact details of the related crisis
management process. The latter would have been pointless for two reasons, primarily because
right now the parties are in the middle of the negotiations i.e. the crisis management process,
and it will make much more sense to assess the whole retrospectively when it will be complete,
and secondarily because both parties—hopefully—are in possession of the necessary
resources (i.e. infrastructure, human resources, knowledge, common sense, etc.).

The categorization (of potential risks and crises) we give in the second part is of course
arbitrary, but the author of this paper is convinced that it is a reasonable way to categorize these.
As it was mentioned before, it cannot be excluded, that there are some potential crises related
to Brexit which are still latent and are therefore not included here.

To sum it up, naturally it is enough to look at all these potential risks and crises and
the resources necessary to tackle them to conclude how unfortunate is the whole Brexit
phenomenon. But alea iacta est, and there is a good chance that the parties will find the solution
to make the most of it.
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Specific Apparatus of Vatican Diplomacy —
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Lorand UTHAZI?

Throughout of its existence, the Catholic Church has always tried to protect
the most vulnerable members of society. This is proven by the fact that even
the earliest Church documents show how the new church tried to alleviate some
acute social problems. The religious and secular legal regulations which govern
the operations of Catholic charity organisations and the whole institutional
structure of these bodies were created by a long historical process which led to
the birth of the current web of multiple different Catholic charities. Furthermore,
these institutions are not merely NGOs or humanitarian relief agencies. Instead
their activities are based upon the activities of the Founder, Jesus of Nazareth, and
upon the spirit of the Gospels. Catholic charitable actions are mainly motivated by
theological concepts and the social teaching of the Church even if these activities
are executed by formal institutions.

The current Pope expects a more active participation of national and international
Catholic charities in multiple areas like looking dafter the poor and the refugees
and in the struggle for universal peace.

International cooperation, partly because of the universal nature of the Church,
is not an unknown concept for the Catholic Church. Therefore, its charities are
willing to work with every national and international institution, including secular
governments, which work to make life on Earth more bearable for mankind. Since
many contemporary humanitarian catastrophes take place in war zones, Catholic
charities must find acceptable ways of cooperation with the various armed forces
operating in these territories. This paper demonstrates the legal framework
governing the work of Caritas Internationalis, which is the official charity service
of the Holy See and which also acts as an umbrella organization for the more
than 160 national Catholic Caritas bodies. In this article I will only mention these
national Caritas institutions and any other international NGOs if this is necessary
for the better understanding of either the international nature or the international
activities of Caritas Internationalis.

Keywords: Catholic Caritas, Catholic Church, Canon Law, Civil-Military
Cooperation

1 The work was created in commission of the National University of Public Service under the priority
project PACSDOP-2.1.2-CCHOP-15-2016-00001 entitled “Public Service Development Establishing Good
Governance” in the “Extremism, Religious Extremism” Ludovika Research Group.

2 Ph.D,, Senior Research Fellow, National University of Public Service, Faculty of Military Science and Officer
Training; e-mail: ujhazi.lorand@uni-nke.hu; ORCID: 0000-0002-1630-8208

149



L. UJHAZI: Specific Apparatus of Vatican Diplomacy — Charity Organisations

The Catholic Church has always been committed to people in need. Ancient ecclesiastical
documents report that the church takes part in solving social problems. The structure,
the canonical regulation and the secular legal classification of Catholic charity organizations,
which still operate within multi-coloured bounds, has developed gradually. In our days
the structure of Caritas is vast and complex. There are seven regional umbrella organisations
(Caritas Africa with 46, Caritas Asia with 24, Caritas Europe with 49, Caritas Latin America
with 22, Caritas North America with 3, MONA with 15 and Caritas Oceania with 7 member
organizations). The national Caritas Organisations are divided into diocesan Caritas and
these are further divided into Caritas of parishes. Moreover Caritas has well elaborated
“management standards” (Laws and Ethical Codes; Governance and Organisation; Finance
and Accountability, Stakeholder Involvement, all of which have eight articles). However,
Catholic charity organizations are not merely NGOs or humanitarian charity organisations.
Uniquely, their motivations derive from the activities of Jesus of Nazareth and the spirit
of the Gospels. Philanthropic fondness is based upon theological principles and the social
doctrine of the church, even if the organisations work within legally regulated institutional
limits. The present Pope seems to count to a greater extent on the involvement of national
and international Catholic organisations in caring for the poor, handling migration crisis
and reinforcing peace.

International cooperation, due to the universal character of the church, is not far from
the nature of the church. In humanitarian activities, Catholic charity organisations cooperate
with any national or international organisation—mainly states—which struggle for the earthly
welfare of humanity. Considering that the alleviation of present humanitarian disasters
happens on areas with ongoing armed conflict, it is very important for Catholic organisations
to cooperate with armed forces, especially with the army. In this study I am going to introduce
the legal status and the regulation of the official charity organisation of the Holy See, Caritas
Internationalis, which operates as the overarching body of more than 160 Catholic charity
organisations. I am going to refer to other charity organisations as much as it serves the better
understanding of the legal regulation of charity organisations. Similarly, I am going to refer to
the national charity organisations below the overarching body as much as it serves the better
understanding of the international character and activity of the organisation.

The Catholic Church has always lead the support of the poor. [1] [45] In the Acts of
the Apostles we can read that the apostles gave away the money they got from selling
properties to the poor. [Acts 2: 42-47] While the institutional frameworks of the church
were developing, care for the poor became institutional as well, and the canonical regulation
and the secular legal classification of Catholic charity organisations were taking shape. [2]
Catholic charity organisations are not merely non-governmental organisations (NGOs) or
humanitarian charity organisations. Uniquely, their motivations derive from the activities of
the founder, Jesus of Nazareth and the spirit of the Gospels. [3] Philanthropic fondness is based
upon theological principles and the social teaching of the church, even if the organisations
work within legally regulated institutional limits. Moreover, Pope Francis has drawn attention
to this fact several times. [4] The present church leadership [5] counts on the involvement
of national and international catholic charity organisations in caring for the poor, handling
migration crisis and reinforcing peace. [6]
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International Caritas — Caritas Internationalis

As an impact of the economic and social changes of the 19" century, the social teaching of
the church played a more and more significant role in the lives of religious communities. [7]
Lorentz Werthmann formed the first Caritas organisation, Caritasverband fiir das
Katholische Deutschland, which was approved by the German Episcopal Conference
as a national organisation in 1916. In 1921 the organisation got its name: Deutscher
Caritasverband. Werthmann created the emblem of the Caritas, the flaming cross, which
has been used since then by national and regional Caritas organisations and by Caritas
Internationalis, too. German organisations served as examples for other national Caritas
organisations at the beginning of the 20" century. In Hungary the initiative started in 1914 as
Katholikus Karitasz (Catholic Caritas). However, this initiative remained an aid programme
during WWI; it did not develop into an organisation. In 1931, after several initiatives,
the organisation and the network of Katolikus Karitasz (Catholic Caritas) was set up,
when Cardinal Jusztinian Serédi appointed Zsigmond Mihalovics pastor of Herminamezd,
to be the Archiepiscopal Commissioner of the Caritas. In 1931, the Hungarian Catholic
Episcopal Conference established Szent Erzsébet Karitasz Kozpont (Saint Elizabeth Caritas
Centre), whose Director was Zsigmond Mihalovics, to coordinate the national network. [8]
To coordinate Catholic charity organisations and to promote the foundation of Caritas
organisations, the first Caritas conference was convened in 1924 within the framework of
the Eucharistic World Conference in Amsterdam. In 1924, the leaders of nine European
countries (including Hungary) decided to establish an international Caritas organisation,
which came to existence as Caritas Catholica in 1928. Pius XII aimed to form a more
coordinated connection among international Caritas organisations, and the organisation
became the official charity organisation of the Holy See in 1947. [9] Due to its peculiar
connection to the Holy See, the centre of the organisation was transferred from Switzerland
to Rome. Moreover, in 1954, to put emphasis on its international character, it got the name
International Catholic Caritas. [10]

The international character of the charity organisation is significant because of
the possibility to concentrate powers and to control the Catholic identity of the organisation.
This way, when national sources have been used up, it is possible to concentrate more
power to ease humanitarian disasters. In Lebanon, for example, to ease the migration
crisis, International Catholic Caritas brought national Caritas organisations in managing
the crisis. [11] The same happened during the civil war in Rwanda, or during natural
disasters (the storm in Myanmar, [12] the earthquake in Haiti, [13] the flood in Poland and in
the Czech Republic, the tsunami in Sri Lanka and the flood in the Balkan region). [14] Each
national Caritas organisation joins in to handle the crisis in accordance with its strength. [15]
The international character of the Caritas appears in its cross border aims. Good examples
are their attempt to ease natural and civilizational disasters, to promote economic equity,
to reduce the effects of climate change, furthermore to eliminate poverty which evolved
due to climate change. Similarly, they pay attention to helping HIV/AIDS infected people
and struggle against other viral and infectious diseases. Moreover, defending the rights
of the ill, the poor, the socially excluded, women and immigrants gets a significant role.
They participate in the global struggle against violent migration, deportation and human
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trafficking. [16] Emphasis can change in accordance with international security challenges
and humanitarian disasters. [17]

The legal regulation of International Catholic Caritas took a non-standard path. In 1951,
the Holy See approved the first rules and regulations of the organisation, which was voted
during the first full general assembly. However, Vatican—on Paul VT’ initiative—endowed
it with juridical personality on 19" July 1976. It was one of the rare cases when a Catholic
organisation—according to the state law of Vatican State—held a juridical personality, but
according to the canon law, which regulates the internal church order, it was not a juridical
person. It is also true that the legal status and the rank in the national Catholic Church of each
national Caritas was totally different. In some countries—e.g. France—the Catholic Caritas
did not hold a canonically approved personality, but they had secular legal registration or
legal status. Even though Deutscher Caritasverband was a legal entity and association
according to the German civil law, in the canon law it was an association of the Christian
faithful. [18] In many cases, the founders themselves thought that in an anti-religious
environment, canon law status would adversely affect obtaining secular legal recognition
or effective operation. [19] This model guarantees a wider independence from ecclesiastical
hierarchy and a wider margin in secular forums, but it involves risking an organisation losing
its Catholic identity, and dissolving among governmental and civil organisations with similar
profiles. Difficulties arose from this in Germany.

In other countries, the national Caritas or in some cases the diocese Caritas holds
a canonical status, as well. This can take several forms, as the activities of the Caritas
are diverse, too. The fields of activity such as education, health care, social care, etc. all
have different legal background from the side of both canonical and civil law. Competent
ecclesiastical authorities often used to endow Caritas organisations—at the request of
the organisation—with canonically approved juridical, mainly private juridical personality.
The Catholic Caritas can be the part of either the conference of bishops or the diocesan office
structure, which is established or approved by a competent church authority, which acts as
an official legal entity. Canon law status is independent from secular legal approval. [20]
For example in Hungary, national Catholic Caritas or diocesan Catholic Caritas are all
juridical persons from the point of view of canon law, thus these organisations hold juridical
personality in civil law, as well. The financial background of national Caritas organisations
is diverse as well, which means that they take part in supporting Caritas Internationalis to
a different extent. [21]

As the secular and the canon law status of national and diocesan Catholic Caritas
organisations is significantly diverse, it is understandable that not only did the legal status of
the overarching body develop slowly, but for a long time the overarching body was handled
as a loose association of the national organisations. A major step occurred, when in 2004
John Paul IT issued his letter Durante I’Ultima Cena, which—on the one hand—made Caritas
Internationalis a public juridical person, on the other hand the letter assigned the structure
of the Holy See. The Pope officially approved the rules and regulations of the Caritas. [22]
According to the Papal direction, the rules and regulations, as well as the head office can be
modified only with the Pope’s permission.

According to Article (Art.) 146, Paragraph (Para.) 2 of the 2004 effective Apostolic
Constitution, Pastor Bonus the Pontifical Council, Cor Unum was responsible for Catholic
charity organisations. [23] So in accordance with the general rule, this Pontifical Council

152 AARMS (18) 1 (2019)



L. UJHAZI: Specific Apparatus of Vatican Diplomacy — Charity Organisations

became the general supervisory and monitoring authority of the International Catholic
Caritas. [24] The council was responsible for—among others—the international activities of
the Caritas, for local initiatives and for caring for the members’ Catholic disposition. Caritas
Internationalis was ordered to hand the statements, intended to be issued publicly, over to
the Pontifical Council for preliminary approval. Due to the international character of Caritas
Internationalis, the relationship with Holy See offices, concerned with humanitarian activities,
had to be established. According to the former terms, it involved the Pontifical Council for
Justice and Peace, the Council for Pastoral Assistance to Migrants and Itinerant Peoples [25]
and the Council for Pastoral Assistance to Health Care Workers. As for the area of cooperation,
the Apostolic Constitution, Pastor Bonus, which generally specified the responsibilities of
each Holy See office, was relevant. The 2004 document includes further restrictions, as it
says that regarding the persons of the president and the secretary, preliminary papal approval
is needed, and the General Assembly can appoint officials out of the approved persons. [26]

It is the strength of the 2004 document that it clarifies the canonical status of Caritas
Internationalis, its relation to the Pope of Rome and its relationship to the dicasteries of
the Holy See. At the same time, the document, which is applicable together with rules and
regulations, is a short, straightforward line of papal statements. Furthermore, according to
certain opinions, the organisation is an important stage of the centralization plans of the Holy
See, which hardly can be compatible with its character. Indeed, according to these opinions,
Caritas Internationalis is not the central office of the Holy See, but a loose association of
Caritas organisations under the national conferences of bishops. [27] As there was still
no consent about its legal status, control and contacts outside the church, [28] Caritas
Internationalis was regulated by the Holy See again in 2012.

However, Pope Francis integrated the Pontifical Council Cor Unum, endowed with wide-
ranging powers, into the new Holy See office, the Dicastery for Promoting Integral Human
Development with his motu proprio, Humanam progressionem, [29] declared on 31 August
2016. Motu proprio, Humanam progressionem, which established the new dicastery, is
a short document, and it does not discuss the question of Caritas Internationalis. The statute
which thoroughly regulates the activities of the dicastery clearly notes [Art. 4, Para. 9]
the competency of the new dicastery in controlling Caritas Internationalis. In accordance
with this regulation, where the former legal regulations mention the Pontifical Council Cor
Unum, now the new dicastery should be meant.

New Holy See Regulations

In 2011 Pope Benedict X VI authorised the Secretariat of State—Secretary of State, Cardinal
Tarcisio Bertone—to act in the name of the Pope with full authority over the questions
in connection with the legal character of Caritas Internationalis and its activities in
the church. [30] In Pope Benedict XVTI’s theological work, the active fondness of the church
towards the poor was strongly emphasised. [31] It makes sense that the Pope attempted to
give the official charity organisation of the Holy See a clearer legal status. [32]

The general decree, which is basically an act [Can. 29], in spite of the fact that it
was issued by the Secretariat of State with executive power only, was issued on 2™ May
2012. [33] The Secretariat of State owned the authorisation of the supreme legislative power
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[Can. 30] to arrange the legal framework of the activities of Caritas Internationalis with
a general decree. [34] In contrast with the 2004 papal provision, the new general decision
gives a more accurate and detailed regulation. However, it is striking that the decision is
fairly strict with regard to the Holy See control system over Caritas Internationalis. It is
probable that the supreme legislator envisaged that the new legislation would move towards
strengthening, and so the thankless task was handed over, and the legislative power was
delegated to the Secretariat of State, which owned only executive power. From the legislation
and the explanation added to the Pontifical Council Cor Unum, it can be concluded that
the circumstances were not organized in all respects at Caritas Internationalis.

The general decree does not abrogate Pope John Paul II’s document Durante I’Ultima
Cena. The ordinance, the general decree, the rules and regulations of the Caritas, the Code of
Canon Law (especially its legislation about juridical persons [Can. 312—-316; Can. 317, Can.
318-320] and the state legislation of the State of Vatican together constitute the legislation
governing the activities of Caritas Internationalis.

As far as the structure of the decision is concerned, the major part focuses on
the controlling mechanism of the Holy See, and the minor part on the canonical and civil law
operational framework of Caritas Internationalis. It reinforces the general supervisory rights
of the Pontifical Council Cor Unum over Caritas Internationalis. [Art. 1, Para. 1] It reinforces
and extends the representation rights of the Pontifical Council Cor Unum. Namely, the council
through its representative or commissioner with consultative rights participates the sessions of
the managing body of Caritas Internationalis. [Art. 1, Para. 3] After the consultation—mainly
with the Director of the Caritas—the council appoints an ecclesiastical assistant, a liaison for
a set period defined in the rules and regulations. The liaison, due to this right, takes part in
the meetings of the managing body, and takes care of the relationship between the Caritas
and the Holy See. He discusses theological questions, and supports the Catholic identity
of the organisation. [Art. 1, Para. 4] Probably, his role extends to informing the competent
offices of the Holy See. So he can be regarded as an officer charged with intelligence service
and internal affairs.

The general decision leaves the Caritas a fairly limited scope for action in building
external relations. The cooperation with NGOs and other organisations had to be approved by
the Pontifical Council Cor Unum in advance. [Art. 1, Para. 5] Nor does the Caritas negotiate
with international, regional, political, diplomatic, state administrative and jurisdictional
organisations, but the second section of the Secretariat of State does. It is especially true for
Italian state organisations. [Art. 3, Para. 1] The only exception is humanitarian emergency
situations, when Caritas Internationalis in its own right can conclude agreements with
governmental and international organisations. In this Caritas Internationalis is obliged
to inform the Pontifical Council Cor Unum and the second section of the Secretariat
of State as quickly as possible. [Art. 3, Para. 2] Before the general decision was issued,
the Caritas had owned principles for internal use that referred to the cooperation with other
organisations (2003), especially with the army (2006). The internal “ethical” regulations and
the failure of the practice could be the reason that the new legal regulation introduced some
reinforcement. The network of Caritas Internationalis does not seem to have been transparent
for the Holy See. Probably, it might have been the same on regional levels as motu proprio,
Intima Ecclesiae natura, which details the relationship between regional Catholic charity
organisations and diocesan bishops, forms similar principles emphasising the controlling role
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of the diocesan bishops. Accordingly, local Catholic charity organisations cannot cooperate
with organisations that are hostile towards Catholic teaching. [35]

The possessions of Caritas Internationalis, as a public jurdical person, are counted as
ecclesiastical possessions. [Can. 1257, Art. 1] [36] During property management, the general
decree for ecclesiastical goods must be kept. [Art. 6, Para. 7] Furthermore, the Pontifical
Council looks after the accurate and transparent property management of the Caritas, [Art. 1,
Para. 6] and it approves the contracts, the budget, the property management and the budget
of employees and charity programmes after consulting with the Secretariat of State and
the Prefecture for the Economic Affairs. [Art. 1, Para. 7] The property management jurisdiction
of the Pontifical Council extends to the regional organisations of Caritas Internationalis
and to its functional sub-organisations which are legal entities. The Pontifical Council, if
it considers to be necessary, can appoint a delegate to supervise the regional organisations
of the Caritas. [Art. 1, Para. 8] The general decision empowers the Pontifical Council to
summon the leaders of the dicasteries concerned in order to discuss the actual affairs of
Caritas Internationalis. [Art. 1, Para. 9]

The Holy See wanted to control the Caritas more vigorously regarding doctrinal questions,
as well. Caritas Internationalis, respecting the executing power of the Congregation for
Doctrine of the Faith regarding faith and ethic, is obliged to hand the documents—intended
to be issued publicly—regarding faith and ethic over to the Pontifical Council for preliminary
approval. [Art. 1, Para. 2] Doubts seem to have arisen in connection with the Catholic identity
of the organisation, too. It is clearer from the explanatory documents of the Pontifical Council
Cor Unum. (See below)

The general decision names the rights of the first and second section of the Secretariat of
State. The first section:

+ finalizes the rules and regulations, approved by the Pontifical Council Cor Unum of

the Caritas;
+ can change and explain, being aware of the opinion of the Pontifical Council, the rules
and regulations, and the general decision in the light of the Code of Canon Law and
the state jurisdiction of the Vatican; [Art. 2, Para. 1]

 guarantees employees’ rights and fair social benefits; [Can. 231; 281, Art. 2, Para. 3]

* coordinates the competences among the Pontifical Council Cor Unum, other dicasteries,
the Vatican Governorate and other Holy See dicasteries; [Art. 2, Para. 4]

« supports the Pontifical Council in controlling the property management of the Caritas
Internationalis, especially in managing challenge inspections. [Art. 2, Para. 5]

The second section of the Secretariat of State:
* besides controlling the international activities of the Caritas, [Art. 2, Para. 1] represents
the organisation before national and international courts; [Art. 2, Para. 1, 2]
« after the consultation with the Pontifical Council Cor Unum, only the second section
can authorize those agreements according to which the Caritas receives support from
governments, international and other organisations.

The Caritas is obliged to give reports generally towards the first section of the Secretariat of

State and towards those Holy See offices that are involved in a certain issue. However, in each
case a copy of the report must be sent to the Pontifical Council Cor Unum. [Art. 7, Para. 1]
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The Caritas is obliged to give a report every four month towards both the second section and
the Pontifical Council about those formal and personal contacts that the Caritas maintains
with governments and diplomatic bodies accredited by the Holy See. [Art. 2, Para. 3] It
seems, in a changed security environment, that the Holy See wants to persuade more
strongly its humanitarian charity organisations to pursue intelligence service. However, it
is not clear how the strong control on its room for manoeuvre or its intelligence tasks affect
the international legitimacy of the Caritas.

The supervisory right of the Holy See extends to executives of Caritas Internationalis
[Art. 6, Para. 2] The Director, the Secretary-General and the Trustee are elected according
to a strict rule. The Pontifical Council Cor Unum, in an agreement with the first section
of the Secretariat of State, hands the list of nominees over to the Pope for approval, and
the names can be published only after his approval. The election of executives is held in
accordance with the Code of Canon Law. [Can. 169-173] The three members of the governing
board are appointed by the Pope in accordance with the proposal of the Pontifical Council
Cor Unum and the Secretariat of State. [Art. 6, Para. 4] The Council, the Secretariat of
State and the Prefecture of Economic Affairs having been heard, the experts—to the area
of law, establishment and technique—of the consultative body of Caritas Internationalis
are appointed by the Pope. After consultations with the Council, the tasks of the Council
are determined by the first section of the Secretariat of State. [Art. 6, Para. 5] According
to the general decision, the President, the Secretary-General and the Trustee take an oath,
following a specific form, on accomplishing the tasks faithfully before the President
of the Pontifical Council. The members of the governing board take the same oath in
the presence of the Director, or his representative of the Caritas and the employees take
the oath in the presence of the Secretary-General.

The Secretary-General represents Caritas Internationalis in legal issues. [Art. 6, Para. 9]

The general decision has greatly restricted the scope of activities of Caritas Internationalis.
Probably, this strict Holy See behaviour was not unjustified from the point of view of the Holy
See. The legislator may have intended to emphasize the hierarchical side of the church
in the operation of Caritas Internationalis, and wanted the organisation to adopt Catholic
spirituality more powerfully. This point of view appeared later on the national and diocesan
level of the Caritas. In his motu proprio, Intima Ecclesiae natura (issued on 11 November
2011) Pope Benedict XVI explicitly discusses the diocesan bishop’s legal obligations. [37]
Similarly to the supervisory structure of Caritas Internationalis, the Pope expects local
bishops and ecclesiastical authorities to supervise Caritas organisations more thoroughly.
Presumably, there were problems on both national and international levels, which were
answered with legal restrictions by the Holy See.

Other Holy See Documents Regarding Caritas Internationalis

It is not irrelevant for the Holy See whether Caritas Internationalis, as a public juridical
person, the official charity organisation of the Catholic Church, meets the expectations of
the Holy See, and whether its activities and statements are in line with the statements
of the magisterium. Therefore, in different documents the Pontifical Council Cor Unum
summarized the theological points which played roles in establishing new regulations and
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a stricter supervisory structure for Caritas Internationalis. [38] The Pontifical Council
Cor Unum participated in preparing the documents on the basis of its supervisory right,
other Holy See dicasteries on the basis of different involvement. Due to the international
character of the Caritas, the remarks of the Secretariat of State were considered, as well.
After a short summary, the new document states that the Holy See always played an
important role in the life of Caritas Internationalis, from the creation of the international
organisation to the 2004 papal document. The latest made it certain that the rules and
regulations of the Caritas had to be adjusted to the principles outlined in the document and
to the place of the Caritas gained in the structure of the Holy See.

The Pope made it clear in an earlier statement which he sent to the general assembly of
the organisation on 7" May 2011.

For the operation of Caritas Internationalis, the regulation accepted on 3" May 2012 was
determining. [39] The first paragraph refers to principles, the second to the name and legal
status of the organisation, the third to the headquarters of the organisation. The introductory
paragraphs are entirely the same as the propositions summarized in the general resolution
of the Secretariat of State. The summary of the conditions according to which national and
diocesan organisations can be the members of Caritas Internationalis can only be found in
the rules and regulations. In this respect, the legal activity of the local ecclesiastical authority
(Apostolic Conference or a diocesan bishop), with which it approves the regulations of
a local organisation, is determinant. This condition is enough for the national or diocesan
organisation to ask for gaining admission to Caritas Internationalis. [Art. 4, Para 4.3] If
a competent ecclesiastical authority withdraws the rules and regulations of a national
or diocesan caritas—so the possibility of its operation is suspended—it means losing its
membership automatically. [Art. 4, Para. 4.3] The rules and regulation of Caritas Internationalis
show some similarities with the discussed general decision, as it puts great emphasis on
the supervisory role of the ecclesiastical authority. [40] The rules and regulations discuss
the rights [Art. 5] and duties [Art. 6] of the member organisations in details. They are fairly
general rights and duties, concerning that either national or diocesan Caritas organisations
are independent organisations. Furthermore, the rules and regulations introduce the internal
structure of Caritas Internationalis, [Art. 7] the regions, [Art. 8] the rights and duties of
the general assembly, [Art. 9] of the board of representatives, [Art. 10] of the board of
directors, [Art. 11] of the president (or director), [Art. 12] of the vice president, [Art. 13]
of the secretary-general, [Art. 14] of the secretariat. [Art. 15] This part is very important
as the rights and duties are discussed only here in connection with the Caritas. The rules
and regulation discuss the legal representation [Art. 16] and the order of the papal approval
regarding offices. [Art. 17] The latest clarifies the basic principle of the general decision, as it
determines the order and periods of recommendation to the Pontifical Council. Furthermore,
the rules and regulations clarify the general directions for the “ecclesiastical liaison” of
the Secretariat of State, [Art. 18] and the general directions referring to the appointment, [Art.
19] to the election, the term in office and the activities of the trustee. Moreover, it clarifies
the exact tasks of the consultative body of the Caritas, [Art. 21] to which we can find only
a short reference in the general decision. The rules and regulations thoroughly discuss
the questions referring to handling possessions, [Art. 22] to incomes [Art. 23] and to
modifying the rules and regulations. [Art. 24]
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The operational rules of Caritas Internationalis are more thoroughly given in the 28
paragraphs of the internal regulations attached to the rules and regulations. Moreover,
the Caritas has a general code of ethic. [41] The following documents of basic principles
were issued: The Caritas Partnership Guiding Principles (2003); Caritas Internationalis Child
Protection Policy Framework (2004); Caritas Internationalis Guidelines on Relations with
the Military (2006); Caritas Internationalis Guidelines on Environmental Justice (2006);
Caritas Internationalis Management Standards (2013). In addition, Caritas Internationalis
regards itself as bound by international regulations related to its operation.

In 2014, Pope Francis approved the managing directives of Caritas Internationalis.
The document reflects the Pope’s commitment towards the poor. Further stressed elements
are responsibility for its actions, management and transparency:

+ management and regulation;

* organisational infrastructure;

+ financial sustainability and accountability;

 correspondence to the code of ethic and behaviour according to the methods and

measures of the general assembly. [42]

Literally, the document points out the ecclesiastical and secular regulations which must be
respected during its operation. The document gives directions about:
» mutual aid among national caritas organisations, which is considered to be obvious and
it determines the possible ways of giving assistance;
* the minimum requirements;
* the principles of organization and development.

An appendix of four paragraphs was attached which includes:
* laws and codes of ethics referring to management directives;
* regulations and organisational structure referring to management directives;
« financial processes and obligation to accountability referring to managing directives;
+ short summary of managing directives referring to the involvement of interested
parties.

Caritas Internationalis and Civil-Military Cooperation

Caritas Internationalis cooperates with international, governmental and humanitarian
organisations across a broad spectrum. [43] As it is present in war-torn areas, the cooperation
with armed forces, especially with the army, is a priority area. [44] The Catholic Caritas,
as the church itself, stays in crisis and war-torn areas when other organisations have
decided to leave. The Caritas, as the charity organisation of the Catholic church, is aware
of the conciliatory, mediatory role of the church, which is independent from states. Besides,
it understands that to achieve efficiency and effectiveness in humanitarian aiding, it has to
cooperate with political and military forces on a certain level. In order to achieve effective
humanitarian aiding, it adopts the basic paradigms of those international organisations
that take part in handling crises. Namely: prevention, the protection of the civil population
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(especially the poorest), peacebuilding, reconciliation of warring parties, sympathy with
victims, restoring the rights of victims or reinforcing social organisations.

The Catholic Caritas, as a humanitarian organisation, cooperates with military forces
both on national and international level. It is difficult to lay down basic directives, as
the experiences of Catholic Caritas organisations about the cooperation with military forces
differ. Legal regulations, the relationship between the state and the church and the practice of
cooperation between charity organisations and military forces are different in each country.

It is important for the charity organisation to establish the directives of cooperation on
an international level, as well. So, in 2003 Caritas Internationalis tried to word some basic
directives according to its experiences in handling crises during the Balkan wars in the1990s,
during the interventions in Afghanistan in 2001 and in Iraq in 2003. [45] When wording
the basic directives, the Caritas set out from its experiences of the cooperation with “Western”
military forces, and Western military and political alliances. So, the basic paradigms were
adjusted to these armies and military systems. The basic document was ready by 2006.
Globally, it tries to word the basic directives that the staff of the Caritas has to consider when
cooperating with military forces. The basic supposition of the Caritas is that the army have
to take part in handling crisis in a way they do not endanger the independent and politics
free operation of charity organisations. Caritas Internationalis learnt that military forces
gradually took over humanitarian tasks, especially their control, when performing new crisis
management and peace support operations. This phenomenon, according to the introduction
of the document, weakens the abilities of humanitarian charity organisations. The basic
directives of the UN referring to the cooperation between humanitarian charity organisations
and military forces are determinant for Caritas Internationalis.

As crisis management can be divided into several parts, the basic document discusses
the cooperation of the Caritas and military forces in different crisis management sections.
They emphasize the importance of peacebuilding after armed conflicts or crises. The period
of an armed conflict is more difficult, but the document finds it important that the Caritas
should be present during a conflict and it should work hard to ease the difficulties of
the poor. In a peacebuilding period the goals of the Caritas and UN peacekeepers, or other
crisis management forces, are the same: to promote peace and reconciliation. Due to abuses
committed by peacekeeping forces, the Caritas considers itself to be a control institution.
In order to avoid abuses, it watches the activities of peacekeeping forces, as well. [46] As
the UN itself encourages civil and church organisations to inform the UN headquarters about
the abuses committed by peacekeepers, this controlling role is obvious for the Caritas.

The basic document of the Caritas focuses on the areas where it is extremely important
for the Caritas to cooperate with the army considering its specific abilities. These areas are:

+ prevent and ease emergency situation due to a natural disaster, as the army owns

the appropriate logistic capacity and technique;

* epidemic prevention;

+ the promotion of national vaccination programs;

+ water clearing;

 reaching the areas that are highly inaccessible;

* helping refugees.
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The document admits that the army can considerably help the effective work of a charity
organisation in establishing communication, providing health care in inaccessible areas,
organizing educational programs after a crisis, in reconstruction and in organizing defence
against natural disasters. Besides, the document emphasizes that there are areas where
employing the army is problematic. These problems are not characteristic features of
Western national armies or international organisations. It is more difficult for the charity
organisation if it has to cooperate with an army that supports one or the other party in
a civil war instead of making peace. Similarly, if the army is compromised in an ethnic
or a religious conflict, or if the army is involved in training child soldiers. According
to the document, it is possible in democratic countries that charity activities become
militarised, namely the whole humanitarian charity process is looked after by the army,
which endangers the independence of charity organisations.

The basic document of the International Catholic Caritas words the directives of

the cooperation with military forces:

* subsidiarity: the local decisions of the Caritas—even inside its own organisation—are
considered to be more suitable and more realizable than decisions made on a higher
level,

« partnership: the Caritas thinks it important to cooperate on the basis of trust which
takes some time to be built;

+ legality: the rules and principles of international law have special relevancy in the life
of the organisation:

— international law: complying with the Hague and Geneva Conventions and their
additional documents;

— Humanitarian Charter and Minimum Standards in Disaster Response (SPHERE),
ICRC/NGO Code of Conduct, which words the basic principles referring to NGOs;

» human rights, refugees and the exiled (especially the views in the basic document
of the UN Convention). As a significant part of the work of the Caritas is filled with
aiding refugees, the norms referring to refugees have important roles in the life of
the organisation.

+ respect for human dignity;

« differentiation between militant and non-militant entities.

ICRC/NGO Code of Conduct:
* priority to humanitarian viewpoints;
 giving help regardless of religion, race or nationality;
* political neutrality:
— foreign policy programmes are not supported.

The Catholic Caritas is an international organisation, so in a civil-military cooperation
the legislation regulating organisations operating within country specific or international
frameworks and military missions within alliance system should be considered at the same
time.

Furthermore, the basic document words basic principles about operation: when an armed
conflict has spread and none of the parties control the territory entirely, the possibilities
of the organisations are limited on the war-torn territories. [47] The Caritas tries hard to
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maintain a balanced relationship with each party, so that it can fulfil its humanitarian tasks.
Establishing a relationship with armed forces and other organisations is significant as it is
nearly impossible for civil or church organisations to get in a certain area during a conflict.
According to the principles of the Caritas, when establishing a relationship with military
forces, the Caritas should remain politically neutral. Cooperation and sharing information
are important for the Caritas, but it respects politically, militarily and economic sensitive
information. More principles are:
+ establishing an appropriate distance towards military forces;
+ the Caritas operates under non-military control;
+ the Caritas respects the views of the local church;
* the organisation minimizes the relationship with those armed forces or/and soldiers
that violate human rights;
 in advance, it determines those areas where it is going to operate, and determines
the limits of its cooperation with military forces and local authorities.

If the army joins the humanitarian activities of the Caritas, the basic document expects
the army to do it in accordance with international law and practice.

The basic document states that when aiding, soldiers cannot carry weapons, and those
who help in health care should wear distinguishable uniforms on which the logo of the charity
organisation can be seen.

According to the document there are three key areas where the Caritas cooperates with
the army:

+ regarding low intensity crises, the document draws attention that in spite of the crisis

being low intensity, difficulties may arise during the cooperation of the organisations;
 during a low intensity crisis, the cooperation covers information sharing mostly:

+ information sharing can be realized through appointing a liaison:

 dialogue—it involves getting familiar with the points of view of the organisation;

+ information sharing—respecting classified and sensitive information.

According to the Caritas document, in case of high intensity crisis, adequate distance should
be kept from military forces, but the Caritas may need military logistic or other support.

In high intensity crisis, the organisation has to accept military protection. It can happen
that the political and the military parties rate the need of military protection differently.
The directive is that the Caritas does not ask for military protection. It is an exceptional
situation when the Caritas accepts this possibility, as local authorities, police and military forces
cannot provide protection for the organisation. However, asking for protection and assistance
depends on the decision of the Caritas management only, not of the authorities or military
forces. Humanitarian viewpoints play important roles in the decision. The organisation does
not accept protection from parties in conflict. The directive is that, even in this situation,
the Caritas does not give the army any consignment so that it can distribute the donations.
Last but not least, the Caritas does not act under military control, and rejects orders from
military leaders.
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Summary

Though a lot of charity organisations bear the attribute “Catholic”, the official charity
organisation of the Catholic Church is Catholic Caritas. The Catholic Caritas works on
five continents in more than 160 countries, which shows the different environment and
legislation it has to work within. The Catholic Church is an international organisation
itself, with vast and complex structure, so each Caritas tries to meet global challenges
under the control of an international overarching body. When national options have been
exhausted, there are still possibilities to release major resources. Furthermore, there is more
chance to control the Catholic nature.

The legal regulation of Caritas Internationalis has developed gradually. It gained its
juridical personality first within the civil laws of the Vatican, later within the universal
canon law of the Catholic Church. Earlier there were difficulties in connection with
Catholic identity, possessions management and the communication with non-Catholic
organisations. So, the Holy See gradually tightened both the operational legislation and
the control of the organisation. It evoked the displeasure of those who imagined a looser
alliance of each national Caritas under International Caritas. A new Holy See office,
the Dicastery for Promoting Integral Human Development, established with motu proprio,
Humanam progressionem, took over the controlling rights from the Pontifical Council Cor
Unum on 31 August 2016, respecting the rights and tasks of the Secretariat of State and other
Holy See dicasteries.

International Caritas is in relationship with international and national organisations, non-
profit organisations and non-Catholic charity organisations. Regarding cooperation, the basic
paradigms of international law, its rules and regulations and basic paradigms of the Caritas
are significant. The basic principles regarding its cooperation with armies are also significant,
as the Caritas is present in crisis-torn areas, and it cooperates with military forces in order to
perform effective humanitarian aiding.
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